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Abstract 

 

By 2020, half of the world’s working population will be Gen Y. Baby Boomers, largely 

credited for establishing the foundations of physical security equipment, are fast losing 

their grip on the security business and are beleaguered and overwhelmed by ever new and 

creative waves of attacks and threats.  

 

This planned research attempts to gain a better understanding of the formation of intention 

to influence new security product, new security solution and even new business model by 

Gen Y by using the Technology Acceptance Model (TAM) developed by Fred Davis as 

a theoretical foundation supported by the Delphi Method as the research tool in garnering 

consensus from experts in the field of Security and IT. 

 

This research using the Delphi method exploring the impact of Gen Y on the security 

industry over the next five to ten years was conducted using a pilot study and two rounds 

of the Delphi method to predict if all technical and marketing decisions are Gen Y biased. 

It involved IT and security experts from six countries, representing both Baby Boomers 

and Gen Y. The panel of experts was chosen from both developed and developing nations 

with the intent to examine if the digital divide has had an impact on Gen Y. 

 

The pilot study was completed within five weeks, while Round One Delphi took a total 

of three months (one month for return of questionnaires and two for analysis), and Round 

Two took another eight weeks for the return of data and an additional sixteen weeks of 

analysis. 
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This study reveals that the impact of Gen Y are felt in three areas: those of the security 

user, the security provider and the perpetrator (threat). It also reveals that it needs one 

Gen Y to deal with another Gen Y. The adoption of new security systems and solutions 

will be feverish, qualities strongly associated with Gen Y; this research shows that the 

qualities of PU (Perceived Usefulness) and PEOU (Perceived Ease of Use) are in 

synchrony with the habits, norms, attitudes and beliefs of Gen Y. 
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1 Introduction: Globalisation and Security 

 

1.1 Background to the Research Topic and Problem 

Baby Boomers—defined as those born between 1946 and 1964 (Singleton & Maher 

2004)—have been credited with the creation of physical security equipment such as locks, 

alarm systems, access control, surveillance camera and intruder detection systems 

(Davidson 2005). However, Generation Y (Gen Y)—those born between 1976 and 1994 

(French 2005) and who have embraced technology the same way Baby Boomers took to 

television (Colkin 2001) and who will come of age in the next five to ten years —are 

expected to bring about their adaptation for use in the Internet systems by 2020.  

 

1.2 Aim of this research 

The research aims to provide insight into factors determining the extent of influence by 

Gen Y in the security business. It proposes that Perceived Usefulness (PU) and Perceived 

Ease of Use (PEOU) of security technology by Gen Y shall influence and transform the 

creation of new equipment, new processes and new business model in the Physical 

security industry. 

 

The research reviews literature on Technology Acceptance Model (TAM) (Davis 1989), 

and justifies the use of this model to investigate the factors contributing to the extent to 

which Gen Y influence of security technology from product design to business process 

and business model. Data are collected through a Real-time Delphi study involving seven 

experts responding to two rounds of Delphi conducted online. 

 

 



22 

1.3 Why conduct the study now? 

Gen Y, 85 million strong in 2010, is the largest generation group, having overtaken the 

82 million Baby Boomers in the United States. Their name has become synonymous with 

the age of communication, of the mobile phone and the Internet (Montgomery, Blalock 

& Paxton 2003), as shown in Figure 1 below. The Internet age, encapsulating Internet and 

information and communications technology (ICT), has had an enormous effect on ‘old 

economy’ areas such as health care, telecommunications and government services 

because it has changed the way information flows (Litan & Rivlin 2001). 

 

The security industry too can benefit from information technology (IT), to the extent to 

which it embraces it. Convergent security is not a product but a process: an ecosystem 

that encapsulates both physical and logical security (Schneier 2000). 

 

Physical security in this context largely refers to the physical protection of buildings, 

residential properties and owned estates spanning huge geographical areas with the 

integrated use of closed-circuit television systems (CCTV), access control systems 

(ACS), intruder detection solutions (IDS) and motion sensors and video analytics 

software that detects, deters and denies unauthorised movement within controlled 

facilities. 
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Figure 1: United States by Generation, 2010  

Source: Bureau of Labour Statistics, (2012). From www.catalyst.org. 

 

In contrast, logical security involves the protection of layers of networks, internet 

connectivity, computer servers, switches and routers through the combined use of 

hardware and software to ensure that only legitimate users gain access to the security 

networks and only when they are accurately identified and authenticated. Convergent 

security, more commonly known as security convergence, has many definitions. 

 

It primarily involves the ability to use ICT and the Internet to improve the performance 

of traditional physical security functions and features. Such convergence appears to be 

driven by globalisation and generational diversity in the workplace (Eisner 2011). 
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The new generation (Gen Y) of bosses, managers, employees, security personnel, 

mischief-makers and terrorists has been raised on interactive technology that gives the 

ability to collaborate and share information limitlessly in real time across cultures, 

geographical territories and time zones (Allen 2004). Services are fundamental to the 

security business of the new era. 

 

The quality of services are significantly affected by new technologies that make 

businesses more effective and efficient, using less manual labour to accomplish more in 

a much shorter time frame. Security—or more precisely, the sense of security—may be 

individualistic; however, largely, security involves a sense of wellbeing. According to the 

Oxford Dictionary (2013), security is ‘the state of being safe from danger or threat’. 

Convergence is not so easy to define. 

 

The Free Dictionary (2013) defines it as ‘the combining of different forms of electronic 

technology, such as data processing and word processing converging into information 

processing’. This seems to suggest that a convergent security solution may be electronic, 

capitalising on IT infrastructure, with IT features and using IT software to deliver timely, 

reliable and useful services over the Internet. 

 

Those features that resemble IT functionality are highly suited to address the needs of the 

physical security market: needs like remotely providing almost instant responses to 

system faults, or having historical audit trails, determine the future formulation of security 

policies that tighten the security process. 
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2 Drivers of Globalisation 

Both consumerism and communication are drivers of globalisation (Held & McGrew 

2007), with tremendous effect on our daily lives. Globalisation has been defined as 

 

‘the intensification of worldwide social relations which link distant localities in such a 

way that local happenings are shaped by events occurring many miles away and vice 

versa’ (Giddens 1991, p. 64).  

 

The world has metaphorically shrunk. Studies by Robertson, Murphy and Purchase 

(2005) show that since the onslaught of the internet tsunami, distance is irrelevant to the 

cost of electronic communication; hence, the cost of communication has declined. The 

Internet has almost killed distance, resulting in companies enjoying high touch points 

with customers at low cost, on a 24/7/365 basis, by shifting work across three separate 

groups of time zones: the Americas, Asia Pacific and Europe. Although location is critical 

to manufacturers (who need to be close to resources), internet and computer technology 

enables small and medium-sized enterprises (SMEs) and service companies to compete 

easily and cost-effectively with larger firms in the same field. 

 

Organisations now have the ability to offer screen-based services anywhere in the world, 

in such areas as call centres, software houses, and remote monitoring of security 

surveillance services. Globalisation has caused enormous movement of people and capital 

to take advantage of low costs of operation and resources in various parts of the world. 

The ‘people flow’ has changed the demographics in major city populations worldwide, 

driving an ever-growing need for security. 
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According to Doty, 

‘migration is increasingly perceived as a potential threat to the security and well-being of 

the industrialized states of the West’ (1998, p. 71). 

 

The integration of national economies has accelerated people movement across borders, 

to seek wealth, education and tourism, among other purposes. Transnational corporations 

(TNCs) sell and buy products and services everywhere; they recruit staff without regard 

to nationality and gender, more interested in their skills and resources. 

 

People are highly mobile across borders and geographical locations due to the availability 

of low-cost carriers and super high-speed trains like the Japanese bullet train, The 

Shinkansen, that bridges Tokyo and Osaka (a distance of 505 km) in just 155 minutes and 

costs only US$127.00 and Eurostar, the high-speed rail service that links United 

Kingdom, France and Belgium. A Eurostar return trip from London to Belgium (spanning 

a distance of 373km) costs US$118 that takes only 115 minutes. Mobility is the ability to 

leave and enter organisations and countries, both physical and virtual, within existing 

legal frameworks. 

 

2.1 Singapore: An example of a Global City’s Security 

In April 2012, 36% (or 1.85 million) of the 5.08 million people living in the city-state of 

Singapore were expatriates and permanent residents (Singapore Statistic 2013): that is, 

for every three persons in Singapore, one was a foreigner. Such exponential growth of 

foreigners in the Singapore demography demanded a robust, scalable and modular 

integrated security system that facilitated data exchange of identities (bio-data); the 

ability to remain updated in real time as quickly as the demographic pattern shifted 

became critical, to ensure that foreigners entering Singapore were bona fide. 
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Their identities were (and are) cross-referenced globally with databases such as those of 

INTERPOL (International Criminal Police Organization) to block entry by fugitives, 

criminals and other undesirables. The opening of two casinos in 2010 had earlier 

prompted stringent checks on most residents in Singapore (Innovate Gaming 2012) with 

the aim of weeding out criminals involved in money laundering, prostitution and similar 

activities. 

 

Such vigilance involved converging security solutions that required databases to be 

updated constantly on real-time basis, enabling the prompt identification of criminals so 

they could be stopped at the borders. 

 

The Internet, ICT and modern transportation technology have made communication 

easily available and affordable, although such amenities come at a price: in the Bali 

Bombing incident of 2002, perpetrators bought pre-paid SIM cards anonymously and 

used them to remotely activate explosive devices that caused 202 deaths. 

 

Nikolas (1999) suggests that globalisation has enabled the proliferation of anonymity, 

and the Bali bombings underscore the need to determine quickly and accurately the 

identity of individuals. Now many countries permit the sale of sim cards only after users 

provide proof of identity with official documents like a passport, social security card or 

driver’s licence. 
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2.2 Passports and Identity 

In his seminal work, The Invention of the Passport: Surveillance, Citizenship, and the 

State, Torpey (2000) notes that a passport certifies the identity and nationality of its holder 

and is designed to facilitate international travel. The passport is an important document, 

as well as a tool in our understanding of the nature of a state and the state system. 

 

The passport proclaims the individual’s identity and provides documentary control by 

tracking the legal movement of individuals across geographical boundaries to determine 

‘who goes in’ and ‘who stays out’ (Torpey 2000). 

 

The passport ensures individuals move legally within the institutional channels set up by 

each state. To meet the increasing need for faster and more accurate identification of 

global workforces, passports are moving from paper booklets to biometrics. Biometric 

passports, also known as e-passports or digital passports, use contactless smart card 

technology, microprocessor chips and antennae embedded in the front covers, which 

serve to authenticate digitally the identity of the document holder, quickly and accurately. 

 

Passports are issued according to state laws, but use technology governed by rules, 

regulations and policies documented by a world-governing body, the International Civil 

Aviation Organization (ICAO). ICAO instituted a tamper-proof safety feature known as 

the public key infrastructure (PKI), which is printed on passports as well as storing critical 

information in a microchip within the documents. These measures serve a gatekeeping 

role to properly identify the passport owner. 

 

Carl Schmitt, in his book, The Concept of the Political, points out that 
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‘If the political is to exist, one must know who everyone is, who is a friend and who is an 

enemy, and this knowing is not in the mode of theoretical knowledge, but in one of 

practical identification: knowing costs here in knowing how to identify the friend and the 

enemy’. (Cited in Derrida 1997, p. 116) 

 

To tell friend from enemy requires the ability to identify their status, like the most recent 

bio-data, last embarkation point and point of entry. Globalisation, driven by the rapid 

adoption of internet technology, has resulted in that same technology being used to create 

and adopt virtual identities that are so tightly interwoven that they have both virtual and 

real physical world presence (Hunton 2009). 

 

It is a given that an individual has documents like a driver’s licence and a passport, and 

owns digital identities in web pages, email, Blog, Facebook, Twitter and numerous other 

online identities. 

 

2.3 Identities and Cybercrime 

The real-time dynamic interaction of internet technology facilitates socialising and 

information and data exchange, creating a global competitive edge and market superiority 

in banking and shopping which makes it a powerful yet precarious platform. Its benefits 

quickly translate to opportunities for criminals and people with undesirable behaviours 

that are detrimental to society. 

 

According to Grabosky, Nils and Smith (1998), digital technology creates great 

opportunities for fraud and identity theft, and criminal law is unable to keep up, given the 

pace of technological development. 
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Cybercrime can be more complicated than crime committed in the real world. According 

to the definition by online technology dictionary, Techterms.com, Cybercrime is any 

undesirable, malicious and criminal activity conducted over the Internet using mobile 

devices or computers (Cybercrime 2012).  The A priori notion is that technological 

development in cybercrime stays a step ahead of the forensic capability of the legal 

framework. 

 

Cybercrime always crosses borders, which means it involves transnational cooperation 

from various nations and shadow organisations. The evidence needed to prove cybercrime 

is complex, and requires the work of highly skilled multi-disciplined forensic experts 

using superfast computers connected to the best global archive sites, and thus engendering 

high costs to produce fast, accurate and timely information. 

 

2.4 Friend or Foe 

Schmitt (2007) points out that globalisation is about politics. Politics is about friends 

(authorised users) and enemies (hackers and unauthorised users). In the globalised world, 

friends and enemies perpetually co-exist. A friend today may be an enemy tomorrow—

an identity that is difficult to discern. In the context of this paper, friends are ‘authorised 

users’ and enemies are hackers (unauthorised users). 

 

Transmigration is the global movement of people from country to country and city to city. 

An individual’s identity at one point can be friend and legitimate (an authorised user, for 

example, when an employee of a company) and at another point can be enemy (an 

unauthorised user who has left the company). 
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Identity management using surveillance and biometric solution is mission critical in the 

management of a transmigratory workforce in the context of globalisation. 

 

Within an already complex social-political structure, privacy laws add another layer of 

complications and difficulties in determining identity. Governments of various nations 

and intra-government departments are known to work independently (in what is known 

as the silo effect), causing unspeakable danger to the innocent. 

 

For example, according to the 9/11 Commission Report, the Central Intelligence Agency 

(CIA) was aware of the planned attacks on the World Trade Centre months ahead of time, 

but the information was never shared with the Federal Bureau of Investigation (FBI). 

Even after the September 11, 2001 attacks, the FBI and CIA remain siloed (Government 

Executive 2003). 

 

It appears human body parts remain the last trusted domain that enable security systems 

to discern if an individual is friend or enemy (Muller 2004). Determining identity using 

body parts is achieved with the use of biometrics, the science and technology of using 

body parts such as fingerprints, retina scans, finger veins, voice, face, lip movement, gait 

and ear topology for the purpose of identifying and authenticating a person’s access to a 

controlled system.  

 

‘Doubters call the digital age dehumanizing, but the joke is on them; the human body lies 

at the heart of plans to wire banks, streamline government handouts, secure the 

workplace, even protect your PC’ (Davis 1994, p.1). 
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The tight integration of security policy of IT to electronic security equipment can provide 

solutions that ensure the safe movement of people, assets and intellectual property (Brady 

2007; Gager 2008a; Ray 2007d; Zalud 2008). 

 

As competition resulting from globalisation intensifies, the Internet and ICT offer 

considerable scope for management efficiencies in product development, supply-chain 

management and other aspects of business performance in physical security equipment, 

which can improve consumers’ convenience, satisfy users’ experiences and provide a 

wider range of choices (Litan & Rivlin 2001), and offer greater affordability to a wider 

spectrum of clients with enhanced performance that alleviates productivity (Yovanof & 

Hazapis 2008). 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

33 

3 Definitions 

3.1 Physical Security 

Physical security may be defined as actions or measures designed to detect, delay and 

deny access to unauthorised personnel (including innocent trespass or deliberate 

malicious acts of trespass) from physically entering or exiting a building or premises, or 

from gaining access to storages (data or goods). 

 

It primarily concerns the restriction of movement, and the proper identification and 

recognition of authorised persons in a controlled facility or environment. Cost of security 

escalates with the layers of measure imposed. These usually start with surveillance 

systems. In a typical physical security design, there are three layers of defence: 1) the 

surveillance layer, 2) the access control layer, and 3) the intrusion detection or alarm layer 

(Figure 2). 

 

 

Figure 2: Layers in Physical Security 

Intruder Detection Systems

Access Control Systems

Surveillance Systems
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3.1.1 Surveillance 

Surveillance is usually deployed as the first layer of defence against most forms of 

physical threat. Surveillance has been identified as the first, preferred choice of security 

measures against crime and in crime prevention. It has proven to be cost-effective for 

many authorities around the world, driving down crime rates (Welsh & Farrington 2009).  

 

However, the nature of the security business means that security measures are never 

perfect or complete. The word, ‘surveillance’ is derived from a French phrase, ‘watching 

over’. The prefix ‘sur’ means ‘from above’, and ‘veiller’ denotes ‘to watch’. Hence, the 

word literally means to watch from above. Surveillance is the act of monitoring activities 

and behaviour, usually of human beings, for purposes of protection: managing, 

influencing and directing a certain set of actions like movement within a restricted 

facility. 

 

Surveillance using Closed Circuit television (CCTV) is the act of observation by 

electronic means. The surveillance layer largely serves as a deterrent; its key advantage 

is its ability to archive events as they happen in real-time, and may be used post-mortem 

as prosecutable evidence to verify incidents and anomalies. 

 

Surveillance video footage in many cases provides valuable audit trail records for 

historical and forensic analysis. It receives far more attention and publicity than with 

either access control or intruder detection systems. As such, it is always the first and 

preferred choice of physical security measures in most situations. 
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3.1.2 Access control 

Access control is largely the mechanical part of the physical security layer. It is usually 

the second line of defence in physical security strategies, primarily comprising gates, 

barriers, bollards, locks and keys. 

 

Access control has gained popularity in recent years, because key control becomes 

difficult to the point of nightmarish when the key user base grows; this is exacerbated by 

the rapid movement of users across vast geographical boundaries in the context of 

globalisation. 

 

Traditional access control systems work like a lock and key combination set, but more 

recent productions offer a myriad of useful computer-like features, such as restricting user 

movement rights by day, by time, by area of responsibility or by job function and 

seniority. 

 

Access control systems usually comprise the use of an access card (also known as a 

proximity card) with readers connected to a computer at the backend that communicates 

with control panels that in turn are connected to and control the opening and closing of a 

host of magnetic door locks and drop bolts. 

 

This card, card reader and biometric combination is fast replacing traditional lock and 

key combinations in many organisations. 
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3.1.3 Intruder detection 

Intruder detection systems, more affectionately known as IDS, are usually the last line of 

defence (from a macro perspective) in physical security measures. Unauthorised users 

who successfully evade visual detection at the surveillance layer and stealthily tailgate to 

gain entry or use a stolen control card to gain access to a controlled facility, may encounter 

IDS in the triggering off an alarm system. 

 

Intruder detection systems, or alarm systems are triggered by the presence of an 

unauthorised person in a control facility or building. 

 

This layer is augmented with the use of motion or seismic sensors, glass breakage 

(audible-high decibel detection) sensors, and contact (or rather, the breaking of contact) 

sensors. IDS is notoriously old-school and makes little use of wireless connectivity and 

instead prefers connections using wires. Security users has preference for wired 

connections as it vastly reduces incidences of false alarm. 

 

3.2 Enterprise Risk Management 

The notion of Enterprise Risk Management (ERM) is important in this Delphi study as 

the process identifies security risks that are interdependent or interconnected. ERM 

manages and mitigates risks affecting people and current assets that may affect the future 

growth and reputation of an organisation. 

 

According to BusinessDictionary.com, (Enterprise Risk Management 2013), ERM 

provides a framework that identifies a specific event that may lead to risks and 

opportunities relevant to the company’s Assets. 
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Such an assessment explores the most likely causes and the magnitude of impact, to 

determine a response strategy and monitor progress. 

 

ERM is a proactive business process that protects and creates values for all stakeholders, 

ranging from business owners to customers, the regulators, the vendors, the local 

communities and even society at large. 

 

In ERM, information is the main and key ingredient in the successful mitigation of threat, 

since lives can be saved with accurate and timely information (Horan & Schooley 2007). 

It is a common fallacy that ERM treats all security users the same. Baby Boomers and 

Gen Y have different attitudes to and practices in using security. 

 

Baby Boomers, the generation that created the TV era, are a generation defined by change. 

Many events have been witnessed on television, including the assassination of an 

American president (Sneed 2013). Baby Boomers are competitive by nature, and other 

generations see them as workaholics with a poor or absent work/life balance. 

 

In contrast, Gen Y spent their teen years struggling to understand ideology, terrorism, and 

the influence of technology such as the improvised explosive devices (IEDs) used in the 

Oklahoma City bombing spree. Gen Y are always about me. Their parents focus on their 

Gen Y children, who have grown up with the belief that they can achieve anything if they 

put their mind to it and, most important of all, that they can question authority. 

 

Gen Y often take risks to get a job done. They are the most technically savvy, 

collaborative, multi-tasker generation and remained, always connected. 

 



 

38 

It is critical to tweak security policies and strategies to address such very different 

generations. Some examples of the generational difference between Baby Boomers and 

Gen Y in the workplace are portrayed in Table 1 below. 

 

Table 1: Baby Boomers vs Gen Y in the Workplace (Eisner 2011, Johns 2003) 

Policy Baby Boomers Gen Y 

Bring your 
Own Device 

Carry a mobile phone and 
occasionally may be 
equipped with a laptop. 

Trend setters and gadget persons. 
Gen Y perceive that it is cool to 
own the latest gadget. The more 
the merrier. The more recent, the 
cooler. 

Cloud-based 
Applications 

See Cloud-based applications 
as a way to trimming costs of 
operation. However, they 
remain paranoid about 
where data are stored and 
the possibility of recovering 
data when lost. They always 
doubt the security level of 
the network 

Gen Y love everything Cloud-
based. Web-based email, holiday 
pictures on cloud drive, and 
download application software 
without the need for an external 
drive except for a slim and light 
mobile device.  Battery life is the 
greatest concern. 

Information 
Security Policy 

Will challenge policy if not 
logical. 

Will challenge policy if the policy 
makes it harder for them to do 
their job. 

Logon IDs and 
Passwords 

Use PIN on hardware or use 
name and password via 
proprietary client-server 
topology. 

Web-based authentication. Two-
factor authentication with token 
or fingerprint, and even near-field 
communication (NFC) 
authentication technology. 

Security 
Awareness 
Training 

Learn all techniques in 
classroom by attending 
lectures, researching and 
reading books and journals 
with the aid of PowerPoint 
(UNJSPP 2012). 

Learn all the short cut and tricks 
through social media, blogs, and 
podcasts and YouTube videos, 
with the use of mobile devices 
and in consultation and 
collaboration with others 
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Policy Baby Boomers Gen Y 

Secure File 
Transfer and 
Sharing 

Transfer and share files in 
the office environment using 
company-issued laptop. 

Likely to use web-based, Cloud-
based storage. Use a secure 
virtual private network 
connection and are likely to 
access it anytime, anywhere. 

Social Media Less of Facebook but more of 
LinkedIn. Baby Boomers are 
proud of their achievements 
and tend to reveal more than 
necessary (Read 2012).  

Use Facebook, Instagram, 
Foursquare, Twitter, WeChat—
virtually any social media 
platform in the market. Gen Y 
tend to post more, update more 
frequently, and show significantly 
less concern for privacy 
(Levickaite 2010; Eisner 2011). 

 

3.3 Meagre profits from ICT products 

The declining margins from the sales of ICT products (Berndt & Rappaport 2001, Gager 

2008b, and Robison 2007) has pushed IT companies (mostly owned and managed by Gen 

Y) to seek wealth in other market segments. Security appears to be one of the most 

achievable market segments. 

 

3.3.1 Security, IT and structural cabling  

Gen Y push for a unified service on a single network that can accommodate 

communication (whether voice, video or data), and support security services at all three 

levels, surveillance, intruder detection and access control, by taking advantage of local 

area networks (LAN) in commercial and residential buildings, and wide area networks 

(WAN) for assets dispersed geographically. Using existing IT infrastructure results in 

quicker and cheaper deployment, beneficial to both providers and users in a competitive 

business environment (Brady 2007, Freschi 2007, Miller Levine & Bates 2005). 
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3.3.2 Knowledge-based society 

In the information age, personal bio-data and companies’ assets are increasingly 

information-based and intangible (Dearstyne 2001). 

 

There is no more appropriate time to segregate legitimate users of sensitive and 

confidential information from unauthorised users and hackers by using convergent 

security solutions to create both physical and cyberspace barriers that detect, deter and 

deny attacks that may intrude privacies, destroy lives and damaged assets. 

 

The concept of a ‘stand-off space’ is a timeless protection strategy, one that has remained 

unchanged for thousands of years. In the context of physical security, it dates back to 

ancient China, where the Great Wall was built to protect the Hans against the Mongol 

invasion from the North. In modern times, logical security includes another wall: the 

firewall is a technological barrier designed to prevent unauthorised or unwanted 

communications between computer networks or hosts so that the integrity of the system 

is preserved.  

 

In a simple analogy, convergent security is like having the ability to remotely open or 

close one of the massive gates in the Great Wall of China located at Lop Nur, the western-

most corridor some 6,400km away from the city of Beijing (How long the Great Wall is 

2006).1 

 

 

                                                 
1 A region within the Xinjiang-Uighur Autonomous Region, People’s Republic of China. 
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3.4 A new generation takes over 

According to Kupperschmidt (2000), a generation is an identifiable group that shares the 

same years of birth and is shaped by the same significant life events at critical stages of 

development, influencing and leading to the development of a certain persona that 

distinguishes it from other generation groups. 

 

Scholars such as Howe, Strauss and Matson (2000) and Hui-Chun and Miller (2003) 

suggest that there are four broad categories of generation in the workplace: Veterans 

(1925–1944), Baby Boomers (1945–1964), Generation X (1965–1981) and Generation Y 

(1982–2000), also popularly known as ‘Millennials’. 

 

A limitation to this current study is that we confine our views and discussions to 

comparisons between two generations only: Baby Boomers and Gen Y. 

 

3.5 Tales of two generations 

Baby Boomers experienced the pain, suffering and embarrassment of the Korean and 

Vietnam wars, but enjoyed meteoric economic growth following these conflicts. Gen Y 

on the other hand have lived in a world where differences in ideology led to inhumane 

acts of terrorism, economic booms and dot.com busts: a world characterised by 

uncertainty, violence and spates of cost-cutting measures rarely seen in corporate history.  

 

Gen Y as such grew up with no loyalty to any commercial organisation but understanding 

the value of outsourcing. 
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3.6 Introducing Baby Boomers 

Baby Boomers are relatively new to technology (Eisner 2011). They have primarily been 

shaped by remarkable post-war social reform and economic recovery, especially after 

World War Two (mid-1940s), the Korean War (early 1950s) and the Vietnam War (from 

1956 to 1975). They respect hierarchy, dislike laziness, seek consensus and love to 

micromanage (Francis-Smith, 2004). 

 

Baby Boomers see personal gratification as the means and motivation to move ahead of 

the rat-race. They entered the workforce intending to stay with one organisation 

throughout their career, and dislike job-hoppers. Baby Boomers value job security, desire 

a stable working environment, and are driven, optimistic and idealistic (Francis-Smith 

2004; Hart 2006). 

 

Unlike Gen Y, Baby Boomers are reactive in the era of downsizing and re-engineering 

(Martin & Tulgan 2006). As illustrated in Table 2 below, Baby Boomers embrace 

schedules and structured lives, patriotism, globalisation, terrorism, heroism and 

multiculturalism (Eisner 2011). 

 

While Gen Y are ‘Peter Pans’ who stay home and socialise digitally, Baby Boomers build 

their careers around networking through face time (Wilson & Foltz 2005). This Delphi 

study (with limitations) shall focus on the beliefs, values, strength/assets and working 

style of Gen Y. 
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3.7 Strengths and assets of Gen Y 

Gen Y are the most educated and widely travelled generation of all time (Eisner 2011). 

In terms of security systems design and planning, it is likely that Gen Y will choose 

features of best-of-breed security systems globally and adapt them to make them simple 

to use.  

 

Such practices are already evident in mobile devices where, for example, a mobile giant 

like Samsung not only adopts the touch screen feature of its competitor, but improves its 

design with a larger screen— a move that has made it the best-selling mobile device in 

the world, achieving 396.5 million units sold in 2012 (Strategy Analytics 2013). 

 

Gen Y prefer multi-tasking. For one Gen Y member to be able to perform many tasks in 

an instant, a web-based solution or a converged security solution is an obvious answer. 

Imagine a scenario where a Gen Y member works in a control room with a laced video 

wall from which the operator can expediently execute actions and provide instructions to 

multiple parties in one location. 

 

Gen Y, the most technically inclined of all generations, are likely to explore more ways 

of exploiting technology to suit their beliefs and needs: technology that allows social and 

work interaction that reduces face time but enhances interactivity; technology that not 

only identifies anomalies immediately but has the ability to response real time; 

technology that reduces human error and is able to achieve targets most, if not all, the 

time; and technology that helps them to make quick and appropriate decisions. 

 

Table 2 illustrates the key differences in values, beliefs and attitudes that give each 

generation its own distinctive personality and behaviour. 
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Table 2: Difference in Characteristics: Baby Boomers vs Gen Y 

Characteristics Baby Boomers Gen Y 

Behavioural 
patterns 

 Loyal 

 Workaholic 

 Sink or swim 

 Expected to make decisions 

 Self-reliant 

 Greater sense of self-achievement 

 Curious/energetic and always 
questioning 

 Distrust job security 

 Dislike menial work 

 Dislike face time 

Beliefs  Free generation 

 Redefined norms 

 Want civil rights 

 Believe in themselves 

 Work from an early age 

 Well-travelled—worldly 

 Populist 

 Well-wired 

Events that 
shaped the 
generations 

 Post-war activities 

 Economic reforms 

 Post-war prosperity 

 Economic prosperity 

 Uncertainty 

 Violence/terrorism 

 Outsourcing 

 Unemployment 

Management 
strategy 

 Delegate 
responsibility 

 Value contributions 

 Show respect 

 Minimises conflict 

 Desire feedback 

 Mentorship 

 Flexibility 

 Challenges to grow 

 Treated fairly and professionally 

 Meaningful/fun-work combination 

 Love anything intellectually 
challenging 

 Meet growth/personal goals 

 Bigger appetite for failure 

 Focus on speed/targets/win 

 Provide positive/open environment 

 Clarify big picture/timeline and roles 

Preferences  Consensus, 
egalitarianism 

 Self-improvement 

 Fun/win 

 Candour 

 Instant gratification 

Qualities  Pro-growth/change 

 Competitive 

 Optimistic/confident 

 Paid their dues 

 Sophisticated and demanding 

 Skilled/energetic 

 Socially conscious 

 Polite/positive 



 

45 

Characteristics Baby Boomers Gen Y 

 Want it all  Leave no one behind 

Socialisation  Prosperity/safety 

 Anything is possible 

 Strong social pressure 

 Live/work at home more  

 Non-traditional family values 

 Portfolio work 

 Exposure to multiculturalism 

Strength/assets  Social skills  Work ethic 

 Multi-tasking 

 Sociable/technically inclined/action 

 Educated/experienced 

Values  Success 

 Material gain 

 Free expression 

 Reform/equity 

 Heroism/patriotism 

 Virtue/duty 

 Service and respect are more 
important than money 

 Shared norms 

 Home time 

Weaknesses  Lack technology skills  No focus 

 Lack confidence 

 Lack Directions 

 Lack soft skills 

 Lack interpersonal skills 

Working style  Respects authority 

 Networking 

 Micro-manages 

 Proactive 

 Works hard 

 ‘Get it done’ attitude 

 Produce/negotiate 

 ‘Plunge right in’ attitude 

 Fast-paced 

 Open- and civic-minded 

 Blend work and play 

 Measure own success 

Source: Adapted from Managing Gen Y (Eisner 2011) 

 

Research by Eisner (2011) suggests Gen Ys’ attitudes and societal habits in the workplace 

may influence change in the product, processes and skillsets of the physical security 

business for a number of reasons, discussed below. 
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4 Introducing Gen Y 

Gen Y, the first generation to have grown alongside the development of new technology, 

appear to be permanently reading mobile devices, always carrying digital pads, streaming 

videos and listening to music with their mobile device. They have lived their entire lives 

surrounded by and using the electronic tools and digital toys of the information age 

(Prensky 2001). 

 

A study by Levickaitė (2010) suggests that Gen Y have been shaped by social and 

political events, the behaviour of business leaders, and the technological developments 

and fashion trends of their time. Gen Y’s motivation and attitude are opposite to those of 

the Baby Boomers. 

 

Gen Y prefer speed to fine details (Hart 2006), take technology for granted, prefer instant 

communication such as Short Message Service (SMS)2 and What’s App and in more 

recent years have enjoyed rampant use of social networking sites such as Facebook, 

Twitter, Instagram  and LinkedIn. 

 

Conversely, the Baby Boomer prefers printed memo with signatures and company seal as 

proof of communications or delivery. Gen Y are the epitome of the ‘Communication 

Age’. Most communications are digital and paperless. 

 

The Internet and computers, especially Internet-related technology, has totally changed 

the traditional meaning and understanding of communication, working and socialising 

habits.  

                                                 
2 SMS is a system that enables cellular phone users to send and receive text messages. 
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Socially, Gen Y are sometimes referred to as the ‘Peter Pan generation’ (Kiley 1983). 

Gen Y tend to stay home longer than their parents and grandparents did (‛Rise of the 

“Peter Pan generation”’ 2012), fuelling the demand for more social networking sites, 

which originated with online dating, online gaming and even participation in flash 

mobbing. 

 

According to McFedries (2003) in ‘Mobs R US’, participants in flash mobs are members 

of Gen Y—the text and message generation. A large group of like-minded people 

organise silly stunts using mobile phones, emails and the Web, usually without a leader, 

and gather at a predetermined location and at an agreed time to perform some brief action.  

 

They then disperse as quickly as they had gathered. Such behaviour is unique to this 

generation. Technologically, Gen Y are the undisputed ‘technology communicators’. The 

culture and heavy dependence on the Internet has resulted in Gen Y inventing and 

changing business models and conceiving new approaches to address the demand and 

supply chain (Eisner 2011). 

 

In the context of electronic security equipment and systems, such behaviour (of iterative 

engagement) seems to push for the notion of remote viewing and remote configuration of 

systems using the Internet network (Martin & Tulgan 2006). Gen Y are attracted to and 

shaped by technological standing and inventions. 

 

These innovations are progressively explored to create value in the demand and supply 

chain (Levickaitė 2010). Apple Inc. adds about 20,000 Apps each month to satisfy the 

technology hungry users are evidence of inventions to add value to mobile users globally. 
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4.1 Who Are the Gen Ys? 

Gen Y members have been early adopters of technology. According to research by Norris 

(2001), those who adapt best to new technology are likely to be males who are younger, 

well educated, affluent members of a metropolitan society, and members of the dominant 

ethnic group. Gen Y are the most widely exposed generation of all time, and the most 

multicultural and diverse (Halliday, 2002). 

 

Its members have spending power, but are not tied to existing business models and values. 

Instead, they research and exploit the possibilities afforded by the Internet, changing the 

rules of current business models (Colkin 2001). 

 

A memorable example of how Gen Y pushes limits and changes old business rules 

occurred in the music industry when Napster was introduced to the World Wide Web in 

the late 1990s. Napster was a pioneering, peer-to-peer Internet service that facilitated 

sharing of audio files, mostly music encoded in MP3 format. 

 

Although Napster ran into legal difficulties over copyright infringements and later ceased 

operation, its introduction of peer-to-peer downloading of music files transformed the 

entire music industry. 

 

4.2 Gen Y are tech savvy 

Gen Y primarily socialise in the digital world, using the medium to obtain information, 

to find entertainment and to establish contacts. Gen Y are more technically literate than 

any other generation and are always plugged in and connected to the virtual world, where 

multi-tasking is second nature and becomes a habit (Lewis 2003). 
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In the workplace this habit may influence the adoption, modification and even creation 

of electronic security equipment and systems that are multi-functional and are monitored, 

configured and managed digitally and remotely using Internet networks. 

 

4.3 Belief of Gen Y 

In 2013, the Financial Times3 and Telefonica4 conducted a survey entitled ‘The Telefonica 

Global Millennial Survey’, involving 12,000 Internet users between the ages of 18 and 

30 (Gen Y) in 27 countries. 

 

The results vividly indicate that technology has great and positive impacts on their life 

and it contributes to personal success (Telefonica 2013). The survey reveals other 

interesting facts: 

 

 Gen Y are optimistic about the future and believe that they can make a difference. 

 Gen Y suggest that technology aids them in the participation of political process and 

also provides them with an avenue to engage with and express concern about societal 

issues. 

 Almost 43% of the 12,000 Gen Y surveyed suggest that providing access to education 

and improving on the quality of education can help make the world a better place. 

 Gen Y believe that technology helps eradicate poverty. 

 In 2013, Gen Y in Asia and Latin America seemed to be more optimistic about their 

economies than their American and European counterparts. 

                                                 
3 A British-based English language newspaper. 

4 Telefonica—Spanish based telecommunications and broadband service provider. 
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 Unlike female Gen Y, Gen Y males firmly believe they are on the cutting edge-of-

technology, that technology has great impact on their area of study and is important. 

 

According to Eisner (2011), Gen Y only believe in themselves. This is likely to encourage 

Gen Y to design systems and solutions that provide feedback and confirmation from 

machines and not from other humans. Having worked from an early age, Gen Y are 

exposed to the harsh realities of life and learn to stand on their own feet. Such experience 

seems to reinforce the belief that if Gen Y need to get things done, the only people they 

can depend on are themselves. 

 

This is likely to influence Gen Y to design systems that are robust and reliable. Gen Y, 

being well travelled, tend to appreciate and tolerate other cultures, languages and 

religions, which may influence the availability of multi-language capabilities in operating 

systems today. 

 

Gen Y are populist: they believe in supporting ordinary people and not the elite. In the 

technological landscape, such thinking is likely to prompt Gen Y to use open source 

software on open protocol architecture. Given a choice, they are more likely to use 

LINUX than to pay for expensive Microsoft Windows Operating systems. 

 

Gen Y firmly believe in being wired to the Internet all the time. Such attitudes inevitably 

result in the creation of systems that are always wired and always available, online and 

even offline. 
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4.4 Gen Y work differently 

Howe and Strauss (2000) and Prensky (2001) suggest that Gen Y see and think about 

events, and process information, in fundamentally different ways from previous 

generations. 

 

Prensky further suggests that a dynamic technological environment has conditioned Gen 

Y to response immediately to queries, compliments and challenges. Gen Y appear to have 

preferences for images over text-based context, such as icons and graphical user interfaces 

(GUIs) in computing devices, and are self-professed multi-taskers. 

 

Gen Y thrives in a ‘hybrid analogue-and-digital world’ (Palfrey and Gasser 2008, p. 225) 

 

that is often unpredictable and highly volatile, balancing experimentation and enthusiasm 

for the new environment. These phenomena are evident in the telecommunication 

industry (where VoIP is a cost effective alternative to IDD calls) and where Network 

Video Recorders (NVR) are fast replacing Digital Video Recorders (DVR). Gen Y are 

very much at ease in engaging several tasks simultaneously (Prensky 2001). 

 

The Gen Y eagerness to seek shortcuts appears to seek smarter ways of doing things rather 

than tedious, systematic methods of acquiring information and knowledge; this causes 

them to be impatient, to demand instant response, and to seek immediate gratification 

from the technologies that they use. While other generations may see such attitudes as 

unacceptable, they are important determinants in successful security systems. 
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In mitigating threats every second counts; therefore the faster information is sought and 

the faster a response is given by a security system, the higher the possibility of mitigating 

the impending threat. 

 

Gen Y are highly adaptive, work best when in a team, cluster or network environment, 

and cleverly use a range of technologies to network with their peers (Prensky 2001; 

Robinson 2008). 

 

Prensky postulates that Gen Y are more apt to embrace collaborative learning and team 

problem-solving for task-based issues. The vast movement of people around the world 

and across different cultures in the era of globalisation has resulted in great challenges in 

law enforcement and policing of state laws and policies designed to protect individuals, 

to preserve privacy and to prevent acts of mischief or terrorism. 

 

Part of the price of freedom is the greater need for individuals and organisations to take 

responsibility for their own wellbeing, assets and smooth running of affairs in the home, 

office and society at large. 

 

Gen Y’s belief in the value of heroism, patriotism and the call of duty to honour, to protect 

and to serve the innocent against terrorism, may be behind the impetus to design 

electronic security equipment and implement solutions that are fast paced and interactive 

(the ability to make timely decisions and to respond appropriately) (Hart 2006)—part of 

their ‘plunge right in’ attitude that helps to mitigate and avert crises (Raines 2002). 
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4.5 Values of Gen Y 

Gen Y are the underdog. The underdog that will save the world. Gen Y are packed with 

the sense of heroism and patriotism. Activities like terrorism, or the sense of heroism in 

first-person online role playing games (MMORPG) like Counter-Strike®5 or feelings of 

patriotism while witnessing horrendous events like 9/11 have shaped Gen Y’s values.  

 

Such values compel Gen Y to do things differently, with the notion of ‘saving the world’. 

Bringing such values to security design, Gen Y are likely to develop security systems in 

which protection and preservation are the most important criteria. In line with the sense 

of heroism and patriotism, the sense of duty, the need to do what one needs to do, has a 

strong calling on Gen Y. 

 

Security systems that are designed to do what they are supposed to (to detect, deter and 

deny) may become the first consideration when Gen Y evaluate a system’s needs and 

create appropriate solutions. 

 

Unlike Baby Boomers, Gen Y value respect and good service more than monetary gain. 

Such attitudes may lead them to create security systems to respond rapidly, solve 

problems quickly, and provide good service as a result of scheduled performance 

maintenance. From the ability to provide good service to clients, respect follows. 

 

                                                 
5 Counter-strike is a first-person shooter video game released by Value Corp on June 19, 1999. It enjoys a 

concurrent player base of some five million players worldwide. 
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4.5.1 Web-based solutions—natural call to Gen Y 

Gen Y are the undisputed kings of home time. Highly and naturally collaborative and 

loving to work in teams, they have had considerable influence in making security systems 

web-based. 

 

Web-based systems are more compatible across myriad operating platforms than 

traditional installed software. The web-based requirement is simply the use of web 

browsers, of which there are many in the market today (such as Firefox Mozilla, Internet 

Explorer, Safari—even Samsung has its own version of Internet web browser). Web 

browsers seamlessly function across a multitude of operating systems like Linux, Mac 

OS and the ever-popular Microsoft Windows. 

 

4.5.2 Web-based systems are more manageable 

Web-based systems are by nature Cloud-based. The only key difference is their Local 

Area Network (LAN) or Wide Area Network (WAN) environment. In a web-based 

scenario, application software is installed on the server at the backend, dictating minimal 

requirements of equipment at the edge. As such, routine maintenance, updates and 

software upgrades are much simpler and can be executed rapidly. 

 

Usually such efforts are done back end at the server, and client updates take place the 

next time a user uses the system. 
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4.5.3 Web-based systems are highly deployable 

In line with Gen Y’s values of heroism and patriotism, the notion of being there when 

needed may prompt the use of web-based systems. Web-based systems are highly 

deployable at the shortest time as long as Internet connectivity becomes available. 

 

This is because web-based systems are more manageable and work seamlessly across a 

myriad of platform and architecture. 

 

4.5.4 Web-based systems are collaborative  

The values of patriotism and shared norms ring home the importance of data security. 

Typically in a large, complex systems data are stored and moved around in separate 

systems and sources. Web-based solutions permit access to users with correct 

identification (ID) and password. 

 

In this sense, Gen Y continue to enjoy team work but each user remains accountable for 

his or her own actions and is able to live up to the value of patriotism—the ability to 

respond quickly when duty calls. 

 

4.5.5 Web-based systems reduce costs 

Web-based applications can dramatically reduce costs of operations. They require fewer 

qualified technicians to operate: one back end architecture may support many clusters of 

communities, serving hundreds if not, thousands of online users. 

 

 

 



 

57 

Being web-based, equipment at the edge need requires minimal technical specifications 

to function well. Gen Y understands technology that makes life convenient. Increasingly, 

wireless communication and the use of portable devices have become the main conduits 

for voice and data communication. 

 

The convenience of Internet technologies drives their adoption. Telephony and 

applications have already converged to deliver moving pictures, the human voice and data 

in new and more efficient ways (Cairncross 1997a). Where the most loquacious human 

needs to rest their voice, technology and machines can continue to communicate and 

monitor tirelessly—24 hours a day, seven days a week, 365 days a year (24/7), an 

important consideration for the security business (Cairncross 1997b). 

 

4.5.6 Greater Internet adoption 

Gen Y lack face time and largely socialise through electronic networks, so improved and 

pervasive Internet connectivity results in greater sociability and interactivity among 

interest groups, family and friends (Katz, Rice & Aspden 2001). 

 

This is good news to Gen Y members, whose increased dependence on network boosts 

the use of social networking sites like Facebook and Twitter and allows businesses to 

reach out to targeted masses, and particularly to Gen Y audiences, quickly and 

inexpensively. 

 

Gen Y’s sociability and interactivity may influence security systems to be network-based, 

allowing authorised users (depending on their privilege level) quickly to access and act 

remotely upon issues. 
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Internet and technology is always available. The Internet is borderless and enjoys uptime 

24/7. Hence, it gives rise to the possibility of Gen Y competitively serving customers 

across time zones. Gen Y, being multicultural, worldly and technically competent, are 

well suited to deliver security equipment and systems across cultures (Allen 2004) with 

multi-lingual modes and friendly Graphical User Interface (GUI) that different cultures 

can easily relate to. 

 

Symbols, shapes and colours are universal and Gen Y, being widely travelled, can 

appreciate their use better than Baby Boomers. 

 

4.5.7 Gen Y’s passionate drive for tech savviness 

Technology has had the most profound effect on Gen Y (Tapscott 2009). While Baby 

Boomers created the foundation for physical security and the necessary equipment 

(Davidson 2005), Gen Y have made it more user-friendly and useful, and more relevant 

and compelling in mitigating increasingly creative threats (Post, Ruby & Shaw 2000). 

 

Gen Y are more educated, technically inclined and multi-skill oriented than Baby 

Boomers. Gen Y are more likely than other generations to drive the convergence of IT in 

security systems in the workplace (Martin & Tulgan 2006). 

 

According to research by Francis-Smith (2004), Gen Y prefer quick, immediate feedback 

on information and decisions. Such qualities are valued in security systems where there 

is zero tolerance for delay and failure. 
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Gen Y’s skills power the drive to include online databases and analytics capability to 

improve current and traditional security systems. The ability to facilitate, for instance, 

quick and easy checks on the identities of individuals (whether appearing on white lists 

or black lists), are enhanced with the introduction of web-based and cloud-based 

solutions. Gen Y have unique values, styles, attitudes and societal habits, and appreciate 

and use technology differently from other generations (Sewell 2002). 

 

4.6 TAM and the Delphi Methodology 

Technology Acceptance Model (TAM) (Davies 1989) is one of the most used model as a 

theoretical foundation to evaluate adoption of technology. It hypothesize that two 

constructs, namely - the Perceived Ease of Use (PEOU) and Perceived Usefulness (PU) 

infers the attitude towards the adoption and uses of a technology.  Such attitude towards 

adoption predicts the behavioural intention to use.  And, the intention to use predicts the 

actual use of that technology (Davis 1989). 

 

The values and belief of Gen Y are investigated in this study to match variables of PEOU 

and PU that determine influence and adoption by Gen Y in the security industry. Since 

its inception in the early 1960s, the Delphi Method were largely utilized in the field of 

science and technology forecasting.  

 

The goals of investigating the construct of TAM can be achieved by using Delphi Method. 

The Delphi method primarily involves the use of questionnaire to preserve the anonymity 

of respondents. It is prepared by domain experts of the security and IT industry, emailed 

to a pre-qualified group of experts from the physical security and IT business. 
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The Delphi Methodology is a highly suited research tool in a collaborative and 

community planning systems that are continuously on the move, dispersed and 

asynchronous (Linstone & Turoff 2011).  These are characteristic largely representative 

of Gen Y. 

 

With the power of the Web, candidates identified as respondents are empowered to 

response at their own time anywhere and at any time (Linstone & Turoff 2011). The 

growth of the internet and proliferation of social networks are one manifestation where 

virtually everyone has adapted to the internet.  Gen Y in particular would feel very much 

at home with such methodology would want to voice their feelings and view about all 

matters that concern them. 

 

Increasingly, Gen Y proactively propose changes, express opinions and imposed 

leadership.  The wants and ability to coordinate, collaborate, communicate and fully 

participate with others is the new online order (Linstone & Turoff 2011) 

 

TAM was exploited in many successful studies to investigate user acceptance of 

technology. 

 

Exemplary TAM studies include the research to explore user acceptance of 

microcomputers (Igbaria et al. 1989), software, and decision support system (Morris and 

Dillon 1997) and the World Wide Web (Lederer et al. 2000). Johnson (2005) explored 

decision to invest in information security uses TAM and the Delphi Methodology 

concluded that TAM is a useful framework for studying IT decision-making. 
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Scholar, Samphanwattanachai (2007) applied the Delphi methodology to investigate 

experts’ opinion about Internet banking adoption in Thailand with TAM as the foundation 

theory that revealed that bank’s objective and goal, and bank’s IT infrastructure are the 

main factors that contributed to Internet banking adoption by banks, whilst, trust and 

security are believed to be the main driver that determine Internet banking adoption by 

customers who are Internet users 

 

For over a decade, many studies were conducted to gain greater insight to the acceptance 

of Information technology and its uses. 

 

Several theoretical models emerged to study user acceptance and the usage behaviour of 

emerging information technologies including the Theory of Reasoned Action (TRA) 

(Ajzen & Fishbein 1980 and Fishbein & Ajzen 1975) and the Theory of Planned 

Behaviour (TPB) (Ajzen 1991). 

 

In this discipline of research, the Technology Acceptance model (TAM) (Davis 1989) has 

emerged as an influential and parsimonious model that represents the antecedents of 

technology usage through beliefs related to the Perceived Ease of Use (PEOU) and 

Perceived Usefulness (PU) of a technology.  Earlier researches have shown that TAM 

explains a higher level of variance in systems use that the TRA and TPB (Lee, Kozar & 

Larsen 2003). 

 

As such, the TAM and the Delphi Method shall be used in this research to gain 

understanding and insight of Gen Y impact in the traditional physical security sector. 
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5 Literature Review 

 

5.1 ICT Drives the Economy 

ICT has been recognised as a key enabler in major economies since the 1990s. The recent 

sudden growth of ICT caused the ‘Internet bubble’ to burst, bringing many technology 

companies to extinction. According to studies by Gordon (1999) and Sichel (1999), ICT 

is responsible for driving economies and vertical markets worldwide. It has not only 

contributed significantly to the US economy: it has actually accelerated output growth 

(Jorgenson & Stiroh 1999). An extended study by Colecchia and Schreyer (2002) 

demonstrated similar incredible economic growth in the G7 countries and Australia. 

 

Globalisation and ICT go hand in hand, and that leaves globalisation open to challenges 

to physical security. Globalisation has brought the world together. Borders have come 

crashing down and the rewards are measured in higher standards of living and less 

poverty, but the reality is that globalisation works better during peacetime, facilitated by 

openness and trust. However, openness is as much a liability as a virtue. 

 

Terrorists, transnational criminal organisations such as the mafias and triads, use stolen 

names and identities, and falsified passports, to capitalise on the tools of globalisation 

such as the multiple, varied and affordable travel networks, Internet and 

telecommunications networks, and ease of international monetary movement and 

lowering of trade barriers.  

 

The improvement of economies results in keen competition; at the same time, as 

technology improves and becomes more efficient, productive output becomes necessary 

for an enterprise’s survival.  
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Enterprises have gravitated towards automation and using technology to obtain an 

economic benefit. In this study, participants reinforced the idea that automation results 

assists decision making. 

 

5.2 More Internet Users Globally 

The number of Internet users has grown enormously and rapidly, from 360 million in 

2000 to 2,405 million in 2012 (Internet Users in the World 2012). It is no surprise that 

ICT is now more than a trillion dollar industry. This figure represent a sizeable 30% of 

young people (16–24 years old: Gen Y) who are active online.  

 

Gen Y are increasingly earning recognition from governments and the community at large 

as powerful agents of change. In politics, social reforms like the Jasmine revolution of 

China and the Arab Spring revolution are some of the more recent events that testify to 

the undeniable power of Gen Y. 

 

According to IT industry consultant Gartner Inc., worldwide spending in ICT was in the 

region of US$3.6 trillion in 2012, rising by 4.2% to US$3.7 trillion in 2013, and reflecting 

a new emphasis on consumer mobile devices, virtualisation solutions and security 

software (Burt 2010). Such trends inevitably will overspill into the security industry, 

causing more security systems to tap onto the power of the Internet with its improved 

hardware speed and capability. 

 

More Internet users may mean more customers, more criminals, and more security 

providers. 
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5.3 No Digital Divide and No Digital Inequality 

Digital divide as defined by the OECD (2001; Hoffman and Novak 1998) is the disparity 

between economies and socio-economic level with regard to lost opportunities when 

using the Internet and ICT for a wide variety of activities that could have benefited from 

digital resources. 

 

The term ‘digital inequality’ refers to socio-economic disparities within an economy or 

online population. Such inequality may be caused by quality of Internet access, cost of 

access, or skills and knowledge in performing online functions. 

 

Gen Y are rising to the challenge of bridging the digital divide by pioneering the use of 

the Internet and ICT to create new trends, new ways of using the technology to survive in 

this dynamic and competitive environment. Such goals are not irrelevant in the security 

business. 

 

Technology is central to Gen Y’s prominence on a global scale. Voices are heard online 

that amass thousands, if not hundreds of thousands, in response to social and political 

concerns. Socio-economic position, language, gender and location are determinants of 

Gen Y’s ability to adopt technology (Shah and Abraham 2009).  

 

5.4 Internet, ICT and Vertical Markets 

A vertical market is often defined as a group of similar businesses that are engaged in 

trade based on specialised and specific needs. According to Burt (2010), growth in 

Internet technologies has driven growth in five vertical markets: 
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 Information, finance and insurance, 

 Manufacturing, 

 Professional services, such as sales and marketing, customer services and technical 

support, 

 Scientific and technical services,  

 Health care and social assistance. 

 

Security services appear to be gravitating towards growth and development in the 

information industry as physical security equipment progressively relies on PCs, the 

Internet, mobile devices and even PC based application software. Growth in the 

information industry has changed ‘old economies’ like banks and healthcare. Internet 

banking services improved by the day as banks struggled to amass more depositors. 

 

To many industries, it is not business as usual either: rapid progress in ICT and the 

introduction of the Internet has changed business models, introduced new processes and 

created new skill sets to drive old industries into top gear, create greater value, make their 

products more affordable, reach a wider spectrum of users, and raise performance—or to 

drive them out of business. 

 

The ‘old economy’ physical security industry is no exception, and is unable to escape this 

tsunami of changes. Studies by many scholars suggest that greater operational efficiency 

and lower operating costs are result of ‘old industries’ embracing the Internet and ICT; 

these attributes are particularly evident in the physical security industry (Dunkel 2008a; 

Freschi 2007; Greenemeier 2006) particularly with regard to cutting costs and improving 

services. 
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Physical security is fast shedding its old image and moving towards IP (Internet protocol) 

as computing processing speed increases, more applications are introduced, and the costs 

of ownership of technology and the application decline. 

 

Intel co-founder Gordon Earle Moore, almost 50 years ago, predicted that the number of 

transistors on a microchip would double every twenty-four months—an indication of the 

speed of technological growth and innovation, especially in the space of computing of 

information.  

 

This prediction, known as Moore’s law (Moore 1998), holds true today: mainframe 

computers of the mid-1960s operated at speeds measured in megahertz (MHz), while 

today’s palm-size smart devices achieve speeds of at least 1GHz, a thousand times faster. 

He was more accurate than Bill Gates, former chief executive and current chairman of 

Microsoft, who in 1981 famously declared at a computer show introducing the new IBM 

PC claimed that computer memory 

 

‘640K ought to be enough for anyone’. 

 

Today’s ubiquitous smart device easily holds 64GB in built-in storage space (a staggering 

10 million times more storage space than the PC of 1981), clearly show how even the 

most optimistic proponents of the new technology could not anticipate the rapidity of 

improvements in this new field. 

 

Showing how the best of us can underestimate the growth of great idea. IT equipment 

seems set to continue to reduce in physical size while performance exponentially 

improves. Such metamorphoses are especially critical to security equipment.  
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Life and death situations are measured in seconds, while stealth security equipment with 

video analytic vastly improved the chances of nabbing perpetrators. Analytics can 

expediently assist in the identification of perpetrators or trigger alarm when anomalies 

are detected. 

 

Video analytic is a generic term that describes the computerised processing and analysis 

of video streams used in surveillance systems. Video analytic applications are designed 

to perform a variety of tasks ranging from detection of human facial features, immediate 

detection of activities of interest to post-mortem analysis of pre-recorded video for 

purpose of extracting incriminating evidence much needed in forensic analysis. 

 

In 1987 Peled postulated that the cheaper the computing capability, the more users would 

adopt ICT. He further suggested that the more IT applications were available on 

affordable computing platforms, the more users would use computers or computing 

devices. This appears to be true. Apple iPhone sold best initially because of the millions 

of free applications (apps) available from iTunes. 

 

Android users today enjoy just as many useful applications in Play Store; these apps have 

driven the exponential adoption of mobile devices. Peled also claimed that increased 

adoption would result in aggregated computing power that would drive productivity and 

enhance performance. 

 

This notion has also been confirmed with the concept of grid computing, based on the 

idea that, as Aristotle noted over two thousand years ago, the whole is greater than the 

sum of its parts. 
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Grid computing is a fast-growing technology that can perform extremely complex and 

time-consuming computational tasks using independently networked computers that, 

combined, form a virtual computer architecture. 

 

The term ‘grid’ is often used to refer to a federation of loosely coupled, heterogeneous 

and geographically widely dispersed computer resources found in academic institutions, 

homes, businesses and even government agencies, and not centrally managed from global 

multiple administrative domains. 

 

These are brought together as a single virtual infrastructure to perform extremely 

complicated and time-consuming computational tasks by exploiting the untapped power 

of computers that are idle at certain times and treating the many as a virtual cluster 

distributed worldwide within a telecommunication infrastructure. 

 

One of the most famous grid computing projects is SETI@home (Search for Extra 

Terrestrial Intelligence [SETI]), launched in 1999 at the University of California, 

Berkeley. The project was established to process massive data collected from outer space 

from 42 radio telescopes that scan the outer reaches of the universe on a continuous basis.  

 

These radio telescopes are mostly located in Australia, France, West Virginia and Puerto 

Rico. As at 2012, SETI@home had 6.0 million participants worldwide. Such advances in 

technology have resulted in more efficient and speedier processing of information, 

contributing to greater productivity. 
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As in the peculiar behaviour of Flash Mobbing, 93% of the SETI@home participants are 

male belonging to Gen Y, depicting Gen Y’s pursuit of collaborative work (Anderson et 

al 2002). 

 

The massive adoption of ICT equipment has resulted in an accelerated decline in the per-

unit price of personal computers and mobile devices (Berndt & Rappaport 2001), which 

in turn drives ever greater adoption of Internet and computer technology (Peled 1987). 

This relationship is illustrated in Figure 3. 

 

Figure 3: Wheel of Technology Adoption 

Source: Adapted from Peled (1987), Berndt and Rappaport (2001) and Moore (1998). 
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5.5 Globalisation and Security 

The fall of the Berlin Wall in 1989 symbolised the end of the Cold War. It also marked 

the beginning of globalisation—an era of collaboration among nation states worldwide 

(Friedman 2005). 

 

The idea of a friendly and cooperative ‘global village’, implied in the term coined in the 

1960s by Marshall McLuhan, has given way to a more fierce atmosphere of worldwide 

competition, the outsourcing of jobs to low-cost countries, and massive acquisitions and 

mergers of organisations to make better use of technology, deploy cheaper labour sources, 

increase market share and improve profit margins. 

 

 Mergers, takeovers and acquisitions of worldwide companies have become 

commonplace as companies grow globally. This has created technical and physical 

security challenges that have never been faced before, as there are now massive 

movements of physical assets, human resources and intellectual property. 

 

Globalisation poses threats to both logical and physical security in the forms of trespass, 

espionage, sabotage, vandalism, theft, identify theft, information extortion, malicious 

software attacks and compromises to intellectual property (Rainer, Turban & Potter 

2007). 

 

From the perspective of logical security, most computer crimes are committed by 

disgruntled internal staff, or by contractors who have physical and logical access to 

unauthorised systems (Dibya 2004). This vulnerability affects physical security measures 

since progressively more electronic security equipment is being linked to databases over 

the Internet 
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Logical and physical security, when combined, result in greater reliance on both. Servers 

in data centres protect data, layers of physical security measures that include surveillance 

and biometrics defend unauthorised access to the control systems that protect the centre 

itself. 

 

It is evident that if employees and internal organisation procedures offer a greater threat 

to security than competitors and external threats, no part of the equipment in a network is 

more secure and reliable than any other part (Loch, Carr & Warkentin 1992). Physical 

security alone is inadequate; it needs to be enhanced with processes and policies that 

recognise the strengths and weaknesses of the IT discipline, to strengthen its ability to 

respond accurately and in timely fashion to mitigate the unknown threats of today and 

tomorrow (Brady 2007; Gager 2008a; Ray 2007d; Zalud 2008). 

 

5.6 Users of Security Solutions Are Reactive 

Globalisation creates change, and with change comes risk. The enterprises of the future 

will need to rely on ICT infrastructures that respond to rapid and constant change; they 

will also rely on IT to address risk (Hennessy 2008). However, mitigating risk is still 

mostly executed post-event; studies have shown that most security measures are deployed 

in hindsight (Moser & Pascual 1993). 

 

It is the perception of threat and insecurity that prompts an individual or organisation to 

participate in a safety programme and seek security measures (Goldberg, Dar-El & Rubin 

1991).  
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What are adopted as stopgap security measures often end up as permanent, de facto fixes 

for security problems that have already occurred—not for those that might arrive at any 

time (National Research Council 2003). 

 

Research suggests users who are new to using security measures rely on security solutions 

that have been deployed in the wake of recent events (Tversky & Kahneman 1973). The 

problem is that recent events do not necessarily mean closeness or relevance to current 

events. 

 

Users are adopting the ‘most fashionable’ measures used in recent high-profile security 

events, regardless of their relevance to the status quo. When new crises arise, users of 

security solutions and equipment tend to adopt tried and tested procedures, and source 

equipment and solutions from reputable companies (Clark 2005) even if they are 

irrelevant or counterproductive (Jemison & Sitkin 1986). 

 

It is human nature to do so, as users do not want to take the blame for making ‘wrong’ 

decisions that do not have a precedent (Senge 2006). Just as security users are likely to 

implement familiar security routines and deploy equipment with a good reputation, 

however unfit for a task, they have a tendency to interpret new events in terms of their 

similarities to recent familiar events (Cohen, March & Olsen 1972). 

 

Top-of-the-mind and popular brand electronic security equipment and measures reign 

(Puto 1985). The more iconic a reference site, the greater the confidence in the repeated 

use of the security measures it advocates. 
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Reputation takes precedence over suitability of use when purchasers seek security 

measures to mitigate new threats, perceiving equipment that performs with near-zero 

failure rate as a ‘quality’ product. Other attributes of quality that are likely to be 

considered are the scalability of the equipment and software, and the option to upgrade 

modularly. 

 

Threat is more effectively mitigated when information is available (Straub & Welke 

1998), but the irony is that the more experienced and familiar users are with their security 

solutions, the less reliant they become on data that help them select appropriate security 

measures (Langer 1975). Injecting system logic as in logical security to electronic security 

solutions reduces human bias in the critical decision-making process. 

 

5.7 Challenges in Mitigating Threats 

The developing dependence on automation, the Internet and computer technology have 

opened the floodgates to threats to both logical and physical security. Historically, victims 

of attack have been caught off guard when it comes to security breaches (Diechler 2011).  

 

Horrific ‘black swan’ events that are etched in history include the attack on Pearl Harbor 

by Japanese Kamikaze Zeros (Mitsubishi A6M Zero 2013) during World War Two and 

the high-profile detonation of a pipe bomb at the Centennial Olympics in Atlanta, Georgia 

in 2003. Such attacks are devised by innovative perpetrators who change the mode of 

attack, using different tools and methodologies each time. 

 

The same is true of cyber-attacks, committed in the non-physical spaces of IT and as 

destructive as an aircraft driving into a skyscraper. Cyber-attacks in 2012 were estimated 

to cost US$250billion a year (International Business Times 2012). 
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5.7.1 Security convergence 

One answer to mitigating such creative attacks is a fairly new phenomenon known as 

security convergence (Tyson 2007). There are a few discrete definitions of this term. 

However, the definition by CSO Online is the most relevant in the context of this study: 

 

‘Security convergence is the integration of logical security, information security, physical 

and personnel security; business continuity; disaster recovery; and safety risk 

management (Sanders, cited in Slater 2009, p. 1). 

 

Effective mitigation of innovative threats is possible only when forensic databases of 

events, people and evidence are progressively archived, updated on a timely basis and 

shared globally among approved agencies. This aids in the preservation of human lives 

and assets (Silberglitt et al. 2006). 

 

Pending such resources, security agencies can only estimate likely mitigating factors from 

recent events in order to estimate the costs that will be incurred by agencies interested in 

investing in the deployment of security measures. 

 

Security users usually compromise, buying security hardware or solutions of familiar 

brand names or solutions with a proven track record as a risk-relieving strategy (Puto 

1985). Such post-event responses are inadequate and almost useless because the new 

modes of attack and, in recent years, of cyber-attacks, evolve faster than solutions can be 

found to address them. 

 

Prevailing proven solutions are no protection against new, creative attacks from inventive 

criminals who are thinking up new ways to bypass security measures. 
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5.7.2 Identity cards and biometric passports 

The identity of a person is usually addressed through a national identity card system 

within the home country and passport systems for global travel. Generally, these systems 

are designed to enable authorities to identify, clearly and automatically, those who are 

and those who are not bona fide members of a nation state. The system usually provides 

this portable document in the form of paper, plastic or biometrics.  

 

Biometric documents are paper or plastic documents embedded with a contactless 

microprocessor chip and very thin wire that functions like an antenna and is linked to a 

database at a network level; it is chiefly designed to track movement inside and outside 

the borders of a nation. Identity cards and biometric passports are security measures 

imposed within the free boundaries of global systems to recognise and legitimise identity. 

 

5.8 Objectives of the Present Research 

According to Cavelty, Mauer and Krishna-Hensel (2008), information is the lifeblood of 

the international system and contributes to the current phenomenal global economic 

growth (Gordon 1999; Jorgenson & Stiroh 1999; Sichel 1999) driving globalisation 

across traditional temporal and spatial boundaries.  

 

The Internet and computer technology are aggregators, multiplying and hastening the 

speed of social and economic transformations. Such transformations may affect ‘old 

economies’ such as the physical security industry. In the information age, access to 

information gives an ability to control, and control contributes to stature and power.  
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Control is the most fundamental concept of the stand-off space that is cardinal to the 

physical security industry, where it is used to detect, deter and deny unauthorised 

personnel from entry to or exit from a guarded premise. 

 

5.8.1 The need to control information 

The growth of ICT and globalisation are interdependent (Litan & Rivlan 2001 and Weber 

& Kauffman 2011). The survival of businesses and even political regimes depends on 

absolute control over the flow of information. 

 

A display of such control and influence was evident in Barack Obama’s presidential 

campaign (Nations 2008), which used social networking sites as a strategic tool to 

influence results. 

 

President Obama (a Baby Boomer) not only used Internet technology to get support by 

capitalising on social networking sites such as YouTube,6 Twitter and personalised 

websites (my.barackobama.com): he uses the Web (web applications) to run the country 

(Reyes 2012). 

 

Evidently, a Baby Boomer successfully adopting Gen Y strategy secured Obama as the 

44th President of the United States. This strategy is not new: J. F. Kennedy, America’s 

35th President, used television to win the presidential election in 1960 (Patterson 1991). 

Television was the social media equivalent of the sixties, compared with the alternative 

technologies of print media and radio. 

 

                                                 
6 YouTube is a video sharing website founded in 2005 and is a subsidiary of Google Inc. 
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Political turmoil in the spring of 2011 in the Middle East (known as the Tunisian 

Revolution aka Jasmine Revolution) and China (known as the Jasmine Revolution 2011, 

inspired by the Jasmine Revolution in Tunisia) were fuelled by communications through 

social networking sites. 

 

These resulted in regimes shutting down the Internet and mobile communication 

networks to assert authority and to regain control (see Table 3). 

 

Table 3: Social Networking Sites Fuel Unrest 

Incident Date Types of 
Communication 

What 
Happened 

Who Shut It 
Down 

Egypt revolution 
(Alexander 2011) 

11 Feb 2011 Facebook and 
mobile phones 

Facebook 
sparked a 
revolution 

Egyptian 
government. 

Libya uprising 
(Beaumont 2011) 

17 Feb 2011 Internet lines, 
mobile phones. 

Shutdown of 
Internet and 
mobile 
networks 

Muammar  

Gaddafi. 

The Chinese 
‘Jasmine 
Revolution’ 
(Johnson 2011) 

20 Feb 2011 

 

Social network 
sites 
Boxun.com, Sina 
Weibo and 
Twitter 

Blocked 
keywords 

China Mobile, 
China Unicom 

Tunisia uprising 
(Tunisian Internet 
crackdown 2011) 

25 Jan 2011 Facebook Censorship 
and 
shutdown 

Tunisian 
government. 

 

Information is a double-edged sword. While information is needed to legitimise our 

identity, perpetrators of terrorism and vandalism act through cyberspace to inflict 

mischief, pain and damage to people and property. 
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As ICT has spread through the labyrinth of modern society’s social and economic 

infrastructure, its commerce, transportation systems, power generation and transmission, 

medicine and especially governments, it cannot be segregated from the enterprises it 

serves, and so has become an attractive entry into targeted enterprises. It poses, along 

with enormous advantages, enormous risks, which  

 

‘cannot be managed better until they can be measured better’ (Anderson & Moore  2006, 
p. 2). 

 

5.8.2 Gen Y—the communicators 

Gen Y are expected to be in the driver’s seat by 2020. Unlike Baby Boomers, Palfrey and 

Gasser (2008) claim, Gen Y members are ‘different’ because they never experienced the 

world that preceded the digital age. 

 

The only world Gen Y understands is that of the Internet, high processing-speed 

computers, data and information that can be pushed or pulled at a mouse click. With such 

focused exposure, it is reasonable to expect Gen Y to influence electronic security 

equipment by adopting features such as fast processing speed, ICT-like operating 

environments and simple-to-use functions with the portability of smart devices. 

 

5.9 Significance of this Research 

Gen Y personify change, particularly in technology.  While Baby Boomers are reaching 

retirement age, Gen Y members are taking over the helm both as security providers and 

as clients (Eisner 2011).  

 

 



 

80 

According to Blustein (2006, p. 3), work means 

 

‘effort, activity, and human energy in given tasks that contribute to the overall economic 

and social welfare of a given culture’. 

 

Blustein adds that working provides a source of identity for people as well as a means of 

interpersonal connection, social contribution and, optimally, opportunities for self-

determination. 

 

It is the aim of this study to focus on Gen Y, who are expected to have a significant impact 

on the skillsets, business models, business processes and even product design of 

electronic security equipment over the next five to ten years. 

 

Gen Y have the propensity to question everything (Lewis 2003) because they are much 

better informed than any other generation (Colkin 2001b). By being well informed, Gen 

Y explore ways to reinforce, modify or break systems or rules of engagement. 

 

5.9.1 Gen Y vs Gen Y 

When considering two generations like Baby Boomers and Gen Y, Gen Y appear to be 

the better equipped to address the ingenuity of other Gen Y members, whether for good 

or bad. As the age-old saying goes, it takes a thief to catch a thief. Tapscott (2009) argues 

that Gen Y will play a significant role in shaping the future to fit their societal habits, 

working attitudes and values. 
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According to Muller (2004), Gen Y members can be both friends and foes. Friends 

(authorised users of a system) are allowed access while foes (unauthorised users) are 

detected, deterred and denied access to physical premises and Internet networks or 

computer hardware. 

 

When friends and foes are of the same generation and thus think alike, behave alike and 

work alike, they can still be very different. Some may serve society others embrace 

ideologies that are not socially acceptable. However, they still have more in common 

more than Baby Boomers contending with the very different mindsets of Gen Y. Physical 

security and logical security crises cannot be mitigated when the players are not on a level 

playing field.  

 

Using the starter security series technology of the Baby Boomer era to meet the innovative 

evasive methodologies devised by Gen Y is like the Chinese heightening the Great Wall 

of China as protection against air strikes; or like Samurai on horses charging the Gatling 

guns of the Japanese army. 

 

Ramadan’s 2010 article, ‘Good Muslim, Bad Muslim’, notes that literature produced in 

the nineteenth century by scholars in France and Britain depicted ‘good Muslims’ as those 

who collaborated with colonial authorities or accepted the values and customs of the 

dominant power while ‘bad’ Muslims, who were systematically presented as a ‘danger’, 

were those who ‘resisted’ colonisation, religiously, culturally or politically. The analogy 

is similar in this research. 
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Gen Y, immersed in the digital world, has both ‘good guys’ and ‘bad guys’. ‘Good’ Gen 

Y are creative in taking advantage of technology, short circuiting work processes to 

maximise productivity and enhance performance, and so bringing about greater value by 

reducing costs and expediting responses. 

 

In contrast, ‘bad’ Gen Y are opportunistic people who work hard at hacking and stealing 

identities to gain from others’ misfortune and mistakes. 

 

This notion appears to be in line with Tajfel’s (1981) suggestion that individuals are 

driven by a set of behaviours to remain within the in-group. Members of Gen Y share 

similar skill sets and educational levels; however, they may have different pursuits and 

interests based on ideology and culture.  

 

Thus, one Gen Y member’s sinister act of mischief is another Gen Y member’s act of 

salvation and protection. Doreen Dodgen-Magee, a licensed psychologist educated at the 

Rosemead School of Psychology, said in an interview with Biola Magazine in the fall of 

2010, 

 

‘I think the first thing I would say is that they [Gen Y] are a generation that wants to 

change the world, and they feel empowered to do so’ (Dodgen-Magee 2010, P. 1). 

 

Such a thought has implications for this research because such change would take place 

in all areas, from schoolwork to everything Gen Y does commercially and socially. 

Tapscott (2009, p. 2) suggests that Gen Y members were 

 

‘the first generation to grow up surrounded by digital technology’. 
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He went further, arguing that 

 

‘each generation is exposed to a unique set of events that defines their place in history 

and shapes their outlook’ (p. 16). 

 

In this instance, that unique set of events may redefine how the security business may 

change in the future. Gen Y members, with their prowess in ICT and knowledge of the 

Internet, may be able to shape electronic security equipment with improved or new 

business processes, and more useful and simple features like friendly graphical user 

interfaces (GUIs) for navigation. 

 

Such innovations may result in faster and more convenient modes of accessing data from 

any smart mobile device, anywhere, and at any time. Bayne and Ross (2007) argue that 

Gen Y, having grown up with computers and ICT technology, are naturally proficient 

with it, while Baby Boomers will always be a step behind (Johns 2003). 

 

Their digital immersion causes Gen Y to think and learn in radically different ways, 

especially in areas that concern the speed of Internet access, the processing speed of 

chipsets in computing devices, the expectation of instant response to queries and 

impatience with linear thinking, preferring short cuts and the ability to multi-task (Eisner 

2011). 

 

This research extends Tapscott’s (2009) study in one area, as it examines the role of Gen 

Y who are expected to influence changes in the physical design, processes and solutions 

offered in security equipment on the next five to ten years. 
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Such changes will capture the spirit, working habits and attitudes of Gen Y, for whom 

information travels with a click of a mobile phone button and events are addressed as 

rapidly as they occur. 

 

5.9.2 Threats will keep growing 

The Trend Micro7 report claims that  

 

‘global outbreaks will become extinct and localized target attacks will grow’ (2011, p. 2). 

 

There are strong indications in this report that security breaches are likely to be caused 

from within an organisation or by parties known to the organisation. With security 

convergence, any infiltration into logical security is likely to cause a breach in a physical 

security layer as well (Forristal 2006). 

 

In 2020, not only will the Internet continue to enjoy astronomical adoption rates, but an 

estimated 16 billion Internet-enabled devices (Trend Micro 2011) will have found their 

way into the marketplace.  

 

This is a scenario ripe for attack. The more devices that become available, the greater is 

the likelihood of a gap opening up for malicious gain by unauthorised users.  The Delphi 

survey carried out for this thesis seems to match the direction suggested by GTR 2020, 

particularly concerning the prevalence of mobile devices (Silberglitt et al. 2006). 

 

                                                 
7 Trend Micro Inc. is a world-class anti-virus software company with headquarters in Tokyo. 
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As long as equipment is connected to the network, it is subject to exploitation for 

malicious purposes.  

 

Without proper awareness and knowledge of threats, security measures for both logical 

and physical infrastructure for end-users and enterprises are useless. In this information 

age, sustainable development in ICT is based on contributions from eight areas, according 

to Sachs (2008): 

 

 The ubiquitous connectivity of regions to the world of global politics and culture 

through ICT (e.g. providing Internet access and communications to users in the most 

remote parts of the world, such as the 1,200 scientists at the McMurdo Station, 

Antarctica). 

 The effective division and allocation of local and global labour through the 

coordination of work via the Internet (e.g. call centres in Bangalore supporting service 

businesses in Europe and the United States). 

 Scale size in terms of the reach and range that ICT offers across networks for global 

communications. 

 The global replication of standard processes supported by ICT (e.g. SAP, a market 

leader in enterprise resource planning software; and Amadeus, the world’s largest 

computer reservation system used globally by the travel industry, from airlines to car 

rental companies). 

 The provision of a platform for accountability, monitoring and evaluation of 

economic, health care and other human and organisational activities. 

 The matching of buyers and sellers for economic exchange. 

 The building of communities via networking tools on the Internet such as social sites 

like Twitter and Facebook, and professional sites like LinkedIn. 
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 The provision of education and training in the context of distance learning. 

 

These scenarios are all familiar to Gen Y. Globalisation by nature is cross-national. 

Information is exchanged in cyberspace across the World Wide Web; and the Internet is 

cross-national as well. This means that any incident of information insecurity in one 

company in one nation may lead to information insecurity in another company in another 

nation. Time and space will no longer be mitigating factors. 

 

5.10 Theoretical Significance 

This study aims to understand the determinants that will impact upon and influence user 

acceptance of Gen Y technology for the security industry over the next five to ten years. 

It can be used as a reference to explain values, norms and behaviour in technology 

adoption in other vertical markets, such as educational and medical. In addition, it can be 

used as a reference point to extend studies into the behaviour of Gen Z and their likely 

impact on the security industry. 

 

5.11 Practical Significance 

The practical significance of the outcome of this study is proof that Gen Y technology is 

the most suitable for the security industry in the next five to ten years. As such, 

manufacturers and procurers can focus on Gen Y-suggested form factors, business 

processes and skill sets to interface between users, service providers and the technology.  

 

The knowledge from this study will help drive adoption of technology that is easy to use, 

enhances performance and affordable. 
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5.12 Thesis Outline 

The present study uses Davis’s (1986) seminal work on the Technology Acceptance 

Model (TAM) to determine the influence Gen Y will have on the skill sets, business 

processes and form factors of security equipment over the next five to ten years. 

 

It is expected that such influence may result in the creation of new design features, 

improved or new functionality, more ergonomic form factors, creation or newly improved 

business models, and even redefinition of the whole security business.  

 

Such phenomena are not new. IT convergence with traditional telecommunications has 

resulted in the creation of a new telecommunication service known as Voice over Internet 

Protocol (VoIP) (Messerschmitt 1996). Similarly, IT convergence with the health care 

industry has led to telemedicine that extends health care service to patients to whom it 

was previously inaccessible because of geographical distance (Hwang & Christensen 

2008). 

 

This Delphi study is expected to discover some of the changes in the security industry 

that are expected to take place along with the rapid progress in the Internet and ICT 

development. 

 

5.13 A Theoretical Framework: The Technology Acceptance Model 

The Technology Acceptance Model (TAM) has its roots in the theory of reasoned actions; 

a model concerned about the determinants of consciously intended behaviours (Ajzen & 

Fishbein 1980 and Fishbein & Ajzen 1975). 
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The theory of reasoned action (TRA) suggests beliefs influence attitudes which, in turn, 

lead to intentions and to create the behaviour to adopt. TAM makes the assumption that 

belief in the Perceived Usefulness (PU) and Perceived Ease of Use (PEOU) are the 

primary determinants of IT adoption in an organisation (Davis 1986). 

 

In Davis’ seminal work on TAM, which is regarded as the most robust, parsimonious and 

influential model for explaining IT adoption behaviour (Davis 1989; Davis, Bagozzi & 

Warshaw 1989; Igbaria et al 1995), Davis suggests that when users are presented with 

new technology, a number of factors influence their decision on how and when they will 

use it. 

 

Critical mass adoption is influenced by two key factors: its perceived usefulness (PU) and 

the perceived ease of use (PEOU). TAM recognises these strong behavioural elements, 

and assumes that when individuals form an intention to act, they want to be free to act 

without limitation.  

 

The model suggests PU and PEOU determine an individual’s intention to use, serving as 

mediators to actual system use. PU is seen as being directly influenced by PEOU, but it 

also strongly influences PEOU (Davis, Bagozzi and Warshaw 1989). TAM suggests: that 

 

 The use of a computer (computing device) can be predicted reasonably well from a 

user’s intention. 

 PU is a major determinant of a user’s intention to use a computer.  

 PEOU is a significant determinant of a user’s intention to use computers. 
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In this study, it is hypothesised that Gen Y will affect the security industry with the 

following determinants that will result in PEOU and PU: 

 

 Always connected: Security service providers and users want to be connected 

always. The pervasiveness of Internet connectivity translates to convenience. 

Connectivity from Wi-Fi hotspots or mobile Internet, at anytime and anywhere, 

makes information available at the touch of a button. 

Such ease in accessing information with pervasive Internet connectivity contributes to 

PU. To be connected means to be able to respond on a timely basis, which creates a 

favourable experience for both the security service provider and user. 

 Easy to use and easy to understand: The security equipment, the solutions and the 

software (the applications) have to be easy to understand and almost intuitive to use. 

Low learning curves fuel take-up rates. For example, security solutions that use 

popular web browsers such as Internet Explorer, Firefox and Safari enjoy higher 

take-up rates than security solutions that require tedious processes of downloading 

and configuring client-server protocol software. 

Users when using web-based applications need only key in a user name and password to 

gain remote access to critical security information seamlessly. Web-based content and 

cloud computing8 translate to convenience, independent of any mobile or computing 

devices. Ease of use reduces training costs and time while increasing productivity that 

enhances performance. 

 

                                                 
8 Cloud computing is the use of resources, especially software applications, that are delivered over the 

internet as a service. Cloud computing is a service by which data, application software and computation 

capabilities are delivered remotely over an internet network.  
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 Always available: A mobile device, as its name indicates, is synonymous with 

portability, providing accessibility to information at anytime and anywhere. Mobile 

devices should be compact, ergonomically designed and with sufficient battery life 

to perform desired functions. 

They offer convenience, enhance the user’s experience and contribute to PU. Operational 

issues and routine maintenance can be resolved remotely and on a timely basis, leading 

to enhanced customer service and at a reduced cost for both the service provider and user. 

 

5.14 Characteristics of PU 

The characteristic of Perceived Usefulness (PU) in the context of this Delphi study are as 

follows. 

 

5.14.1 Rapid accomplishment of tasks  

In this Delphi study, the notion of accomplishing tasks quickly is typical behaviour of 

restless Gen Y members who prefer speed to accuracy (Levickaite 2010) and who expect 

tasks to be completed right away, including tasks executed remotely by Internet. 

 

Gen Y are known to work smart, not work hard like Baby Boomers. Since the security 

business has zero tolerance for mistakes and failures, the PEOU of controllability 

becomes an important accompaniment to this behaviour. 

 

5.14.2 Improved performance 

Improved performance considers how most recent security systems perform better, faster 

and easier than current systems (Cairncross 1977a).  
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It carries the implication that fewer technicians are needed to operate the systems and that 

security systems are dependent on Internet access to accomplish tasks quickly, resolve 

issues using fewer resources and to have the ability to monitor and perform testing and 

commissioning anytime and anywhere. 

 

Organisations compete for business, and speed, efficiency and low maintenance costs are 

attractive qualities for security users. 

 

5.14.3 Improved productivity 

Improved productivity goes hand in hand with improved performance. Gen Y require less 

face time than Baby Boomers, but exponentially increase online time to perform more 

activities, execute routine maintenance, and perform software updates and upgrades 

remotely.  

 

By capitalising on ICT and the Internet, fewer qualified hands-on technicians are needed. 

Instead, technicians tend to be desk bound, accomplishing more work over a 

comparatively shorter period of time travel time is no longer a necessity, and can be used 

instead for solving clients’ issues over the Internet or by phone, or by providing online 

forums and frequently ask questions (FAQs). 

 

5.14.4 Effectiveness 

Effectiveness is accomplished when security solutions address the needs of the clientele 

as ‘best-fit’ in term of budget, features to address, and possibly mitigation of suspected 

threats. The PU of effectiveness closely matches Gen Y’s belief that the user is able to 

make appropriate decisions and that these decisions contribute to the values of virtue, 
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duty and even the sense of patriotism—to save the world (Eisner 2011)—and that security 

can mitigate a suspected threat when and where it happens. 

 

5.14.5  Making the job easier 

Making a job easier is closely aligned to Gen Y’s preference for speed over accuracy 

(Levickaite 2010). Gen Y will change the rules of engagement (Colkin 2001) of current 

security practices to reduce red tape and facilitate quicker decision-making and to quickly 

solve any issues (Hart 2006). 

 

Making the job easier also refers to security systems inter-operable (Dawes 1996 and 

Landsbergen & Wolken 2001) using open-architecture protocol and open-source 

application software. 

 

5.14.6 Workability 

Gen Y believe that security systems can be addressed alone or via collaborative work. 

Gen Y are technically inclined and educated, and strong believers in multi-tasking (Martin 

& Tulgan 2006). 

 

Workability refers to a security system having capabilities like video analytics and data 

mining capability that enhance the performance of the system in dealing with threats; and 

also refers to the system working well as a stand-alone system or as part of a network of 

machines. 
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5.15 Characteristics of Perceived Ease of Use 

 

5.15.1 Easy to learn 

This notion largely refers to a security system that is easy to operate and requires minimal 

supervision by qualified technicians and supervisors. The more the user utilises a system, 

the more familiar it becomes and the less time is needed to understand it. 

 

An example is the Apple iPhone™, whose users rarely seem to need to consult the 

operational manual prior to use, but appear able to effortlessly (even intuitively) navigate 

through the icons to make phone calls, send messages and download applications. 

 

5.15.2 Controllable 

Controllability captures the concept of a security service provider being able to access the 

systems, updates the software and enforce compliance policy including the ability to 

produce reports and retrieve audit trails from the security system at will, both online and 

offline. 

 

 It also captures the behaviour of security buyers having the confidence to know the 

strength and understand the limitations of the security system and to be able to confidently 

depend on it and expect it to function as expected. 

 

Controllability refers to successful track record and performance of the security systems, 

so that in times of crisis, decision-makers may avoid blame for their choices (Senge 2006) 

of security equipment since when the best technology fails, the onus falls not on the 

decision-maker but on the supplier or manufacturer of the security system instead. 
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5.15.3 Clear and understandable 

A simple and intuitive security system can be operated without confusion, reducing the 

possibility of creating mistakes in times of crisis or pressure. Even in the heat of a crisis, 

a clear and understandable system operates simply, with a minimum of steps and well-

defined options. 

 

5.15.4 Flexible 

Flexibility is the equality of having carefree and seamless access to security systems via 

either PC or mobile devices, and the ability to connect to mobile Internet and fixed-line 

broad band Internet anytime and anywhere. 

 

The notion of flexible in this study also refers to access to security systems via ubiquitous 

hardware that has open protocol, open architecture or operating systems with universal 

connectivity. 

 

5.15.5 Ease of becoming skilful 

This refers to security systems that build competence as usage increases. The more users 

use the security system, the more proficient they become. And as usage increases, more 

product and design improvements are made to enhance the system’s capability and 

improve the usability of the systems that results in users becoming more skilful. 

 

This behaviour is inherent in security solutions that are branded and reputable where sales 

of solution is always bundled with compulsory certification program.  For example, 

Verint Systems Inc– a company that provides analytic software and hardware for the 

surveillance, security and business intelligence market will only appoint value-added 

resellers who are trained and certified by Verint.  
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Such training ensures the hardware and software are appropriately deployed according to 

specifications and are confident that these certified value-added resellers (VARs) uses the 

latest skill and knowledge to maximise productivity and performances imparted to them 

by the company. 

 

Training is crucial to successful technology companies. CISCO is most reputable in this 

respect.  For all buyers of CISCO switches, users need to be certified from entry-level 

courses like the Cisco Certified Entry Networking Technician (CCENT) to expert level 

certification program like the Cisco Certified Internetwork Expert (CCIE) program. 

 

In this respect, users enjoy the performance expected of CISCO products while CISCO 

is assured that all CISCO products are appropriately and suitably deployed according to 

its design and purpose.   

 

Achieving iconic recognition is the holy grail of the all technology business including 

security business. 

 

Hangzhou Hikvision, the world’s number one surveillance company, is known in the 

industry to heavily subsidise and provide the best-in-class training of CCTV for 

deployment in high-profile safe city surveillance projects like those in Chongqing, China, 

which employs 500,000 network-based surveillance cameras (Hikvision named general 

contractor of $800 million safe city program in Chongqing, China 2010). 

 

The success of the Chongqing project created much impact in safe-city surveillance 

projects around the world that influence and define the architectural designs, the budget 

and the technology. 
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Based on Hikvision’s deployment of the safe-city surveillance projects in over 100 or 

more cities in China alone, Hikvision inadvertently establish the ‘gold standards’ for other 

CCTV manufacturers to comply if they intended to penetrate into the security markets. 

Such standards include certified training and product knowledge that makes the user 

skilful. 

 

5.15.6 Ease of use 

In typical Gen Y fashion, users dive into devices like Apple iPhone or the Samsung 

Galaxy the minute they are out of the box. The notion of ease of use is an important driver 

in this study because it is a determinant of technology adoption as well as an attitude of 

Gen Y.  

 

5.16 Concluding thoughts regarding PU and PEOU 

PEOU and PU are critical to this study because computers and mobile devices are an 

integral part of the Gen Y’s work and leisure lifestyle. ICT and computers are now 

indispensable in the running of business everywhere. Gen Y members cannot pass a day 

without making a mobile phone call or SMSing someone (Koivusilta, Lintonen & Rimpel 

2005).  

 

Such behaviour, and the beliefs that underlie it, are important considerations when it 

comes to determining the future state of technology in security systems. IT is already a 

part of security systems. 

 

For example, when trespassers breach a security system, alerts in the form of email and 

SMS are automatically sent to registered recipients; this is an examples of the perceived 

usefulness of security systems that will consequently draw more users.  
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PEOU is defined as users having favourable experiences and being able to act without 

obstacles or difficulties. If a security system can remain always connected, are easy to 

understand and easy to use, and most of all is available when needed, these attributes will 

contribute to its PEOU and lead to PU. 

 

With this in mind, PU can be redefined as the user’s belief that using the security system 

will enhance operational efficiency, lower operational costs and provide timeliness in 

decision-making processes. Figure 4 illustrates the TAM process that leads to adoption 

of a new security system. 

 

 

Figure 4: Technology Acceptance Model to adopting security equipment 

Adapted from the Technology Acceptance Model (Davis 1986) 
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5.17 The Technology Landscape in Year 2020 

The Global Technology Revolution 2020: In-depth Analyses Report (Silberglitt et al. 

2006) (herein GTR 2020)9 suggests that in Year 2020 several scenarios will dominate the 

technology and business landscape: 

 

 Wireless Internet will become prevalent. 

 Wearable computers will be expanded to appliances, medical devices and 

entertainment systems.  

 Massive databases containing sensitive personal information, activities log viewed 

and processed will be created.  

 Inexpensive devices storing data such as voice, video and web pages will be 

ubiquitous.  

 There will be increasingly improved search capability to locate text phrases, 

semantic phrases, pictures and videos.  

 Radio Frequency Identification (RFID) tags will be used to track commercial goods, 

consumer buying patterns and individual movements for security and targeted 

advertising.  

 Biometrics (e.g. fingerprints, facial recognition, voice, finger veins and retinal 

patterns) will increasingly be used for security in situations such as cross-border 

travel or access to computer systems, physical locations and databanks and 

encrypted networks for commerce and communications. 

 

                                                 
9 GTR 2020 is a report by the Rand Corporation’s National Security Research Division for the National 

Intelligence Council. The report is offers a set of foresights into global trends in biotechnology, 

nanotechnology, material technology and information, and their implications for the world in 2020. 
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In the area of security surveillance, the report suggests that sensor technology will be 

integrated with surveillance and communication technologies to improve the detection of 

possible threats (Silberglitt et al. 2006). These new sensors may be based on motion or 

heat (thermal imaging), or other triggers. 

 

For instance, GTR 2020 suggests that buildings or key installations rated as high-risk will 

use surveillance systems that integrate video with other sensing features such as video 

analytics or chemical and biological detection capabilities that demand limited human 

intervention. The reports suggests that such developments will cause massive information 

overload. 

 

Too much information is already generated, both at work and at leisure (Klingberg 2008), 

so that analysing data is already a major problem; the ability to gather information must 

be matched with a corresponding capability to analyse and interpret it. Only then can 

information become instrumental in decision-making; and timely decision-making is key 

to successful delivery of a tight security system. 

 

5.18 Information Growth Spawns Gen Y 

With the continued growth of communications in the information age,10 Gen Y are likely 

to have a significant influence in shaping the security equipment industry over the next 

five to ten years. This is likely for five reasons: 

 

                                                 
10 The information age is defined as the period from 1989 on, following the invention of the World Wide 

Web. 
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 Users globally are demanding ever more advanced telecommunications and 

Internet-based transactions (Cetron & Davies 2010).  

 Gen Y’s societal habits, working attitudes and values will influence the form of 

future technology (Tapscott 2009). 

 By 2020 Gen Y will have come of age (Colkin 2001; Eisner 2011) and be directing 

future trends. In the United States alone, 46% of the population are Gen Y members: 

the 85 million people born between 1976 and 2001. 

 Fukuyama (1999, p. 4) asserts that ‘a society built around information tends to 

produce more of the two things people value most in a modern democracy: freedom 

and equality’. 

 

As society and commerce embrace IT, information sharing, integration and 

interoperability emerge as prominent themes (Dawes 1996; Landsbergen & Wolken 

2001). This is already evident in video management software, where network surveillance 

cameras (NSCs) are configured, monitored and managed in an Internet network 

environment with the use of video management software. 

 

NSC requires a protocol to be understood and identified in the network. Already two 

standards are available: the Open Network Video Interface Forum (ONVIF)11 and the 

Physical Security Interoperability Alliance (PSIA)12. Once a single standard is 

established in the industry, the possibility of using ubiquitous hardware becomes likely. 

                                                 
11 ONVIF is a global standard for the interface of network electronic security products, started by Axis 

Communications, Bosch and Sony. 

12 PSIA is a competing global IP interface standard form used by 20 companies including giants such as 

Cisco, GE Security and Honeywell. 
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5.19 Gen Y vs Baby Boomers 

In the United States, Gen Y was 85 million strong in 2010, marginally surpassing the 

largest generation, the Baby Boomers, whose head count was 82 million in 2010 (Howden 

& Meyer 2011).  

 

Gen Y members grew up working as a group rather than as individuals, and are experts 

in using resources and making use of others to accomplish missions (Lovern 2001). Such 

attitudes suggest security system design that is modular and scalable, and that can be used 

as extended features to other security systems to perform a specific security task. 

 

A good example would be the predecessor of today’s network video recorder, which took 

the form of four-, eight- and sixteen-channel graphics cards that could be added to the 

Peripheral Component Interconnect (PCI) slot of computer motherboards.  

 

These were the first generation of network video recorder. Gen Y designed a surveillance 

camera recorder system making use of prevailing PC technology. In contrast, the Baby 

Boomers, the generation largely responsible for the conception, design and production of 

existing stand-alone security equipment (Davidson 2005), have greater respect for 

protocol and hierarchy and only provide information to the privileged. Baby Boomers 

focus their tasks sequentially and desire to do them well (Barzilai-Nahon & Mason 2010).  

 

Table 4 lists some of the traits that distinguish the Gen Y and Baby Boomer generations. 

Barzilai-Nahon & Mason (2010) suggest there are polarising gaps, such as the fact that 

Gen Y members prefer multi-tasking whereas Baby Boomers value time management, or 

that Baby Boomers demand respect and observe hierarchy while Gen Y prefer a flatter 

organisation and believe that respect is earned, not coerced. 
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Table 4: Differences between Gen Y and Baby Boomers 

Behaviour Gen Y Baby Boomers 

Collaboration Collaborative Independent 

Information access Access for all Access for those in power 

Learning style Learn from experience Learn from instruction 

Motivations Positive reinforcement Competition 

Structure 
Decentralised, non-
hierarchical, inclusive 

Centralised, hierarchical 
exclusive 

View on authority Respect for others is earned Respect for authority 

Work style Multi-tasking Time management 

Source: Adapted from Barzilai-Nahon and Mason (2010, p. 5). 

 

Such differences in perception and behaviour have an effect on this study, because ICT 

affects the daily lives of all users of every generation, whether at the workplace or at 

home, in how they communicate with one another. 

 

Using these perceptions of Gen Y, we can deduce that Gen Y may influence the design 

of security systems so that they become multi-functional, containing self-diagnostic 

features that permit collaborative work based on access using ID and password over the 

network.  

 

This current study explores whether Gen Ys’ societal habits will result in greater 

operational efficiencies and cost savings through security convergence (Dunkel 2008a; 

Freschi 2007; Greenemeier 2006). 
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Alternatively, the motivation to safeguard human lives and assets may lead to ICT 

becoming a significant factor in lowering physical security risks, mitigating threats by 

providing up-to-date information in real time (Pinker 2007) and using ICT’s BIG data 

analytical capability to assist in decision-making processes that might otherwise be 

hampered by information overload (Klingberg 2008).  

 

The maxim that information is power applies here. Although studies by Markus and 

Pfeffer (1983) focus on the area of accounting, in which key decisions are made based on 

hard numbers, their ideas transfer readily to this study. The more important a decision is, 

the greater will its influence be. 

 

In the past, people have automated processes to take people and paper out of the equation 

and speed it up. If you take a look at what customers are trying to do these days, it’s to 

make information-based decisions.  There are two elements of information. One is what 

I call ‘information addressed,’ where it gets stored, managed and archived, and so forth.  

 

The second is ‘information in motion,’ where information is delivered where it’s needed 

at the time it’s needed to improve the decision-making. (Ambuj Goyal, general manager 

of IBM, cited in Boulton 2006, p. 1) 

 

Physical security is centred on human labour that traditionally reports to legal compliance 

or risk management departments; logical security, however, deals with information and 

ICT. Physical security focuses on the three Gs: guards, guns and gates; logical security 

concentrates on safeguarding information networks and systems (Hoffman 2006). Such 

differences in characteristics can be seen in Table 5. 
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Table 5: Differing Characteristics of Physical and Logical Security 

Characteristics Logical Security Physical Security 

Boundary type 

 

Complex—networks, 
applications, software, OS and 
hardware 

Simple and clear-cut; walls, 
perimeter, vaults, rooms and 
floors 

Business model 

 

Manufacturers sell directly to 
end-users 

System integrator does the 
selling 

Evidence of 
compromise 

Varies; takes time to notice 
data was copied 

Immediately noticeable 

Frequency of 
attacks 

Highly frequent and, in some 
cases, repeated acts of sinister 
attacks; massive and usually 
on a regional or global scale 

Not as frequent, but very 
localised and with no repeats 

Product life cycle Short, rapid evolution of 
products 

Almost similar process and 
response systems for close to 
60 years; product cycle is 
much longer than that of ICT 
products 

Responses to 
attacks 

Usually very effective, and 
expediently resolved with 
software patches and version 
updates and upgrades 

Fixes and firmware updates 
are not as expedient; all fixes 
and remedial work are unique 

Risk to attackers Low, because hackers are very 
elusive, so it is difficult to 
track down such perpetrators 

High—either they are dead 
after committing the crime or 
forensic traces usually lead to 
the physical arrest, capture or 
eventual death of the 
perpetrator 

Sales strategy Promotes branded equipment 
and solutions that lock in end 
users to a family of products 

Recommends best of breed 
equipment from a variety of 
electronic security equipment 
vendors 

Standards Customers demand for one-
stop solutions, 
interoperability, non-
proprietary systems 

Solutions and systems are 
proprietary and not 
interoperable; infrastructure 
uses commodity parts 

Source: Adapted from Cryptography Research Inc. (2006)  
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‘Old economy’, electronic security equipment of the physical security industry is 

significantly influenced by the societal habits and working attitudes of the Baby Boomers 

(Barzilai-Nahon & Mason 2010), as can be seen in Table 6—Physical Security and Baby 

Boomers as follows: 

 

Table 6: Physical Security and Baby Boomers 

Characteristics Baby Boomers Physical Security Industry 

Boundary type 

 

Prefer a top-down 
approach 

Communications use RS232 and RS485 
protocols; such connectivity is limited 
in distance 

Hardware and 
software 

Do not collaborate 
and work in a 
hierarchical structure 

Proprietary and not modular 

Protocol Respect for authority Proprietary and not scalable 

 

A security system that resembles attitudes of Baby Boomer would be a standalone system 

using reliable connectivity like RS232/RS485, using proprietary software and not 

scalable. Intruder detection systems remain close to this description at this time. 

 

5.20 Who are the Baby Boomers? 

Baby Boomers are credited with shaping the physical security industry as we know it 

today (Davidson 2005). Key achievements in this field include the Bank Protection Act 

of 1968 (US) that requires US banks to conform to specific security procedures for the 

installation, maintenance and operation of security devices, and the Privacy Act of 1974 

(US) which dictates that physical safeguards must be put in place to ensure the security 

and confidentiality of ‘identifiable personal data’. 
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Physical security measures progressively took centre stage after the Cold War13 and the 

Cuban Missile Crisis,14 when physical security measures such as emergency evacuation 

plans and fallout shelters gained public acceptance and were common sights at industrial 

estates. 

 

Terrorist acts like the massacre of eleven Israeli athletes at the 1972 Munich Olympics 

led to increased security measures, policies and procedures at all Olympic Games (Elis 

2003); expenditure on security has escalated at every subsequent Games.  

 

For example, the 2000 Sydney Olympics spent US$179.6 million and the Athens Summer 

Olympic 2004 nearly US$1.5 billion (Baade, Baumann & Matheson 2008); The Beijing 

Olympics of 2008 spent a staggering US$43 billion and involved some 110,000 security 

personnel ensuring the safety of all sporting participants and visitors to China (Ryan 

2008). 

 

Baby Boomers continue to be cautious about emerging technology but Gen Y are apt to 

adopt innovations as soon as they arrive (Eisner 2011). 

Such differences lead to disparity in terms of evaluation, deployment and adoption of 

security equipment technologies. 

 

                                                 
13 The Cold War took place from 1947 to 1991 and was based on economic competition and a continuing 

state of political conflict and military tension between the Western and Communist worlds. 

14 The Cuban Missile Crisis (1962) was a confrontation between the Soviet Union, Cuba and the United 

States, which almost led to war. 
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5.20.1 Surveillance cameras 

President John F. Kennedy is credited with the enabling of the innovation of the world’s 

first low light level camera: as part of NASA’s programme to the Moon in the 1960s 

pictures could be beamed back to earth. 

 

However, this concept was inspired by an earlier event that took place on earth—the first-

ever recorded usage of CCTV in 1942, by the Third Reich in Nazi Germany (Dornberger 

1954) to record the launch of the V-2 rockets. 

 

Each generation takes on the inventions of previous generations and finds new uses for 

them. In 1973, when most Baby Boomers were in their early thirties, CCTV was used 

non-scientifically for the first time, to contain crime in Times Square in New York (Yesil 

2006). 

 

Subsequently, extensive surveillance networks were deployed in the New York subway 

in the early 1980s (Goldman 1983), followed by their use in schools and housing projects 

in the 1990s (Kennedy 1997). 

 

These deployments created much publicity, and are deeply etched in the memories of 

many generations including the Baby Boomers, Gen X and Gen Y. 
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5.20.2 Access control and intruder detection systems 

Access control systems grew to become an industry in themselves. An offshoot of 

integrated heating, ventilating and air conditioning (HVAC),15 they came to be known as 

building automation systems, which included fire and security alarm monitoring 

(Davidson 2005). 

 

Security and building control powerhouses such as Honeywell and Johnson Controls 

remain market leaders in this field today. Regional alarm monitoring was first deployed 

in a seminal event in 1982: when the AT&T16 monopoly was dissolved, it continued to 

serve as a de facto security measure and is still used by many multinational corporations 

(MNCs) venturing abroad (Davidson 2005). 

 

In 1986, the US Computer Fraud and Abuse Act was gazetted; the several amendments 

made since then illustrate the influence of computerisation and IT risk on all aspects of 

commercial and private use of the technology. The government ruling has had a powerful 

influence on the physical security industry, which must continuously improve itself to 

address ever-changing modes of infiltration and attacks. 

 

Computers and the Internet are commonplace in business and home environments. 

Physical security measures such as access control play a critical role in maintaining law 

and order. 

                                                 
15 HVAC refers to technology controlling indoor or automotive environmental comfort. 

16 AT&T (American Telephone and Telegraph) is the largest provider of fixed telephony in the United 

States, and is also a provider of broadband and cable television services. 
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Access control includes a process by which legitimate users are granted privileges and 

rights to access and exit physical premises, IT networks, or both. It usually comprises 

hardware such as a biometrics readers, smart cards and RFID tags, and software providing 

databases that distinguish legitimate users from imposters. 

 

Even IT giants such as Microsoft (Smart Card Deployment at Microsoft 2008), IBM, 

NEC and Sun Microsystems have embarked on programs that replace the corporate badge 

with smart cards (Donald 2003), illustrating the growth of security convergence in line 

with globalisation.  

 

Smart cards, one of the consumables or accessories utilised in an access-controlled 

environment, are pocket-sized cards with embedded integrated circuits. Their primary 

function is to identify and authenticate. They contain an optimal amount of data storage 

and allow thin application processing whereby they ‘talk’ to the access control database 

at the back-end. 

 

They are designed to enforce strict security authentication within an organisation, with a 

single sign-on process that allows access to the physical premises and the IT network. 

 

Access control systems are available in ‘old economy’ connectivity protocols such as 

RS485 and RS232, whereas ‘new economy’ connectivity uses Transmission Control 

Protocol/Internet Protocol (TCP/IP), web-based technology riding on the Internet 

infrastructure. 
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A visible outcome of security convergence resulting from the mergers of MNCs is the 

availability of multi-geographical zone, multi-language access, simple web-based 

technology using single identifiable corporate badges that have global roaming capability, 

permitting single-card access to physical offices, premises and corporate intranets 

worldwide. 

 

 The Chevron and Texaco merger (Mehdizadeh 2003) is an example of security 

convergence. The Smart Badge programme allows legitimate Chevron and Texaco 

employees to gain access to premises that are geographically dispersed, with one card 

serving two different companies.  

 

5.21 Key differences between physical and converged security 

Like the differences between Gen Y members and Baby Boomers, there are key 

differences between the ‘old economy’ physical security industry and the newly 

convergent security industry that embraces IT. 

 

The development of converged solutions already hints at the influence of Gen Y’s 

working habits and attitudes, such as the ability to access information anytime, anywhere.  

 

This is shown in Table 7. The signature of a converged security system is most commonly 

network-based (TCP/IP), and is modular and scalable, using open platform architecture 

on open-source application software. The systems are available anywhere and at any time 

since they are connected to the Internet network. 
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Table 7: Key Differences between Physical and Converged Security Solutions 

Characteristic ‘Old Economy’ Physical Security Converged Security 
Solution 

Accessibility On site using authorised terminals Anywhere and anytime, 
using mobile devices 

Connectivity Serial connectivity - RS232 or 
RS485 
Limited in distance 

TCP/IP, borderless, global 

Hardware Mostly independent and stand-
alone 

Modular and integrated 

Scalability Limited Infinite or as much as 
bandwidth permits 

Software Proprietary Open source, open protocol 

 

5.22 Globalisation Drives Security Convergence 

Globalisation involves the movement of people, assets and intellectual property across 

vast geographical areas. Security measures such as roaming smart cards are common, one 

of the benefits derived from security convergence. From the literature review, three key 

benefits resulting from security convergence are identified, these are reviewed and shown 

in Table 8: 

 

 Security Convergence enhances operational efficiencies and lower costs of 

operation. 

 Security convergence results in better services and is timelier in mitigating threats. 

 Security convergence provides audit trails and mimics IT procedures and processes 

to tighten security measures. 
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Table 8: Benefits Resulting from Security Convergence 

Relevant Resources Determinants 

 ‘Cisco Systems Industry Model’ (Dunkel 2008a) 

 ‘Everything Wired Must Converge’ (Elliott 1997) 

 ‘From Convergence to Collaboration’ (Walton 2006) 

 ‘From Door to Data’ (Gager 2008a) 

 ‘Leaders in Security Convergence’ (Brady 2007)  

 ‘The Next Wave of Integration: IP as a Backbone for Systems 
Convergence’ (Freschi 2007) 

 ‘IT and Physical Security. A Welcomed Partnership’ (2008) 

 ‘The Next Wave of Integration: IP as a Backbone for Systems 
Convergence’ (Freschi 2007) 

 ‘Welcome to Convergence—Surviving the Next Platform 
Change’ (Miller, Levine & Bates 2005) 

 ‘When to Make the Move’ (Ray 2007d) 

Enhanced 
Operational 
Efficiencies. Lower 
Costs 

 ‘Biometrics Bridges Physical, Logical Security’ (Zalud 2008) 

 ‘From Door to Data’ (Gager 2008a) 

 ‘Leaders in Security Convergence’ (Brady 2007) 

 ‘When to Make the Move’ (Ray 2007d) 

Audit trails. 
Procedures and 
Processes Tighten 
Security Measures 

 ‘Cisco Systems Industry Model’ (Dunkel 2008a) 

 ‘IT and Physical Security. A Welcomed Partnership’ (2008) 

 ‘Leaders in Security Convergence’ (Brady 2007) 

 ‘The Next Wave of Integration: IP as a Backbone for Systems 
Convergence’ (Freschi 2007) 

Better Services. 
Ability to Mitigate 
threat 

 

 

5.23 Merger of Physical and Logical Security Companies 

Declining margins in the IT business (Gager 2008b and Robison 2007) compelled IT 

companies to seek new revenue sources by pursuing business in the security industry.  

This includes providing electronic security equipment and security solutions to users 

(Gager 2008b). 
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As IT companies continue to merge and collaborate with security companies (mostly 

owned by Gen Y), it will be natural for electronic security equipment to adopt the form 

factor and functionalities of existing computing devices.  With IT participation, analytics 

capability in electronic security equipment and systems will become standard features. 

 

In the Delphi study conducted for this thesis, all participants anticipated that by 2020 

video archives, user databases, event logs, and both whitelisted and blacklisted users’ 

databases would be available via cloud, as a service on subscription, and that central 

management software would be cloud-based and easily accessible by web browsers at 

anytime, anywhere. 

 

All the participants expected the electronic security equipment business in 2020 to have 

adopted IT processes and policies to reduce human error and at the same time automate 

the process for increased efficiencies. Such changes are typical of Gen Y, who are familiar 

with the exploitation of IT resources to accomplish objectives (Lovern 2001). Gen Y’s 

objectives are to accomplish more by doing less. 

 

According to 75% of the Delphi participants, the business of surveillance requires the 

most significant input from IT. 

 

It requires robust networks to transmit and receive huge chunks of video footage from the 

most obscure places, on the most handy portable mobile device (with the longest battery 

life) to exploit the potential of integrated electronic security systems. These views closely 

match the conclusion by Bernard (2008) that electronic surveillance equipment and 

surveillance companies will be the largest exploiters of IT technology. 
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5.24 Security Convergence Gains Momentum 

When IT giant Cisco Systems, with a reported quarterly revenue of US$8.2 billion—a 

25% jump year on year, and US$19.5 billion in cash and equivalents—entered the market 

aggressively in November 2007, it caused a ripple effect across related industries. 

 

Cisco Systems had a simple strategy: all applications must work over a single IP network, 

using one IP connection for all forms of communication including email, instant 

messaging, project collaboration, physical security and private branch exchange (PBX) 

phones. 

 

Cisco viewed physical security as a vertical market with the potential to sell Cisco 

switches which facilitated fast, reliable information flow. Physical security powerhouse 

HID Global17 quickly followed their example. It offered the world’s first web-based 

access control equipment that functioned seamlessly over IT networks, used standard 

computer platforms such as client-server architecture, and could use standard operating 

systems such as Linux or Windows to ensure safe delivery of secured identity solutions 

worldwide.  

 

There is no lack of reconfigurations possible with security convergence.  

 

For example, Brinks an ‘old economy’ physical security company, offers managed 

network security services (logical security). Unisys, the purveyor of mainframe 

computers (an ICT company), now owns a consulting business in supply-chain security 

(physical security). 

                                                 
17 HID Global has its headquarters in California and is a leader in access control solutions. 
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Software giant Computer Associates collaborated with HID Global Corp, a smart card 

vendor in the Open Security Exchange consortium, to develop a networked building 

access standard called Physbits (OSE – Physical Security Bridge to IT security 2013).  

 

Physbits is a framework that enables physical and logical security technologies to 

interoperate, exchanging data without compromising security. Kroll, another ‘old 

economy’ physical security company, now owns OnTrack Data Recovery (logical 

security) and Cisco (logical security) and has taken over SyPixx technology for its video 

surveillance capability (Greenemeier 2006). 

 

These, representative of many such reconfigurations, find different ways to achieve 

convergence between IT and physical security activities within newly formed companies 

(Galvin 2008; Greenemeier 2006; Griffith 2008). 

 

The intent is to achieve a comprehensive, tight safeguard against potential intrusion across 

physical and cyber space (Brady 2007; Miller, Levine & Bates 2005; Zalud 2008), to 

meet the compelling need to cut operational costs (Elliott 1997; Gager 2008a; Walton 

2006) and deliver operational efficiency (Dunkel 2008a; Freschi 2007; Greenemeier 

2006), as summarised in Tables 9. 

 

With such an upswell of interest in security convergence, the changes to the physical 

security industry can only grow greater as we near 2020. Convergence, however, brings 

its own problems. 
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Affordable computing devices, inexpensive storage, wide networking capability and the 

easy affordability of bandwidth contribute to information insecurity (Wibowo & Batra 

2010). 

 

As sophisticated computing devices become affordable, they are no longer only available 

to organisations; they are within reach of ordinary people. Enormous amounts of personal 

and corporate data are processed and stored to enhance productivity, but this greatly 

beneficial quality has its downside in the window it opens to identity theft and fraud.  

 

The World Wide Web is an aggregate of millions of unsecured computer networks that 

talk to each other. Such connectivity makes data and information highly vulnerable to 

interception. 

 

Through networking and Internet connectivity, remote users gain access to other networks 

and computers easily, quickly and at little expense. The potential for theft of information 

or malicious damage is enormous; the information insecurity challenge is global in nature. 

 

Table 9: Drivers for Security Convergence 

Relevant Sources Determinants (Drivers) 

 ‘What’s Driving the Convergence?’ (Cation 2005) 

 ‘Using Service Level Agreements for IT’ (Ray 2007c) 

Client pushing for costs 
reduction 

 ‘What’s Driving the Convergence?’ (Cation 2005) 

 ‘Why Can’t We Be Friends?’ (Russ 2008) 

 ‘The Genesis of Security’ (Ajay 2007) 

 ‘What Differentiates Your Firm?’ (Robison 2007) 

 ‘Testing Today’s Technology’ (Ray 2007b) 

 ‘Surveying Trends in the Security Integration Market’ 
(Clark 2005) 

Client wants integrated 
solutions 
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Relevant Sources Determinants (Drivers) 

 ‘Welcome to IP-Centric World’ (Gompers 2005) 

 ‘Research and Markets; Rising Security Concerns and 
Concepts of Security Promotes Convergence of IP with 
Physical Security’ (2008) 

 ‘The Road to Convergence—Challenging Times 
Ahead!’ (Frost & Sullivan 2007) 

 ‘Using Service Level Agreements for IT’ (Ray 2007c) 

 ‘The Business of Security Systems Integration’ (Homet 
2006) 

 ‘What’s Driving the Convergence?’ (Cation 2005) 

 ‘The Business of Security Systems Integration’ (Homet 
2006) 

 ‘The Road to Convergence—Challenging Times 
Ahead!’ (Frost & Sullivan 2007) 

 Need information to 
make key decisions 

 ‘Why Can’t We Be Friends?’ (Russ 2008) 

 ‘The Genesis of Security’ (Ajay 2007) 

 ‘Testing Today’s Technology’ (Ray 2007b) 

 Needs process and 
procedures to better 
mitigate threat 

 ‘The Genesis of Security’ (Ajay 2007) 

 ‘Welcome to IP-Centric World’ (Gompers 2005) 

 Enterprise and 
government pushing for 
regulations, process and 
procedures 

 ‘What Differentiates Your Firm?’ (Robison 2007) 

 ‘Why Can’t We Be Friends?’ (Russ 2008) 

Security is a profitable 
business 

 ‘Testing Today’s Technology’ (Ray 2007b) 

 ‘Research and Markets; Rising Security Concerns and 
Concepts of Security Promotes Convergence of IP with 
Physical Security’ (2008) 

Client wants an IP-based 
solutions 

‘Surveying Trends in the Security Integration Market’ 
(Clark 2005) 

Client wants branded 
products 

 ‘Surveying Trends in the Security Integration Market’ 
(Clark 2005) 

 ‘What Differentiates Your Firm?’ (Robison 2007) 

IT companies pushing for 
open protocol, ubiquitous 
product 

‘Welcome to IP-Centric World’ (Gompers 2005) Lower costs of computing, 
bandwidth 

‘Using Service Level Agreements for IT’ (Ray 2007c) Need information to make 
key decisions 
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Relevant Sources Determinants (Drivers) 

 ‘The Road to Convergence—Challenging Times 
Ahead!’ (Frost & Sullivan 2007) 

 ‘Research and Markets; Rising Security Concerns and 
Concepts of Security Promotes Convergence of IP with 
Physical Security’ (2008) 

Needs process and 
procedures to better 
mitigate threat 

 ‘The Business of Security Systems Integration’ (Homet 
2006) 

Client expects same level 
of service as in IT 

 ‘The Business of Security Systems Integration’ (Homet 
2006) 

 ‘Surveying Trends in the Security Integration Market’ 
(Clark 2005) 

Client wants non-
proprietary products 

 

5.25 Acquisitions and Mergers Drives Convergence 

Globalisation has resulted in acquisitions and mergers of enterprises and industries (Held 

& McGrew 2007), often involving the acquisition of new know-how and setting the stage 

for new products and services catering to new market segments, as can be seen in Table 

10. 

 

Mergers and acquisitions between IT companies, or of physical security companies by IT 

companies, lead to convergence that results in either a security company receiving more 

input of IT elements or IT companies expanding to offer network security solutions.  

 

Table 10: New Know-how Acquired through Mergers and Acquisitions 

Relevant Sources New Know-how 

 ‘Video Security Adds IT Smarts’ (Greenemeier 2006) Analytic Software 

 ‘Cisco and the Great Drive to Convergence’ (Galvin 2008) 

 ‘Video Security Adds IT Smarts’ (Greenemeier 2006) 

Over-the-Air 
update of 
firmware 
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Relevant Sources New Know-how 

 ‘ASSA ABLOY Joins with Cisco to Offer Physical/Logical Access’ 
(McFadden 2006) 

 ‘Cisco and the Great Drive to Convergence’ (Galvin 2008) 

 ‘Cisco, Welcome to our World!’ (Lasky 2006a) 

 CommScope and Axis Communications Form Alliance 
(CommScope 2007) 

 ‘Video Security Adds IT Smarts’ (Greenemeier 2006) 

Integrate Security 
with IT to BIS 

‘Video Security Adds IT Smarts’ (Greenemeier 2006) Remote storage, 
Storage-on-cloud 
and sharing of 
video archive 

‘Video Security Adds IT Smarts’ (Greenemeier 2006) Convert Analogue 
data to digital data 

 ‘AXIS Communications, Bosch and Sony Announce Open 
Network Video Interface Forum ONVIF’ (Axis Communications 
2008) 

 ‘Cisco and the Great Drive to Convergence’ (Galvin 2008) 

Push for open 
operating system / 
open protocol and 
open platform 

 ‘Cisco and the Great Drive to Convergence’ (Galvin 2008) 

 ‘Cisco, Welcome to our World!’ (Lasky 2006a) CommScope 
and Axis Communications Form Alliance (CommScope 2007) 

One platform each 
for Security and IT 

 

 

Mergers and acquisitions characterise the security industry’s metamorphosis from a 

number of small manufacturers with specialised offerings to an oligopoly in which a few 

major corporations have control and influence in the security market. 

 

These corporations bring many advantages, including superior dual engineering skills, 

the financial strength to see projects through research and development (R&D) to launch, 

and the drive to develop newer and more advanced solutions. These attributes have 

changed the business model of the ‘old economy’ physical security industry, as can be 

seen in Table 11. 
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Table 11: Differences in Business Models 

Description of 
Activities 

‘Old Economy’ Security 
Players 

New Security Players 

Component of 
revenue 

Hardware sales, cabling 
work, maintenance 

Hardware sales, solution sales, 
cabling work, maintenance, 
extended warranties 

Mode of selling Via system integrators or 
installers 

Direct from manufacturer to users 

Objective 1 To offer a good deal on 
security equipment 

To offer a robust security solution 
that serves as reference for future 
sales 

Objective 2 To be equipped with dual 
skill sets so that they are 
capable of integrating 
multiple brand 
technologies 

To entrench Clients with many 
product ranges from one brand or 
to offer managed services so that 
Clients become sticky 

Product offering A basket of products 
from a few 
manufacturers 

A product range from one 
manufacturer (one brand) 

 

 

Table 11 shows how business models and rules of engagement in the security industry 

took a turn. Instead of offering a basket of security products from different manufacturers, 

like supply surveillance products from vendor A and ACS from vendor B, newer security 

service providers offer a range of products from surveillance to access control to Wi-Fi 

connectivity from one vendor.  

 

The idea behind such adoption is to enable system compatibility and seamless integration 

that permits scalability when need arises. Moreover, these security providers are largely 

manufacturers themselves or are large enough to Original design manufacturer (ODM) 

and Original equipment manufacturer (OEM) these products with private labels. 
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In this way they can better protect profit margin and market share while outsourcing 

manufacturing to large-scale professional manufacturers. An example is the world class 

security player ADT, whose surveillance products come from Hangzhou Hikvision but 

carry ADT’s private label.  

 

‘Old economy’ security players often offered hardware sales bundled with structural 

cabling and equipment maintenance and focused on clinching one deal at a time. There 

were strict rules pertaining to profit margin and these were largely non-negotiable. With 

eroding margins for those only supplying hardware (known as ‘pushing boxes’ in the IT 

industry). 

 

However, new security players operate differently, looking for sources of recurring 

revenue in contrast to one-off hardware sales. Some security projects are deployed with 

razor-thin margins as the value of citing those projects as references has greater long-term 

benefits than an immediate profit. 

 

While ‘Old economy’ security players play catch-up to equip themselves with the 

necessary dual skillset of IT and physical security, the newer players up the ante by 

offering managed services, mainly to larger clients, where essential components like 

hardware maintenance and day-to-day management responsibilities are outsourced to a 

credible security service provider.   Managed services is part of a company’s strategic 

goal to ensure effective and efficient management of the security operations of a company 

at best-fit budget. 
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The Development Bank of Singapore, that nation’s largest bank by assets, totally 

outsources its ATM, including maintenance of the machines, refilling ATMs with cash, 

and cash processing. The more a client outsources managed services to a security 

provider, the more entrenched the security provider will become. 

 

5.26 Benefits and Challenges of Security Convergence 

According to a survey by PricewaterhouseCoopers and CIO Magazine of 8, 200 IT and 

security executives in 63 countries in March and April of 2005, 53% of organisations 

have an integrated IT and security division. Gartner Research suggests that the merging 

of security and IT department budgets greatly reduces costs and at the same time delivers 

substantial operational efficiency (Dunkel 2008a; Freschi, 2007; Greenemeier 2006). 

 

As we have already seen, aggressive mergers and acquisitions of companies encourages 

security convergence (Galvin 2008; Greenemeier 2006). Improving efficiencies appears 

to be a key reason for security convergence. 

 

 In a convergence landscape, one common data depository is used for all identity-related 

information that grants or restricts access by an employee globally. Such efficiency 

includes near-zero error concerning oversight or omission of employee information when 

someone is hired, leaves or has access privileges changed.  

 

Since the IT process is excellent in providing audit trails (Brady 2007; Gager 2008a; Ray 

2007d; Zalud 2008), it has become indispensable in detecting, denying and deterring 

perpetrators and mitigating the threats they pose. 
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The more that security measures rely on information to mitigate threats, the greater is the 

need for computing technology to process such information (Bernard 2008; Cation 2005; 

Engebretson 2006; Gompers 2005). 

  

5.27 Globalisation and Security Challenges 

A negative aspect of globalisation is that it not only poses challenges to our culture and 

the environment, but it also results in illicit business practices, accounting scandals and 

fraud, abusive human resource practices, unethical marketing practices and, most relevant 

to this study, information insecurity (Wibowo & Batra 2010).  

 

Since society has become progressively information-based, the greatest threat to 

providing physical security is weakness in IT (Forristal 2006; Jenna 2008). The global 

economy’s meteoric rate of technical advancement has compelled independent business 

functions to integrate to achieve cost efficiency, conform to new legislation and reap the 

operational benefits available from newly merged technologies (Brady 2007).  

 

Global business operations push to the limit the protection of supply chains, of executives 

while travelling, and of intellectual property overseas. The high demand for security 

convergence does not come naturally; and security convergence has its fair share of 

limitations, as illustrated in Table 12: 

 

 At this infant stage, security equipment does not necessarily comply with standards. 

Some many appliances and consumer electronics can now wirelessly connect via 

Wi-Fi as long as they comply with IEEE802.11 standards. Surveillance is probably 

the only segment of the security business that is fast seeking standards for its 

industry. H.264 is the de facto standards for video compression, while network 
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cameras are split between two impending standards, ONVIF and PSIA; and all 

connectivity is via ICT switches and routers that use TCP/IP. 

 ICT, IT and Internet professionals remain territorial. Culturally, IT departments do 

not approve the sharing of networks other than for connecting to servers, and 

network storage, for approved PC and mobile devices. The only time when there is 

no conflict between IT and security departments is when the IT is assigned 

responsibility for installing and managing the security function for the organisation. 

 Old school physical security skillsets are rarely shared, keeping the competitive 

edge in-house. The lesser in-house knowledge is shared, the greater is the margin 

enjoyed by the installer. Even with the trend towards convergent security, there are a 

host of trade secrets that installers do not share at all. For example, traditional 

CCTV installers have discovered the use Cat 5e and Cat cables cable instead of 

grade R6 BNC cables, fifty per cent more expensive than Cat 5e cable. Cat5e and 

Cat6 cables are widely used in the I.T business while grade R6 BNC cables are 

traditionally used in association with surveillance cameras. The Cat 5e cable not 

only provides redundancy, since one pair of wires is used for video signals, one for 

power source and with two more pairs remains as spare and untouched.  Using a 

simple and extremely inexpensive accessory, video signals are carried much farther 

distances and, most importantly, eradicate the need to pull an extra cable for power 

source. Such intimate knowledge may contribute up to forty per cent profit margin. 

 Many legacy security systems and solutions are still on the market. Reputable 

security powerhouses like Honeywell, Tyco, Brinks and Chubb stubbornly maintain 

their posture and promote their technology as the preferred choice; the result is that 

integration among brands is virtually non-existent. In reality, even within their own 

brands integration is rarely available. 
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 ICT and Internet infrastructure may have improved enormously since the World 

Wide Web was introduced; but criminal cyber activities remain eons ahead of 

forensics. As long as security users do not have faith in the security levels of their 

Internet and network, security convergence will be slow. 

 Security services that ride on the same IT infrastructure have all their eggs in one 

basket. Paranoia about dropping the basket does not help with security convergence. 

 The more affordable bandwidth becomes, the more likely security systems are to 

adopt IT features and use the Internet. Cost is fast diminishing as a hindrance to 

security convergence. Not only have bandwidth costs declined significantly year 

after year, but mobile Internet access is an attractive alternative and substitute for 

fixed-line broadband. Global fixed broadband prices dropped five-fold from 2008 to 

2012, (ITU 2013).  

 The security business requires stringent processes and policies to deal with threats, 

so the more the security business adopts IT practices, policies and processes, the 

more likely it becomes that convergence will take place in the industry.  

 

 

Table 12: Inhibitors to Security Convergence 

Relevant Sources Drivers 

 ‘Your Top Five Convergence Challenges’ (Ray 2007e) Equipment is not 
ubiquitous 

 ‘IT and Physical Security: A Welcomed Partnership’ (2008) 

 ‘PhysicaLogical’ (Forristal 2006) 

 ‘Security Convergence’ (Hoffman 2006) 

 ‘Security Gets Physical’ (Roberts 2007) 

 ‘Survey Shows Increase in Physical IT Security 
Convergence’ (Jenna 2008) 

 

 

Cultural Clash 
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Relevant Sources Drivers 

 ‘IT and Physical Security: A Welcomed Partnership’ (2008) 

 ‘Let’s Get Real about Convergence’ (2007) 

 ‘Survey Shows Increase in Physical IT Security 
Convergence’ (Jenna 2008) 

 ‘Security: The Big Picture’ (Scanlon 2006) 

 ‘Your Top Five Convergence Challenges’ (Ray 2007e) 

Difference in skill sets 

 ‘IT and Physical Security: A Welcomed Partnership’ (2008) 

 ‘Survey Shows Increase in Physical IT Security 
Convergence’ (Jenna 2008) 

 ‘Your Top Five Convergence Challenges’ (Ray 2007e) 

Proprietary hardware 
and Operating systems 

 ‘Lessons Learned: Physical Security & IT Collaboration’ 
(Ray 2007a) 

 ‘Research and Markets; Rising Security Concerns and 
Concept of Security Promotes Convergence of IP with 
Physical Security’ (2008) 

 ‘Why the Internet Only Just Works’ (Handley 2006) 

Integration is 
expensive 

 ‘First Convergence Casualty’ (Hunt 2007) 

 ‘The Progression of Convergence: Trends & Tactics’ 
(Beaver 2007) 

Need management 
involvement 

 ‘IT and Physical Security: A Welcomed Partnership’ (2008) 

 ‘Survey Shows Increase in Physical IT Security 
Convergence’ (Jenna 2008) 

 ‘The Progression of Convergence: Trends & Tactics’ 
(Beaver 2007) 

 ‘Why the Internet Only Just Works’ (Handley 2006) 

IT is the weakest link 

 ‘Corporations’ Demand for Efficiency Drives Convergence’ 
(Engebretson 2005) 

 ‘Why the Internet Only Just Works’ (Handley 2006) 

No processes. No 
policies 

 ‘Why the Internet Only Just Works’ (Handley 2006) One network fails.  All 
fail 
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6 Research Methodology 

The purpose of this Delphi method study is to determine the impact Gen Y will have on 

the security business over the next five to ten years. Their impact will result in new or 

improved rules of engagement, processes, and skillsets in the security industry, based on 

the solid foundation constructed by the Baby Boomers. 

 

6.1 Technological Forecasting and the Delphi Approach 

Technology is defined by the American Heritage Dictionary of the English Language as 

‘the scientific method and material used to achieve a commercial or industrial objective’; 

forecasting is defined as ‘to serve as an advance indication of …’ 

 

Technology forecasting primarily predicts technical achievements within a specified time 

frame, at a given level of support, with a given level of confidence. Four major 

methodologies are used to undertake technological forecasting: 

 

 Morphological analysis: a systematic examination of all possible inventions, 

strategies, policies or outcomes (Zwicky & Wilson 1967). 

 Extrapolation of trends: experience as the guide for future expectations determined 

by formulae, curves and other statistical data (Martino 1993). 

 Heuristic forecasting: forecasts based on explicit models incorporating some causal 

mechanisms (Tversky & Kahneman 1973; White 1990). 

 Intuitive forecasting: the utilisation of expert opinions (Weaver 1971). 
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 The Delphi approach (Linstone & Turoff 1975), used in the present study, involves 

intuitive forecasting, a segment of technological forecasting in which expert 

opinions are sought. The method is recognised as a reliable intuitive forecasting 

technique for technological forecasting (Martino, 1980). As noted earlier, it was 

developed by the Rand Corporation during the 1950s (Helmer & Rescher 1959). It 

was designed to develop a debate independent of personalities, and according to 

Linstone and Turoff, is intended 

 

‘to obtain the most reliable consensus of opinion of a group of experts … by a series of 

intensive questionnaires interspersed with controlled opinion feedback’ (1975, p. 10). 

 

By having a panel of experts provide intuitive forecasts, it is possible to reduce individual 

bias, idiosyncrasy and pockets of ignorance to arrive at a prediction that is useful for 

research. The panel of experts in a Delphi study draw on each other’s specialised 

knowledge and come to an interdisciplinary consensus. The Delphi method is a controlled 

debate in which expert views are sought. 

 

Expert, conscientious groups tend to gravitate towards consensus. When such 

gravitational pull does not occur, the reasons for the disparate positions are generally 

clear; such innate differences in opinion are important because they also help to set the 

direction of alternative future scenarios (Keil, Tiwana & Bush 2002; Kendall et al. 1992).  

 

Halls (1971) suggests that expert groups who are involved in this process exchange 

information, correct errors, explore more options, do so constructively, and consciously 

deliberate over opposing views to arrive at a best-fit decision. 
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Tjosvold and Field (1983) consider that consensus is better achieved, and at a faster pace, 

when expert groups are trained and have experience in human relations skills. This was 

particularly true in this study, since this panel of experts work largely in a managerial 

capacity, using both technical and human management skill sets. 

 

The panel of experts responded to the Delphi study within the specified time frame. 

Tjosvold and Field further suggest that consensus induces commitment among 

individuals in a group, making decisions congruent. 

 

The Delphi method, with its iterative process, provides the kind of structure that facilitates 

consensus (Van de Ven & Delbecq 1974). It should give clear indications of likely trends 

in the development of electronic security equipment by 2020. 

 

The Delphi method was chosen as a suitable research tool in this study for six key reasons 

as follows: 

 

 The non-direct interaction eliminates bias caused by personal antipathy, excessive 

respect for a particular individual, or skill in verbal debate; it avoids the possibility 

of losing face in front of peers and circumvents the bandwagon effect (Linstone & 

Turoff 1975) whereby individuals emulate the behaviour of their counterparts (Shim 

& Siegel 1995). Instead, all participants remain objective, with individualised 

opinions that contribute to the survey. 

 Anonymity is maintained. The experts are not called to defend their opinions 

publicly to avoid losing face (Linstone & Turoff 1975). 
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 The method is flexible about the number of rounds and participants needed. The 

most commonly accepted norm is two to three rounds (Delbecq, Van de Ven & 

Gustafson 1975), and a target population (heterogeneous sample size) of twelve to 

200 experts (Skulmoski, Hartman & Krahn 2007). 

 The method is a mono-variable exploration technique for technology forecasting 

(Wissema 1982). It was developed to facilitate discussion among experts without the 

interference of social interactive behaviour that occurs during normal group 

discussions and often hampers the forming of opinion. The avoidance of face-to-

face interaction eliminates group pressure with the majority forcing agreement on 

the minority. 

 Due to its iterative nature, the Delphi method offers some rigour to strengthen the 

validity of its results. Rigour is critical to both quantitative (Creswell 1994) and 

qualitative research (Sadleowski 1986). Rigour is improved when the researcher 

leaves an audit trail (Sadleowski 1986); therefore, this study needs a quantitative 

approach. Results are based on an iterative process in which feedback is controlled. 

Helmer (1983) has pointed to explicit evidence of the validity of the Delphi method 

in producing relatively reliable forecasts. 

 The Delphi method is aptly suited to harvest opinions anonymously from the 

security experts involved.18 Questionnaires were presented on a reliable web-based 

Delphi research site (www.calibrum.com), adapting techniques from real-time (RT) 

Delphi studies (Gordon & Pease 2006). RT Delphi not only optimally shortens 

research time, but it is able to adapt to the schedules of participants. 

 

 

                                                 
18 Security and IT experts from Singapore, Australia, Philippines, Hong Kong, UK and Thailand. 

http://www.calibrum.com/
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According to Stanton (1998), web-based data collections can be successful without 

creating bias, although computer interfaces and web-based access have their pros and 

cons. Scholars such as Adler and Ziglio (1996) and Zeki and Viega (2001) conclude that 

online data collection is an appropriate methodology, suitable as a research tool when 

there is incomplete knowledge about a problem or phenomenon. 

 

The RT Delphi method was seen as an appropriate choice for this study not only because 

of its anonymous and collaborative nature, but because it saves time and can be executed 

cost-effectively. It is appropriately applied when problems do not lend themselves to 

precise analytical techniques but benefit from the subjective judgement of expert 

individuals who focus their collective intelligence on the problem at hand (Linstone & 

Turoff 1975).  

 

Czinkota and Ronkainen (1997) suggest the Delphi method is a suitable research tool to 

investigate what does not yet exist; therefore, the method is most appropriate to examine 

and compare features of security equipment expected to exist by 2020. 

 

Future security needs, trends and threats are difficult to determine using standard data-

gathering technique; the Delphi method is deemed the most appropriate approach for its 

capabilities in these areas (Linstone & Turoff 1975). 

 

The panel of expert participants in this case was rigorously selected through guidelines 

provided by Delbecq, Van de Ven and Gustafson (1975) and asked to vote for the views 

of their choice—a procedure adapted from studies by Ajzen and Fishbein (1980).  
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The Delphi method is useful to solve problems as a group and to provide structural models 

to problems (Linstone & Turoff 1975). It is especially useful as a consensus method to 

improve the understanding of problems, opportunities, and solutions and to develop 

forecasts when little evidence or contradictory evidence is available (Skulmoski, Hartman 

& Krahn 2007). 

 

6.1.1 The Delphi Method: History and Background 

The Rand Corporation in the United States created the Delphi method in the late 1940s at 

the beginning of the Cold War.  The name ‘Delphi’ has its roots in ancient Greek 

mythology, alluding to the Delphic Oracle, Pythia, regarded by ancient Greeks as the 

most authoritative and prestigious oracle of all. 

 

The Delphi method was named in line with its capability to produce accurate, prophetic 

predictions or precognitions of the future in the areas of technology, politics and 

compliant policy. Although the authors of the technique, Olaf Helmer, Norman Kalkey 

and Nicholas Rescher, were not enthused with the name since it suggests the divine, it 

was adopted in recognition that there is wisdom in a crowd, and that group judgement is 

more valid than individual judgements. 

 

6.1.2 The RAND Corporation 

The RAND Corporation was privately funded in 1921 by the Douglas Aircraft Company, 

an American aerospace manufacturer. It has been funded by the United States government 

since the 1960s. The Rand Corporation is a global think tank, first formed to provide 

research and analysis to the United States armed forces.  
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It now provides services to Universities, allied military organisations and to commercial 

projects globally. RAND is an acronym of, Research ANd Development. The Cold War, 

of about 1947 to 1991 was a period when the Soviet Union and the members of the 

Warsaw Pact has serious political disagreements with the democratic capitalists of the 

western bloc, particularly the United States and NATO.  

 

Both the United States and the Soviet Union owned enough nuclear weapons to achieve 

mutual assured destruction. Relationships were strained and military tension was high. 

Instead of outright war the blocs engaged in proxy wars, with fighting taking place in 

other sovereign states.  

 

RAND has been instrumental in defining military strategy for the United States military 

since the 1950s. The original Delphi method study explored the probable effects of an 

atomic attack on the United States (Dalkey & Helmer 1963) and was used to explore and 

forecast future policy, potential political scenarios and future technological trends 

affecting military activities (Vernon 2009). In similar ways, Delphi may be used to 

explore future technological trends impacting upon the security industry. 

 

6.2 The Delphi Method 

The Delphi method is highly suited for this study since the nature of security threats are 

unpredictable and ever-evolving. It is most appropriate for collecting the judgements of 

panel of experts on a topic where collective knowledge held by professionals that is not 

often explored or verbalised is captured, or to force new ideas to emerge from discussion 

of the topic.  
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The method has been deployed in research scenarios where there is incomplete 

knowledge about a problem (Adler & Ziglio 1996;  Delbecq et al. 1975); where 

knowledge of the situation is vague, contradictory or unknown (du Plessis & Human 

2007; Franklin & Hart 2007); to enlighten judgement, aid in decision-making and for 

purposes of forecasting (Rowe & Wright 1999); for identifying priorities (Wilson & 

Moffat 2010) and for addressing problems that are not assessable by precise analytical 

techniques but instead benefit from subjective elements of individuals (Adler & Ziglio 

1996; Linstone & Turoff 1975); for predicting out comes, phenomena and structures that 

do not yet exist (Czinkota & Ronkainen 1997).  

 

Delphi is widely used to generate forecasts in the fields of technology (Helmer 1983; 

Okoli & Pawlowski 2004; Wissema 1982), education and others (Cornish 1977), and has 

been used since the Rand Corporation suggested it in the 1950s (Han & Levary 1995). It 

was developed specifically as a forecasting and predictive tool to gather information from 

a panel of experts unable to gather in one place or geographically dispersed. This study 

uses web-based Delphi in response to this characteristic of its respondents. (Gordon & 

Pease 2006). 

 

‘The Delphi technique is an iterative process by which the anonymous judgements of 

panel of experts are collected and distilled from a series of data collection and analysis 

techniques interspersed with feedback’ (Skulmoski, Hartman & Krahn 2007, p.1). 

 

Gathering these views and responses results in the generation of unique themes, ideas, 

and suggestions, and eventually leads to consensus (Eskandari et al. 2007; Keeney, 

Hasson & McKenna 2006; Rayens & Han 2000); see Figure 5 below. 
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Figure 5: The Inverted pyramid of the Delphi Method 

 

6.2.1 Strengths of Delphi  

Developed by RAND researchers as an effective and efficient tool to gather information 

from a panel of experts (Linstone & Turoff 1975), the Delphi method has the advantage 

of eradicating communication problems, avoiding issues of ego and pride that are often 

associated with groups of experts. 

 

 

 

Pilot
To clarify questions and questionnaire structures

Round 1
Idea generation using items from Literature 

review

Round 2
Develop themes and statements. 

Panel of experts to agree or 
disagree with themes or 

statement

Round 3
Panel of experts 

come to consensus 
of statements

Make
predictions
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The structure of the Delphi method reveals honest opinions (Williams & Webb 1994; 

Vernon 2009) and at the same time reduces the influence or override by strong, 

opinionated experts or dominating individuals (Beech 1997; Delbecq, Van de Ven & 

Gustafson 1975; Powell 2003; Wilson & Moffat 2010). 

 

The Delphi method is a quick (Powell 2003; Vernon 2009; Wilson & Moffat 2010), 

efficient (Vernon 2009) and affordable (Powell 2003; Williams & Webb 1994) means of 

mustering opinions from a large and geographically dispersed group (Williams & Webb 

1994). 

 

As such, it is considered the most appropriate research tool for this study. The Delphi 

method offers flexibility in the design of questionnaires so that they may be customised 

to the context of the topic (Skulmonski, Hartman and Krahn 2007; Vernon 2009; 

Williams & Webb 1994).  

 

Linstone and Turoff (2002) suggest that the freedom and anonymity enjoyed by the panel 

of experts give rise to honest opinions that are free of influence or coercion by peers. 

 

6.2.2 Criticisms and Weaknesses of Delphi  

Delphi also has a number of shortcomings. Woudenberg (1991) and Rowe, Wright & 

Bolger (1991) express doubts that the Delphi techniques are able to produce responses as 

accurate as those produced by other methods. 
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The idea that a consensus is more valid and wiser than individual judgements is also 

attacked: a consensus opinion may not be the best but the weakest (Sackman 1975), may 

be poorly defined (Williams & Webb 1994), and may lack precision if it is expressed in 

broad terms (Rennie 1981).  

 

Nambisan, Ararwal and Tanniru (1999) and Niedermann, Brancheau and Wetherbe 

(1991) suggest that there is a possible limitation to the usefulness of the results, since 

from the onset the views being researched are already constrained. Vernon (2009) 

cautions that the quality of the panel of expert needs to be addressed carefully, and 

Goodman (1987) also notes that identifying and defining the experts concisely is 

essential.  

 

Another criticism is of the tenure of the research. The data collection stage is a problem 

(Dodge & Clarke 1977), as it may take longer than planned (Duffield 1993; Keeney, 

Hasson & McKenna 2006). If not properly supervised, the panel of experts may drop out 

over time (Duffield 1993; Hitch & Murgatroyd 1983). 

 

Anonymity in Delphi may translate to lack of ownership (Goodman 1987; McKenna 

1994), and the lack of quantitative features (Sackman 1975) may also be seen as a 

weakness. 

 

Opinions may form too soon to achieve consensus (Sackman 1975) and the lack of face-

to-face communication, which may result in reduced motivation and stimulation to 

respond to the survey (Murphy, et al. 1998) is another area that some scholars feel could 

constrain success. Goodman (1987) and Sackman (1975) argue that too much flexibility 

given to the panel of experts to respond is a weakness. 
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The failure to consider minority dissenting opinions among the panel (Hejblum, Ioos & 

Vibert 2008) and the researcher’s bias (Dodge & Clark 1997; Linstone & Turoff 2002) 

may also weaken results gained in a Delphi survey. However, several of these points 

discussed above are weaknesses of other survey methods as well. 

 

6.2.3 Delphi as a Valid Research Tool for this Study 

Despite these noted shortcomings, Delphi remains a valid research tool for this study. In 

qualitative research, the term ‘validity’ denotes that the findings of a study are certain and 

true. ‘True’ indicates that the findings accurately reflect the situation under consideration 

and ‘certain’ indicates that the findings are supported by evidence. 

 

While criticism for the Delphi method abounds, careful planning and clear policies and 

procedures for the execution of the research can strengthen the validity of this approach. 

Scholars like Creswell (2008) support the notion that the Delphi method can be a valid 

research tool when the researcher takes conscientious steps to interpret the findings 

accurately throughout the data collection phases. 

 

Terminology like ‘credibility’ and ‘trustworthiness’ is largely associated with qualitative 

research. Creswell emphasises three important strategies to ensure validity of results in a 

Delphi study: to triangulate the information; to check on the panel’s comments and 

opinions; and to exercise an external audit. 

 

 Strategy One: triangulation. This is a method used by qualitative researchers to 

verify and ascertain validity in qualitative studies by analysing a research question 

from multiple perspectives (Patton 2002). 
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Patton argues that inconsistencies in information following triangulation give rise to 

opportunities to uncover deeper meaning and so become a strength of this technique. The 

iterative process of the Delphi method is a form of triangulation by which answers are 

reviewed following each round. 

 

 Strategy Two: checking the panel’s finding. This ensures that a Delphi study is 

valid. The process involves using another panel of experts to query inaccuracies and 

inconsistencies gathered during the survey. Any inconsistencies prompt the 

researcher to explore their causes, again strengthening the approach. The iterative 

nature of the Delphi method gives opportunity to everyone on the panel to agree or 

disagree to statements in at least two rounds of engagement. Such verification adds 

validity to the process. 

 Strategy Three: providing external auditors. This provides an independent, fresh 

look and determines if there has been research bias, if there has been any shift from 

the original study objectives, and so on. In this study, the researcher’s supervisor 

took on the important objective role of external auditor to ensure that the study 

remained on track, was unbiased, and was executed in good time. 

 

The iterative process of the Delphi method is consistent with these three strategies, any 

of which may improve the validity of qualitative research like Delphi. In Round One and 

each successive round of engagement, the query process verified both the panel’s 

accuracy of responses and the researcher’s interpretation of these responses. 

 

This process tested and verified that the panel of experts had not been misquoted or 

misunderstood and also allowed an opportunity for the researcher to investigate any 

ambiguous responses for their exact intended meaning. 
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The mix of experts, representing both Gen Y and Baby Boomers, and encompassing the 

different domains of ICT and physical security know-how strengthened the validity of the 

results in this study. (Mitroff and Turoff cited in Linstone and Turoff 2002, p 22) suggest 

that 

 

‘the validity of the ... judgement of the entire group is typically measured in terms of the 

explicit degree of consensus among the experts’.  

 

In this study, the experts were selected from two different generations, on the grounds 

that each generation used different expertise (traditional security skillset and IT skillset) 

and that these sets would converge to evolve into a new form of security expertise that 

would be employed in the future. 

 

The iterative nature of the Delphi method takes into account comments and opinions from 

Round One, using these as input for Round Two and giving both researcher and the panel 

the opportunity to verify and confirm their exact intentions and opinions; this adds to the 

internal validity of the technique. 

 

Member checking is one component of the process, a strategy serving as an external audit 

to verify the appropriateness and accuracy of the logic of the research, the methods 

proposed for it and the credibility of the experts. 
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6.3 Delphi in this study 

This study uses a qualitative Delphi method approach to determine the impact of Gen Y’s 

attitude, habits and working ethos on the form factor, policies, processes and business 

model of the security business over the next five to ten years. 

 

To ensure that the qualitative approach is robust, valid and reliable, this study requires as 

much planning and consideration of basic steps as quantitative research (Vernon 2009; 

Williams & Webb 1994): 

 

‘While the Delphi method is flexible and superficially simple, the researcher needs to take 

into account many design considerations in order to successfully use the method’ 

(Skulmoski, Hartman & Krahn 2007, p. 9). 

 

Scholars like Vernon (2009), Powell (2003) and Keeney, Hasson and McKenna (2006) 

stress that researchers who are familiar and experienced with the process of identifying 

and defining experts, executing sampling exercises and defining consensus enjoy higher 

response rates and reduced attrition in participation rates, and are able to carry out the 

research within the prescribed timeframe. 

 

This study was completed one month ahead of schedule in just under one year period 

from October, 2011 to September, 2012. Du Plessis and Human (2007) suggest that the 

composition of the panel of experts may vary according to the objective of the study. 

Linstone and Turoff (1975) observe that potential users of the research findings may make 

willing and useful members of a panel of experts.  
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The correct identification of participants contributes to a successful study (Okoli & 

Pawlowski 2004; Keeney, Hasson & McKenna 2006): a heterogeneous panel of experts 

generally produces higher quality answers, providing a deeper body of knowledge, and 

are more likely to suggest a wider spectrum of alternatives (Delbecq et al. 1975). 

 

However, every member of the panel must have intrinsic knowledge of the subject areas 

(Keeney, Hasson & McKenna 2006). All the experts selected for the panel of this study 

have had extensive years of experience in ICT or security, or both.  Their contributions 

to this study are sufficiently relevant that there is no need for a larger sample size to 

represent the study population (du Plessis & Human 2007).  

 

6.4 Research Procedure for this Study 

Items that were identified as determinants of Gen Y’s attitude and beliefs in the literature 

review were matched with Davis’ (1989) PUs and PEOUs to be used in this survey. 

 

This was considered an appropriate research tool because Delphi is designed to gather 

information from a panel of experts on topics for which there is little actually known 

(Hasson, Keeney & McKenna 2000; Linstone & Turoff 1975), and where new ideas need 

to be generated and explored (Franklin & Hart 2007), in which expert judgement is crucial 

(Okoli & Pawloski 2004). 
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6.4.1 Research tools 

Research tools utilised in a Delphi study may vary, but a series of questionnaires remains 

the most popular (Linstone & Turoff 1975; Okoli & Pawlowski 2004, Vernon 2009). 

Except the pilot study where open-ended questions are derived from the literature review, 

a unique questionnaire was designed for each round of this study, based on feedback and 

opinion gained from the preceding round. 

 

Therefore, feedback from the Pilot Study help design the questionnaires for round one 

(see Appendix B) and finally, feedback from round one define the questionnaires for 

round two (see Appendix C). 

 

6.4.2 Design of the survey 

Items asked in the questionnaires were based on the research questions listed in the Delphi 

Study proposal. The pilot round comprised open-ended questions to allow a wide and 

varied range of participant responses (see Appendix A).  

 

Round One requested the panel of experts to complete a checklist of items (based on the 

technologies and business processes considered in the literature review) as key 

components that would contribute to PU and PEOU in the adoption of new technologies 

in the security industry. The questions were refined following clarification sessions with 

some of the panel using Skype and mobile phones (See Appendix B).  

 

The feedback helped to refine the wording to enhance clarity and understanding on the 

part of the respondents. Such measures contribute to enhancing the instrument’s validity 

and reliability.  
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According to Knafl et al. (2007), the process of cognitive interviewing captures a family 

of techniques to elicit data on how the panel of experts will react and interpret 

questionnaires items and to formulate responses to these. A commonly used technique is 

verbal probing or the process of think aloud. This technique involves the clarification of 

the content, the interpretation and the most likely thought process for these questions. 

 

6.4.3 Design of Open-ended questions and multiple choice questions 

The open-ended questions were extracted following the literature review and presented 

as statements for discussion in interviews with three persons not involved in the following 

study.  

 

The three persons were not identified as candidates for the panel, but had a similar mix 

of experience (two with a background in IT security, the other one in a security business 

that had adopted IT know-how), and possessed intellectual ability similar to those who 

made up the panel of experts proper. 

 

The first open-ended question dealt with the beliefs, attitudes and habits of Gen Y 

members (listed in Tables 8, 9, 10). The pilot panel members were asked to discuss the 

following statements: 

 

 Electronic security equipment and systems will be fully web-based over the next 

five to ten years. Web-based and cloud-based solutions shares characteristics like 

being easy to use, available anytime, anywhere, remotely accessible, scalable, able 

to accomplish tasks quickly (Brady 2007; Clark 2005; Dunkel 2008b; Elliot 1997; 

Freschi 2007; Homet 2006; Jones 2006; Miller, Levine & Bates 2005; Ray 2007e; 

Robison 2007; Silberglitt et al. 2006).  



 

145 

 User and security service providers are able to access information at anytime and 

anywhere (Freschi 2007; Lovern 2001; Ray 2007b, c). 

 User and security service providers are able to query and respond to security 

systems on the fly (Brady 2007; Dunkel 2008a; Freschi 2007; Miller, Levine & 

Bates 2005). 

 Users want to be in control. The security system is expected to have data mining, 

video analytics and other sensing capabilities like detection of chemicals, smoke, 

and viruses (Axis Communications 2008; CommScope 2007; Galvin 2008; 

Greenberg 2007; Greenemeier 2006; Lasky 2006b; Silberglitt et al. 2006) 

 User and security service providers are able to collaborate and share information on 

the fly (Brady 2007; Dunkel 2008a; Elliott 1997; Freschi 2007; Gager 2008a; 

Miller, Levine & Bates 2005; Ray 2007d; Zalud 2008). 

 

Feedback gathered during the pilot survey was used to make changes to the instrument 

that would improve readability and the phrasing of the questions to remove bias, 

ambiguity and possible misrepresentations that would inaccurately capture the experts’ 

views.  

 

The intent of the pilot survey was to obtain feedback on the readability and clarity of the 

questions, to see how the online survey performed, and, most importantly, to determine 

the usability of the survey results. 

 

This information was used to fine-tune the questionnaires and instruments for Round One. 

The pilot test survey was conducted on 3 August, 2011. Those who participated in the 

pilot test survey were not permitted to participate in Rounds One or Two. 
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6.4.4 Defining Consensus  

Dick (2000) defines consensus as a viewpoint, and as such it is not dominated by a 

majority or by those with power to influence. There are no recognised guidelines in the 

literature to determine where consensus should lie, and both Powell (2003) and Keeney, 

Hasson, and McKenna (2006) point out that consensus is variable. 

 

Therefore, responsibility lies with the researcher to explain the nature of the issues being 

explored and to set the level of consensus acceptable to a particular study; this procedure 

is endorsed by Williams and Webb (1994), who suggest that a decision that consensus 

has been established can be made only after the data are analysed.  

 

The Delphi method is designed to gain consensus or expert judgement on the set topic 

(Keeney, Hasson & McKenna 2006; Linstone & Turoff 1975; Vernon 2009). The topic 

in this study is to agree or disagree on the items identified during the literature review 

stage regarding the attitudes, working habits and beliefs of Gen Y.  

 

It is accepted that consensus may not be reached at all times (Hejblum et al. 2008) and 

that consensus does not necessarily reflect the ‘right’ answers (du Plessis & Human 

2007). Hejblum et al. (2008) cautions that a researcher may overlook broad movements 

if the focus is on detail, and that although there may be an urge to want to achieve 

consensus, non-consensus may at times offer truer and deeper insight to a study. 

 

The objective of this Delphi study is to attain consensus on the views expressed by the 

panel of experts that Gen Y will steer the security industry to the next stage of 

technological development. The views elicited are matched with items identified in the 

literature review. 
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In this study, it was predetermined to indicate consensus when 80% or more of the panel 

of experts either agreed or disagreed with an opinion.  This percentage represents at least 

six out of the seven panel of expert respondents. 

 

The 80% rating to indicate consensus (whether agreement or disagreement) was 

suggested by panel of experts after data of the Pilot Study was analysed.  This approach 

conforms to suggestions by Williams and Web (1994). 

 

6.4.5 Protecting the integrity of the data 

Data from this survey have been archived in a USB thumb drive, which is kept locked in 

the researcher’s private work desk. The panel of experts remained unknown to each other 

throughout the study; their identities were never shared or discussed. Their participation 

and feedback were tracked via a code provided by the online real-time Delphi website 

(www.calibrum.com). 

 

Data collected during this study were processed in Word document and password 

protected. The password is only known to the researcher. Documents that were printed 

were shredded at the completion of each stage of the research. Anonymity in Delphi 

broadly refers to anonymity among the participants—that is the panel of experts did not 

know who the rest of the panel were. 

 

Such identities are only known to the researcher. Anonymity in this study allowed each 

expert freedom and the maximum level of comfort to encourage truthful and honest 

expression of their views and opinions without being influenced by their peers or any 

dominating individual (du Plessis & Human 2007), and without being able to link other 

experts’ responses to a particular panel member (Vernon 2009). 

http://www.calibrum.com/
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According to Polit and Hungler (1995), absolute anonymity can be maintained only when 

the panel of experts, including the researcher, are unable to link or trace a certain response 

to a particular participant. This ideal meets with some conflict as the iterative nature of 

the Delphi method means that it is impossible to achieve absolute anonymity of responses 

from each expert (Keeney, Hasson & McKenna 2006; Okoli & Pawlowski 2004).  

 

There is no guarantee that the participants will not communicate with each other during 

the study (du Plessis & Human 2007). The researcher may retain some control by deciding 

how much anonymity to maintain (du Plessis & Human 2007; Keeney, Hasson & 

McKenna 2006; Vernon 2009). 

 

6.5 Panel of Experts—Quality vs Quantity 

The size of the panel is determined by the aim of the study, the time and resources 

available to the researcher conducting the study, and the intrinsic knowledge of the panel 

of experts (Delbecq et al. 1975; Powell 2003) and Reid (1988) puts the number of experts 

anywhere between ten and 1600-plus. Murphy et al. do not agree that a larger panel 

necessarily leads to greater reliability, instead emphasising that 

 

‘There is very little actual empirical evidence on the effect of the number of participants 

on the reliability or validity of consensus processes’ (1998, p. 37). 

 

Ziglio (1996) considers that a small homogeneous group of ten to 15 participants is 

adequate, while Dalkey (2003) claims that as few as seven participants may yield reliable 

results in a Delphi study.  
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This study was originally targeted at fifteen participants (panel of experts), of whom 

seven completed the survey, a sufficient number for valid results. In Delphi, quality of 

the panel of experts is more important than quantity. The more willing and capable of the 

panel of experts, the more successful the study will be in achieving its objectives.  

 

The participants in this study were experts (see section 4.10 above) whose enthusiasm 

was maintained throughout the survey, evidenced in their timely clarifications and 

thorough feedback. Keeney, Hasson & McKenna, (2006) and Vernon (2009) caution that 

Delphi surveys often take longer than planned. The longer the break between rounds, the 

higher the possibility of non-response by members of the panel, possibly caused by 

 

‘survey fatigue’ (Day and Bobeva 2005, p.111). 

 

To avert these problems, the researcher can proactively engage the panel of experts by 

limiting the number of issues addressed in the survey (Vernon 2009). With the 

introduction of web-based, RT (real-time) Delphi, a study may be conducted at a place 

and time convenient to the panel of experts, thus enhancing participation and response 

rates. 

 

Proactive involvement by a skilled researcher may also increase the response rate, 

eliciting greater enthusiasm from the participants. Keeney, Hasson and McKenna (2006, 

p. 208) suggest that the researcher  

 

‘use every opportunity to encourage project ownership and loyalty among participants’ 

to keep them interested and active for the duration of the study. 
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6.6 Criteria in Choosing the Panel of Experts 

The panel of experts was chosen based on their knowledge and skill set in IT, and their 

knowledge of conventional electronic security equipment connectivity and systems. Gen 

Y members generally display a deeper technical understanding of ICT and the Internet, 

while Baby Boomers show a deeper understanding of IT from a conceptual point of view. 

 

All participants in this survey agreed to provide demographic information relevant to the 

study. The panel of experts were chosen from two generations. 1) Gen Y and 2) Baby 

Boomers. The experts were chosen for their years of experience, job responsibility and 

type of functions in the IT or security industry.  

 

6.6.1 Identification strategy 

Several strategies were used to identify the panel of experts. First, the researcher looked 

within the security and IT community for experts who fall into the Baby Boomer and Gen 

Y categories. Second, the researcher asked for referrals or leads to associates or 

colleagues who also fell into these categories, and in the geographical locations short-

listed for this research: Australia, Hong Kong, Singapore, Thailand, Philippines and UK. 

 

Finally, experts outside the researcher’s community were consulted to identify other 

potential participants, if attrition among the original group was considered too high to 

produce reliable results. The selection of an appropriate panel of experts has an impact 

on the outcome of a Delphi study. 

 

The participants in the current study are well-known suppliers, integrators and branded 

security service providers.  
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At an early stage, all potential participants were presented with an official invitation in 

which the objectives of study were explained. The letter outlined the tenure of the study, 

the mode of participation using real-time Delphi and the possibility that participation 

might involve a maximum of three rounds of Delphi. 

 

A consent form was provided, which willing participants were requested to sign and 

return. Criteria for selection were as follows: 

 

 Experts with a sound technical background in traditional physical security, IT or 

both, who were business owners or employees or performed roles like business 

development, operations and sales and marketing, and who understood the 

complexities of system integration and were able to provide solutions. Such experts 

are, in the common tongue, pure tech heads. 

 Experts who were security product distributors or resellers who understood broad 

concepts, strategies, systems capabilities and limitations and were familiar with a 

wide range of ancillary products and components with which to customise solutions 

for clients. Experts in this category had more business acumen than technical 

qualifications; they could be have been business graduates who picked up their 

technical skills in the course of their work. 

 

Experts who were a hard-core business-minded personalities with solid business acumen, 

who could cut deals and had intrinsic knowledge of how to amalgamate resources to 

create customised solutions for clients. This group might have both technical and business 

qualifications.  

 

 



 

152 

These categories were selected because this study is designed to explore and understand 

technical skillsets in both IT and physical security. Upon successful identification of these 

panel of experts, a letter of invitation on the UWA Letterhead was sent via email 

attachment, along with a consent form (see Appendix H and I). 

 

6.6.2 Access to the Internet 

Access to the Internet in this study synonymously refers to Internet access, either the 

Internet and the mobile network for voice, data and video or both. Internet access is a 

global phenomenon that occurs regardless of the state of economic development in any 

country. 

 

The only difference is the penetration rate. According to Internet World Stats (2013) and 

illustrated in Table 13, two Asian countries with a high Internet penetration rate are 

Singapore (77.2%) and Hong Kong (68.7%). 

 

 In contrast, Thailand and Philippines have relatively lower penetration rates at 27.4% 

and 29.2% respectively. These rates were taken into consideration when selecting the 

countries represented in this survey. 

 

The two western economies with the highest Internet penetration rates, the United 

Kingdom with 84.1% and Australia topping 89.8%, are also represented. 

 

The disparity in the digital divide was deliberately chosen to gauge whether the level of 

Internet penetration affects security convergence by Gen Y members in the various 

countries. 
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Table 13: Internet Penetration Rate by Participating Country 

S/No 
Country Represented 

in the Survey 

Internet 

Penetration Rate 

Number of Participants 

(Panel of Experts) 

1 Australia 89.8% one 

2 United Kingdom 84.1% one 

3 Singapore 77.2% two 

4 Hong Kong 68.7% one 

5 Philippines 29.2% one 

6 Thailand 27.4% one 

 6 countries  7 panel of experts 

Source: Internet World Stats (2013) 

 

6.6.3 Nationality 

At least one expert from each of the following countries took part in the study: Singapore, 

Hong Kong, the United Kingdom, Australia, Thailand and Philippines. These countries 

were chosen to give the study a rounded view, encompassing both developed and 

developing economies.  

 

The Internet has proven to be a key driver of economies. However, the rate of ICT 

adoption among vertical markets, industry sectors and countries differ greatly (Stiakakis, 

Kariotellis & Valachopoulou 2010). Several factors contribute to such disparities. 

 

The first is the cost of equipment and Internet access. Studies by Ganley, Dewan & 

Kraemer (2005) suggest that the rate of ICT penetration in a market sector, industry or 

country is highly correlated with the cost of equipment or of Internet access.  
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The more affordable the Internet access, the more security equipment will include IT 

features; the more affordable the security equipment, the more likely it is to be adopted. 

Costs is an important factor driving adoption of security equipment. 

 

The second is the effect of education on access and use of ICT. Selhofer & Hüsing (2002) 

suggest that the higher the level of education, the more likely it is for an individual to 

have access to and use of ICT and the Internet.  

 

As Gen Y are considered better educated and travelled than Baby Boomers, it is likely 

that they will have greater influence on how ICT and the Internet are used for security 

equipment. 

 

The third point is that the higher the income, the more likely it is that ICT will be utilised. 

According to OECD (2001), research conducted on European households came to this 

very conclusion. 

 

This Delphi study was designed to encompass the views of experts in both developed and 

developing nations, to explore if security equipment in the west takes the lead in security 

convergence over eastern or developing nations. 

 

The OECD report also noted that people aged between 16 and 24—Gen Y members—

were three times more likely to use the ICT and Internet than their Baby Boomers. This 

suggests that the greater the demographic proportion of Gen Y, the more likely security 

equipment will embrace IT and the Internet. 
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Finally, the more competitive the environment, the more likely ICT will be adopted. 

Iacovou, Benbasat & Dexter (1995) indicate that the more competitive the environment, 

the more likely a firm will invest in ICT and ICT-influenced technology to survive.  

 

Globalisation put immense pressure on costs and creates competition of unimaginable 

scale. Declining profits not only push IT companies to seek new ways to survive, such as 

entering the security industry, but compel organisations to embrace ICT and the Internet 

to enhance product capability and efficiency. 

 

The Internet and ICT help cut costs dramatically across the demand and supply chain, 

take customer service to an unprecedentedly high level, provide access to markets that 

previously did not exist, create new and additional revenue streams like managed 

services, and redefine traditional business relationships and rules of engagement—all 

using fewer technicians to operate a comparatively larger cluster of equipment. 

 

A leaner staff, broader job scope, and the ability to execute more complex tasks cost 

effectively lead to greater competitiveness. The attitudes and habits of Gen Y are the main 

impetus behind convergence in the security business. 

 

Table 14 reveals the digital divide between developed and developing nation is enormous. 

It is widely known that poorer countries tend to lag behind developed economies if they 

have little or no Internet connectivity.  

 

This leads to poor competitiveness, and thence to losing business to countries that are 

better connected. The inventor of the World Wide Web, Tim Berners-Lee, remarked, 

 



 

156 

‘The power of the Web is in its universality. Access by everyone regardless of disability 

is an essential aspect’ (cited in Potts & Snow 1997, p. 1). 

 

As yet, this prophetic statement has not been fulfilled.  

 

Table 14: Country by Internet Penetration Rate and Country Classification by UN 

Country Internet Penetration rate Status (economic) 

Australia 89.8% Developed 

United Kingdom 84.1% Developed 

Singapore 77.2% Developing 

Hong Kong 68.7% Developing 

The Philippines 29.2% Developing 

Thailand 27.4% Developing 

Source: Internet World Stats 2013—Internet penetration rate. 

 

All participants were identified based on their responsibility for manufacturing or 

distributing equipment and providing skills used in the integration of electronic security 

equipment in a core security product line such as surveillance. 

 

Table 15 provides a breakdown of respondents based on nationality and genre 
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6.6.4 Experience 

All participants had at least three years’ working experience in the security field with 

minimal exposure to security surveillance. Other experience in access control systems, 

intruder detection, or the time and attendance industry were advantageous. 

 

Experience may include hands-on experience in managing people with technical 

knowledge.  Genre mix of respondents are shown in Table 15. 

 

Table 15: Panel of Experts Genre Mix—Baby Boomers vs Gen Y  

S/No Country Baby Boomer Gen Y Member Total 

1 Australia 0 1 14.3% 

2 Hong Kong 1 0 14.3% 

3 Philippines 0 1 14.3% 

4 Singapore 0 1 14.3% 

5 Singapore 1 0 14.3% 

6 Thailand 1 0 14.3% 

7 United Kingdom 1 0 14.3% 

 6 countries 4 (57%) 3 (43%) 100% 

 

 

6.7 Approval by UWA Ethics Committee 

Permission and approval to conduct this study was granted by the Research Ethics 

Committee at the University of Western Australia on 10 December, 2010. 
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6.8 Delphi pilot study 

The pilot study was designed to provide useful guidance about questionnaires raised in 

Round One. It was to explore measurement methods and consensus thresholds, and give 

indications on how to conduct controlled feedback in subsequent rounds. 

 

The Delphi method is a flexible iterative process designed to gather and sieve anonymous 

judgements from panel of experts using a series of collected data that are collated and 

analysed, interspersed with feedback. 

 

The aim of a pilot study is to ensure that questions and open-statements posed in the 

questionnaires are easily understood and that their meanings are not distorted. It is a 

technique that is especially helpful to inexperienced researchers, although experienced 

researchers employ them regularly as well. A pilot may be conducted before any round 

of a Delphi study, if needed (Skulmoski, Hartman & Krahn 2007). 

 

Skulmoski, Hartman & Krahn and Vernon (2009) suggest that a pilot study improves the 

clarity of questions presented and at the same allows the panel of experts in the Delphi 

study proper a better and more precise understanding of the questionnaire designed for 

the study. 

 

The pilot study stage of this study can be thought of as an idea-generating stage or a view-

narrowing stage where the experts are asked to provide as much information as possible 

about the determinants of habits, attitudes, beliefs and behaviour of Gen Y members 

identified at the literature review stage.  
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The pilot study was designed in two formats: 1) a printed version using a Microsoft Word 

document and 2) an online survey using the Calibrum Delphi survey tool. These views 

and opinions were achieved by asking the panel of experts to narrow down the views by 

answering three open-ended questions (see Appendix A).   

 

Three experts were involved in the pilot study stage.  Two experts from Singapore and 

One expert from Hong Kong.  The Pilot study was launched on 03 August, 2011. 

 

6.8.1 Panel of experts 

In the pilot survey, three security experts were identified to validate the survey instrument. 

The panel comprised two Baby Boomers and one Gen Y, chosen in the same way as those 

taking part in the main study and according to the parameters set by Delbecq, Van de Ven 

and Gustafson (1975) (Table 16). 

 

Table 16: Pilot Survey—Genre Mix of Panel of Experts 

Country Baby Boomer Gen Y Percentage 

Hong Kong 1 0 33.3% 

Singapore 1 1 66.7% 

TOTAL 2 (66.7%) 13 (33.3%) 100% 

 

 

All the experts involved in the pilot survey were business owners with a median 

employment rate of five staff (Table 17). Each organisation earned an average of 

US$1.2mn with a margin of about 30%.  
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Table 17: Pilot Survey - Participants by Size of Organisation 

Generation 1–9 staff 10–19 staff >20 staff Percentage 

Baby Boomers 2 0 0 66.7% 

Generation Y 1 0 0 33.3% 

TOTAL 100% 0% 0% 100% 

 

 

6.9 Sample Size 

The panel of experts were identified from the logical and physical security sectors in 

Singapore, Hong Kong, Australia, Thailand, Philippines and the UK. Potential 

respondents were identified on the basis of the generation they represented (Baby Boomer 

or Gen Y), their position within their organisation, and their IT and security experience. 

 

The primary source of respondents forming the panel of experts for the Delphi study 

proper are largely business associates, IT and security vendors with whom the researcher 

has professional relationship while working at a leading security company in Singapore 

since 2008. Fifteen sets of questionnaires were dispatched to the putative panel of experts 

in person by the researcher in August 2011.  

 

By mid-October 2011 seven experts confirmed they would participate in the survey; five 

participants withdrew, one changed jobs and did not wish to participate, and the remaining 

two participants could not be reached. This represented an attrition rate of 53%. 
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Round One Delphi was concluded on 25 February 2012. Round Two was completed in 

September 2012. The results in this survey are based on the feedback responded by the 

seven experts who completed both rounds of the study. (Figure 6).  

 

 

Figure 6: Panel of Experts—Percentage that responded 

 

The original intended panel of fifteen members had a composition of 53% Baby Boomer 

and 47% Gen Y. After attrition, the mix remained similar, at 57% Baby Boomer and 43% 

Gen Y.  The seven experts who agreed to participate in this study received an introductory 

email between August 12 and October 15, 2011, via Gmail, with links to the real-time 

Delphi website.  
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6.9.1 Consent by the Panel of Experts 

The seven experts who agreed to participate in this study received an introductory email 

between August 12 and September 15, 2011, via Gmail, with links to the real-time Delphi 

website. The email included an attached of a Letter of Consent approved by the Research 

Ethics committee and Business School, The University of Western Australia, and detailed 

information about the Delphi process and duration to completing the survey online.  

 

Both documents appear in Appendix H: Information Letter and Appendix I: Interview 

Consent Form. 

 

6.10 Delphi round one 

The Delphi method begins with open-ended questionnaire. This serves as a foundation to 

solicit specific information of interest from the panel of experts (Custer, Scarcella & 

Stewart 1999). Following receipt of these responses, the researcher converts the collected 

information into a questionnaire. 

 

Questions posed in the questionnaire use items identified in the literature review stage, 

with focus on the habits, working ethos and attitudes of Gen Y (see Tables 8).  

 

Kerlinger suggests that the use of information from a literature review is an appropriate 

approach strategy since such information concerning the target issue is available and 

usable (Kerlinger 1973).  
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6.10.1 Round One  

The purpose of the first round was to identify issues that could be addressed in the later 

rounds of the study (Hasson, Keeney & McKenna 2000; Powell 2003) and to seek broad 

views (Hasson, Keeney & McKenna 2000) with the use of open-ended questions; as such, 

it is often less structured than later rounds (Powell 2003).  

 

Although open-ended questions usually dominate Round One, designs may range from 

semi-structured questions (Bond and Bond 1982) to a fully structured questionnaire, 

depending on the topic (Duffield 1993). Rowe et al. (1998) suggest that a structured 

Round One of a Delphi study has merits as it removes pre-determined information; 

Lemmer (1998) supports the argument that a structured first round represents opinion of 

the researcher that is presented in the questions and opinion of those participants 

representing the panel of experts. 

 

In round one of the current survey, the drivers of security convergence (see Tables 8) 

were used as items for discussion, an approach suggested by Kerlinger (1973). 

 

6.10.2 Launch of Delphi Round One 

Before the launch of the first round, the participants were informed of the objective of the 

study, the sequence of the process and the expected time frame for completion (Hasson, 

Keeney & McKenna 2000) of a real-time Delphi (Gordon & Pease 2006). 

 

This was done via an email that included the web address of the RT Delphi website 

<www.calibrum.com>. Traditionally, responses in a Delphi study are in pencil-and-paper 

format and questionnaires are snail-mailed to the panel (Linstone & Turoff 1975).  
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However, with the proliferation of the Internet and mobile and computing devices, 

options now support the distribution of Delphi questionnaires (Turoff & Hiltz, n.d.; 

Gordon & Peace 2006) via the web (Castanos & Piercy 2010). 

 

At this stage, the researcher needs to ensure that all experts have access to the Internet 

and have mobile devices or a PC that permits web access.  

 

Purposeful sampling allows a Delphi study to select a panel that not only has intrinsic 

knowledge of the industry (Patton, cited in Creswell, 2008) but is willing to contribute to 

a study. 

 

6.10.3 Analysis of Response 

The Round One questionnaire was open-ended, with items focusing on the drivers of 

security convergence. These items were identified during the literature review and were 

of a nature that was expected to prompt responses revealing wider views. 

 

The researcher took precautions to ensure that the integrity of the original meaning and 

intentions of opinions gathered were maintained (Vernon 2010), and minimal editing of 

Round One findings was undertaken to avert the introduction of researcher bias (Hasson, 

Keeney & McKenna 2000). 
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6.11 Delphi round two 

The panel of experts were asked to review the lists of items based on information provided 

in the first round and summarised by the researcher. In round two, the panel were required 

to rank these items in order of priority and identify areas of agreement or disagreement 

as to whether these determinants personify Gen Y’s beliefs and their attitude to their role 

in the security industry.  

 

Round Two analyses are comparatively more quantitative than those of Round One 

(Skulmoski et al. 2007). The panel were also asked to share the reasoning behind their 

ratings. Ratings are largely based on the three points Likert scale. In this round, themes 

were vividly identified and outcomes shared among the experts. 

 

This was likely to be the final round of the study, depending on the consensus received at 

this stage. There is no specified format for a Delphi report, (Schmidt, et al. 1997); 

however, it should show how the data are analysed and reported. 

 

6.11.1 Round two 

The feedback received from Round One served as input for Round Two (Skulmoski et al. 

2007). The panel of experts were requested to comment on others’ opinions (Dakin 2010), 

or to rank opinions based on a Likert-type scale (Mayburry & Swanger 2010). 

 

Consensus was reached at round two as such there was no need to proceed to round three.  

 

A Delphi study report was generated after round two. 
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6.12 Delphi round three 

Round three is usually the final round in the Delphi method. It gives the panel of experts 

a final opportunity to clarify both the information provided and their judgements of the 

relative importance of various items. Here, the panel of experts are given the opportunity 

to hold strong the decision or 

 

‘to specify the reasons for remaining outside the consensus’ (Pfeiffer 1968 p.152). 

 

In rounds two and three, a marginal degree of change in consensus is expected (Anglin 

1991; Dalkey & Rourke 1972).  However, this Delphi study stops at round two.  All views 

and opinions that have attained a ratings of 80% or more either as agreement and 

disagreement are reached as consensus at round two.  As such, it was not necessary to 

proceed with round three. 

 

6.13 Delphi as a Reliable Research Tool for this Study 

According to Joope (2000), reliability in research is affirmed when results remain 

consistent over time and are an accurate representation of the population under study. 

Kirk & Miller (1986) reiterate and extend the notion to include stability of data over time 

as a benchmark of its reliability. 

 

According to Creswell (2008) and Golafshani (2003), however, the concept of reliability 

is different in qualitative and quantitative studies. Seale (1999) and Golafshani (2003) 

argue that reliability is less appropriate than trustworthiness of data in a qualitative study 

like Delphi. Stenbacka (2001) supports this view, stating that concern with measurement 

of data is an irrelevant determinant of quality in qualitative research. 
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According to Creswell (2008), qualitative research designs are purposely used to explore 

specific groups of subjects or specific research settings. In contrast, quantitative research 

is designed to hypothesise, to test experimental methods and to achieve statistical results 

(Hoepfl 1997; Strauss & Corbin 1990). 

 

This study aims to explore the items identified in the literature review (drivers for 

convergence) as representative of Gen Y’s beliefs, attitudes and work style, so a 

qualitative design is the more appropriate procedure.  

 

Fundamentally, qualitative research designs are deployed to provide clarification or to 

achieve better understanding of a specific situation. Since every qualitative research 

setting is unique, consistent measurement over time is not feasible (Bleijenbergh, 

Korzilius & Verschuren 2011). Lincoln and Guba suggest that 

 

‘since there can be no validity without reliability, a demonstration of the former [validity] 

is sufficient to establish the latter [reliability]’ (1985, p.316). 

 

Patton (2001) notes that the researcher’s skill, investigative ability and industry 

knowledge may add to the validity, and thence the reliability, of a qualitative study. This 

current study is being undertaken by a researcher with 18 years’ working experience in 

the telecommunication industry in parallel with six years’ experience in the physical 

security industry.  
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This dissertation has been supervised by Peter Goldschmidt, whose area of industrial 

expertise and teaching in the areas of knowledge management, decision support, agent 

technology, e-commerce, artificial intelligence applied to business, compliance 

infrastructure and asset management flow decision support adds validity that contributes 

to reliability for this qualitative study. 

 

6.14 Limitations of the Research 

This study examines the impact of Gen Y member’s beliefs, attitudes and working ethos 

regarding security equipment and the security business as a whole.  

 

As such, it explores two areas: the technology that drives globalisation; and the 

globalisation that drives the movement of people and assets across cultures, nations and 

ideologies, and its impact on the security industry.  

 

This study focuses on one combined group of seven participants involving both Baby 

Boomers—the generation responsible for inventing physical security—and Gen Y—the 

generation expected to change the landscape of the security business in the next few years.  

 

With sufficient time and financial ability, it is hoped that this Delphi study can be 

expanded to envelop a much bigger audience involving both Baby Boomers and Gen Y 

members from other Asian countries, in particular China.  China’s workforce cannot be 

ignored. In the context of the electronic security industry (Question1, Appendix B): does 

workforce size provide an impetus to faster adoption of convergent technology?  

That is, in a larger population will security converge with the Internet and ICT faster? 

China accounts for 20% (List of countries by population, 2011) of the world’s population, 
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and China is on its way to becoming the world’s foremost consumer market, surpassing 

the United States (China will over take US as world’s No 1 consumer, 2013).  

 

In 2012, 366 million, or about 40% of the Chinese workforce, are Gen Y (How Gen Y is 

changing office culture in China, 2013). China is a magnet and factory for international 

high-technology companies (Bradsher 2010) that has the capability to produce its own 

technology or to perform manufacturing functions based on imported technologies.  

 

Products in China are not only being contract manufactured: they are being improved, 

redesigned and exported to world markets at very competitive rates. China is the reverse-

engineering capital of the world (Fannin 2008) and may produce electronic security 

equipment and systems that are not only more affordable but are both efficient and 

effective.  Another thought emerges from this study: will dangerous cities such as Rio de 

Janeiro, (Stankiewicz 2012) the venue for the 2016 Olympics, drive the convergence of 

security and electronic security equipment? The need of a community to protect 

individuals and property can lead to innovative responses. 

 

Can it be said that to the more dangerous the location, the faster IT will be adopted in 

security systems? This study will lead the way in answering such important and 

challenging questions. 

 

It will be interesting to see an extension to this study where two simultaneous studies of 

larger respondent base may be conducted on individual homogenous groups - one for Gen 

Y and one for Baby Boomers to compare the results against in this study in order to see 

the difference or similarities of results. 
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7 Validity of Variables: PU and PEOU 

 

7.1 Valid Measurement Scales 

Davis (1986) notes that technology is adopted when it is perceived as easy to use and as 

useful. TAM has two key variables. The perception of usefulness (PU) drives adoption: 

people are willing to use and believe an application or piece of technology if it helps them 

perform their job better. Adoption will be enhanced if it is easy to use; if, in Davis’s 

terminology, it has a good perceived ease of use (PEOU).  

 

The adoption of technology will not happen readily if these two variables do not occur. 

PU is the degree by which users believe a particular technology or solution will enhance 

job performance, resulting in a pay rise, promotion, job recognition, bonus or other form 

of reward (Pfeffer 1982; Schein 1980). 

 

In our study, we expected to learn if our panel of experts agreed that various specified 

items reflected the working habits, attitudes and beliefs of Gen Y members in the security 

business. 

 

The following lists suggest matches between Davis’ (1989) list of PU and PEOU and the 

determinants of Gen Y suggested by various scholars, and is translated into statements 

posed in the Delphi Questionnaires as shown in . . 
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7.1.1 PU—accomplish tasks quickly 

 Need for remote access 

 Plug-and-play capabilities 

 Easy to integrate using existing IT infrastructure 

 Modular and scalable solutions 

The greater the mix of these components, the faster a job gets done.  Thus, resulting in 

faster and greater adoption.  This variable matches Prensky (2001) description of Gen Y 

ease in engaging several tasks simultaneously, demonstrated eagerness to seek smarter 

ways of doing things and to demand instant response, and to seek immediate gratification 

from the technologies that they use. 

 

7.1.2 PU—improved performance 

 Compliance with security policies 

 Tried and tested solutions 

 Reputable and branded equipment and solutions 

 Low cost of operations 

 Affordable systems 

The greater the mix of these qualities, the greater are the perceptions of improved 

performance and increased reliability that results in greater adoption. The sense of 

patriotism, the value of virtue and duty (Eisner 2011, Colkin 2001) are indicative of Gen 

Y’s values in PU - Improved performance.  
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7.1.3 PU—increased productivity 

 Remote maintenance, remote access and remote monitoring. 

 Experts crossed-trained in both IT and security 

In this study, the concept of increased productivity is limited to one or both of these items. 

Increased productivity is almost synonymous with the idea of doing more with less 

resources. The more it results in productivity, the greater the likelihood that is adopted. 

Gen Y being the most educated generation is a jack of all trade, widely travelled and love 

to multi-task (Eisner 2011) is apt to provide timely information to solve issues expediently 

(Cation 2005; Homet 2006; Ray 2007c). 

 

7.1.4 PU—effectiveness 

 Real-time query and response to incidents 

 Solutions that are scalable and modular 

 Higher operational efficiencies 

According to Gen Y members, security systems with the ability to respond in real time, 

are perceived to be useful. Similarly, when security systems meet the demands of business 

by being available as add-on modules that can be scaled to suit the size and growth of the 

business, they are deemed to be useful. Such quality enhances adoption of the technology. 

Gen Y’s ‘plunge right in’ attitude that helps to mitigate and avert crises (Raines 2002) is 

exemplified in this PU – effectiveness. Gen Y’s preference over quick, immediate 

feedback on information and decisions (Francis-Smith 2004) may drive PU-effectiveness. 
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7.1.5 PU—make job easier 

 Web-based/cloud-based solutions 

 Access to systems on ubiquitous devices 

 Peripheral equipment and accessories that are plug-and-play 

In this study, a security solution is perceived to be useful when its software program is 

accessible using a web browser with the program sitting on cloud and available to any PC 

or mobile device. 

 

For example, archiving surveillance video footage by simply copying and storing them 

on commercially removable hard drives is perceived as making a job easier. 

Gen Y’s prowess in converging application that unify voice, data and video in new and 

more efficient ways (Cairncross 1997a) drives adoption.  By making application that is 

web-based and cloud based ease access across PC and Smart devices (IoS and Android). 

 

7.1.6 PU—useful in work 

 Security hardware that functions and operates like a PC 

 Security solutions that can generate audit trails and reports  

 Security systems with 99.9% uptime 

A security system that operates like a PC is perceived to be useful in work. It is perceived 

as even more useful when it can generate reports in Pdf, Word, Excel spreadsheet, and in 

familiar visualization tools like charts and diagrams in Power Point. Reports and audit 

trials that are presented in familiar Microsoft suite document formats allow management 

to follow them easily.  
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According to Sewell (2002), Gen Y’s unique values, styles, attitudes and societal habits, 

and appreciate and uses of technology differently from other generations seem to change 

how the overall security solution and product is managed and made. 

 

It is not unexpected that Gen Y will influence and shape security hardware using 

industrial PC, utilizing IT communication protocols like Wi-Fi and 3G while using non-

proprietary operating systems like Windows. Replacement parts as such becomes readily 

available that keeps the business operating with minimal interruption. 

 

The security business has zero tolerance for downtime; when systems remain connected 

and available 24/7 (with redundancy and uninterrupted power supply backup) they are 

considered useful in work. 

 

7.1.7 PEOU—easy to learn 

 Security systems that work like PCs 

 Accessories and peripheral equipment that are plug-and-play 

 Intuitive, graphical user interface 

According to Gen Y, any equipment that is plug-and-play or usable without the need to 

refer to a user manual is considered easy to learn. A low learning curve contributes to 

perceived ease of use, which then leads to adoption. 
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7.1.8 PEOU—controllable 

 Physical Security systems that use open architecture and are operable between IT 

and security systems 

 Reputable and branded security solutions 

 Security systems that work like a PC and have audit trials and reports. 

 Security systems that have video and olfactory analytics including data mining 

capability 

Users of security systems must have the ability to data mine historical records to study 

trends that are important for making business decisions. A security system is deemed to 

be controllable when it is branded and is used in iconic projects, as it meets the 

expectations of senior management. Especially in times of crisis, buyers suffer less 

negative impact when the best brand fails. Therefore, the more controllable the PEOU, 

the greater the adoption of the technology. 

 

7.1.9 PEOU—clear and understandable 

 Security systems are able to collaborate and share information on the fly 

 Audit trails and reports are available 

 Privileged access is obtained through authentication 

A system is considered to be clear and understandable when it permits collaborative work 

among legitimate users. The greater the level of collaborative work and the greater the 

level of flexibility to identify privilege users result in the greater adoption of the 

technology. Gen Y’s devotion to principally socialise through the internet and actively 

engage among interest groups, family and friends (Katz, Rice & Aspden 2001) is echoed 

in PEOU – clear and understandable 
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7.1.10 PEOU—flexible 

 Security systems that work like PCs 

 Accessories and peripheral equipment that are plug-and-play 

 Access using ubiquitous hardware 

Flexibility describes security solutions that are accessible on any device or PC 

(ubiquitous) and that operate well, (largely web-based) in any systems (Android, IOS, 

Windows, Linux or other open protocol operating systems). 

 

Most important, access and peripheral equipment may be brought into use on a plug-and-

play basis using the USB port. 

 

‘Plug-and-play’ is a term defined by PC Magazine (PCMag.com) as a component that 

can be added to a system effortlessly and can function automatically without the need for 

technical configuration—equivalent to the state of being ‘idiot proof’. 

 

Therefore the greater the PEOU of flexibility, the greater the adoption of the security 

technology. 
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7.1.11 PEOU—easy to become skilful 

 Security systems that work like PCs 

 Accessories and peripheral equipment that are plug-and-play 

 Access using ubiquitous hardware 

 Security systems using open architecture and familiar operating systems that are 

easily interoperable 

 Graphical user interface 

Frequent use of the security systems drives familiarity and leads to competence and 

efficiency. In this study the above five factors are expected to contribute to Ease of 

becoming skilful.  Gen Y seems to be the choice candidate that will make the technology 

more user-friendly and useful, and more relevant and compelling in mitigating 

increasingly creative threats (Post, Ruby & Shaw 2000). Therefore, the more skilful the 

user, the greater the adoption and retention of the technology. 

 

7.1.12 PEOU—easy to use 

 Web-based/cloud-based solutions 

 Graphical user interface 

Security users should be able to use the system instinctively, without consultation of the 

user manual or long hours of training. Ease of use is augmented by a friendly graphical 

user interface. 

 

The greater the PEOU of the ease of use, the greater the adoption of the security 

technology. According to Allen (2004), Gen Y is the global citizen, multicultural and 

technically competent, are well positioned to deliver security equipment and systems 

across cultures using symbols, shapes and colours that are understood universally. 
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7.2 Variables: Empirically Proven, Reliable and Relevant for Our Delphi 

Study 

 

Scholars in many fields of study recognise that TAM’s two main constructs, PU and 

PEOU, are strong determinants of usage behaviour. There is widespread use of subjective 

measures of PU and PEOU, but little attention has been paid to the quality of these 

measures or how well they correlate to usage behaviour, so they offer little real value to 

users wanting to make business decisions. 

 

Davis (1989) not only points out that there is striking convergence among a wide range 

of theoretical suggestions but successfully developed and validated new multi-item scales 

from these past literature that are used in this Delphi Study. These are briefly presented 

in Table 18. 

 

Table 18: Theoretical Foundations of Constructs in Davis’ Study (Davis 1989) 

Theory Items identified in Literature review stage 

Channel disposition model by 
Swanson (1982, 1987): cost has an 
impact on access to quality 
information. The more expensive the 
access, the more relevant the 
information. This study uses 
exploratory factor analysis to explain 
the theory. 

Our study emphasizes the importance of 
having the right person access appropriate 
information at the right time. Cost is not a 
factor but timing is. As such, this model is 
not appropriate for our study. 

Self-efficacy Theory (Bandura 1982): 
the decision for a certain course of 
action is based on a belief that one is 
competent and able to respond 
favourably and easily to a prospective 
situation.  

Users and security providers will use a 
security system when it can be easily 
operated and managed in stressful 
situations. This theory is only partially 
useful in our study as other determinants 
like those specified in Davis (1989) are 
more complete and appropriate for use. 
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Theory Items identified in Literature review stage 

Non-MIS studies: Hauser and Simmie 
(1981) found two dimensions (ease of 
use and effectiveness) in a marketing 
study that looked at users’ 
perceptions of alternative 
communication technologies. 
Subjective ease of use was most 
relevant to the decision to use the 
system. 

According to the habits, beliefs and 
attitudes of Gen Y, ease of use is 
considered one of the main drivers in the 
adoption of technology. However, 
subjective assessments of ease of use as a 
measure for PEOU are inadequate. 
Security systems will be used if they are 
easy to use in practice and not merely 
subjectively, because security has zero 
tolerance for mistakes and delays. 

The adoption of innovations 
(Tornatzky & Klein 1982): decisions to 
adopt innovations are based on their 
compatibility, relative advantage and 
complexity. However, acceptance 
behaviour based on compatibility and 
relative advantage is so broad and 
inconsistent that it makes 
interpretation vague and, hence, 
inaccurate.  

Gen Y are considered to use solutions that 
match their beliefs, working attitudes and 
levels of competency. Therefore, this 
adoption of innovation theory is not 
referred to in our study. 

The cost-benefit paradigm (Beach & 
Mitchell 1978; Johnson & Payne 
1985): decisions are made 
subjectively rather than objectively. 
Davis extended the cost-benefit 
paradigm because decisions were 
made more subjectively than 
objectively and thus variables were 
not a reliable measurement for 
decision-making. 

Users and security service providers 
usually deploy security solutions that are 
branded with reference to iconic projects. 
Cost is not a consideration and nor is the 
system’s ability to mitigate future threats, 
since these systems are always installed 
after an unpleasant event. As such, this 
theory is not useful for our study. The 
security business has zero tolerance for 
failure.  Standard Operating procedures 
and policies must be in placed to mitigate 
subjective opinion. 

The evaluation of management 
information system ([MIS] reports 
(Larcker & Lessig 1980)): input data 
are necessary to facilitate decision-
making. However, correlations with 
the actual use of information reports 
for quality decision-making are not 
addressed.  

Users and security service providers will 
resort to using audit trails as a means to 
solving issues. Historical records reveal the 
likely causes of events that leads to 
anomalies. Final decisions to mitigate 
issues are not always or solely based on 
the audit trails alone, but on cumulative 
evidence like audit trails, users’ 
competency levels, and the likely causes or 
occurrences leading to the incident. 
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Capitalising on the merits of the foundation theories listed above, Davis’ (1989) validated 

scales were adapted for use in our study as all were found to have convergent, 

discriminant and factorial validity in prior research.  

 

PU was significantly correlated with self-reported current use and self-predicted future 

use, and PEOU was significantly correlated with current use and future use. Davis’s 

(1989) study found PU had a significantly greater correlation with use than did PEOU.  

These are then match against the determinants of Gen Y’s behaviour brief presented in 

Table 19. 
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Table 19: Summary of validated PU and PEOU used in this Delphi Study.  

PU and PEOU validated by scholars Gen Y members’ habits, beliefs and working ethos identified by various scholars 

Hendrickson, 
Massey & Cronan 
(1993, pp.230) 

Davis (1989, 
pp.331) 

(Barzilai-Nahon 
and Mason, 
2010, pp. 5) 

Eisner (2011) Other scholars Statement posed 
in Delphi Study 

Perceived Usefulness (PU) 

Accomplish Task 
Quickly 

Work more 
quickly 

Multi-tasking  ‘Get it done’ attitude 

 Fast pace 

 ‘Plunge Right in’ attitude 

 Multi-tasking (Lewis 2003) 

 Timely response to complete 
task (Hart 2006) 

 Gen Y value speed to accuracy 
(Levickaite 2010) 

Need for remote 
viewing 

Easier to do work Make job 
easier 

Information 
access for all 

 Well wired 

 Blends work and play 

 Clarifies big picture, 
timeline and roles 

 Dislike menial work 

 Self-improvement 

 Change the rules of 
engagement (Colkin 2001) 

Electronic security 
equipment that 
works like a PC 
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PU and PEOU validated by scholars Gen Y members’ habits, beliefs and working ethos identified by various scholars 

Hendrickson, 
Massey & Cronan 
(1993, pp.230) 

Davis (1989, 
pp.331) 

(Barzilai-Nahon 
and Mason, 
2010, pp. 5) 

Eisner (2011) Other scholars Statement posed 
in Delphi Study 

Perceived Usefulness (PU) 

Enhanced 
Effectiveness 

Effectiveness Learn from 
experience 

 Measures own success 

 Desire for self-
improvement 

 Bigger appetite for failure 

 Sophisticated and 
demanding 

 Clever use of resources to get 
things done (Lovern 2001) 

 Enhanced operational 
efficiency (Brady 2007; Dunkel 
2008b; Elliott 1997; Freschi 
2007; Miller, Levine & Bates 
2005) 

Tried and tested 
solutions 

Useful in work Useful Information 
access for all 

Collaborative 

Multi-tasking 

 Well-wired  Multi-task, technically inclined, 
educated (Martin & Tulgan 
2006) 

Plug-and-play 
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PU and PEOU validated by scholars Gen Y members’ habits, beliefs and working ethos identified by various scholars 

Hendrickson, 
Massey & Cronan 
(1993, pp.230) 

Davis (1989, 
pp.331) 

(Barzilai-Nahon 
and Mason, 
2010, pp. 5) 

Eisner (2011) Other scholars Statement posed 
in Delphi Study 

Perceived Usefulness (PU) 

Improve 
Performance 

Job 
Performance 

Collaborative  Greater sense of self-
achievement 

 Sophisticated and 
demanding 

 Service and respect is 
more important than 
money 

 Multi-tasking 

 Uses Internet technology to 
improve performance 
(Cairncross 1997a) 

 Always connected (Koivusilta, 
Lintonen & Rimpel 2005) 

 Multi-task, technically inclined, 
educated (Martin & Tulgan 
2006) 

 ICT offers greater affordability 
to wider group of clientele 
with enhanced performance 
(Yovanof & Hazapis 2008) 

Compliance to 
security Policies 
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PU and PEOU validated by scholars Gen Y members’ habits, beliefs and working ethos identified by various scholars 

Hendrickson, 
Massey & Cronan 
(1993, pp.230) 

Davis (1989, 
pp.331) 

(Barzilai-Nahon 
and Mason, 
2010, pp. 5) 

Eisner (2011) Other scholars Statement posed 
in Delphi Study 

Perceived Usefulness (PU) 

Increase 
productivity 

Increase 
Productivity 

Positive 
reinforcement 

 Always questioning to do 
better 

 Greater work ethics 

 Well-wired 

 24/7 uptime (Cairncross, 
1997b) 

 Interoperability (Dawes 1996; 
Landsbergen & Wolken 2001) 

 Use of ICT increase 
productivity (Yovanof & 
Hazapis 2008) 

Remote 
maintenance, 
remote access and 
remote monitoring 
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PU and PEOU validated by scholars Gen Y members’ habits, beliefs and working ethos identified by various scholars 

Hendrickson, 
Massey & 
Cronan (1993, 
pp.230) 

Davis (1989, 
pp.331) 

(Barzilai-
Nahon and 
Mason, 2010, 
pp. 5) 

Eisner (2011) Other scholars Statement posed 
in Delphi Study 

Perceived Ease of Use (PEOU) 

Clear and 
Understandable 
Interaction 

Clear and 
Understandable 

Access for all 

Collaborative 

 Produce and negotiate 

 Measure own success 

 Multi-tasking 

 Sociable technically 
inclined action 

 Immediate feedback on 
information and decisions 
(Francis-Smith 2004) 

 Tried and tested solutions 
(Puto 1985) 

Open architecture, 
interoperability 
between IT and 
security 
equipment 

Flexible to 
interact with 

Flexible Collaborative 

Access for all 

 Multi-tasking 

 Blends work and play 

 Portfolio work 

 Rampant use of social websites 
for work and play (Hart 2006) 

 Loves Interactivity and 2-way 
communications (Martin & 
Tulgan 2006) 

Using Open 
Protocol. Using 
Open platform 
operating systems, 
No license fee 
needed 
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PU and PEOU validated by scholars Gen Y members’ habits, beliefs and working ethos identified by various scholars 

Hendrickson, 
Massey & 
Cronan (1993, 
pp.230) 

Davis (1989, 
pp.331) 

(Barzilai-
Nahon and 
Mason, 2010, 
pp. 5) 

Eisner (2011) Other scholars Statement posed 
in Delphi Study 

Perceived Ease of Use (PEOU) 

Easy to become 
skilful 

Easy to become 
skilful 

Learn from 
experience 

Multi-tasking 

 Educated / experience 

 Well-wired 

 Expected to make 
decisions  

 Sophisticated and 
demanding 

 Shaped by invention and 
technology (Levickaite 2010) 

Expertise must be 
crossed trained in 
both IT and 
security. 

Easy to learn Easy to learn Positive 
reinforcement 

Access for all 

 Fast paced 

 Educated and experienced  

 Technically competent (Allen 
2004) 

 Intuitive systems and low 
learning curve (Martin & 
Tulgan 2006) 

Easy to integrate 
and uses existing 
IT infrastructure 
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PU and PEOU validated by scholars Gen Y members’ habits, beliefs and working ethos identified by various scholars 

Hendrickson, 
Massey & 
Cronan (1993, 
pp.230) 

Davis (1989, 
pp.331) 

(Barzilai-Nahon 
and Mason, 
2010, pp. 5) 

Eisner (2011) Other scholars Statement posed 
in Delphi Study 

Perceived Ease of Use (PEOU) 

Easy to use Easy to use Access for all 

Multi-tasking 

Decentralised, 
non-hierarchical 
and non-
inclusive culture 

 Well-wired 

 Blends work and play 

 Loves Interactivity and 2-way 
communications (Martin & 
Tulgan 2006 

 Ubiquitous hardware, one 
seamless connection (Clark 
2005; Homet 2006; Robison 
2007) 

Plug-and-play 
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PU and PEOU validated by scholars Gen Y members’ habits, beliefs and working ethos identified by various scholars 

Hendrickson, 
Massey & 
Cronan (1993, 
pp.230) 

Davis (1989, 
pp.331) 

(Barzilai-Nahon 
and Mason, 
2010, pp. 5) 

Eisner (2011) Other scholars Statement posed 
in Delphi Study 

Perceived Ease of Use (PEOU) 

Easy to 
Manipulate 

Controllable Decentralised, 
non-hierarchical 
and non-
inclusive culture 

 Expected to make 
decision 

 Self-reliant 

 Believe in one-self 

 Understand to mitigate and 
avert future threats (Raines 
2002) 

Availability of 
audit trails and 
reports 
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It is the mission of this study to study agreement and disagreement among the panel of 

experts that Gen Y’s attitudes, habits and beliefs correlate with the items (the constructs) 

identified in Tables 8 (drivers for security convergence), to show that they impact on the 

design (the form factor), the process, and the business model of the security business.  

 

Technology, equipment, solutions or systems that achieve a high score for PU generally 

result in a positive use-performance relationship (Davis 1989). Any system that offers 

most of the abovementioned PU is likely to be preferred by users and security providers, 

and its usage should increase. 

 

PEOU is a measure of the degree to which a person finds using the technology, 

equipment, solutions or systems to be free of effort. Effort may be defined as a limited 

resource that a person may allocate to accomplish a certain task, to fulfil a certain 

responsibility or to meet a certain key performance index (Radner & Rothschild 1975).  

 

PEOU is an important consideration in the field of security, where the following items 

are identified as PEOU because they provide users and security providers with low 

learning curves and intuitive use of solutions with little training: 

 

 Security solutions that are web-based. Users identify themselves using an approved 

user ID and password. 

 Security systems can be accessed from any computing or mobile device that uses 

web browsers. 

 Systems that operate with intuitive graphics and icons that require little learning 

time. For instance, many mobile phone users have switched to Android phone, 

which offers far more intuitive interaction than the Apple IOS7 (9to5MAC 2013). 
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As security measures are always addressed and implemented in reaction to an event 

(Moser & Pascual 1993), security users tend to prefer technology, equipment or solutions 

that are quick to deploy and require little time to master. In the security field, if a 

technological advance is user-friendly, it will be adopted readily. Plug-and-play offers 

simplicity and ease of use.  

 

7.3 The Validated Scales Adapted for this Research 

This study aims to uncover any consensus resulting from this study that decision makers 

desire to adopt and use Gen Y systems and solutions. It is important for this study to 

illustrate measures that can predict and provide explanation of what causes users or 

security service providers to adopt or reject Gen Y’s influence on security products and 

systems.  

 

The items listed in Tables 8 were adapted from Davis (1989) and other scholars, 

Hendrickson, Massey & Cronan (1993) as illustrated in Table 20 - PUs and PEOUs 

matches’ determinant in Literature review as follows: 
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Table 20: PUs and PEOUs Matches Determinant in Literature Review 

S/No Items validated 
by Hendrickson, 
Massey & 
Cronan (1993, 
pp.230) 

Items validated 
by Davis (1989, 
pp. 331) 

Items identified in Literature Review 

Perceived Usefulness (PU) 

1 Accomplish Task 
Quickly 

Work more 
quickly 

 

 Remote viewing, monitoring and 
access of security systems using an 
Internet 

 Intuitive functionality needs less 
learning time 

 Ability to access information at 
anytime and anywhere 

 Efficient and timely services enjoyed 
by users 

2 Easier to do 
work 

Makes Job 
Easier 

 

 Web-based solutions on ubiquitous 
devices 

 Plug-and-play devices 

 Open architecture. interoperable 
between IT and security systems 

3 Enhance 
Effectiveness 

Effectiveness  Timely query and response to 
incidents 

 Scalability with solutions and systems 
as in IT 

 Higher operational efficiencies 

3 Improve 
Performance 

Job 
Performance 

 

 Intuitive functionality needs less 
learning time 

 Compliance with security policies 

 Scalability with solutions and systems 
as in IT 

 Tried and tested 

 Remote viewing for query, 
monitoring, maintenance and 
resolutions of issues 
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S/No Items validated 
by Hendrickson, 
Massey & 
Cronan (1993, 
pp.230) 

Items validated 
by Davis (1989, 
pp. 331) 

Items identified in Literature Review 

Perceived Usefulness (PU) 

4 Increase 
Productivity 

Increase 
Productivity 

 

 Technical support 24/7 

 Easy to integrate into existing IT 
infrastructure 

 Uses Open Protocol platforms and 
Operating systems 

 Higher operational efficiencies 

5 Useful in work Useful  Security systems that work like PCs 

 Scalability with solutions and systems 
as in IT 

 Availability of audit trails and reports 

 Always connected 

 Always available 
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S/No Items validated 
by Hendrickson, 
Massey & 
Cronan (1993, 
pp.230) 

Items validated 
by Davis (1989, 
pp. 331) 

Items identified in Literature Review 

Perceived Usefulness (PU) 

6 Clear and 
Understandable 
Interaction 

Clear & 
Understandable 

 Able to collaborate and share 
information on the fly 

 Availability of audit trails and reports 

7 Easy to Become 
Skilful 

Easy to Become 
skilful 

 Security systems work like PCs 

 Plug-and-play devices 

 Open architecture, interoperable 
between IT and security systems 

8 Easy to Learn Easy to Learn 

 

 

 

 Security systems that work like PCs 

 Plug-and-play 

 Intuitive graphic user interface 

9 Easy to 
Manipulate 

Controllable  Open architecture, interoperable 
between IT and security systems 

 Reputable and branded systems and 
solutions 

 Availability of audit trails and reports 

10 Easy to Use Easy to Use  Security systems work like PCs 

 Plug-and-play devices 

 Open architecture, interoperable 
between IT and security systems 

11 Flexible to 
Interact with 

Flexible 

 

 Security equipment that works like 
PCs 

 Plug-and-play devices 

 Open architecture, interoperable 
between IT and security systems 
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8 Results 

The purpose of this study is to explore the impact of Gen Y on the development and 

design of security equipment and solutions that are web-based and cloud-based, easy to 

use, scalable, modular, affordable that are universally accessible using any smart devices, 

notebook or PC, and that will arrive in the next five to ten years. The study focuses on the 

following research questions: 

 

8.1 The Research Questions 

 What will be the impact caused by Gen Y to the security business over the next five 

to ten years? 

 How will security users foresee and utilise newer technology and business models to 

mitigate creative threats over the next five to ten years? 

 

To fulfil these objectives, the panel of experts shall agree or disagree with the items 

identified in the questionnaire, and shall rate these progressively in Delphi round two in 

order to establish themes and trends. 

 

8.2 The Panel of Experts 

 

8.2.1 Panel of experts by country 

The panel of experts for this study came from niche backgrounds (either ICT, security or 

both) from seven different countries: Australia, Hong Kong, Singapore, Thailand, 

Philippines and United Kingdom (see Table 21). These countries were chosen because of 

the varied levels of per capita Internet penetration, as shown earlier in Table 13 (p.155). 
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Table 21: Panel of Experts: Representation by Country 

Country Baby Boomer Gen Y Percentage 

Australia 0 1 14.3% 

Hong Kong 1 0 14.3% 

Philippines 0 1 14.3% 

Thailand 1 0 14.3% 

United Kingdom 1 0 14.3% 

Singapore 1 1 28.6% 

TOTAL 4 (57%) 3 (43%) 100.0% 

 

 

8.2.2 Country by Internet Penetration 

For this study, a panel of experts was invited from following mix of countries for two 

reasons: disparity in terms of the state of economy, which has an effect on, and is affected 

by, Internet penetration rate; and disparity between eastern and western cultures, to see 

there are any impact or difference between the western and eastern economies. 

 

Traditionally, western economies are perceived as innovators, and Asian economies are 

the manufacturing (or negatively the re-engineering) heart of the world.  Every person on 

the panel, whatever their country of origin or occupation, was educated in either UK or 

Australian Universities, as Table 22.  

 



 

199 

Table 22: Country by Internet Penetration Rate and UN Economic Classification 

Country Internet 

Penetrating rate 

Status 

(Economies) 

No of Baby 

Boomer 

No of Gen Y 

member 

Australia 89.8% Developed 0 1 

United Kingdom 84.1% Developed 1 0 

Singapore 77.2% Developing 1 1 

Hong Kong 68.7% Developing 1 0 

Philippines 29.2% Developing 0 1 

Thailand 27.4% Developing 1 0 

Source: Internet World Stats, 2013—Internet penetration rate. 

 

As shown in Table 23, almost 29% of the panel of experts described themselves as 

veterans with more than ten years’ working experience in the security business, and the 

great majority as having five to nine years’ experience in this field. The final 14% 

represented one expert who had added IT and networking capability to a long-running, 

old-school security business. 

 

Table 23: Panel of Experts by Number of Years’ Experience 

Generations 1–4yrs 5–9yrs >10yrs Percentage 

 14% 57% 29%  

Baby Boomers 1 2 1 57% 

Generation Y - 2 1 43% 

TOTAL 1 4 2 100% 
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8.2.3 Panel of experts by generation 

Table 24 shows that Baby Boomer represented 57% of respondents, and Gen Y members 

represented 43%. Representation is reasonably balanced. 

Table 24: Participants by Generation 

Generation Number Percentage 

Baby Boomers 4 57% 

Gen Y 3 43% 

TOTAL 7 100% 

 

8.2.4 Panel of experts by size of organisation 

The panel of experts came from seven organisations, the smallest having eight staff and 

the largest 68, of whom 59 (or about 87%) were technical support, installation and 

network engineers. There is fair representation of all three sizes of organisation. 

 

The smallest organisations from which experts were drawn were IT-heavy, with five out 

of eight staff employed in networking capacities that included pre-sales, post-sales 

(primarily maintenance) and technical support both online and onsite (Table 25). 

 

Table 25: Participants by Size of Organisation 

Generation 1–9 staff 10–19 staff >20 staff Percentage 

 29% 29% 42%  

Baby Boomers 1 1 1 43% 

Generation Y 1 1 2 57% 

Total 2 2 3  
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8.2.5 Panel of experts by job position 

A limitation of this study is it only captures three key job functions: sales & marketing; 

operations; and post-sales, technical support and maintenance. As many of the 

organisations were small, many of the experts worked in all three Areas. They might take 

on sales and marketing roles to tender for a job, and when successful would then take the 

role of project manager to supervise solutions planning and on-site deployment. Such 

qualities are reflective of the multi-tasking culture of Gen Y (Lewis 2003). 

 

They rarely became involved in the maintenance phase unless some incident or crisis 

occurred, but here too several participants were active. For the purpose of the survey, the 

researcher instructed each member of the panel to respond according the category that 

best described their primary responsibility. It turned out that every expert was involved 

in sales, but only one of the four Baby Boomers was involved with operations, post-sales 

maintenance and technical support. 

 

This is in line with the finding in the literature review that Baby Boomers are familiar 

with the concept of IT in the security business but lack the specific technical IT and 

network skillsets required to execute operations or carry out post-sales maintenance and 

technical support. The responses are reflected in Table 26.  

Table 26: Participants by Area of Responsibility 

Job description Baby Boomer Gen Y members Percentage 

Sales & Marketing 4 3 100% 

Operations 1 3 57% 

Post-sales, technical 
support, maintenance  

1 3 57% 
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8.2.6 Panel of experts by current position 

Close to 60% of the panel came from a systems integration background, with the next 

largest group (30% of the panel) in the distribution and resale of security solutions. Such 

expertise adds credibility validity to our study in terms of expressing opinion from a 

technical solution point of view. This is shown in Table 27. 

 

Table 27: Panel of Experts by Current Position 

Type of Organisation Number Percentage 

Manufacturer 1 14% 

Systems Integrator/Installer 4 57% 

Distributor/Reseller 2 29% 

TOTAL 7 100% 

 

 

Table 28 illustrate a balance representation of both genre.  Baby Boomer are either very 

familiar with IT concepts or are assisted by newly hired engineers trained in both IT and 

networking. 

 

At the time of this study, one member of the panel who worked in the manufacturing 

sector was in the process of transforming and upgrading some older systems with old-

school connectivity like RS232 to TCP/IP alongside phasing out existing software 

development kit (SDK) and replacing these with Application protocol interfaces (APIs) 

to security providers that buy these systems for integration purposes. 

 



 

203 

It is reflective of research work by scholars, Howe and Strauss (2000) and Prensky (2001) 

who suggested Gen Y see and think events, and process information, in fundamentally 

different ways from previous generations propose and update it with IT features. 

 

It is safe to conclude that the manufacturer remains a traditional security equipment 

manufacturing company however adopting newer technology platform that sharpen the 

company’s competitiveness and improve profitability. 

 

Table 28: Type of Organisation by Genre 

Type of Organisation Baby Boomer Gen Y Percentage 

Manufacturer 1 0 14.2% 

Systems Integrator/Installer 2 2 57.1% 

Distributor/Reseller 1 1 28.7% 

TOTAL 4 (57%) 3 (43%) 100% 

 

 

8.3 Determining Consensus 

The goal of this study was to achieve consensus among a group of expert opinions. A 

consensus level of 80% was earmarked as indication of consensus. The panel were 

presented with statements and opinions which they commented framed in the affirmative, 

and consensus was considered achieved when 80% agreed or strongly agreed, or 

disagreed or strongly disagreed, with each. 
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8.4 The Pilot Study 

 

8.4.1 Proposed revision of questionnaire at pilot study stage 

The aim of the pilot study is to have all the panel of experts focus on the study involving 

Gen Y and Baby Boomers. The essence of the study is to determine how much impact 

Gen Y will have on the future state of the security business. The pilot run revealed several 

weaknesses in the original survey, leading to improvements to its design in Delphi Round 

One:  

 

 The questionnaire should be equipped with definitions to ensure that everyone was 

clear about the meaning of the questions asked. 

 

Item 4 entitled ‘Area of Responsibility’ originally offered three descriptions: 1) sales and 

marketing, 2) pre-sales and consultancy and 3) post-sales, technical support and providing 

maintenance. 

 

 Feedback from the respondents led to the retention of the descriptions for items one 

and three, sales & marketing and post-sales, technical support and providing 

maintenance; however, item 2 was revised after the Pilot panel pointed out that ‘pre-

sales and consultancy’ is very much a part of the sales process and is already 

covered in item one, Sales and Marketing. 

 

 ‘Project management’ offers a more accurate term to bridge sales and maintenance, 

as illustrated in Figure 7. 
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Figure 7: Areas of Responsibility in the Sales Process of security solution 

 

8.4.2 Open-ended statement 1 

‘IT is everywhere. Currently, are you using IT in your security business? If yes, why?’ 

 

The researcher did not share the findings of the literature review to the respondents 

involved in the pilot study. However, the suggestions indicate an almost 100% match to 

that of the literature review (see Table 29). 

 

Three out of three, or 100% of the panel, agreed that computers and the Internet are 

already in use in the security business, but to varying degrees. Reasons were that more IT 

is seen in use in surveillance and comparatively less IT in intruder detection systems. 

Remote viewing was one of the largest uses of IT in surveillance. 

 

 

 

Table 29: Key Words and Themes Captured for Statement 1 

Key words and Themes  Frequency 

Accomplish tasks quickly 3 

Sales & Marketing Project Management
Post Sales 

Maintenance
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Key words and Themes  Frequency 

Enhance performance 3 

Improve productivity 3 

Make job easier 2 

Useful in work 3 

 

 

8.4.3 Open-ended statement 2 

‘What is the future state of security equipment like in the next five to ten years?’ 

 

The panel of experts shared insights that followed a similar path to the findings in the 

Literature review, predicting that the security equipment of the future would be smaller 

in form factor, easier to use and most importantly have telemetric features. Telemetric 

features require the security system to archive data so that analytics may applied if 

necessary. 

 

The first reason for these suggestions were that not only are labour costs getting 

progressively more expensive, but it is becoming increasingly difficult to retain talented 

and reliable workers. In such a highly technical industry, experience and knowledge 

usually leave with the employee. 

 

IT in this sense is designed not to just to serve clients better but to retain the experience 

and knowledge developed by employees in the course of executing projects. Such 

measure reduce training time and costs. 

The second reason concerns stability: threats are everywhere, from disgruntled employees 

to differences in ideologies. For security systems to be fast, efficient and effective they 
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need to be connected to databases; and security services must have access to such 

information, be able to study it and, most importantly, be able to make decisions based 

on it. 

 

Connectivity is key. The panel thought that the use of mobile Internet will both 

supplement and supersede fixed broadband Internet. They foresaw that broadband prices 

would decline quickly over the next five to ten years. 

 

Third, the panel predicted that uniform standards, open platform, open protocol and open 

operating systems need be in place before the security industry can really flourish. The 

surveillance segment of the security business was thought to have made some progress 

with ONVIF and PSIA, but more could be done.   

 

Finally, web-based access and cloud-based computing seem to be the direction of the next 

decade. All three experts were enthused with the concept and prophesied that these 

innovations would result in lighter, slimmer and more rugged hardware with more 

computing prowess and longer battery life than most high-end PCs today. Such thoughts 

appear to be in line with Moore’s law (Moore 1998). 
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8.4.4 Open-ended Statement 3 

‘Who can drive the IT business, Gen Y or Baby Boomer and Why?’ 

 

One of the experts, a Baby Boomer, asked for clarification of the word ‘drive’. In this 

study it refers to the ability to serve a client quickly and efficiently. It also captures the 

notion of bringing wealth to an organisation through innovations. Two of the panel, both 

Baby Boomers, felt that the future of the security business belongs to Gen Y. This seems 

to endorse John’s (Johns 2003) work that suggest Baby Boomers are not only a step 

behind Gen Y but Gen Y being proficient with the computers and IT technology will 

transform the technology to a new level (Bayne and Ross 2007). 

 

Currently, pressure comes from two directions: clients’ demand for IT base solutions, 

factories rapidly introducing and incorporating IT-related features to enhance existing 

systems. This may suggest that Gen Y dominance in the workplace as customer is likely 

to have taken place, much earlier or younger (Norris 2001) and at a much faster pace than 

originally thought. Baby Boomers admit that age is an issue, and that it is hard to catch 

up with technological development as well as to spend energy chasing business. 

 

The panel concluded that Gen Y could do a better job than Baby Boomer since their habits 

and attitudes mirror the need of clients today. 
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8.5 Delphi Round One 

Following the pilot study, amendments were made to improve clarity of the questionnaire 

for Round One Delphi. The structure was improved to encompass open-ended questions 

and a checklist of the determinants of Gen Y behaviours.  Round One Delphi was 

conducted between 29 October, 2011 and 25 February, 2012. 

 

All responses were returned before the deadline. It was deliberately designed with open-

ended questions, with the intent of capturing a large perspective that represented the 

opinions of the panel of experts. 

 

The central question in this study is to determine if Gen Y will determine the future of 

security technology, and how great their influence will be. Round One of the Delphi study 

opened by capturing the demographic data, range of expertise, the spread of generations 

on the panel, and constructs identified from the Literature review: would electronic 

security equipment be fully web-based in 2020, capturing the concept of cloud 

computing?  

 

The open-ended nature of the questions was designed to elicit as much and as varied 

information as possible, to determine if users’ societal habits were influential in 

determining and using security solutions available by 2020.  

 

The researcher designed three open-ended questions and a checklist comprising 

constructs identified in the literature review that indicated key security and IT skillsets 

and societal needs of future security users. 

 

These questions are found in Appendix B. 
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8.5.1 Question One 

Electronic security equipment and systems will be fully web-based in the next five to ten 

years. How much do you agree with this? 

 

All seven experts responded with a resounding ‘yes’, giving 100% concurrence that over 

the next five to ten years, security solutions will be using web browsers for access to 

applications across the network. 

 

Web-based and cloud-based solutions suggest characteristics of ease of use, being 

available anywhere, at any time, remotely accessible, scalable and able to accomplish task 

quickly (Brady 2007; Clark 2005; Dunkel 2008b; Elliot 1997; Freschi 2007; Homet 2006; 

Jones 2006; Miller, Levine & Bates 2005; Ray 2007e; Robison 2007; Silberglitt et al. 

2006) is being answered in the question. 

 

Table 30 annotates the comments by the panel of experts according to themes. These 

themes are matched against PU and PEOU, determinants of technology adoption. 

 

Table 30: Opinions Expressed in Response to Question One 

Opinions expressed by panel of experts Themes 

We are progressively moving to web-based 
solutions. We ask for SDKs and APIs to customize 
solutions that is uniquely ours. This give us some 
hold on the customer and at the same time the 
technology is ripe for us to take advantage of. We 
want to make the technology customer friendly. 

 Controllable 

 Improved productivity 

 Useful in work 

 Accomplish task quickly 

 Easy to use 

Internet will definitely be more pervasive. Yes very 
high possibility that security solutions be web-
based. I am not surprise that they will be cloud-
based as well. 

 Controllable 

 Accomplish task quicker 

 Easy to use 

 Improved productivity 
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Opinions expressed by panel of experts Themes 

Cost of Internet access will drop. So I firmly 
believed more people will take advantage of 
remote monitoring and maintenance. 

 

 Controllable 

 Accomplish task quicker 

 Easy to learn 

My solution is already web-based solutions. It’s 
cheaper and it identifies users readily. I can also 
produce reports at the click of mouse. 

 

 

 Controllable 

 Improved productivity 

 Useful in the work 

 Easy to use 

In my business we expect more biological, chemical 
and meteorological threat that needs instant 
response. Web-based solutions can do this better 
than client-server solutions. I am on alert all the 
time - my devices will immediately trigger sms alert 
when there are breaches or anomalies. 

 

 Controllable 

 Improved productivity 

 Accomplish task quickly 

 Easy to learn 

Surveillance is the primary use of web-based 
solutions. I closed many sales because my clients 
simply loved to remote view their premises when 
they are away either on vacations or sales trips. 

 

 Improved productivity 

 Accomplish task quickly 

 Easy to learn 

 Easy to use 

Biometrics are getting smarter because of web-
based solutions. Data are now either stored at the 
proximity card (user end) or servers at the backend. 
Web-based solutions is an excellent tool for 
biometrics like facial, fingerprint, gait, iris, finger 
vein, palm print, voice pattern. We try to simplify 
things. 

 

 Useful in work 

 Controllable 

 Improved productivity 

 Accomplish task quickly 

 Easy to learn  

 Easy to use 

 

These themes are sorted according to PU and PEOU in Table 33. 
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Table 31: PU and PEOU of Web-based Solutions 

Key words and Themes Captured Frequency 

Perceived usefulness 

Accomplish task quickly 6 

Improved productivity 6 

Useful in work 3 

Perceived ease of use 

Controllable 6 

Easy to use 4 

Easy to learn 4 

 

 

The same information is translated in a graphic format in Figure 8.  

 

Figure 8: PUs and PEOUs of Web-based Solutions 
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The opinions from the panel of experts can be categorised as PU and PEOUs as follows: 

 PU - Accomplish Task quickly 

 PU - Improved Productivity 

 PU - Useful in Work 

 PEOU - Controllable 

 PEOU - Easy to Use 

 PEOU - Easy to Learn. 

 

There was no suggestions that security systems would retain the status quo: on the 

contrary, change was perceived to be fast if not frantic. The PUs and PEOUs clearly 

mirror those of Gen Y, and as such will spike the adoption of security technology when 

web-based solutions are introduced. 

 

Applications and solutions that uses web browsers will inevitably drive the deployment 

of operating systems and applications in the cloud; there is a likelihood that as web-based 

solutions increase, cloud offerings will increase proportionately. 
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8.5.2 Question Two 

What are your expectations of Physical security users over the next five to ten years?  

 Able to access information always. 

 Easy to Use, friendly solutions 

 Improve Productivity—Modular and scalable 

 Controllable—data mining, video and olfactory analytic capability 

 Able to response immediately 

 Lower Costs of Operations 

 Affordable systems 

 Interoperable 

 

These criteria were shortlisted for consideration by the panel of experts as they represent 

PU and PEOU, following recommendations during the pilot study. 

 

The panel of experts in Round One converged on the ideas that  PU—accomplish task 

quickly, PU—improved productivity and PEOU—easy to learn will be minimal 

requirements of security systems by 2020. 

 

As shown in Table 32, these behaviours closely resemble those of Gen Y’s working habits 

and preferences. 
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Table 32: Round One—Question Two. Expectations of Physical Security Users over the 

Next Five to Ten Years 

Comments/statements/opinions 
captured 

Frequency out of 
7 panel of 
experts) 

PU and PEOU 

Able to access information 
always 

7 Accomplish task quickly 

Affordable systems 7 Improved performance 

Control and respond 
immediately 

7 Accomplish task quickly 

Easy to use, friendly solutions 7 Easy to use 

Interoperable 5 Easy to learn 

Lower costs of operations 5 Improved performance 

Modular and scalable  3 Improved productivity 

To have data mining, video and 
olfactory analytic capability 

3 Controllable 

 

 

In the study, 86% of the panel suggested that by 2020, security equipment such as digital 

video recorders (DVRs), network video recorders (NVRs), and CCTV or alarm panels 

would be common devices installed alongside IT servers, routers, switches, network area 

storage, and other IT equipment at the edge of the Internet cloud. 
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Figure 9: Top Three Must-have Features for Security Systems over the Next Five to Ten 

Years 
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Figure 9 illustrates that the top four instead of top three must-have features in security 

systems should 1) be able to access information quickly to facilitate decision making, 2) 

allow appropriate decisions made expediently for damaged control, 3) be affordable and 

yet not comprise on capability; and 4) be easy to use so that time and resources are not 

tied up in training. 

 

Such opinion is reflective of the notion that User and security providers are to collaborate 

and share information on the fly (Brady 2007; Dunkel 2008a; Elliott 1997; Freschi 2007; 

Gager 2008a; Miller, Levine & Bates 2005; Ray 2007d; Zalud 2008) as captured in the 

literature review.  Table 33 presents the responses to the open-ended questions, matched 

with PUs and technology adoption.  

 

Table 33: Round One—Question Two. Opinions Captured and matched with PUs and 

PEOUs 

List of comments | Statements | Opinions Theme 

My clients pay me good money for a reasonable SLA. 
Hence, I need to show that I can response on a timely 
basis and resolve problems before it swells to 
uncontrollable level. In the security business, my 
ability to response quickly determines my next 
contract. 

 

 Accomplish task quickly 

 Improves productivity 

 Useful in work 

We are a branded security company. I need to keep 
up with times. We design our products with 
ergonomic designs (like the apple iPhone) and we use 
lots of GUI. My clients do not have time to learn the 
functions. It must be intuitive and fast for 
deployment. I usually gets sales after an incident and 
or breach happens. 

 

 Controllable 

 Easy to Use 

 Easy to Learn 

 Accomplish Task quickly 

My clients are unwilling to pay for features they 
don’t need. I need to sell them what they need today 

 Improved Productivity 

 Controllable 
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List of comments | Statements | Opinions Theme 

and slowly grow my solutions according to their 
business growth progressively. This keeps me 
relevant and helps add value to my clients’ needs. 

 

 Useful in the office 

 Easy to learn 

My clients are high profile clients, they want branded 
and proven solutions.  

 

 Controllable 

My current systems are old school. But I improved 
these functionality by writing my own scripts using 
SDKs and APIs from the factory. After which my 
solution is able response fast and it prompts me 
when anomalies are detected so that I can in turn 
informed my clients before they discover the issues 
and complaining the problems to me.  

 

 Improved productivity 

 Accomplish Task Quickly 

Fast and easy solutions helps me and my client. As 
long as it fit their use and can do the job, both of us 
are happy. I think IT based security equipment should 
be the way to go. 

 

 Easy to use 

 Easy to learn 

 Accomplish Task quickly 

It is really difficult to keep talent today. Our solution 
are intuitive. Even managers can operate without 
qualified technician and engineers. We feel it is not 
simple enough and we try to make it even simpler. So 
our solution will be available in Android. 

 

 Useful in the office 

 Easy to use 

 Improved productivity 

 

Table 36 presents these comments by theme, matched against PUs and PEOUs. 

 

 

 

 



 

219 

Table 34: Round One—Question Two. Commentaries compared with PUs and PEOUs 

List of comments | Statements | Opinions 

captured 

Frequency (out 

of 7 experts) 

PU and PEOU 

Add value to my clients’ need 

 
3 Useful in office 

Fast and easy 

 
2 Easy to use 

Intuitive, do not have time to learn 

 
3 Easy to learn 

Pay for features needed, customer wants 
branded solution 

 

3 Controllable 

Response on timely basis, grow my solution 
according to business growth, my solution 
deters anomalies as they occur 

 

4 
Improved 
productivity 

Response quickly, fast deployment, 

 

 

3 
Accomplish task 
quickly 

Resolve problems before it swells to 
uncontrollable level, difficult to keep talent, 
knowledge based solution 

 

1 Useful in work 

 

 

The underlying message in the responses to the open-ended questions are in line with the 

aggregated ratings provided by the panel of experts. Hence, giving confirmation that the 

most important features that will drive technology adoption are 1) that the security system 

has the ability to add value and improve performance, 2) that it is able to provide 

information expeditiously so that issues can be solved on timely basis, and 3) that it is 

intuitive to use and can be used anywhere and at any time. See Figure 10 below). 
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Figure 10: Commentaries from Question Two converted to PUs and PEOUs 
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8.5.3 Question Three 

The panel of experts were instructed to provide opinions to an open-ended question and 

to list the top three must-have functions for electronic security equipment and systems 

over the next five to ten years. The seven experts’ feedback is presented in Tables 35, 36, 

and 37. 

 

Table 35: Round One—Question Three. Must-have Feature 1 

Must have feature One 
Frequency (out of 
7 panel of experts) 

PU or PEOU 

24/7 uptime 6 
 Accomplish task 

quickly 

Ubiquitous devices. Connected any 
time and available everywhere 

5  Controllable 

Remote access (routine 
maintenance, configurations, testing 
and commissioning) 

5 

 Improved 
productivity 

 Effective 

Better control (audit trails and 
reports) 

7  Controllable 

Graphical user interface. Simple to 
use 

6  Simple to use 

Web-based 7 
 Accomplish task 

quickly 
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Table 36: Round One—Question Three. Must-have Feature 2 

Must have feature 2 Frequency (out of 
7 panel of experts) 

PU or PEOU 

Must be affordable 6  Controllable 

Reputable brands 2  Controllable 

Solutions must be proven reliable 7  Controllable 

Systems that are tied to process and 
procedure 

6  Controllable 

 

 

Table 37: Round One—Question Three. Must-have Feature 3 

Must have feature 3 Frequency (out of 
7 panel of experts) 

PU or PEOU 

Scalability 4 
 Improved 

productivity 

Web-based, cloud-based 5 
 Simple to use 

 Easy to learn 

Easily integrated with other 
components of security like access 
control, time and attendance 

2 
 Controllable 

 Useful in work 

 

 

Figure 11 below is a consolidation of the opinions collated from Tables 35, 36 and 37, in 

a bar chart format. In sum there were six number one must-have features listed in Table 

35, of which web-based solutions and the ability to exert control dominated, with ratings 

of a full 100%.  
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The ability to exert control in this study means that both security providers and security 

users have the ability to query systems, to ask for audit trails and reports, and to access 

the system expeditiously for remedial work, corrective actions, upgrading, updating, and 

even routine servicing. A characteristic clearly recognisable as Gen Y, according to 

Palfrey and Gasser (2008, p 255) 

 

‘Gen Y thrives in a ‘hybrid analogue-and-digital world’’ 

 

Table 36 indicates that security systems of the future must be affordable and must be 

proven. The centuries-old demand for ‘cheap and good’ remains. Gen Y demands that 

features must be useful; they expect clients’ reports to prove their worth and at the same 

time, expect it to be within financial reach (Thompson & Weissmann 2012).  

 

Finally, Table 37 reveals two features that are not usable in this study: scalability and ease 

of integration. These two determinants are rejected as they do not meet the criterion of 

getting an 80% or more rating that is deemed to indicate consensus. 
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Figure 11: Top Three Must-have Features for Security Systems over the Next Five to Ten 

Years 
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8.5.4 Discussion and Findings of Round One 

Data collated from Delphi Round One was analysed between 15 December, 2011 and 25 

February, 2012. The experts were first asked to express an opinion if security systems 

would be web-based in five to ten years’ time.  

 

The key reason for starting with this question revolved around the global phenomenon of 

cost cutting and acute shortage of man power and skill set. In almost any sector of 

business today, cost cutting is one hygienic way to ensure numbers are in the black and 

organisations are profitable. 

 

Organisations are not only cutting down on buying hardware: other form of savings are 

derived from using web-based software instead of programs installed in computing 

devices or security Equipment. Web-based software does much more for less. In 2009, 

the University of Wisconsin–Milwaukee switched from web-based email to Zimbra, an 

online email provider owned by Yahoo Inc.  

 

This web-based solution not only removed the need to buy and maintain servers, Internet 

connections and a hefty salary to maintain a team of IT expertise; with Zimbra the 

university requires only two staff to manage 50,000 email accounts efficiently and cost 

effectively (Worthen 2009). 

 

Delphi Round one was designed to have the experts confirm their observations and 

understanding of the impact of Gen Y members on the security business.  
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The second portion of the survey was to learn the directions and expectations of users. A 

list of criteria was provided to the panel, followed by an opportunity for them to highlight 

observations and opinions about if or when security users might adopt newly proposed 

technology designed and influence by the beliefs and attitudes of Gen Y. 

 

The third and final portion of the Round One survey was open-ended, giving the experts 

free expression of opinions about the ‘must have’ features of security systems over the 

next five to ten years. ‘Must have’ features are those features and functionalities that are 

able to satisfy missions’ critical needs and match the working ethos, values and norms of 

Gen Y.  

 

Delphi Round One was largely an assessment, a gathering of views, opinions and 

suggestions about the preferred future state of security systems through the lens of the 

seven experts who participated in this study. In this round, the panel revealed that they 

expect the future of security systems to include the capability to respond quickly, and to 

perform far more tasks using fewer resources, allowing users to be in full control at all 

times. A notion that match works by Hart (2006) and Raines (2002) that suggest control 

and timely intervention to mitigating issues. 

 

Full control was specifically mentioned in the areas of lower operating costs and the 

facility for users to ask for reports and audit trails to aid in decision making and have 

them delivered immediately. Most important, the security equipment of the future should 

be affordable and easy to use. This finding of solution and system affordability that results 

in operational efficiencies gels with works (Dunkel 2008a; Elliott 1977; Walton 2006; 

Gager 2008a; Brady 2007; Freschi 2007; Miller, Levine & Bates 2005; Ray 2007d) 

revealed in the literature review. 
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8.6 Delphi Round Two 

In this round the experts were asked to either agree or disagree with provided themes. 

Round Two Delphi was the final round of the survey since consensus was reached.  It 

was not necessary to proceed to round three. The experts rates their opinion (largely 

agreement or disagreement) with six statements on a three-point Likert-type scale as 

follows: 3) Most Likely 2) Quite Likely 1) Likely. If the expert was in full agreement on 

an item, three points were allocated; if he/she was in full disagreement, one point was 

allocated instead. 

 

The questionnaires were based upon the feedback from Round One. Themes pertaining 

to the societal habits, user preferences, values, norms and other characteristics that 

personify Gen Y were captured, matched and presented in Round Two for rating. From a 

qualitative standpoint, opinions and suggestions were derived from open-ended responses 

and used for further confirmation based on a three-point Likert-type survey design that 

was input into Delphi Round Two. 

 

8.6.1 Structure and Design of Round Two  

In contrast to Delphi round one, Delphi round two focuses on two aspects of the security 

business. The ‘before’ state relates to the functions and features that largely resemble the 

attitudes and behaviours of Baby Boomers. 

 

Baby Boomers in this study are ‘old school’ or traditional security providers who offer 

functions like client-server connectivity, a system that is siloed and stand-alone, solutions 

that are operable only by one authorised user in a single environment in a non-

collaborative nature, and a system that is fixed and not scalable. 
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Systems that tend to be proprietary and comparatively expensive are compared with the 

‘after’ state of the security system, which refers to the Gen Y-style ‘new school’, of 

convergent Solutions.  

 

These tend to be web-based, are likely to be cloud-based, are modular and scalable, can 

discretely identify users based on their level of privileged access to a network 

environment, and most importantly allow immediate response under any circumstances, 

anywhere and at any time (Brady 2007; Clark 2005; Dunkel 2008b; Elliot 1997; Freschi 

2007; Homet 2006; Jones 2006; Miller, Levine & Bates 2005; Ray 2007e; Robison 2007; 

Silberglitt et al. 2006).  

 

The study limits itself to six essential statements, taking into account the limited time 

available to the panel of experts (Linstone & Turoff 2002) without compromising on the 

quality of the result, by narrowing the themes identified by the panel in Round One 

Delphi. These six statements are deemed optimal for this study. 

 

8.6.1.1 Statement One 

‘In 2012, identify and name the most important function and/or features of security 

system that is deemed useful to you’. 

 

The rationale behind this statement was to have the panel of experts list the features and 

functions of the ‘old’ (or current) state of security technology. Key words were identified 

and classified by theme, and analysed to match them to PUs and PEOUs that reflect Gen 

Y’s beliefs and attitudes or otherwise. 
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These key words and themes were expected to shed insight into whether IT convergence 

had taken place at the time of study or not—that is, for example, if the security system 

was at its ‘old’ state using RS485 connectivity instead of the ‘new’ stage using 100base-

T connectivity.  

 

The results are summarised in Table 38.  

 

Table 38: Delphi Round Two—Statement One. 

S/No Statement Description Remarks 

1 In 2011, identify and 
name the most 
important functions 
and/or features of 
electronic security 
equipment that is 
deemed useful to you. 

The aim is to establish that current state of 
industry which is mostly ‘Old school’ or 
traditional physical security, largely reflecting 
the norms, values and beliefs of Baby 
Boomers. This study aims to capture views 
from both security users and security 
providers. 

 

8.6.1.2 Statement Two 

‘With a crystal ball in your hand to gaze into the next five to ten years, what features or 

functions do you think will be incorporated into security systems that is currently not 

available and why’ 

 

The purpose of this statement was to steer all seven experts to reflect either in agreement 

or disagreement of functions that closely resemble Gen Y values and norms that might 

translate into PUs and PEOUs that will be responsible for driving technology adoption. 

Feedback from this statement would indicate a clear opinion of the amount of impact that 

Gen Y is likely to have on the security business over the next five to ten years. 

This is summarised in Table 39. 
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Table 39: Delphi Round Two—Statement Two 

S/No Statement Description Remarks 

2 With a crystal ball in your hand to 
gaze over the next five to ten years, 
what features or function must be 
incorporated into electronic security 
equipment that is currently not 
available and why? 

The aim is to establish the future 
state of the industry which is 
expected to be ‘new school’. 
Evidence may show that the new 
state of technology is influenced by 
Gen Y’s habits and attitudes, and 
will drive technology adoption.  

 

 

8.6.1.3 Statement Three 

‘In security systems, where does convergence starts?’ Please identify only one. 

1) Surveillance Systems, 2) Access Control systems, 3) Intruder Detection systems, 4) 

Time and attendance systems. 

 

The literature review in this study, reveals that historically security systems have evolved 

in a general sequence of surveillance, access control, and intruder detection systems and, 

most recently, time and attendance solutions. Surveillance is not only an early element of 

the security business, but requires the most input from IT. 

 

CCTV was deployed as early as the 1940s, when early surveillance systems witnessed 

the launch of the V2 rockets in World War Two (Dornberger 1954). According to the 

literature review, surveillance and IT have natural likenesses in terms of skillsets and use 

of resources.  
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From an operational point of view surveillance requires the most significant input from 

IT, making heavy use of resources like Internet bandwidth to carry heavy packets of video 

across the network, network area storage for archiving purposes, computer processing 

power to manage databases, and forensic serving analytics. 

 

Access control came to public attention in 1982 when the AT&T monopoly in the United 

States was shattered and the need for a security system that selectively restricted people’s 

movement access in specific locations across geographical boundaries was recognised 

(Davidson 2005).  

 

Corporations began to take notice of the use of access control systems. Intruder detection 

systems (or burglar alarms, as the Americans called them) had been patented in 1853 by 

Edwin Holmes (McCrie 1988), but security users tend to starts with surveillance, access 

control and only then then, intruder detection system. This sequence maps out the 

suggested behaviour of security users in this study, and is summarised in Table 40. 

 

Table 40: Delphi Round Two—Statement Three 

S/No Statement Description Remarks 

3 In security systems, security 
convergence usually begins 
with…. 

 Surveillance Systems 

 Access control systems 

 Intruder detection systems 

 Time and attendance systems 

Based on findings in the literature 
review and indications from the pilot 
study, security users usually start their 
security experience by using 
surveillance. Therefore, it is important 
to establish that security convergence 
starts with ‘old school’ industry—that 
is, surveillance solutions—and 
progresses to other segments of 
security. 
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8.6.1.4 Statement Four 

 ‘What are the most compelling reasons for security systems to embrace IT? You are to 

rate these accordingly 3) Most Likely 2) Quite likely, and 1) Likely.’ 

 

The aim of this statement was to have the panel of experts quantitatively decide what 

event, activities or determinants of the business are responsible for convergence in 

security. It was also hoped to gain insight supported by quantitative results from the panel 

of experts on the list of ‘causes’ identified in Round One. 

 

Convergence of IT to the medical industry has been driven by the low costs of 

connectivity and the need to treat patients across vast geographical spaces (Hwang & 

Christensen, 2008). 

 

On the other hand, IT has converged with the telecommunication business not because 

costs of connection were affordable but because purveyors of telecommunication 

technology were pushing for a common standard that resulted in the use of open-source 

technical standards and protocols. 

 

Less red tape and fewer regulations in the telecommunication industry meant a more 

efficient business organisation model that could capitalise on unified communications 

(meaning that with connectivity, users could enjoy voice, data and video services in one 

network). Collectively these drove the costs of connectivity to an affordable level and 

drove more convergence in the telecommunication industry (Messerschmitt 1996). This 

is summarised in Table 41. 
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Table 41: Delphi Round Two—Statement Four 

S/No Statement Description Remarks 

4 What are the most compelling reasons for 
electronic security equipment to embrace IT 
and the Internet: panel of experts are to rate 
from 1= Most likely, 2=Quite Likely, 3=Likely 

 Affordable systems and solutions 

 Security systems that work like PCs 

 Plug-and-play interface 

 Compliance with process and policies 

 Easily integrated to IT network 

 Use open protocol, open platform OS. No 
license fee 

 Interoperable. Open architecture. Ubiquitous 
devices 

 Systems available in modules and scalable 

 Tried and tested solutions 

 Reputable and branded equipment and 
solutions 

 Remote capability (configuration, testing, 
commissioning, maintenance, remedial, 
repair) 

 Dual skillsets 

 Intuitive and easy to use graphic user 
interface 

 

The objective is to find 
out what causes 
convergence in the 
security business.  Could 
these causes be matched 
against the PUs and 
PEOUs to drive adoption 
of newly developed 
technology? The list of 
‘causes’ was identified 
from Delphi Round One. 
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8.6.1.5 Statement Five 

‘In your opinion, what would be the three most important benefit resulting from security 

convergence. Using the Likert-scale, please rate as follows: 3) Most Likely 2) Quite 

likely, and 1) Likely.’ 

 

The objective of Statement five is to ascertain quantitatively if the benefit from security 

convergence will be in sight by 2020 and in sync with the findings of the literature review 

and those short-listed in Delphi Round One. This is to provide an indication of the ‘new’ 

state of technology—the compelling reasons why security businesses must embrace IT to 

sustain and survive in a dynamic, competitive climate. This is summarised in Table 42. 

 

Table 42: Delphi Round Two—Statement Five 

S/No Statement Description Remarks 

5 In your opinion, what would be the three most 
important benefits resulting from security 
convergence? Using the Likert scale, please 
rate as follows: 3) Most Likely 2) Quite likely, 
and 1) Likely. 

 Lower operational costs 

 Greater efficiency and immediate 
effectiveness 

 Higher operational performance 

 Availability of audit trails and reports 

The objective of 
Statement Five is to 
establish the future 
state of security 
equipment. These 
determinants will then 
be compared with the 
PUs and PEOUs to 
determine the adoption 
rate of new technology. 

 

8.6.1.6 Statement Six 

‘In your opinion, what is/are the biggest hindrance/s to security convergence in 2012? 

Please rate your opinion using the 3 points Likert-scale as follows: 3) Most Likely 2) 

Quite likely, and 1) Likely.’  
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This segment was designed to determine quantitatively if the causes of deterrence to 

security convergence were caused by those items identified in the literature review and 

confirmed by the panel of experts in Round One. These deterrents include cultural 

clashes, non-universal equipment, differences in skill sets, the use of proprietary hardware 

and software, expensive integration, top management mainly made up of Baby Boomers, 

and unsafe IT connectivity. This is summarised in Table 43. 

 

Table 43: Delphi Round Two—Statement Six 

S/No Statement Description Remarks 

6 In your opinion, what is/are the biggest hindrance/s 
to security convergence in 2012? Please rate your 
opinion using the 3 point Likert-scale as follows: 3) 
Most Likely 2) Quite likely, and 1) Likely. 

 Cultural Clash. IT and security team unwilling to 
work together 

 Security equipment is proprietary. Software is 
proprietary 

 Different skillsets 

 Top management in driver’s seat are Baby Boomers 

 IT is perceived as a weakest link with too much 
vulnerability 

 No redundancy: one network fails, all else fails 

The objective of this 
question is to 
ascertain 
quantitatively if the 
items identified in 
the literature 
review and 
highlighted during 
Delphi Round One 
are responsible for 
the non-
convergence of IT to 
the security 
business. 

 

 

8.6.2 Conduct and Results of Delphi Round Two  

The panel of experts responded to the six statements in Round Two between 28 March 

and 8 June 20, 2012 via an online real-time Delphi study website, www.calibrum.com. A 

100% response was received. There was no attrition of respondents in Round Two.  
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The researcher analysed the data between 18 June and 10 September, 2012. Everyone on 

the panel of experts rated their consensus to the statements by following the Likert scales 

provided. Statement One and Statement Two were designed to be open-ended, giving the 

panel of experts opportunity for free expression of their views and opinions. 

 

These open-ended questions are more focused than those of Round One. Leading the 

respondents to provide quantitative answers to the before and after state of security 

technology. In similar treatment, the researcher organised these findings and grouped 

them by theme for further analysis. 

 

Statement Three required the panel to identify the sequence of deployment for security 

equipment. This question is crucial, as responses from Delphi round one and findings 

from the literature review suggest that most new users are likely to by installing 

surveillance systems, and only if the results are favourable are they willing to explore 

other security systems like access control and alarms.  

 

An open-ended dialogue box was provided for the experts to share their thoughts about 

sequence of deployment. Statement Four instructed the panel to rate those items that 

determined security convergence. The items that the panel strongly agreed contributed to 

security convergence were allocated three points, while those items that did not 

necessarily impact security convergence received only one. 
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An open-ended dialog box was again provided for the panel to provide insight into the 

reasons for their ratings. The identification of these determinants was later matched 

against the habits and attitudes of Gen Y, enabling this study to determine the impact of 

Gen Y, and further to validate that PUs and PEOUs will drive the adoption of convergent 

security solutions. 

 

Statement Five was designed as a cross-reference to Statement Four. While Statement 

Five instructed the panel to identify the top three benefits resulting from security 

convergence, Statement Four asked for the top three reasons why security should embrace 

IT. Ideally the qualitative and quantitative data in Statements Five and Four should be 

mutually supportive. An open-ended dialog box was once more provided for more 

elaborate discussion. 

 

Statement Six was designed to establish the causes of hindrance to security convergence 

in 2012. The panel was to determine quantitatively, in order of priority, which items were 

largely responsible for hindering convergence. 

 

In the current state of the economy and given the fast pace of technological development, 

Gen Y are known to find ways and means to capitalise on technology to stay afloat, to 

create wealth, and to add value to the supply chain. 
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8.6.3 Analysis of Round Two 

Round Two was the final round in this survey as consensus was achieved for all six 

statements. Mandates to security convergence were vivid and PUs and PEOUs were easily 

matched, to confirm that the new security systems will enjoy adoption by users. Illustrated 

below are data accompanied by a full explanation of the findings from each statement 

presented in graphic format. 

 

8.6.3.1 Statement One 

In Statement One, the panel of experts were asked to identify functions or features of 

security equipment that was deemed most useful to them. Six determinants were found: 

1) system reliability, 2) the ability to solve problems quickly, 3) affordability, 4) remote 

access, 5) simplicity of use, and 6) security must be networked. 

 

These determinants are presented in Figure 12. The respondents suggested that security 

systems should be reliable (100%) and affordable (95%). Such expectations are natural 

as security must be reliable, and in an era of high costs and tight budgets, as the panel 

reiterated, security systems must be affordable.  

 

A system that is simple to use (86%) and allows remote access (81%) would certainly 

make the issue of security more appealing to prospective clients. The researcher clarified 

to the panel that the term ‘affordable’ refers to affordable security systems (mostly 

referring to hardware) and low Internet subscription rates or the same subscription fee for 

higher bandwidth.  
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The results show that the more reliable the security system, the less the need for the 

security provider to immediately solve issues, thus contributing to the value of 

affordability. This result was rather surprising as there were more Baby Boomer 

respondents than Gen Y.  

 

There are two possible reasons for such : the first is that to sustain business in the fast 

changing world, Baby Boomer have had to adopt the Gen Y mentality; the second is that 

the feedback is reflective of the needs of the current market, which is predominantly Gen 

Y. 

 

 

Figure 12: 2012—Useful Features of Security System 
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8.6.3.2 Statement Two 

In contrast to Statement One, Statement Two asked the panel to look into the future and 

express their opinion of the desired future state of security technology, detailing which 

functions or features would be preferred in the next five to ten years. The results, provided 

in Figure 13, suggest that system reliability (100%), system affordability (100%) and data 

mining capability (100%) are key considerations for technology adoption. 

 

According to the respondents, the costs of running a business, and especially the costs of 

retaining skilled workers, have escalated in recent years, and data mining in particular 

may result in shortening the time required to generate the reports and statistics needed to 

assist in decision-making. The panel agreed that historical records resulting from data 

mining are critical input to video analytics that make security systems smarter and 

consume less time for forensic study. 

 

The rule of thumb in the security industry is that an expert takes three minutes to study 

the details of one minute of video footage; surveillance security systems with data mining 

capability supplemented by video analytics can accomplish such tasks in much less time. 

The panel of experts also suggested that the predictive capability of sensor technology 

will make a great impact in the next few years.  

 

Fifty-seven per cent agreed that sensor technology like seismic detectors, primarily used 

for ATMs, smoke detectors, breaking glass detectors and motion sensors (passive 

infrared) will supplement and enhance the role of data mining in security systems. 

 

 



 

241 

They indicated too that sensors that detect chemical, biological and nuclear particles in 

the air will become standard offerings in security systems in the next decade. 

 

Seventy-one per cent of the experts (5 out of 7) posited that operating systems and 

applications software that are cloud-based tend to be comparatively more affordable and 

more readily updated, and required less manpower to be managed and delivered over the 

network. Although a 71% rating for cloud-based information disqualified this item as an 

item of consensus, it is worth noting that it too contributes to system affordability. 

 

The item ‘Do more for Less’ carried a weighting of 86%. Clarification to the panel 

explained that the notion of doing more for less refers to performing more security task 

accurately and expediently but utilising less skilled manpower, and such other things as 

using H.264 video compression technology that is designed to consume comparatively 

less bandwidth to transmit surveillance footage to the command room. 

 

It also refers to security equipment hardware that is packed with more useful features in 

a slimmer and lighter form factor (with longer battery life) and a security system that is 

modular, like concept of Lego that can grow according to business needs or threat levels; 

it even applies to the extent of consuming less energy—to being eco-friendly. 

 

According to the literature review, Gen Y is more environmentally conscious that other 

generations (Gaudelli 2009). One expert noted that traditional surveillance lighting 

systems are fast being replaced by LEDs, which are known to consume less electricity, 

are ten times brighter, and have a longer life span than conventional halogen bulbs.  
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Findings from the literature review support the idea that Gen Y expect security equipment 

to be always connected the Internet and to be intuitively simple to use, with a low learning 

curve (Martin & Tulgan 2006); in adopting useful IT features, electronic security 

equipment will similarly become mostly plug-and-play (Black 2010). 

 

 

Figure 13: Preferred features of security system by 2020 
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The panel anticipated that integrated functions (71%) comprising surveillance, access 

control and intruder detection systems will be common by 2020.  

 

All security systems will operate in one environment, what is known as an integrated 

security system, using open architecture, open-platform software and using ubiquitous 

hardware, like the Wi-Fi environment that users enjoy today.  

 

In today’s context, Wi-Fi technology has extended its reach by connecting mobile 

devices, desktops, notebooks, printers and more recently digital cameras. 

 

Table 44: Opinions captured for Statement Two 

Q Opinions Captured 

A Internet will definitely be more pervasive. More Wi-Fi access points. More 
appliances gets connected to the systems (printers, cameras, webcams, CCTV 
and of course our mobile devices and PCs). And don’t forget, more users will 
be asking for such features as well. I am already see so much more apps 
available on my Samsung. Device just need to have longer battery life. What I 
really like is to offer what my customer needs. 

 

 

B Cost of Internet access will drop. We can store videos online. We can process 
more data quickly and we can connect more cctvs and sensors. We see more 
free apps available on our phones, this is good news. I think, security 
equipment and IT will be sharing same network. 

 

 

C Cheaper to license web-based solutions. I just pay per license use, I don’t 
have to maintain server. I can get my technician to do more work that 
generates more profit for us. I am designing our Apps now, very soon, I want 
to encourage them to DIY using their iPhone and our apps. My customer only 
need to buy what they need. Very soon my apps and my equipment will be 
sitting the same network. 
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Q Opinions Captured 

D Greater biological, chemical and meteorological threat needs more sensors 
to work alongside CCTV and intruder detection systems. Data from historical 
record makes the sensor analytic smarter by the day. I am seeing more and 
more apps being made available on my mobile phone. So I gather iPads and 
Samsung galaxy notes will become part of the security services viewing tools. 

 

 

E Surveillance is the primary use of security, followed by other solutions that 
are available as added modules. Very soon we can see all these integrated 
into one environment using open-architecture, open-platform software not 
like those proprietary stuff you get today. If Wi-Fi can do it. Security can do it 
too! 

 

 

F Biometrics should get smarter that uses facial, fingerprint, gait, iris, finger 
vein, palm print, voice pattern. These are complex technology and to really 
make these useful, you need analytics. So I do foresee lots of analytic 
capabilities coming into the market over the next five to ten years. More 
apps will be available on iTune and Playstore. So this means our phone can 
become very useful front devices too. 

 

 

G Intruder detection sensors that loud decibel detect loud noise (like shattering 
of glass). It includes detection of heat, chemical content, moisture, toxic 
vapour content etc. Sensors is old stuff, it is the analytic that makes these 
sensor smart and useful in our dangerous environment. Cheaper Internet 
and greater portable devices helps in this situation.  

 

 

 

 

Seventy-one per cent of the panel expect that by 2020 security systems will adopt IT 

process and policies such as audit trails that reduce duplication and human error. Such 

processes are likely to enhance operational efficiency. 
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On the other hand, fifty-seven per cent (4 out of 7) of the panel suggest that security 

equipment will have standard PC features like USB, Wi-Fi, 100Base-T Ethernet ports, 

subscriber identity module (SIM) card slots and secure digital (SD) media storage slots, 

among other features.  

 

The Universal Serial Bus (USB) is probably the most widely used feature in computers, 

PCs and notebooks today; it is an industry standard developed by a consortium19 of PC 

and telecommunications equipment manufacturers in the mid-1990s providing fuss-free 

connection and power to peripherals such as printers, scanners, cameras, music devices 

and external disk drives. 

 

Forty-three per cent (3 out of 7) of the panel strongly suggested that self-diagnostic 

features would prevent down time, and detailed audit trails would allow quick resolution 

of issues with expedient identification of illegitimate users, their mode of entry, and when 

and where the breach was carried out. Massive petabytes of data logs and video archives 

will be remotely stored and shared globally among legitimate users via the Internet.  

 

Security system administrators will be able to add, amend, delete or suspend any user 

from the system quickly and remotely, from anywhere and at any time, using PC and 

mobile devices. 

 

                                                 
19 The USB was designed in 1994 by Intel, Compaq, Microsoft, NEC, Digital Equipment Corporation, IBM 

and Nortel. This technology made the serial port, parallel port, game port, Apple Desktop Bus and PS/@ 

connector obsolete. 
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In line with the tenets of globalisation, installation and maintenance of security systems 

will be affordable as local expertise can perform onsite installation while the more 

sensitive and complex processes of configuration, programming, testing and 

commissioning will be carried out over the Internet by key experts who will be available 

24 hours a day, 365 days a year across all geographical regions (Cairncross 1997b). 

 

Fifty seven per cent of the panel of experts defined the word ‘portability’ in this study to 

include devices such as the Apple iPad20 and smart mobile devices such as the Samsung 

Galaxy21 that connect to the Internet 24/7. Ideally, these mobile devices will be to carry 

around, have longer battery lives than existing batteries’ capability and are intuitively 

easy to operate.  

 

Fifty-seven per cent (4 out of 7) of the panel expected proprietary security equipment 

application software to be made available from iTunes22 (for Apple iPad, MacBook Pros 

and iPhone) and Market Place23 (Android applications for Samsung Galaxy and many 

other brands of smartphone using the Android operating systems). Eighty-six per cent of 

the panel suggested that security central management software that controls and operates 

security devices from PC or portable devices will be operable from web browsers. 

 

 

                                                 
20 Apple iPad is a line of tablet computers designed and marketed by Apple Inc. 

21 Samsung Galaxy is a mobile computing device manufactured by Samsung Electronics. 

22 iTunes is a media player program. Owned by Apple Inc., it gives access to the Apple iTunes library. 

23 Market Place is a group of android operating systems for mobile devices developed by Open Handset 

Alliance and led by Google. 
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Web browsers will allow access to any known operating systems like Windows, iOS and 

Linux. Fifty-seven per cent (4 out of 7) of the panel forecast that by 2020 Internet network 

and security infrastructure will be the same. The costs of security business are likely to 

reduce since there will no longer be a need to deploy a second set of infrastructures.  

 

The amalgamation of infrastructures also means there will be a consolidation of 

databases, again contributing to lower operational costs by having to maintain only one 

cluster of databases instead of one for IT and one for security. 

 

Fourteen per cent (1 out of 7) expected universal standards to be established soon. 

Security hardware, systems and software conforming to an industry standard will 

facilitate easy switching of equipment across brands, models or makes, and will 

contribute to low costs of conversion and ubiquitous hardware. 

 

Only two, or twenty-nine per cent of the panel, indicated that security equipment would 

be available in modules, by which security users need only buy what is needed rather than 

accepting a package deal. 

 

For example, users starting with surveillance equipment may add or remove modules such 

as access control systems or time and attendance systems by simply assigning or 

removing/blocking IP addresses. 
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Firmware patch upgrades and updates will be available to accommodate the varying needs 

of users, and will be seamlessly and remotely configured, tested and commissioned over 

the Internet. 

 

This behaviour appears to be in line with the findings in the literature review that Gen Y 

remain focused and enthusiastic when there is speed, interactivity and customisation, and 

do not believe that one size fits all (Martin & Tulgan 2006). 

 

8.6.4 Statement Three 

All seven experts (100%) concurred that surveillance is the first security measure to be 

deployed for any clients in almost all situations. Access control and time and attendance 

solutions seem to be the next most sought-after security solutions once surveillance is in 

place.  

 

Similarly, all experts reiterated that security users normally offer existing security 

providers the first right of opportunity to deploy more security solutions when the 

experience with the first installation has been favourable. 

 

Based on the opinions expressed by the panel and shown in Table 47, this study reveals 

that time and attendance solutions are the next most preferred security solutions and not 

access control, as found in the literature review. Seventy-one per cent (5 out of 7) agreed 

that time and attendance are mostly an optional software that can be added to existing 

access control solutions. 
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This study reveals that access control and time and attendance are close-knit, adding value 

to each other. The hardware, the topology and the infrastructure are the same. Added 

value is derived from the inclusion of time and attendance software. Security providers 

may go a step further to enhance the options by adding accounting and payroll packages.  

 

Payroll policies and practices differ from country to country, and security providers offer 

extra value by customising payroll software to comply with the local laws, and to suit the 

unique policies of each security user. Time and attendance solutions automate payroll 

processing, and as such reduce human error and ensure timely payment, which is 

welcomed by employees. 

 

Traditional payroll processing using punch cards is labour-intensive, time-consuming and 

subject to abuse as it opens up opportunity of ‘buddy punching’. Buddy punching is the 

act of one employee ‘punches’ the time card of a fellow colleague who is late or absent 

from work that day.  

 

One of the experts considered that time and attendance solutions are a must-have for 

elements of the hospitality industry like hotels and especially fast-food restaurants that 

are heavily dependent on portfolio workers, students and retirees whose job schedule is 

erratic and undisciplined. 

 

They are also highly suited for use in environments where payrolls can be calculated 

based on numerous parameters set by the human resource department, quickly and error-

free. 
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The time and attendance system is unbiased, accurate, fast and, most important of all, is 

subjected to no abuse by employees. Such solutions can capture the entrance and exit of 

employees using biometrics or Personal Information Numbers (PINs), proximity cards 

and sometimes a combination of these so that the possibility of buddy punching is greatly 

reduced. 

 

Although intruder detection systems appear to have had a longer presence in the security 

market than time and attendance solutions, forty-three per cent (3 out of 7) of the experts 

believed that decisions to deploy intruder detection systems are often delayed because of 

the comparatively costly equipment and infrastructure. 

 

Fourteen per cent of the panel felt that security users had a tendency to consider intruder 

detection systems last because of this, or to deploy them only when necessary to 

supplement surveillance solutions. With cost cutting measures and limited budgets, 

surveillance and time and attendance solutions appear to be top of the priority lists, as 

illustrated in the bar chart below (Figure 14). 

 

 

Figure 14: Security Convergence Begins with the Surveillance System 
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Table 45: Opinions expressed at Statement Three 

Q Opinions Expressed 

A Our first sales is always surveillance systems. Our happy clients normally 
ask for TA (time and attendance) within six months of our installation. 

 

B Almost 90% of our request are for surveillance systems. Budget is a big 
issue. Surveillance also means we have the photo of the culprit. We can use 
this in court to persecute the intruder. My customer has not much use for 
the other security system. 

 

C Users usually do not know the difference between analogue or network 
surveillance solution. They just want it cheap. So we offer Analogue CCTV 
solutions. We sell lots of CCTV solutions. In recent years, we started to see 
sales in time and attendance as well. 

 

D Even analogue surveillance solution today has remote viewing capability. 
Once the users understood the benefits (like remote viewing), they start to 
query about network surveillance solutions, network access control etc. We 
tried selling intruder alarm systems. But this business is slow unlike our 
CCTV business. 

 

E It’s always CCTV first. If we provide good technical support, customer will 
ask us to install other security stuff. I guess, the next most popular stuff are 
access control. 

 

F Most of my customers will judge how well I did with the surveillance 
installation before giving me jobs like time and attendance and access 
control. I offer intruder detection solutions, but my customer prefers to put 
budget into CCTV. 

 

G Time and attendance is important as we need to keep discipline in the 
office. CCTV is also good business for us. I try to offer intruder detection 
systems. But they are expensive and sales do come in occasionally. 
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8.6.5 Statement Four 

What are the most compelling reasons for security equipment to embrace IT?  

 

All seven panel of expert considered that system affordability (100%), systems that 

facilitate ‘remote viewing’ (95%), affordable Internet bandwidth (95%), and pervasive 

Internet access (95%) are the four top reasons why IT will converge with the security 

industry. An analysis of these reasons suggests that the biggest impetuses to convergence 

are lowered Internet costs and more affordable hardware. These behaviours match 

findings by many scholars (Freschi 2007; Gager 2008a; Gompers 2005; Miller, Levine & 

Bates 2005; Ray 2007d; Walton 2006; Zalud, 2008). 

 

One expert argued that cost factor has always been a ‘chicken or egg’ situation. Only 

when more security users buy security equipment with IT features will the costs of such 

hardware decline; in similar fashion, only when costs of bandwidth drops will more users 

be attracted to the Internet.  

 

This argument confirms Puto’s (1985) research that suggest the costs of IT ownership and 

bandwidth drop as more users adopt the technology. Those determinations that represent 

the opinion of 80% or more of the panel and constitute a consensus are mentioned above.  

 

Other determinants that suggest features driving convergence of IT with the security 

business are as follows: 1) Security equipment that functions like PCs, 2) Ancillary 

security equipment that works on plug-and-play, such as external storage that can be 

added to a network or directly attached to a digital video recorder using the USB port for 

additional storage, 3) security systems that works like PCs and are tried and tested, and 

finally 4) IT and security using the same infrastructure ( Figure 15). 
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Figure 15: The Most Compelling Reasons to Embrace IT 
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8.6.6 Statement Five 

What are the three most important benefit derived from security Convergence? 

 

Figure 16 illustrates that the panel posited that security convergence will contribute to 

higher operational efficiencies (86%) and lower costs of operation (100%). Increasingly, 

security users are being served by providers who could be continents away and in 

different time zones. 

 

For example, the combined use of Skype™ (for communications like messaging and free 

phone calls) and Team Viewer™ (for web and cloud-based configuration of systems) 

expediently resolve technical issues between users and security providers across 

continents, 24 hours a day through Internet network. 

 

TeamViewer, which is free between users, is one of the most cost-effective means of 

remote assistance that offers technical support to users. It is efficient, effective and 

affordable. 

 

Its use of web browsers means the software operates seamlessly with systems like 

Microsoft Windows, Linux, iOS, Android, Windows RT and the Windows Phone 

operating system. It is a clear example of how security embraces IT to take advantage of 

lower costs of operation that will contribute to greater margins to sustain business. 

 

This study suggests that remote viewing, remote access, and remote maintenance 

contribute to higher operational efficiencies. Web- and cloud-based solutions do the 

same. These determinants drive the adoption of new security systems. 
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Figure 16: Benefits Derived from Security Convergence 

 

Opinions expressed by the panel are illustrated in Table 48. The experts agreed that those 

benefits resulting from security convergence are the creation of new services, the lower 

costs of operation, and the ability to serve clients expediently through the use of Internet. 
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Table 46: Opinions Expressed at Statement Five 

Q Opinions Expressed 

A We can only compete when operational costs are lowered. Security 
convergence opens up that window to us. We are a IT company, so for us to do 
security with our IT background is much easier. I can tap on existing IT 
infrastructure (largely Cat 5, 5e or Cat 6). I have accessories to convert 
analogue signals to digital signals using baluns. This method helps me cut down 
the costs of wiring for power and an additional wiring for BNC cable. This is my 
strength and reason why I managed to secure so many projects at such lower 
costs over the past year or so 

 

B Labour and expertise is so expensive today. There the audit trail and reports 
identify responsibilities and make the individual accountable. This, I think is 
one of the greatest benefit that I foresee users and security service provider 
that benefit from. Most jobs are outsourced to me today, having a security 
system that works like a PC give me and my customer full picture of who does 
what, when, how and why? Audit trail and reports is the way to go… 

 

C Today’s business is so competitive. Customer wants it cheap, fast and accurate, 
going the IT route is the only way…. Security convergence in my security 
solution makes gives me control, produce reports that customers wants, 
allows me to quickly resolve issues remotely using static IP connectivity. This 
means my guys can double up in the office to solve issue as online-technical 
support. So overall, I think, security convergence allows me to achieve 
operational excellence at lower costs. This is how I survive. 

 

D Our operations is small. But we are very efficient because of our IT 
background. We enhance existing products using SDKs (supplied by the 
factory). I can safely and confidently conclude that the greatest benefit that I 
can enjoy from security convergence is lower operational costs, greater control 
of the systems and the ability to resolve issues quickly and accurately. 

 

E Lower csts of operation allows me to stay in this business. But having lower 
costs of operation without performance means nothing to my customers. 
Security convergence allows me to deliver high performance results at 
affordable rate. So my take is lower operation costs, audit trails and reports 
and higher operational efficiency. 
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Q Opinions Expressed 

F I observed most security equipment are phasing out old connectivity using 
RS232 and instead adopt TCP/IP. I am only beginning to understand the 
benefits and power of security convergence. As the boss, my take is security 
convergence should allow me to compete better since the large part of my 
costing comes from laying of cables (BNC cables and power cables). Now that I 
understood, one cable (that is Cat 5/5e) can do both, can you imagine my 
project costing immediately drops by 25%, thus making me competitive. It is 
not that I compromise on my performance but rather, security convergence 
allows me a smarter use of technology to keep me competitive. I give my vote 
to 1) lower operational costs, 2) higher operational efficiencies, and 3) be in 
Control. We are in the business where we need to be in control and my 
customer also needs to in control as well. 

 

G I guess coming from IT background, I can concur that security convergence 
lower my operational costs (I lay only one set of wires, but my competitor are 
still deploying BNC and power cables) This is so costly in terms of materials and 
labour hours. My customers are always asking for the ability to generate 
reports at a mouse click. I value-add by customising reports according to my 
customer’s need and such responsibility of generating reports are transferred 
back to the owners of the systems. My customer is happy with the 
arrangement as they are in control of their own data and reports that ensures 
confidentiality. The three most important benefit are 1) audit trails and 
reports, 2) lower operational costs, and 3) higher operational efficiencies. 

 

 

 

8.6.7 Statement Six 

In 2012, what hinders security convergence most? Identify the top three factors that 

hinder security convergence. 

 

The panel of experts agreed with the idea that weak IT links (86%), top management who 

are unable to appreciate IT (86%) and a lack of redundancy that causes all networks to 

fail when one does (81%) are the key reasons for failure of security convergence. This is 

illustrated in Figure 17.   
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Opinion was strong that Baby Boomers who remain at the helm of businesses and are 

slow to change are responsible for hindering IT convergence in the security business. 

However, managers who adopt Gen Y mentality and employ Gen Y expertise add value 

to the security business, create new services and are able to perform jobs that match Gen 

Y’s expectations.  

 

The perception that IT networks are weak and unsafe has led some to be apprehensive 

about security convergence. According to the 2012 Norton cybercrime report (2012), 

economies around the world lost US$110 billion to cybercrime in the first twelve months 

of 2012. Cybercrime is now far more profitable than drug transactions and sale of 

counterfeit products. 

 

Figure 17: Factors that Hinder Security Convergence 
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News reports regarding online fraud and compromises on the network frightens Baby 

Boomers in particular, although they are far less affected by cybercrime than Gen Y: the 

Norton 2012 report states that 75% of Gen Y are affected by cybercrime compared with 

only 56% of Baby Boomers. Baby Boomers value a stable environment.  

 

The more unstable or unpredictable the environment, the more Baby Boomers shun it. 

While Gen Y push for changes using ICT and the Internet, their attitude and behaviour 

towards public Wi-Fi and unsecured network may not be completely advantageous. 

 

Globally, some 66% of users uses unsecure Wi-Fi or public Wi-Fi for Internet access, to 

access personal email, to interact at social network sites, to shop online and even to access 

Internet banking. Trends in 2012 suggest that cybercrime is rapidly entering social 

networks: the more a network grows, the greater the threat of cybercrime. 

 

In 2010, the biggest obstacle to security convergence was the concern about overall 

system security (Forristal 2006; Jenna 2008; Schneier 2000); the system is only as robust 

as its weakest link: the IT infrastructure. Security convergence is not evolving as quickly 

as was originally expected because Baby Boomers are still in charge: in 2010, top 

management still comprised mostly Baby Boomers, while second-tier management and 

operational staff were mostly Gen Y. 

 

Baby Boomers, having reached retirement age without having had to use IT for much of 

their lives (Eisner 2011), do not quite understand it or even care about it. With little 

understanding of the capability of the Internet and ICT, management is inclined to opt for 

reputable, conventional security equipment (Clark 2005; Puto 1985).  
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Such views seem to reinforce the notion that security convergence will be fully 

operational when Gen Y is in charge in 2020. Table 47 illustrates the security convergence 

opportunity for the next five to ten years. 

 

Table 47: Security convergence opportunity for the next five to ten years 

            Opportunities 

 

Journal  

Security 
convergence 
challenges faced 
before 2012 

Panel of experts’ forecast opportunity 
for the next five to ten years 

‘Your Top 5 
Convergence 
Challenges’ (Ray 
2007e) 

 No confidence 
in the IT 
network  

 Not much top 
management 
involvement 

Physical security equipment is a piece of 
equipment at the edge that can be 
added (plug-and-play) to the network, 
like switchers, routers or Wi-Fi. There is 
no difference between physical and 
logical security. 

There is opportunity for application 
service providers to provide video 
archival storage and applications over 
the cloud. 

Web access and cloud computing are the 
way businesses will operate by default. 

 

 

8.7 Discussion and Findings of Round Two 

Delphi Round Two was designed to give two contrastive view: the current state of 

security technology (which is predominately Baby Boomer-controlled), and the state of 

security technology in the next five to ten years (which will be increasingly influenced 

by Gen Y). These views and opinions would capture the design of security equipment, 

business models and business processes. 
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Delphi Round Two gives a clear picture of the expected progression and development of 

security equipment in the next ten years. It foresees a transit from traditional systems 

using connectivity like RS485 to TCP/IP, from businesses selling hardware to those 

providing managed services, and from maintenance services based on-site to remote 

technical support. 

 

Table 48: Summary of Consensus from Statements One through Six. 

Statement Question Consensus Remarks 

One In 2012, identify 
and name the most 
important 
functions/features 
of security systems 
that are deemed 
useful to you. 

 System reliability (90%) 

 Affordable systems (95%) 

 Simple to use (86%) 

 Able to access system 
remotely (81%) 

These factors 
match the PUs 
and PEOUs of 
Gen Y values and 
beliefs. 

Two With a crystal ball 
in your band to 
gaze into the next 
five to ten years, 
what features or 
functions do you 
think will be 
incorporated into 
security systems 
that are currently 
not available, and 
why? 

 System reliability (100%) 

 System affordability 
(100%) 

 Data mining capability 
(100%) 

 Do more for less (86%) 

These criteria 
resemble closely 
Gen Y values and 
beliefs. 

Three Security 
convergence 
usually begins with 
1) Surveillance 
systems, 2) Access 
Control systems, 3) 
Intruder Detection 
systems and lastly, 
4) Time and 
attendance 
systems. 

Surveillance systems is the 
top choice of security 
solutions by users 

Surveillance 
solutions today 
offer remote 
viewing, remote 
archival of video 
footage. These 
are clients’ 
demands. 
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Statement Question Consensus Remarks 

Four What are the most 
compelling reasons 
for security systems 
to embrace IT? You 
are to rate these 
with 3 points 
(Mostly likely), 2 
points (Quite likely) 
or 1 point (Likely). 
The panel of 
experts have to rate 
16 items. 

 Using one infrastructure 
(86%) 

 Internet everywhere (95%) 

 Affordable bandwidth 
(95%) 

 Remote viewing (95%) 

 Tried and tested (81%) 

 Plug-and-play (81%) 

 Security system to work 
like PC (81%) 

 System affordability 
(100%) 

Of the 16 items 
identified as 
potentially 
compelling 
reasons for 
security systems 
to embrace IT, 
eight items were 
rated 80% and 
above. 

Five Name the three 
greatest benefits 
resulting from 
security 
convergence. 
Please rate as 
follows: 3 points 
(Most likely), 2 
points (Quite likely) 
and 1 point (likely). 

 Higher operational 
efficiencies (86%) 

 More efficient & timely 
service (81%) 

 Lower operational costs 
(100%) 

These three 
factors matches 
the findings in 
the literature 
review. 

Six In your opinion, 
what is/are the 
biggest hindrance/s 
to security 
convergence in 
2012? Please rate 
as follows: 3 points 
(Most likely), 2 
points (Quite likely) 
and 1 point (likely). 

 No redundancy. One 
network fails, everything 
else fails (81%) 

 IT is the weakest link 
(86%) 

 Top management do not 
appreciate IT (86%) 

These three 
factors matches 
the findings in 
the literature 
review. 
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Factors like affordability and reliability are high on the agenda. It appears both in the 

‘current’ and ‘future’ states of the study. Understandably, security has zero tolerance for 

failure. However, a dilemma faced by security users is that there is a direct correlation 

between the costs of security equipment and solutions and the quality of security features 

and reputation: the more reputable a security solution, the more expensive it is. 

 

Globalisation has caused competition to go into hyper drive. In order to survive, two 

options are available: either the security system is made simple with must-have features 

and made more affordable, or one security system must be developed that can multi-task 

and perform many different functions for the price of one.  

 

These two factors hint at two fundamental Gen Y attitudes and beliefs—multi-tasking 

and simple to use. They will drive adoption. 
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9 Concluding Thoughts 

 

9.1 Introduction 

Convergence of IT to the security business will lead to convergence of competition. 

Security experts will need to work with experts in IT, energy infrastructure and 

automation building control. Users will have the ability to command and control one 

network to perform tasks in areas of physical security, logical security, HVAC and 

building control to survive and make profits, and to be better able to serve and protect 

facilities and people.  

 

9.2 Security Equipment by Gen Y for Gen Y  

Gen Y are self-expressive, liberal, and upbeat agents of change.  They are neither leftist 

nor rightist in ideology and are more ethnically and racially diverse than preceding 

generations. Gen Y are the most well educated generation in history. They are ideally 

suited to transforming the security business. Baby Boomers need to switch their mentality 

to suit Gen Y.  

 

Over the next five or ten years, Gen Y will dominate as both security providers and 

security users. By year 2020, the average Baby Boomer will be 55 or older; many who 

have worked in the security business are likely to have retired or to have taken up advisory 

or consultative roles. Already it is not uncommon that Baby Boomers uses products or 

services generated by Gen Y. However, Baby Boomer still lags behind Gen Y.  
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According to figures released by the Pew Research Centre, 41% of Baby Boomer are 

largely detached from mobile and online life; while 53% do not have broadband access 

at home and 23% do not use mobile phones (Smith 2014). Larry Page and Sergey Brin, 

the founding members of Google Inc., floated the idea of a world-class search engine as 

early as 1995 when both were in their early 20s. 

 

By 2004, when the duo (both Gen Y) were in their late 20s, Google Inc. was worth US$1.6 

billion (at 2004 value), making Larry and Sergey the richest young adults in American 

corporate history (Scott, 2004). Google, unlike Yahoo, is specifically targeted at Gen Y. 

Google+, a social networking and identity service owned by Google is the world’s 

second-largest social networking site after Facebook has 300 million active users (Barr 

2013) of which 17.5% of the users are Baby Boomers as compared with 57% are of Gen 

Y (Smith 2014). 

 

2004 is also the year that Mark Zuckerberg founded Facebook, another Gen Y who was 

a billionaire by his twenty-third birthday and commanding a workforce of about six 

thousand employees of varying generations serve 609 million daily active users 

worldwide of which 70% are Gen Y and a paler comparison of 19% who are Baby 

Boomer (Smith 2014). Gen Y will be everywhere over the next five to ten years.  

 

Findings in this study suggest that Gen Y will be the fastest growing and largest group of 

clients by 2020. Gen Y will be the customer of choice. And to thrive in the security 

business, security providers need to understand Gen Y.  
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By 2020, security equipment is also expected to have developed enhanced capabilities 

that will allow expedient access to enormous, cloud-based databases that are hosted 

halfway round the globe in a non-earthquake zone, to facilitate lightning-fast responses 

to legitimate users to mitigate and control risks (Brady 2007). Efficiency of a unified 

communication platform will make available accountability in such records as audit trails 

and event logs. 

 

These may be stored both on site and remotely, for operational purposes or for post-crisis 

forensic investigation. Cloud computing and ubiquitous hardware will to be the order of 

the day. While the findings in the literature review agree that Baby Boomers built the 

foundations for the security equipment and that Gen Y members will adapt for future use, 

this study reveals that this is just one part of the story: the greater implications are that 

the world will virtually revolve around Gen Y, economically, politically, 

environmentally, legally, socially and especially technologically.  

 

This suggests that Baby Boomers will need to adopt Gen Y mentality to be successful in 

the security business, and Gen Y will need to continuously recreate and innovate to stay 

afloat in the business. Demographically, by 2020 Gen Y at the peak of their careers will 

be 2.56 billion strong—34% of the world’s population compared, with 2.24 billion 

(32.7%) in 2010.  

 

This huge chunk of the available client base wall have the buying power and the influence 

to press for features and services that best suit their behaviours, habits, values and norms 

(see Figure 18). 
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Figure 18: World Population breakdown by Generations, 2010 vs 2020 

Source: US Census Bureau 2010 and Department of Economic and Social Affairs of the 

United Nations 
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where threats are likely to originate. 
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For example, for the delivery of security training and development, the security provider 

has to think mobile and social rather than to follow traditional classroom teaching 

methodology which Baby Boomers enjoyed for decades.  

 

New security features are not taught in classrooms; instead, new knowledge is made 

available online amongst peer or as YouTube does by providing online videos that 

security providers or users may access on demand, in their own time (like three in the 

morning) and anywhere (like their favourite Starbucks café).  

 

Frequently asked questions (FAQs), issues and answers can be shared on social media 

sites like Blogs, Facebook, Twitter, Instagram and other online forums. Response to 

business issues like software upgrades and updates for security equipment, including 

routine cleaning of data logs, will be performed online. Where possible, these activities 

will performed remotely at any mutually agreed time. Such services may be extended 

regionally or even globally across time zones.  

 

Remote services result in cost savings that enhance the security provider’s 

competitiveness. Gen Y are the champion users of new technology, and are experts in 

online collaborative work. Gen Y value the notion of sharing ideas and creative work. 

Security equipment metamorphoses as fast as Gen Y’s imaginative visions.  

 

Features that take on the habits of Gen Y, like the use of SMS alert, email alert, or using 

web browsers to perform identity authentication and online collaborative work, will 

become default features.  
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The form factor of security equipment will be slimmer, portable in every sense of the 

word, and with a longer battery life. Gen Y make decisions on the fly (Lewis, 2003), using 

their mobile devices. The removal of Yahoo chief executive officer Carol Bartz (Efrati & 

Lublin 2011) via a phone call is a high-profile example of such a decision, exemplifying 

Gen Y’s reliance on mobile devices and their desire for speedy action and ‘get it done’ 

attitude (Raines 2002).  

 

Such qualities enable Gen Y to create, design or redesign security equipment that is 

intuitive and proactive, with built-in self-diagnostic features and pre-emptive alerts to 

notify users to make decisions in rapid response. 

 

9.4 Managed services 

The simple sales approach of selling hardware and providing maintenance is no longer a 

viable business model. This study indicates that managed services and Build, Operate and 

Transfer (BOT) options will become the norm.  

 

Managed services are provided by a managed service provider (MSP). MSP is a type of 

Security Company that provides all security needs for clients, including the supply of IT 

equipment, servers, networks and applications, and that may also include a manpower 

guard service in response to an incident.  
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A MSP charges a monthly retainer fee for a specified tenure of thirty-six to sixty months. 

In the era of cost cutting, protection against technology obsolescence, cost savings in 

manpower, the need for a tight 24/7 surveillance, and the ability to perform jobs at an 

annual guaranteed price will see managed services become the preferred choice in 

security businesses, replacing outright purchases and self-management.  

 

Build, Operate and Transfer is another viable and attractive Gen Y-style option in the 

security business, in which the security provider builds the entire security infrastructure, 

supplies all user devices, provides the expertise to manage the operation for a specified 

tenure, and is committed by contractual terms to train a pool of competent operators to 

assume control at the end of the contract. 

 

This option gives security providers sufficient time to recover their investment and to 

learn how to operate the system: the sort of win-win option favoured by Gen Y.  These 

are some of the strategies security providers are likely to win, design to create more value 

for users, contain profitability, increase market share and lock in clients. 

 

The findings by the Delphi Study confirms the future state of the environment supports 

the adoption of Gen Y influence security technology. The summary of findings are shown 

in Table 49. 
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Table 49: Findings from Delphi Study in sync with scenarios predicted for 2020 

Scenarios Posited for 2020 Findings by Delphi Study 

GTR 2020 
(Silberglitt et al. 
2006) 

Common 
Wealth: 
Economics for 
a Crowded 
Planet (Sachs 
2008) 

Literature Review Delphi Study—Survey 
Feedback Predictions over 
the next five to ten years 

Perceived Ease of Use 

Prevalent 
wireless Internet 

Communities 
via social 
network on 
the Internet 

Connectivity drives 
community (Gager 
2008b) 

 Easy to become skilful 
(Always connected —Wi-
Fi and mobile Internet). 

 Flexible 

 Easy to Use 

Easy to Use 
Ubiquitous 
connectivity 

Ubiquitous 
hardware, one 
seamless 
connection (Clark 
2005; Homet 2006; 
Robison 2007) 

 Easy to use—web-based 
applications and cloud 
computing. 

 Controllable 

 Easy to become skillful 

Wearable 
computers. 

Portable 
devices 

Wireless 
communications 
and use of Portable 
devices drives 
adoption 
(Cairncross 1997a) 

 Flexible (Always 
available—portable 
micro computing devices 
with longer battery life). 

 Easy to Use 

 Easy to become skilful 
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Scenarios Posited for 2020 Findings by Delphi 
Study 

GTR 2020 
(Silberglitt et al. 
2006) 

Common Wealth: 
Economics for a 
Crowded Planet 
(Sachs 2008) 

Literature Review Delphi Study—Survey 
Feedback Predictions 
over the next five to 
ten years 

Perceived Usefulness 

Increased use of 
biometrics for 
security and 
privilege access 

Useful devices to 
verify identity 

Users need 
information to 
make key decisions 
(Cation 2005; 
Homet 2006; Ray 
2007c) 

 Rapid 
accomplishment of 
tasks 

 Effectiveness. 

 Making the job 
easier 

Compliance with 
international or 
industrial 
standards 

Global replication 
of standard 
processes 
supported by ICT 

Lower operational 
costs (Bernard 
2008; Brady 2007; 
Dunkel 2008a; 
Elliott 1997; Miller, 
Levine & Bates 
2005; Ray 2007d; 
Walton 2006) 

 Improved 
performance 

 Workability 

Existence of 
database—bio 
data and event 
logs 

IT discipline 
creates audit trail 
and accountability 

Enhanced 
operational 
efficiency (Brady 
2007; Dunkel 
2008b; Elliott 1997; 
Freschi 2007; 
Miller Levine & 
Bates 2005) 

 Improved 
performance 

 Improved 
productivity 

 Make the job easier 

 Workability 
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Scenarios Posited for 2020 Findings by Delphi 
Study 

GTR 2020 
(Silberglitt et al. 
2006) 

Common Wealth: 
Economics for a 
Crowded Planet 
(Sachs 2008) 

Literature Review Delphi Study—Survey 
Feedback Predictions 
over the next five to 
ten years 

Perceived Usefulness 

Increasingly 
improved 
analytics in the 
areas of voice, 
video, web and 
text 

Effective 
coordination of 
work via Internet 

Video analytics is a 
necessary tool to 
identify known 
terrorists (Ganeva 
2011) 

 Rapid 
accomplishment of 
tasks 

 Improved 
performance 

 Effectiveness 

 Workability 

Increasingly 
improved search 
capability 
(analytics) for 
text, semantic 
phrases, 
pictures and 
videos 

Analytics for faster 
and affordable 
forensics 

 

 

9.5 Affordable, Portable, and Pervasive Internet 

The panel of experts consulted in this study posited that as the Internet (including both 

fixed-line broadband and especially mobile Internet) proliferates, the costs of access will 

decline and the take-up rate will rise. Internet bandwidth is perceived as a commodity, 

like other utilities such as electricity, water and gas. Such a utility will be available 

everywhere and at any time, and will be reasonably priced.  
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Mobile Internet and terrestrial supported Internet connectivity will almost double, 

contributing to the lower costs of Internet access. This view was held despite the fact that 

in 2010, only 50% of the world’s population had access to mobile devices (PR Newswire, 

2011) and that bandwidth in most countries was prohibitively expensive and slow.  

 

The experts’ predictions about the pervasiveness of Internet access are in line with 

Silberglitt et al.’s report of 2006. With automation and technology to oversee and manage 

routine maintenance, the operational costs of any enterprise, including Internet services, 

are reduced.  

 

Participants cited examples such as the reduction of the size of a 24/7 command centre 

crew necessary to monitor networks and systems built with network analytics that identify 

possible failure before the problem actually arises, thus permitting pre-emptive 

preventive maintenance. 

 

Preventive maintenance is always less disruptive and more affordable than major 

unplanned breakdowns (Pintelon & Gelders 1992). Highly skilled operators are freed up 

for long-term strategic planning, which contributes greater value for the enterprise’s 

survival (see Table 52). 
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Table 50: Benefit of Internet to the security industry in next five to ten years. 

Reality in 2010 
Literature Review to 
Support Views of 
2020 

Participants’ 
Predictions for 
2020 

Security Systems require human 
intervention. Such human decisions 
may or may not be in made on a 
timely basis and in accordance to the 
security policy. 

 

(Horan & Schooley 
2007) 

Timeliness in 
decision-making 

On-site maintenance is expensive 
because technician takes time to 
travel to locations. Separate networks 
mean double costs of material and 
costs of installation. Separate skill sets 
of security and IT personnel mean 
dual payrolls. Human error elevates 
operational costs. 

 

(Elliott 1997; Gager 
2008a; Jenna 2008; 
Jones 2006; Walton 
2006) 

Reduced 
operational 
costs 

Time to respond is dependent on 
distance travelled. Having the wrong 
expert on site can escalate costs.  
Some crisis requires timely respond, 
failing which may result in disastrous 
consequences. 

 

(Yovanof & Hazapis 
2008; Walton 2006) 

Increased 
productivity 
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9.6 Security Starts with Surveillance 

Every expert on the panel for this study believed that clients who are new to security 

demand surveillance equipment first.  

 

Unlike other components of the security business like access control and intruder 

detection systems, surveillance requires the heavy use of IT. This is its most sought-after 

quality by clients. 

 

The ability to view, record and archive events remotely using the Internet is the prime 

reason for installing CCTV and surveillance equipment.  The ease of understanding 

CCTV technology enhances its attractiveness for security users; as one expert put it,  

 

‘viewing CCTV surveillance archives is no different from watching TV’.  

 

Surveillance systems are the answer to many of Gen Y’s attitudes, habits and user 

behaviours like ‘getting it done’ (Hart 2006), speed in recognising an incident (Levickaite 

2010), and clever use of resources to get things done (Lovern 2001)—in this latter respect, 

including the clever use of Internet to view CCTV footage on mobile devices at anytime 

and anywhere. This is an important first step new user’s take.  

 

Once they appreciate the power of the Internet and the activities that can be achieved 

effortlessly using it, these new users are open to the idea of deploying other forms of 

security. In 2010, CCTV and surveillance equipment were the most sought-after and 

prevalent security equipment. The most compelling contemporary reasons for adopting 

surveillance equipment and solutions are: 
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 the need for timely awareness of events as they occur, and consequently the need for 

remote viewing;  

 the familiarity of the technology to the users: CCTV and surveillance appear to be a 

natural extension of consumer electronics such as cameras and video equipment, so 

it is easy for consumers to understand their purpose and uses;  

 Gen Y’s expectation that information and incidents be known as soon as they 

happen and that a response is merely a mouse- or button-click away. 

 By 2020, CCTV and alarm systems collectively will be standard fixtures, as familiar 

as furniture in any office or home. Users who grew up using social networking sites 

will have developed the habit of periodically checking CCTV surveillance video and 

remotely operating and accessing the control systems, just as they habitually check 

their email.  

 

Intrusions, and intrusions detected by motion sensors as part of an alarm system or 

visually by surveillance camera will trigger SMS and emails to legitimate users of that 

space, encouraging them to view remotely, monitor the intruders and make a call-to-

action such as triggering a response for help from the police department or a security 

agency.  

 

This Delphi study discovered that time and attendance solutions are rated as the second-

most popular choice of security equipment following surveillance systems, as they are 

perceived to improve the management of a workforce that will become comparatively 

more expensive as electronic systems grow cheaper.  
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Time and attendance systems are designed to track employees’ attendance, enforce 

compliance with work schedules and enable time savings by providing automated payroll 

calculations in place of traditional tedious, time-consuming processes. 

 

Time and attendance is largely perceived as a tool that may raise productivity that help 

improve profitability. The experts in this study posited that in 2020, not only will CCTV 

remain the first point of entry, but it will be allied with video analytics, which is becoming 

a highly desirable feature.  

 

This trend is not new, but it confirms that as technology matures and becomes affordable, 

it is becoming ‘must-have’.  Video analytics was much sought after in in the aftermath of 

the 2001 attack on the World Trade Center. Facial recognition technology became a 

popular tool to identify known terrorists among airport crowds in the United States 

(Ganeva 2011).  

 

The encyclopaedia of PCMag.com defines facial recognition as one form of video 

analytics that can identify individuals by their unique facial characteristics even within a 

moving crowd. Today, facial recognition is largely used in biometrics for the dual 

purposes of access control and workforce management of time and attendance.  

 

Users of this technology need to look into a camera or reader for up to two seconds or so 

that gives the analytics algorithm time to verify facial characteristics. A more advanced 

version, known as Uncooperative facial recognition, has the ability to pick out unique 

facial features or facial characteristics of subjects on the move in a crowded space, at a 

fraction of a second, and under adverse lighting conditions. 
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This is cutting-edge technology, an advanced version of video content analysis (VCA) 

software much sought after for its varied applications, not only in airport security (border 

control), for example, but also in the gaming industry, where recalcitrant gamblers or 

addicts who have imposed a self-restraining order can be identified discreetly and 

effortlessly.  Seventy-five per cent of the Delphi participants expected greater deployment 

of other video analytics capabilities such as licence plate recognition, spark or flame 

detection, heat detection and collaborative analytics with DNA capability. 

 

Such suggestions are in accord with the GTR 2020 report (see Table 53). 

 

Table 51: Security Features Expected to be Standard by 2020 

Literature 
Review 

In 2012 
(Participants’ 
Opinions) 

In 2020 (Participants’ Predictions)  

Sensors and 
communications 
into CCTV and 
surveillance 
(Silberglitt et al., 
2006) 

We already have 
SMS and email 
alerts. These 
features are 
currently optional 

SMS, email alerts and alerts via 
What’s App will be standard in 2020 

Cooperative facial 
analytics has limited 
use.  Success rate is 
low 

Uncooperative facial and licence plate 
recognition capability are standard 
features. Facial recognition is part of 
access control solutions. Niche 
offering like flame, spark and heat 
analytic detection will be more 
commonly available and made more 
affordable. 

We hope to have 
greater visibility of 
incidences on web-
based solutions 

Telemetry-enabled security system to 
alert probable incidences based on 
analytics fed with historical records. 
Business intelligence that may prompt 
potential anomalies or hazards based 
on historical records. 
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Literature 
Review 

In 2012 
(Participants’ 
Opinions) 

In 2020 (Participants’ Predictions)  

CCTV now has 
motion sensors only. 
Few has audio 
recording capability 

CCTV with DNA, facial and olfactory 
capabilities 

 

 

9.7 Security Systems of Tomorrow 

The panel of experts posit that in the next five to ten years, IP-based, hybrid, multi-feature 

security systems will dominate the scene. Such features are a requirement of both 

providers and users. The essence of these features are that they are: 

 

 Interoperable regardless of brand, like today’s IEEE 802.11 technology standard for 

Wi-Fi where, as long as equipment conforms to the standard, it is connected 

regardless of brand 

 Scalable so that more surveillance points, alarm nodes and intruder detection 

appliances can be seamless added to the network. These added appliances are 

connected with assigned IP addresses, which are infinite in a network context 

 

 Modular, allowing security users to add different security equipment to a 

deployment scenario. For example, a security user may start with the installation of 

surveillance cameras and may progressively add other security system such as 

access control, time and attendance, or intrusion detection equipment to the facility, 

in accordance with trends in business needs and threats. 
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Table 52: Experts’ View of Features Available in the Next five to Ten Years 

Current security systems Security systems in the next 5–10 years 

IP or network camera is 
perceived to be a security risk; 
analogue cameras remain the 
preferred choice (Jenna 2008). 

 

Digital video recorder (DVR) is 
the preferred choice with a  
maximum of four hard disk slots 

IP or network camera is the camera of choice. 
Internet network reliability will progressively 
improve. CCTV is connected to layer 2, 
therefore it will not create a ‘gap’ that will pose 
a security risk or threat to the existing IT 
network. Layer 2 is the data link layer of the 
Internet protocol.  It primarily concerns the 
moving of across physical links in the network 
with the use of a switch.  A switch is a device 
that redirects data messages across the 
network.  Network video recorder (NVR) shall 
replace digital video recorder.  NVR to 
accommodate more hard disk slots for greater 
storage volume.  Network Area Storage (NAS) 
and Detached Area Storage (DAS) are a must for 
most users to store huge volume of CCTV video 
archived.  Enterprise uses will deploy Storage 
Area Network (SANs) for exponentially large 
volume of video data. 

 

IT team is possessive of its 
infrastructure and will not allow 
third party usage, including that 
of the security department 
(Jenna 2008). 

Physical security will become part of the IT 
team’s responsibility, so there will be no issue 
with regard to the use of the IT network for 
physical security. Security personnel will need to 
have networking know-how and experience in 
order to secure jobs in the industry 

 

 Security systems like 
surveillance, access control and 
intruder detection are 
fragmented and standalone.  

 Even if security systems are 
available on a networked basis, 
most applications are 
proprietary and not 
interoperable with other brands 
(Brady 2007; Freschi 2007). 

 Surveillance systems, access control systems 
and intruder detection systems will be offered 
as modules that can be integrated into a 
unified security system. This integration 
appears possible since connectivity is TCP/IP 
and hardware uses common operating 
systems; applications are mostly cloud-based 
and easily accessible using web browsers.  

 Standards will be established across a wide 
spectrum of security equipment (from 
surveillance to intruder detection system) thus 
achieving seamless, scalable and modular 
connections  
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Current security systems Security systems in the next 5–10 years 

 A weak IT link is the greatest 
concern at present (Handley 
2006) and a disincentive to 
users contemplating deploying 
network-based security 
solutions like surveillance. 

 The concern is that when one 
network fails, not only the 
servers stop functioning, but 
security systems go blind and 
access control is suspended. 

 Security systems should have their own 
Internet network even if the IT department is 
willing to share, based on the level of security 
needed for the facility, separate network 
provide redundancy and added sense of 
security. 

 Even if IT permits the deployment of a security 
system using the IT infrastructure, this is not 
recommended from an operational point of 
view. Security systems should be isolated with 
their own network and their own redundant 
power supply.  

 

 

 

Nearly 90% of the panel concluded that a security system should operate on separate 

network that is a secure version of a unified communication network, in which one 

network serves a variety of services such as the Internet (data), voice (VoIP), and video 

(surveillance—video images and access control—biometric prints), depending on the 

level of security needed for the facility.  

 

For example, a simple office and warehouse may ride on one network that provides 

Internet access for the office PC and facilitates connectivity for the surveillance and 

access control systems. However, in the case of key installations like an airport, network 

designs should be designed in clusters that overlap coverage on the premises and are 

monitored in a primary and a secondary command centre.  

 

Although there are constant concerns about network reliability and security, Gen Y are 

expected to institute a more robust network management policy on layer 2 with the 

addition of virtual private networks to isolate clusters of security equipment. 
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9.8 Gen Y and Security Systems 

This Delphi study confirms the benefits of convergence as revealed in the literature 

review. The benefits of security convergence are strong motivators for Gen Y to pursue 

and improve the design, form factor and functionality of electronic security equipment to 

deliver the benefits they desire. The benefits of convergence are: 

 

 The ability to provide timely information to solve issues (Cation 2005; Homet 2006; 

Ray 2007c): Gen Y expect electronic security equipment to be specifically designed 

to suit their behaviour, including the ability to be notified of intrusion via SMS, to 

remotely configure and monitor systems, and to make timely judgement calls based 

reports provided by the solutions (Hart 2006). Such improvement in electronic 

security equipment will enhances users’ experiences in ways similar to how we 

currently enjoy IT services (Ray 2007c)  

 24/7 access across time and geographical zones (Miller, Levine & Bates 2005) 

 less human error in inputting and migrating databases (Ajay 2007; Jones 2006), 

which contributes to good customer service; to ensure less human error, security 

systems have to adopt the discipline, processes and standard operating procedures of 

the IT discipline (Brady 2007; Gager 2008a; Zalud 2008), which are already second 

nature to Gen Y. 

 The ability to achieve cost efficiency in three ways:  

 Globalisation capitalises on low costs of operations, increases proximity to 

resources and marketplaces, enables cost efficiency, and operates 24/7 across 

cultures.  

 Lowering labour costs, either by reducing headcount or, more productively, by 

upgrade the technical expertise of workers, results in dual skill sets, offering a 
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competitive advantage (Porter 1985). In this context, skills will covering both IT 

networking and systems logic for electronic security systems in physical security. 

 Remote monitoring and maintenance eliminates travelling time and labour hours lost 

while waiting for a technician to arrive on-site. By 2020, security equipment will 

include self-diagnostics that alert maintenance crews to anomalies before a full-

blown system breakdown or catastrophe occurs. In the event of a fault, malfunction 

or tampering, email and SMS alerts will be system-pushed to users immediately, 

allowing first-line remedial work to be undertaken remotely and immediately before 

dispatching a technician to the site. 

 

In 2010, the idea of a unified security network was mere fantasy. However, 90% of the 

Delphi participants forecast that by 2020, system efficiency will be achieved via one 

unified, high-performance infrastructure that will not only offer enhanced capabilities but 

provide the redundancy that will make the network more reliable and ensures business 

continuity (Dunkel 2008a; Miller, Levine & Bates 2005) 

 

9.8.1 Gen Y Mix Work and Play 

Many playthings have become serious work for Gen Y. Children’s remote controlled cars, 

helicopters or airplanes have become menacing war machines like wirelessly manned 

ground vehicles for search and rescue missions, or unmanned aerial vehicles for stealth 

surveillance or as pilotless drones controlled by military grade GPS satellite, and 

controlled by a joy stick similar to those used in video games. Such adaptations are 

already found in the security scene in varying degrees. 

 

 



 

286 

All the experts in this survey predicted that swarm intelligence would have its inaugural 

use in the next ten years. Swarm intelligence mimics how social insects work and interact 

without supervision, resembling Gen Y’s attitude towards teamwork, collaborative work 

and mixing work and play (Barzilai-Nahon & Mason 2010). 

 

Swarm intelligence processes are largely self-organised; efficient coordination of 

activities arises from interaction among individuals, groups, or clusters of security 

equipment in similar or near-similar operating environments. 

Such interactions may be primitive by concept yet have profound application in the fields 

of military scenarios, surveillance for human safety and security, and object tracking, 

including environmental monitoring (Sohraby, Minoli & Znati 2007).  

 

This idea is not new: mesh communication networking was put in use after 9/11 to 

facilitate seamless Internet connectivity. A mesh network is a network topology in which 

each node cooperates to distribute data optimally. Such a topology has the advantage of 

ensuring a high level of uptime and, most usefully, redundancy. 

 

Mesh Wi-Fi are used mostly in homeland security to support the transmission of CCTV 

video footage within a county. The term ‘swarm’ is applied to various areas in 

engineering, robotics, computations and biology. In the 1980s, swarm intelligence, named 

from swarm technology, gave rise to a new breed of security provider to oversee 

electronic security equipment.  
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For example, unmanned aerial vehicles have swarm intelligence to mitigate issues within 

their assigned territory with minimal or no supervision as long they operate within their 

specified scenario and locality. The security provider facilitates equipment swaps or the 

isolation of clusters of infected networks, with minimal human interference (Saleem, 

Caro & Farooq 2011). 

 

9.8.2 Methods and Machines 

Gen Y, the most educated generation (Eisner 2011) in history, is also the most travelled. 

Security expertise is multi-disciplined: that is, it includes IT, language skill, networking 

and security skill.  Gen Y are likely to be able to communicate in more than one language, 

which will help to gain more clients and perform jobs more competently, and thus offer 

greater value to employers (Porter 1985).  

 

More value to a business means greater growth opportunities. IT networking skill appears 

to be the very foundation of future security equipment businesses. 

To be successful, security professionals must first acquire IT networking skills and be 

familiar with various operating systems such as Linux,24 Microsoft Enterprise, Android25 

and Cocoa26.  Security solutions and analytics are increasingly cloud-based where 

information is accessible by web browsers. 

 

                                                 
24 Linux is a Unix-like computer operating software that is distributed as free and open source platform 

software. 

25 Android is a Linux-based operating system primarily used in mobile devices and tablets. It is a product 

of Google Inc. 

26 Cocoa is Apple’s native object-oriented application programming interface for the Mac OS X operating 

system. 
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Video analytics, olfactory analytics, and soft skills like criminal psychology will become 

important accompanying skills. A security professional should have the Gen Y qualities 

of a thirst for knowledge and multi-disciplinary training in technical and soft skills to be 

successful. 

 

9.8.3 No Digital Divide  

Even in countries that are comparatively low on the digital divide barometer, there is little 

or no impact on the degree of convergence in the security business. The reasons are 

several.  

 

First, convergent security is largely dependent on existing IT infrastructure and networks. 

Some industries and individuals will always have greater need to have access to Internet, 

particularly those who need to recognise and respond to threats rapidly and effectively. 

Such needs are especially true in the protection of key installations and those security 

users who can afford it.  

 

Second, the declining margin in the IT sector is pushing IT companies to expand their 

business scope to include security products and solutions. In order for an organisation to 

keep afloat, Internet connectivity and IT skills become life and death issues. The literature 

review reveals that the more mixed skills (IT, networking and security) a security provider 

has, the faster and better it serves its clients. 
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Third, Internet is the white knight of the security industry, and Internet enhances 

competitiveness by increasing the ability to perform jobs quickly and cost effectively.  

Fourth, governments in developing countries are driving the ICT agenda both in school 

and at work, boosting ICT adoption in many sectors of trade, including security. The 

greater the push by governments for ICT adoption, the greater the chances of IT 

convergence. 

 

The Singapore government has been exemplary in this respect. Since 2012, the Infocomm 

Development Authority of Singapore, working in close effort with the Internal Revenue 

Authority, has pushed for ICT adoption through a program entitled ‘Productivity and 

innovation Credit’—a government initiative that gives all businesses in Singapore a 

dollar-for-dollar subsidy to upgrade their use of IT and applications for greater 

productivity (Productivity Incentive Credit 2014).  

 

Even when there is a digital divide within the country, some sectors of industry will have 

greater access than others. Network infrastructure is one of the most important 

determinants of ICT adoption; and the more pervasive the network, the greater the 

adoption (Stiakakis, Kariotellis & Vlachopoulou 2010) 
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9.8.4 The Three Forces of Change 

Just as in the iconic spaghetti western movie The Good, the Bad and the Ugly, ‘The Good’ 

is represented by the security provider who desires to create value and make wealth from 

the security industry. 

 

‘The Bad’ is personified by the perpetrator whose agenda is based on ideology that does 

not reflect dominant social norms and who is happy to resort to cybercrime, infiltration 

of restricted facilities and acts of terrorism. 

 

‘The Ugly’ is the security user; but with a little twist: ‘The Ugly’ is not an outsider but an 

insider, the security user who wishes to prevent and mitigate potential threats to facilities 

and individuals. 

 

This study concludes that with the pressure to change, the intense drive for IT 

convergence in the physical security industry does not come from a single force or from 

one direction.  

 

The pressure to converge security to IT comes from three directions: the requirements of 

security users; the needs of security providers to satisfy users; and the constant, 

impending and innovative threats offered by Gen Y. 
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Figure 19: The Three Forces of Change 

 

9.8.5 Gen Y are the Threat 

The world is a stage, and Gen Y will be the academy award-winning actors and actresses 

of the next five to ten years. Gen Y have already proven their prowess in understanding 

technology and using it both to develop innovative ways of using technology and, more 

sinisterly, to launch creative attacks that cannot be anticipated.   

 

There is the immense danger that differences in ideology and psychology may lead to the 

use of technology to cause harm, to destroy, to disrupt, and to kill. Even in this, Gen Y 

perpetrators desire their attack system to be simple to use, quick to deploy from anywhere 

and wirelessly connected at all times. The responses to such danger are the determinants 

that drive technology adoption. 
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9.8.6 Gen Y Rule the Market 

Whether mitigating threats in hindsight or installing security as a precautionary measure, 

Gen Y demand security systems to perform in ways that can overcome threats past, 

present and, hopefully, future. Such an impossible demand forces IT convergence with 

security systems.  

 

Gen Y will insist that security systems be easy to use, connect seamlessly between 

wireless and wired Internet all the time, offer features that can be added or scaled up 

according to user volume, be available on portable devices with long battery life, and 

most of all be within financial reach. 

 

9.8.7 Gen Y are the Security Providers 

This study commenced with the theory that IT companies embraced IT to penetrate the 

security industry and seek wealth. The motivation behind such a move appeared to be a 

response to commercial survivability in changing market conditions.  

 

This study confirms that this is a necessary move for IT companies in the next five or ten 

year’ because IT and security share a common foundation, because Gen Y command a 

sizeable market representing a staggering 34% of the world’s population who know, use, 

and exploit technology, and because the convergence of technology, people, and 

processes is currently the best perceived way to combat future threats. 

 

 



 

293 

9.9 Summary, Further Observations and Future Research 

Baby Boomers, the television generation that grew up in the era of the Korean and 

Vietnam Wars, invented (Dornberger 1954) and deployed the first commercial electronic 

security surveillance systems in 1973 (Yesil 2006). 

 

Gen Y are the mobile phone generation (Koivusilta, Lintonen & Rimpel 2005); for them, 

news travels as quickly as it happens, via SMS, Facebook, Twitter and popular social 

network sites like Sina Weibo.27  

 

Their enthusiastic embrace of IT and ICT has led to enormous developments in security 

convergence in hardware, software and even business models. The Impact of Gen Y on 

the security business is intense and far from over.  

 

Because Gen Y malefactors can design rapid attacks using technology, Gen Y users want 

equally fast, reliable protection anywhere, all the time. Gen Y security providers can only 

satisfy such users’ needs by being innovative in their use of use technology. Adoption of 

this new security technology is summarised in Table 55. 

 

 

                                                 
27 Weibo is a China-based micro blog site launched in 2009. At Feb 2012, it boasted a user base of 300 

million registered users. 
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Table 53: Security Features Now and in the Next Five to Ten Years 

Now State Future State 

‘Old School’ 
Security Features 

Demands from clientele 
(predominantly Gen Y) 

PU PEOU 

Standalone 
systems. May not 
have ability to 
connect to the 
Internet 

Must be connected to 
the Internet (mobile 
broadband and fixed 
broadband) at all times  

Useful in work Flexible 

‘If it ain’t broken, 
don’t fix it’ 
attitude. 

‘Get it done’ attitude 

Accomplish 
task quickly 

Effective 

Controllable 

Information are 
kept as closely 
guarded  trade 
‘secret’ known only 
to the experienced 
employee or within 
the IN group. Such 
information are 
lost when 
employee leaves 

Sharing of news, 
knowledge and 
collaborative work over 
network (similar to 
social media sites) 

Easy to learn 

Make job 
easier 

Clear and 
understandable 

Work is work. 
Mixing play and work; 
or work is play 

Make job 
easier 

Easy to use 

Make job easier 

Easy to become 
skilful 

Face time is 
personalized 
service that builds 
rapport, trust and 
loyalty.  However, 
can be time 
consuming. 

Fast efficient online 
service (less face time 
needed) and affordable 

Improved 
performance 

Improved 
productivity 

Easy to become 
useful 
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Gen Z, the offspring of Gen Y, are the Internet generation—the World Wide Web 

generation (William & Neil 1991). It may, in turn, redefine and transform the electronic 

security systems modified and invented by its parent, Gen Y. Born in the mid-1990s to 

late 2000s (Levickaitė 2010). 

 

Gen Z are true digital natives: not only technologically savvy but also technologically 

literate. Gen Z members, like their parents, can multi-task, and value speed over accuracy 

(Levickaitė 2010). It would be interesting to trace how each generation improves on what 

the previous generation has done and, based on the themes, motivations and habits of each 

new generation, how they will influence the landscape of electronic security systems 

beyond 2020. 
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Appendix B: Survey Form—Delphi Round One. 
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Appendix C: Survey Form - Delphi Round Two 
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Appendix D: Drivers for IT Companies to penetrate Security 

Market 

Title of Article Author/s Summary of Drivers 

‘GE Security 
Business Bolsters 
IT Team’ 

(2005)  ‘The continued convergence of physical 
security with information technology, 
including the drive to IP-based surveillance, 
creates a need for new knowledge and skills 
on the part of the dealers and integrators’ 
(Jim Clark, VP Global Sales & Marketing) 

‘Research and 
Markets; Rising 
Security 
Concerns and 
Concept of 
Security 
Promotes 
Convergence of 
IP with Physical 
Security’ 

(2008)  Customers seek one-stop solutions and 
understood benefits from integrated 
solutions 

 Customers want integrated solutions 

 Customers do not want proprietary products 

 Customers expect the same level of service as 
with IT 

‘Security 
Convergence’ 

(Hoffman 
2006) 

 Government regulations drive convergence 
just like the Sarbanes-Oxley Act, 200228 that 
was introduced in the US after the Enron 
scandal 

‘Surveying 
Trends in the 
Security 
Integration 
Market’ 

(Clark 2005)  Sophisticated users are demanding 
converged solutions 

 Customers and manufacturers are investing 
in newer, scalable security technologies and 
hardware 

 Customers want tried and tested, branded 
PACS and systems 

 Customers expect a good price, free trials 
and lists of iconic projects before their 
purchase is made 

 Customers want non-proprietary equipment 
and solutions 

 Customers desire one network that does 
surveillance, access control, intruder 

                                                 
28 The Sarbanes-Oxley Act, 2002, US, is also known as the Public Company Accounting Reform and 

Investor Protection Act. 
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Title of Article Author/s Summary of Drivers 

detection in addition to the usual data and 
voice needs 

‘The Battle for 
Network 
Bandwidth’ 

(Bernard 

2008) 

 Surveillance requires the most significant 
input from IT 

 Surveillance needs bandwidth, IP and mobile 
devices to effectively make it work 

 IT needs video specialists at the same time 

‘The Business of 
Security Systems 
Integration’ 

(Homet 

2006)  

 The increasing need to sell security concepts 
to IT managers 

 Security customers do not want proprietary 
products so that they are not ‘blackmailed’ 

 Security customers desire services and 
maintenance where big and small firm has 
the ability to perform 

 Increasing willingness for IT and security 
companies to collaborate and mutually 
served customers 

‘The 
Convergence of 
Physical and 
Electronic 
Security’ 

(Jones 2006)  High adoption rate of everyday mobile 
devices and laptops drives convergence 

 Security personnel have desire to be trained 
in IT networking skills 

 Logical security infrastructure needs 
electronic security measures 

 The process and policies will reduce error to 
enforce greater protection 

 Abnormalities will trigger alarm that in turn 
ignites a barrage of emails and SMS to alert 
for intrusions 

 Plenty of similarities: firewall in logical 
security is perimeter defence in physical 
security; web log-in to gain access to network 
is similar to identity authentication for access 
control 

‘The Genesis of 
Security’ 

(Ajay 2007)  The ability to work across platforms, 
applications via disparate networks 

 Put in place policies and procedures to 
reduce human error for the safety of human 
lives, data and assets 

 The need to comply to government policies, 
terms and regulations 
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Title of Article Author/s Summary of Drivers 

The Road to 
Convergence—
Challenging 
Times Ahead! 

(Frost & 

Sullivan 

2007) 

 Corporate security services such as 
surveillance, fraud detection and access 
control are increasingly database driven and 
network delivered, thus leading to IP 
becoming ever more tightly woven with 
physical security 

‘Time & 
Attendance 
Systems Offer 
New 
Opportunities 
for System 
Integrators’ 

(Engebretson 

2006) 

 ‘A much needed solution to eliminate buddy 
punching’. 

 IT solutions make possible payroll 
management and employee control 

‘Twins—Physical 
and Logical—
Depend on Each 
Other’ 

(2007)  Protection of data, human lives and assets 
requires that access control be tied up to IT 
infrastructures 

 An employee needs to use the network ID to 
correlate to have access to the control 
management system  

‘Using Service 
Level 
Agreements for 
IT’ 

(Ray 2007c)  Security customers demand the same level of 
customer service as in IT maintenance 

‘What’s Driving 
the 
Convergence?’ 

(Cation 

2005) 

 Government pushed initiative with incentives 

 The desire to maximise efficiency and 
performance of both new and legacy systems 

 Too many disparate and proprietary security 
hardware, systems and solutions—very costly 
to manage and maintain 

 Desire for reliability, availability, and 
scalability 

 Smart devices need information; IT fulfils that 
role 

 An integrated security and IT solutions also 
manage and mitigate internal threats 

‘Welcome to the 
IP-Centric World’ 

(Gompers 

2005) 

 Affordable IP communications and lower 
costs of bandwidth improve the state of 
video compression technology 

 IT and security shares the same customer 
base 
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Title of Article Author/s Summary of Drivers 

 Access control is also time and attendance—
for payroll management 

 Users desire simple, easy to use solutions, 
and manufacturers enhance the utility of 
their appliances 

 Integrated IP-based security is not only more 
robust; it enhances business operational 
efficiency 

 Security management systems need the 
same certification as in logical security 

 Security is an increasingly technology-driven 
market; ICT participation is a critical success 
factor 

 Government policies gazette certification to 
renew licences 

‘What 
Differentiates 
Your Firm?’ 

(Robison 

2007) 

 Declining markets and a quest for more 
channels pushes ICT companies to seek 
wealth in the security business 

 Security products are being evaluated by IT 
heads to determine the fit of the application 
and ability to integrate seamlessly to existing 
networks 

 Big boys such as Cisco, IBM and GE are in this 
game 

‘Why Can’t We 

Be Friends?’  

(Gager 

2008b) 

 IT is a commodity, and less profitable when 
compared with security 

 Security has more margin than IT networking 

 IT-enabled surveillance solutions attract 
higher-paying customers 

 IT skill sets are complex and have competitive 
advantage over traditional security 
businesses 

 IT companies can learn security processes 
and policies from security players 

 Security is about solutions; IT is about 
provisioning—hence, it has a competitive 
advantage 
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Appendix E: Summary of Benefits Resulting from 

Convergence 

Name of Article Author Summary of Benefits 

‘Biometrics Bridges 
Physical, Logical 
Security’ 

(Zalud 2008)  Convergence increases security, reduces 
redundancies and creates complete audit 
trails 

 Convergence enables complete audit 
trail tracking who, what, why, when and 
where 

‘Cisco Systems 
Industry Model’ 

(Dunkel 

2008a) 

 A holistic security and IT operation 
enables business continuity and 
operational efficiency 

‘Everything Wired 
Must Converge’ 

(Elliott 1997)  The fusion of IT and security networks 
boosts productivity, saves money and 
increases operational efficiency 

‘From Convergence 
to Collaboration’ 

(Walton 

2006) 

 Convergence solutions bring costs down; 
also deliver additional business values 

‘From Door to Data’ 
(Gager 

2008a) 

 Benefit derived from a single sign-on 
capability reduces costs of maintenance, 
and maintaining two databases 

 Eliminates wrong or dual data entry 

 Expediently grants or restricts physical 
staff movement and data access to the 
network 
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Name of Article Author Summary of Benefits 

‘IT and Physical 
Security: A 
Welcomed 
Partnership?’ 

(2008)  ‘The convergence of physical and 
traditional IT systems can provide 
compelling security benefits for an 
enterprise’ (Mark Diodati, Identity and 
Privacy Strategies, Senior analyst with 
Burton Group) 

‘Leaders in the 
Security 
Convergence’ 

(Brady 2007)  Enhanced ability to mitigate and control 
risks 

 Expedient access to information from 
one central system facilitating fast 
intelligence response 

 Consolidation of corporate resource 
reduces costs and improves security 

‘The Next Wave of 
Integration: IP as a 
Backbone for 
Systems 
Convergence’ 

(Freschi 
2007) 

 A converged network provides real-time 
situation awareness that saves human 
lives, data and assets 

 Converged networks also translate to 
operational efficiency and make possible 
customer-centralised control of security, 
building and IT equipment in one 
seamless network 

‘Welcome to 
Convergence—
Surviving the Next 
Platform Change’ 

(Miller, 
Levine & 
Bates 2005) 

 Unified network, increased performance, 
enhanced capability 

 Better customer service around the clock 
across expansive geographical space 

 Convergence results in giving more for 
less; a competitive advantage that 
cannot be ignored 

 Convergence will change internal 
support structure, operations and 
management 

‘When to Make the 

Move’ 

(Ray 2007d)  During IT infrastructure upgrades, 
surveillance and access control can be 
upgraded at the same time 
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Name of Article Author Summary of Benefits 

 Building facility should be planned and 
incorporated with both IT and security 
infrastructure at the same time 

 IT security mandate is also physical 
security mandate, e.g. video archive 
must be kept in data centres for 
redundancy and availability 
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Appendix F: Inhibitors of Convergence 

Article Author  Summary of Inhibitors 

‘First Convergence 
Casualty’ 

 

(Hunt 2007)  Customer will not accept 
converged solution if the 
‘convergence’ attitudes are not 
there 

Integration of ‘ Security 
Technologies Will Help Asia 
Pacific Authorities to 
Execute Effective Solutions 
without Compromising 
Efficiency’ 

(Research and 
Markets 
2008) 

 Lack of awareness of security 
technology hinders adoption 

 Constant change in government 
regulations hinders adoption of 
newer security technology. 

‘IT and Physical Security: A 
Welcomed Partnership?’ 

(2008)  Turf control, complexity and skills 
needed to handle multiple 
discipline 

 Budget conflict, compatibility 
across groups 

 Lack of technical platform 

 Expanding privacy laws 

 Weak IT backbone, uncommon 
protocols 

‘Lessons Learned: Physical 
Security & IT Collaboration’ 

(Ray 2007a)  Successful convergence needs 
process 

 Security measures must be 
aligned with the business. 
Security has a costs 

‘Let’s Get Real about 
Convergence’ 

(2007)  Lack of IT training. 

 Lack of IT skill set is a problem. 

‘PhysicaLogical’ 

 

(Forristal 

2006) 

 Cultural clash: IT and security 
want differing type of database 

 IT do not share network 

 IT perceive loss of job and power 
when ICT converged with security 

‘Physical & Logical 
Integration Makes Sense, 
But is Still Hindered by Lack 
of Standards’. 

(Engebretson 
2005) 

 Lack of standards is the main 
stumbling block to convergence. 

‘Research and Markets; 
Rising Security Concerns 
and Concept of Security 

(2008)  One-stop solutions are expensive 
and platforms are fragmented 
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Article Author  Summary of Inhibitors 

Promotes Convergence of 
IP with Physical Security’  

 Requires superior customer 
service and technical know-how 
to serve one integrated 
environment 

‘Security Convergence’ (Hoffman 
2006) 

 IT likes to play with new 
technology 

 Security likes proven solutions 

‘Security Gets Physical’ (Roberts 
2007) 

 Cultural clash between IT and 
security department 

‘Security: The Big Picture’ (Scanlon 
2006) 

 Security is about man, method 
and machine 

 Must have both IT and security 
skill sets to be successful 

‘Survey Shows Increase in 
Physical IT Security 
Convergence’ 

 

(Jenna 2008)  Vulnerability in IT networks 
deters convergence 

 Turf control (IT vs. security dept.) 

 Complex skill sets 

 Differences in technical platform 

‘The Progression of 
Convergence: Trends and 
Tactics’ 

(Beaver 2007)  Requires a top-down approach 

 IT is daily routine 

 Security is about pre-empting 
attack 

 Strong security environment is 
about man, machine and method 

 IT network could be the weakest 
link in security management 

‘Why the Internet Only Just 
Works’ 

(Handley 
2006) 

 Issues of costly bandwidth 

 Issues of backward compatibility 

 Issues of network security and 
spam reduce confidence, alleviate 
risk perception 

 Multiple architecture layer causes 
delay, congestion and disruption 

 Issues of slow routing and high 
availability for response 

 Issues of running out of IPs 

 Ease of small fragmented network 
versus one huge ‘skynet’ 
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Article Author  Summary of Inhibitors 

 Routing was with one vendor, 
hence ‘one platform’. 

 Scaling was an issue, possibility of 
meltdown. 

‘Your Top 5 Convergence 
Challenges’ 

 

(Ray 2007e)  Equipment is not ubiquitous 

 Differing skill sets 

 Management’s lack of knowledge 
in this subject 

 There are no standards in 
protocol, architecture and 
platform in PACS 
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Appendix G: Merger, Acquisition and Alliances with Security 

Company 

Name of Article Author  Summary of Alliances 

‘ASSA ABLOY Joins 
with Cisco to Offer 
Physical/Logical 
Access’ 

(McFadden 
2006) 

 Intelligent doorways integrated 
with IT network 

‘AXIS 
Communications; Axis, 
Bosch and Sony 
Announce Open 
Network Video 
Interface Forum 
ONVIF’ 

(Axis 
Communications 
2008) 

 Creates open platform for 
interoperability of security devices 
and solutions resulting in more 
cost-effective, flexible solutions, 
reduced risk and increased market 
opportunities 

AXIS and HID Partner 
to Enable Effective 
Integration between 
Network Video and 
Access Control 
Systems 

(Axis 
Communications 
2005) 

 Developed open standard, 
integrated network video and 
access control interface and 
protocols 

‘Cisco and the Great 
Drive to Convergence’ 

(Galvin 2008)  IBM, EMC and HP have products 
that address the security market 

 Cisco has track record in 
convergence of technology and has 
set standard; it can do the same for 
the security market 

 Cisco acquires BroadWare 
Technologies—platform for video 
management 

 Cisco is the platform for building 
intelligence, VoIP, security and 
other business systems 

 Creation of standards for 
interoperability for all PACS 

 Security systems will leap from 
costs centre to value generation as 
they are integrated with enterprise 
business functions such as POS, 
building control and enterprise 
resource planning systems 
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Name of Article Author  Summary of Alliances 

‘Cisco, Welcome to 
our World!’ 

(Lasky 2006a)  Cisco acquired SyPixx to enter 
security market 

 Industry welcomes the move 
because Cisco has the capability to 
influence open platform 
architecture; the security market is 
currently fragmented and has 
proprietary hardware and solutions  

CommScope and Axis 
Communications Form 
Alliance 

(CommScope 
2007) 

 Enhanced intelligence building 
network systems with video 
surveillance capability 

 Building automation and safety and 
surveillance all converged into one 
infrastructure 

‘Honeywell and 
Imprivata Team Up in 
Convergence 
Endeavor’ 

(2007)  The solution combines Honeywell’s 
Prowatch physical access control 
systems with Imprivata’s Onesign  

 Physical/Logical location-based 
solution; based on an individual’s 
credential, the combined solution 
will enable the organisation to 
grant or restrict access to physical 
locations, IT networks and 
applications on the intranet 

‘Physical Security Gets 
Logical’ 

(Lasky 2006b)  GE Security infrastructure 
collaborates with Sun 
Microsystems 

‘Quantum Secure 
Expands Partner 
Business with Oracle, 
Sun Microsystems, 
ActivIdentity, Johnson 
Controls & Tech 
Systems’ 

(Greenberg 
2007) 

 Quantum, a leader in physical and 
IT security identity convergence 
expanded its partner network to 
include Oracle, Sun Microsystems, 
ActivIdentity to deliver end-to-end 
identity and access management 
solutions 

‘Video Security Adds IT 
Smarts’ 

(Greenemeier 
2006) 

 Traditional security is purely about 
storage 

 Cisco Systems acquired SyPixx 
networks to analyse surveillance 
video archive 

 Motorola bought A4Vision to 
deliver biometric solutions over the 
air 
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Name of Article Author  Summary of Alliances 

 Courier software house bought 
voice recognition technology to 
deliver voice biometric security 
solutions 

 Exact Technology featured an 
integrated surveillance and access 
control solution 

 To remote share and store critical 
security video footage 

 Allows analog video signal to be 
transmitted over digital network 
using a video encoder 

 Tag alarms to email and SMS alert 

 IT-enabled solutions make 
possibility of facial recognition and 
capturing of data in poor lighting 
conditions 
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Appendix H: Information Letter 
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Appendix I: Interview Consent Form 
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Appendix J: Terms and Definitions 

 
For the purpose of this study, the following terms are defined as follows:  

Terms Definitions 

Access control system 
- ACS Techopedia 
(2013) 

Largely refers to hardware and software that permits or 
restrict movement or access to premises or resources. 
Permission to access these premises or resources is 
known as authorization. 

Digital Video 
Recorder 

Its hardware and software in one package that records 
surveillance video in a digital format to a disk drive, SSD 
or other local networked storage 

Electronic security 
system 

CCTV and/or surveillance, access control systems, 
intruder detection systems, and time and attendance 
systems. 

ESS2010 Electronic security systems that are non-web-based and 
use ‘old economy’ connectivity protocols such as RS485 
and RS232. 

Firewall Hardware or software that is a component of the IT 
network designed to block and deter unauthorised users 
from access the IT network 

Information and 
Communication 
Technologies 

Computer Technologies that support data and 
information processing, storage and analysis, as well as 
data and information transmission and communication, 
via the Internet and other IT means. 

Internet protocol (IP) 
camera or network 
camera 

Security camera that is connected to a local area network 
(LAN) or wide area network (WAN) riding on the Internet 
infrastructures. Network cameras delivers surveillance 
footage remotely and uses Network Video Recorder 
instead of a Digital Video Recorder 

Intruder Detection 
System 

Electronic security system that is designed to detect, 
deter and deny intrusion by unauthorised personnel to 
premises 

Network Video 
Recorder (NVR) 

A software program that records surveillance video in a 
digital format to a disk drive (SD Memory card, disk drive, 
USB flash drive).  NVR is largely a software, not a 
hardware 
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Terms Definitions 

Security Convergence 

(Eisner 2011) 

An integral part of Risk Management Program. Security 
Convergence encapsulates both IT security and Physical 
Security in one environment. 

Security System A collective term that refers to surveillance, Access 
Control systems, Intruder detection systems and time 
and attendance systems. 

Surveillance A collective term that refers to closed-circuit TV or CCTV; 
digital video recorders (DVRs)—an embedded recorder 
that looks like a CD player with user friendly operating 
buttons; and network video recorders (NVR)—feels and 
works very much like a PC but is primarily designed for 
the purpose of recording video footage from the CCTV 
networks. 

Time and attendance 
(TA) solutions and 
hardware 

Hardware can be in the form of card readers, biometrics, 
using (personal identification number (PIN) or a 
combination of all or any of the said features for purpose 
of capturing time to process payroll and to assist in the 
implementation of workforce management solutions. 

Users Home and enterprise users that require the installation 
of security equipment. 

Video content 
analysis (VCA). 

Software that works with surveillance equipment to 
study scenery with pre-programmed algorithm and to 
take the appropriate action, such as triggering alarm, 
sending email and SMS, when behaviour, movement or 
placement of objects are diagnosed as unacceptable or 
abnormal. VCA is designed to analyse people, moving 
assets, tracking of objects while ignoring changes and 
events in the background or the environment 
automatically without human intervention, thus 
enhancing efficiency and diligence when correctly and 
appropriately calibrated 

Voice over Internet 
protocol (VoIP). 

A product that evolved from the convergence of ICT to 
the telecommunication industry. This is the free or more 
affordable version of international direct dialling (IDD) 
calls. SKYPE offers excellent VoIP services worldwide. 
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Appendix K: Delphi Study Milestones 

 

Pilot Study – 03 July, 2011 

A total of three experts participated in the pilot study. The panel of experts comprising of 

two Baby Boomers and one Gen Y member gave valuable feedback to improve the clarity 

of the questionnaire for Delphi Round One. 

 

Delphi Round One—29 Oct 2011 to 25 Feb 2012 

Of the fifteen experts identified for the study only seven committed to participate in the 

Delphi study. Analysis of the data took almost two months from 15 December 2011 to 25 

February 2012. Keywords captured were classified into themes that helped determine the 

design for Delphi Round Two. 

 

Delphi Round Two—28 March to 10 September, 2012 

Delphi Round Two commenced on 28 March 2012 and ended on 10 September 2012. 

This was the final round since, consensus was achieved at this stage. A third round of 

Delphi Study was deemed unnecessary. 

 

Writing the report—28 September 2012 to 15 March 2014 

Between the writing of the report, the researcher took approved leave to sort out his 

finances after losing his job. The researcher had to juggle portfolio consultancy work in 

between and also complete the thesis. However, his supervisor, Prof Goldschmidt, 

continued to encourage and guide the researcher to complete this journey. 

 




