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ABSTRACT 
 
As an addition to the more traditional methods 
focussing on error prevention, methods aiming at 
optimising the possibility of recovery after an 
initial failure has occurred, will provide 
promising new ways to improve system safety 
and reliability. In order to develop such methods, 
insight is needed in the mechanisms of recovery 
and the factors  that influence recovery 
possibility. So far only a limited amount of 
research findings and publications is available in 
the domain of failure recovery. In this paper the 
preliminary findings are presented of an 
empirical comparison of two initially identified 
recovery process models, based on near miss and 
incident data from the chemical process industry 
in the Netherlands. Based on conclusions from 
this comparison and insights gained from the 
collected near miss and incident data and the 
literature survey, requirements are formulated for 
a model of the complete recovery process and a 
taxonomy of recovery influencing factors. 
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INTRODUCTION 
 
While the negative role a human operator can 
play in overall system performance has long 
been recognised in safety and reliability 
management, as can be seen from the vast 

amounts of research focussed on human error 
and its prevention, relatively little attention has 
been given to understanding the positive role that 
the same human operator can have in returning a 
system to its normal and safe state after a failure 
has occurred. In most cases, after an initial error 
(human failure) or other type of failure has 
occurred, there is still a chance to recover from 
the failure through the timely and effective 
application of countermeasures. The aim of these 
countermeasures is to avoid the negative 
consequences to which the failure would 
otherwise lead. Depending on their effectiveness 
and timeliness, the countermeasures can be 
completely successful or only partially. In the 
first case, a near miss results, whereas in the 
second case, the result is still an accident, but the 
severity of the outcome may well have been 
reduced by the countermeasures. The detection 
that a failure has occurred, combined with 
problem diagnosis and the identification and 
application of countermeasures, is called the 
recovery process. Initial research (e.g. Van der 
Schaaf & Kanse, 2000) focussing on failure 
recovery has shown that especially for 
unforeseen failures, human operators play a very 
important role in the identification and 
application of appropriate countermeasures. 
 
A better understanding of the recovery process 
will provide additional ways to improve system 
safety and reliability, which can be used in 
conjunction with the more traditional methods 
that focus on error prevention. At present 
however, only a few scientific publications exist 
in which the recovery process plays a central 



role. Since the late eighties and early nineties, a 
small number of researchers in the domain of 
human reliability have become aware of the 
importance of understanding the processes 
followed to recover from errors and other 
failures, and the factors that influence these 
processes. The research they performed was 
done both in laboratory settings and sometimes 
also in the real world, in various domains such as 
aviation (Wioland & Amalberti, 1996), human-
computer interaction (Brodbeck et al., 1993; 
Zapf et al, 1994; Frese, 1991; Rizzo et al., 1987; 
Bagnara et al., 1988), hospitals (Edmondson, 
1996), and everyday tasks (Sellen, 1994). 
 
In the recovery process, three phases can be 
distinguished, about which general agreement 
exists among researchers in this domain (e.g. 
Zapf & Reason, 1994, Kontogiannis, 1999; ): 
detection (of the fact that something has gone 
wrong, a failure has occurred), explanation or 
localisation (of the causes of this failure) and 
correction (of the problem through planning and 
execution of countermeasures). Most of the 
existing research has focussed on the detection 
phase (e.g. Sellen, 1994), which is important 
since, after all, no corrective actions will be 
initiated for failures that remain undetected.  
 
This paper is based on the first steps undertaken 
in a PhD research project focussing on the 
recovery process. The overall aim of the research 
project is to gain a more complete insight in the 
recovery process and all the factors influencing 
this process (either in a positive or negative 
manner). Based on these insights, a 
comprehensive model of the recovery process 
and a taxonomy of recovery influencing factors 
will be developed. This model and taxonomy can 
serve as the basis for the development of new, 
additional methods to improve safety, reliability 
and system performance, through which recovery 
will be optimally supported. The first steps of 
this research project include an analysis of 
existing literature in the domain of failure 
recovery, and a pilot case study performed at a 
chemical process plant involving near miss and 
incident data. Based on these initial steps, a 
preliminary recovery process model and 
influencing factors taxonomy will be developed. 
 
Even though the pilot study has not been 
completed yet and the literature survey is 
currently still being extended, some preliminary 
conclusions can already be drawn from the work 
done so far in this research project. In an initial 
literature survey, two quite comprehensive 
models of the recovery process have been found, 
one centred around user strategies in error 

recovery (Kontogiannis , 1999) and another based 
on the Eindhoven Classification Model of 
System Failure (Van der Schaaf, 1992; and later 
version by Van Vuuren, 1998). The purpose of 
this paper is to discuss an empirical comparison 
of these two models and the conclusions thereof. 
This comparison is based on near miss and 
incident data collected during the pilot study at a 
chemical process plant. Incident data about real 
accidents as well as about near misses is included 
in the research project (in the first case any 
attempt at recovery has not been successful). 
 
In the next sections, first the two initially 
identified recovery process models will be 
introduced in more detail. Then the approaches 
used during the pilot study for data collection 
and analysis of near misses and incidents will be 
discussed. After that, some preliminary findings 
based on the collected data will be used to assess 
the applicability of both models, and to identify 
which parts of the models are useful, and which 
parts need further elaboration, for the 
development of a preliminary recovery process 
model and recovery influencing factors 
taxonomy. The last section of this paper will 
contain some concluding remarks regarding the 
need for additional research in the domain of 
failure recovery. 
 
THE USER STRATEGIES IN 
ERROR RECOVERY - MODEL 
 
The user strategies in error recovery – model 
(Kontogiannis, 1999) shows the sequence of the 
error (slips and mistakes are distinguished) itself, 
followed by user strategies in error recovery 
(which are influenced by management and 
workplace factors), which affect the recovery- or 
error handling process phases of detection, 
explanation and correction, finally leading to 
either backward, forward or compensatory 
recovery as the ultimate corrective goal of the 
recovery process. Backward recovery means 
bringing the system back to its state from before 
the error; with forward recovery operators bring 
the system to an intermediate state to buy time in 
order to solve the problem later, and with 
compensatory recovery operators may activate 
redundant equipment to bring the system to the 
state they initially intended. 
 
Based on an elaboration of other researchers’ 
findings combined with insights from his own 
research work, Kontogiannis has produced three 
additional models, one identifying the 
performance stages at which recovery can occur, 
one detailing each of the error handling process 



phases and another detailing the different user 
strategies possible for error recovery. 
The performance stages in which recovery can 
occurs are: 
• The outcome stage, where a mismatch 

between expected effects and observed 
outcomes can trigger error detection. These 
mismatches may be hard to detect as some 
outcomes only occur after a long delay. 

• The execution stage, where errors are 
‘caught-in-the-act’ and subsequently 
corrected. This stage is where recovery from 
slips most likely occurs. 

• The planning stage, when operators 
recognise wrong intentions, or mismatches 
between intentions and plans or procedures 
formulated earlier. This stage is where 
mistakes are recovered. 

 
In line with most other researchers in the domain 
of error or failure recovery, Kontogiannis 
distinguishes three error handling process 
phases: detection, explanation (localisation), and 
correction. He has elaborated a little further on 
each of those phases, identifying for each of the 
phase approaches to be used to ensure successful 
completion of that phase (see table 1). 
 

Detect mismatch between 
expectations and outcomes 
Compare effects of 
equipment failures & self-
produced errors 
Detect mismatch between 
intentions and plans 

Error detection 

Detect mismatch between 
intentions and plans 
Locate error in the 
interpretation of the 
situation 
Locate error in goals or 
plans 

Error explanation 

Locate error in the 
specification of the task 
sequence 
Re-assess situation 
Develop corrective plan Error correction 
Execute corrective plan 

Table 1: Approaches to use per error handling 
process phase (based on Kontogiannis, 1999) 
 
Kontogiannis also proposes a taxonomy of user 
strategies in error recovery, in which he assigns 
error recovery strategies which can be used by 
operators to start the recovery process, into five 
main groups (see table 2). 
 
 

Memory cues Inner feedback 
Action feedback 
Interacting with team 
members External 

communication Adopting multiple 
perspectives 
System error cueing Exploring 

system 
feedback 

Coping with masking effects 

Standard check 
Contingency plans 
Error suspicion & curiosity 
Revision plans 

Planning 
behaviours 

External plan comparison 
Matching familiar error 
patterns Error informed 

strategies Coping with frustrations from 
errors 

Table 2: User strategies in error recovery (based 
on Kontogiannis, 1999) 
 
Through the combination of a main recovery 
process model with more detailed elaborations 
for some of the main model’s components (user 
strategies and error handling process phases), the 
end result is a quite comprehensive recovery 
model. 
 
THE EINDHOVEN 
CLASSIFICATION MODEL OF 
SYSTEM FAILURE 
 
The Eindhoven Classification Model of system 
failure is one of the three main components of 
the risk managment approach named PRISMA 
(Prevention and Recovery Information System 
for Monitoring and Analysis) which has been 
developed by Van der Schaaf (Van der Schaaf, 
1992; 1996). PRISMA’s other two components 
are the causal tree incident description method, 
which precedes the classification component, and 
the classification/action matrix, which follows 
after the classification of the incident’s root 
causes, to suggest optimal countermeasures. 
At the heart of PRISMA lies a simple incident 
causation model (see figure 1) (Van Vuuren, 
1998).  
 
This model shows that when incident 
development cannot be stopped by the system’s 
predetermined barriers and lines of defence, the 
only distinguishing factor between an accident 
and a near mis s is the presence or absence of 
successful ‘accidental’ or unplanned recovery. 
 



Figure 1: Incident causation model 
 
The Eindhoven Classification Model (ECM) of 
system failure (Van der Schaaf, 1992, Van 
Vuuren, 1998) has succeeded so far in modelling 
the failure factors (or root causes) which lead to 
process deviations. Figure 1 shows that three 
broad categories of root causes of incidents and 
accidents may be distinguished: technical, 
organisational and human (operator) failures. 
The ECM breaks each of these three categories 
down into more detail. The different types of 
human failure distinguished in the ECM reflect 
the three levels of a very well-known 
hierarchical model of human behaviour: 
Rasmussen’s SRK model (Rasmussen, 1976). 
The SRK model distinguis hes three levels of 
behaviour, namely skill-based, rule-based and 
knowledge-based. Skill-based behaviour refers to 
routine tasks, requiring little or no conscious 
attention during task performance. During rule-
based behaviour, familiar procedures have to be 
applied to frequent decision-making situations. 
Knowledge-based behaviour refers to task 
situations where more complex problem-solving 
activities have to be performed, for which no 
readily available standard solutions (e.g. rules or 
procedures) exist. At each of these three levels of 
behaviour, errors can be made, all three being 
quite different from each other in nature (Reason, 
1990). Slips and lapses occur most often during 
skill-based behaviour. Slips occur during the 
actual execution of a task: the action itself or 
outcome of the action doesn’t correspond with 
the original intention of the individual 
performing the task. Lapses are the result of 
problems during the storage of an action plan, 
resulting in an error occurring when it is time to 
apply the plan. Mistakes can occur either during 
rule-based behaviour (when an inappropriate, but 
familiar, pre-established plan or procedure is 
selected and applied) or knowledge-based 
behaviour (when no appropriate routine plan is 
available and a plan has to be developed based 
on the knowledge possessed by the individual). 
 

While the causal tree incident description 
component of the PRISMA approach already 
includes the possibility to document, next to 
failure factors, also factors that contributed to 
complete or partial recovery of the failure(s) 
involved in the incident under investigation, the 
ECM-component has so far only been used to 
categorise failure root causes. But initial attempts 
(Van der Schaaf & Kanse, 2000) have already 
indicated that the ECM, at least the main 
categories technical, organisational, and human-
skill, rule - and knowledge-based factors, could 
serve as a basis for the development of a model 
of the recovery process and recovery influencing 
factors, too. A one-on-one match of all the ECM 
subcategories for a taxonomy of recovery 
influencing factors, however, is not very likely. 
At least, more research is needed to identify 
which specific subcategories are most 
appropriate. 
 
THE METHODS USED IN THE 
PILOT STUDY 
 
For the empirical, small scale comparison of the 
two recovery process models that were 
introduced in the two previous sections, a pilot 
case study is currently undertaken in a chemical 
process plant, during which incident and near 
miss data is collected. This chemical process 
plant has succesfully established a near miss 
reporting system which has been operational for 
six years. Via this system, near misses, 
dangerous situations and incidents are reported 
using reporting forms on which time, date, and 
location of the incident, and a few lines 
containing a description of what happened, how 
this could happen, potential consequences, 
actions taken and recommendations are recorded. 
The reports are entered into a computer-based 
incident and near miss database by safety 
department members. This database is also used 
by the safety department to identify areas in need 
of attention, based on the analysis of factors that 
played a role in larger sets of near misses and 
incidents combined over a longer period of time. 
Other examples of the use of this database 
include the assessment of the effects of 
implemented safety measures. Key to the succes 
of this system are the ‘no blame’-culture of this 
company regarding errors, the anonimity of the 
reports once entered into the database, and the 
quick follow-up by the appropriate personnel in 
response to the reports. 
 
The incident/near miss reporting forms which are 
used in this company form the basis for the data 
collection process. Follow-up interviews are held 



with those involved in the incident or near miss 
to obtain additional information. A data 
collection proforma has been developed to use 
for documenting the analysis of the incident or 
near miss. This is to ensure that the same type of 
data is collected for each incident. The proformas 
can be partially completed based on the initial 
incident reporting forms, additional data is added 
afterwards during the interview – so the 
proformas also provide a structure for the follow-
up interviews. The data collection proformas, 
once completed, are reviewed for correctness and 
completeness by the person(s) interviewed plus 
local domain experts. The pilot study will 
include all the reported near misses, incidents 
and accidents with in certain time frame. A target 
amount of at least 30 reports has been set, which 
may be subject to change if this is required to 
increase the variety of types of incidents, with 
regard to for example possible consequences, the 
success or failure of recovery, the amount and 
type of people involved, and time available and 
used for recovery. Because of shift schedules and 
other planning issues, not all the incidents 
reported since the start of the pilot study have 
been followed up with an interview yet. This is 
why no statistics will be given yet regarding for 
instance the relative occurrence of different types 
of recovery, or recovery strategies, and factors 
contributing or hindering recovery. 
 
The recovery process data collection proformas 
have been designed to collect data about 
recovery processes and factors influencing 
recovery. In order to obtain insight in all factors 
that may be relevant for recovery, data is 
recorded about both the events preceding the 
recovery process and the recovery process itself: 
• the preceding failure(s)/error(s) (failure 

process), since it has been indicated that a 
relationship exists between recovery 
influencing factors and human recovery 
behaviour patterns on one hand, and 
preceding failure types on the other (Embrey 
& Lucas, 1988) 

• the functioning (or not) of defences built-in 
in the system 

• the recovery process followed 
• where applicable, the remaining negative 

consequences of the failure(s)/error(s), to 
establish the success of the recovery actions 

• possible consequences if recovery would not 
have been successful, to establish the 
urgency of the need for recovery and the 
importance of recovery. 

 
In the data collection proformas, a distinction is 
made between planned and unplanned 

counteractions applied to avoid negative 
consequences of failures. Some counteractions 
are planned and built-in in the system as 
automatic safety controls, or procedures to 
follow under certain conditions, and so on. These 
counteractions are referred to as defences, or 
barriers. A detailed discussion of barrier systems 
(how the barrier is implemented) and functions 
(what is the aim of the barrier, how does it work) 
is given by Hollnagel (Hollnagel, 1999). For 
those cases where no defences are available or 
when the defences don’t work properly, there is 
still the possibility for unplanned counteractions 
that have not been foreseen in the system. These 
counteractions are referred to as recovery actions 
and form the core of this research project.  
 
The recovery process data collection proforma in 
its current form consists of two parts. The first 
part aims at a description (what, where, when & 
who) of the failure process (initial error(s) or 
failure(s)), the working of possible built-in 
defences, the recovery process followed and if 
relevant, the remaining negative consequences. 
The second part is more analytic in nature and 
focusses on the questions why and how 
surrounding the complete process from initial 
failure(s), through defences and recovery actions, 
to possible remaining negative consequences. 
 
To answer those how and why questions 
regarding the failure and recovery processes, the 
causal tree incident description technique has 
been used, which has successfully been applied 
before (Van Vuuren, 1998; Van der Schaaf, 
1992) for the identification of the root causes in 
failure processes. For the analysis of failures 
(and also for those cases where planned 
counteractions, or defences or barriers failed to 
work), this technique can be applied without 
changes. But for the analysis of the (both 
planned and unplanned parts of) the recovery 
process, an adapted version of the causal tree 
technique has been developed, to avoid 
excluding potentially relevant information about 
timing and sequences of actions and other 
contextual factors which a regular causal tree 
would normally not include. 
 
For the analysis of each of the collected incidents 
and near misses, up to three separate trees have 
been made: one for the failure process, and (to 
keep a clear distinction between planned and 
unplanned counteractions) another for the 
working (if applicable) of built-in defences, and 
finally als o one for the recovery process. The top 
event of the failure tree is the failure or 
problematic situation that has occurred as the end 
result of a combination of causal failure factors. 



The defences, barriers, or planned counteractions 
tree contains a causal tree analysis for why they 
worked or failed to work. In the unplanned 
counteractions or recovery tree, the top event is 
the result of the recovery actions undertaken to 
deal with the consequences of the failure (or 
combination of failures) that has occurred. The 
defences and recovery trees can be combined, 
and the result of the unplanned and planned 
counteractions combined can be completely or 
partially successful, or even unsuccessful. 
The failure and counteractions trees combined 
lead to the complete causal tree for the incident 
on which the analysis has focussed. The top 
event of that causal tree is the remaining 
consequences of the failures that have occurred, 
after the application of defences and recovery 
actions. Depending on how successful the 
counteractions have been in a particular 
situation, the top event of the complete causal 
tree may not even contain any remaining 
negative consequences of the failures any more, 
in which case the top event can be described as 
near miss (plus a very brief explanation of what 
negative failure consequences were just avoided 
and where). 
With regard to cases where well-intended 
counteractions actually do more harm than good, 
where unsuccessful recovery actions actually 
cause additional problems during the incident 
development process, the decision has been 
made that for the sake of a clear distinction 
between recovery actions and failure actions all 
recovery actions, successful or not, have been 
placed in the recovery causal tree. 
To gain insight in the differences between factors 
that influence the detection phase, the 
localisation phase or the correction phase of the 
recovery process, in the causal tree for the 
recovery process in the first level under the top 
event, all three categories of actions (those aimed 
at detection, localisation, or correction) are listed 

separately, in the order in which these phases 
occur in the analysed incident, from left to right. 
In the second level of the recovery causal tree 
and deeper, for each of the distinguished 
recovery actions that correspond with the 
different recovery process phases, the factors that 
contributed to those actions (either to the success 
of those actions or the failing of those actions) 
are identified. This part of the incident analysis 
process will lead to identification of the ‘root 
causes’ of recovery, or the recovery influencing 
factors (either factors that promote recovery or 
that hinder recovery). 
 
An example of the causal trees developed for one 
of the near misses analysed during the pilot study 
is included below. Please note that these trees 
only form part of the recorded data, for example 
factors such as possible failure consequences, 
people involved in each recovery process phase, 
starting time and time used for each recovery 
phase and time elapsed between the failure 
process and the start of the recovery process are 
generally not included (or at least not in great 
detail) in the trees. The incident involves the 
successful, just-in-time avoidance of exposure of 
a contractor working on a maintenance job on the 
plant, to radiation, through effective and timely 
recovery actions performed by another 
contractor. In figure 2 the failure process is 
shown, including the failure of the defences that 
should have prevented persons entering the 
radiation work area. In figure 3 the recovery 
process is shown, where the first unsuccessful 
recovery action and the second, successful 
recovery action happened within a matter of 
seconds, and longer term corrective actions to 
prevent this situation from occurring again have 
been initiated after a more in-depth analysis of 
the incident. 
 

 
 
 
 
 
 
 
 



 

Figure 2: Failure process example 

Figure 3: Recovery process example  
 
IMPLICATIONS OF INSIGHTS 
GAINED SO FAR 
 
Based on insights gained so far during the first 
steps of the research project - even though the 
project has not been completed yet so additional 

findings are likely to follow - a number of 
implications for the development of a model of 
the recovery process and the factors influencing 
this process have already been identified. In this 
section these implications will be discussed and 
they will be used for the evaluation of the 
applicability of both of the initially identifed 



recovery models. An indication will be given 
here of which parts of the models are useful, and 
which parts need further elaboration, for the 
development of a preliminary recovery process 
model and recovery influencing factors 
taxonomy. 
 
An important finding is that the recovery process 
model needs to be flexible with regard to the 
three phases of the recovery process, namely 
detection, localisation and correction. Analysis 
of incident and near miss data in the pilot study 
has shown that the following order of these 
phases is not always the same. In fact, the more 
analytic localisation phase does not necessarily 
occur immediately after detection of a problem. 
Often a quick fix is required to avoid immediate 
consequences, so an initial, short-term correction 
may occur even before an analysis is made of 
possible causes of the detected failure. A more 
in-depth localisation may (or may not!) follow 
when more time is available after the quick fix. 
At that stage, a planning is made for more 
permanent corrections which will be executed on 
the longer term. 
 
The model also needs to provide the possibility 
to cover different kinds of near misses and 
incidents, with varying amounts of time spent on 
and available for the different recovery phases, 
varying possible failure consequences, and 
varying amounts and types of people involved in 
each phase (to establish for example exactly how 
some failures are more likely to be detected by 
others than those involved in the failure process). 
While in the analysed near misses and incidents, 
in the detection phase most often only one person 
was involved, most often more people 
participated in the localisation phase, mostly 
from colleagues from the same operating team. 
Correction, especially long-term correction, often 
involved different people again, like people who 
have to assess the necessity of process changes to 
improve certain situations, and maintenance 
people specialising in specific parts of the 
process installations and - equipment or even 
contractors from outside the organisation who 
can provide specialist skills and tools for certain 
corrective actions. The model needs to able to 
include more actors in the recovery process. 
 
The distinction that has been made during data 
collection in the pilot study, between planned 
and unplanned counteractions, has been useful 
for the identification of those countermeasures 
that were the result of exclusively the 
combination of skills, knowledge and experience 
of human operators, without any contribution of 

or intervention by defences or barriers built-in in 
the system. In many of the analysed incidents 
and near misses, however, a combination of both 
planned counteractions and unplanned 
counteractions played a role. For example 
situations where an alarm given via the process 
control panel triggers corrective actions planned 
and executed by human operators, actions that 
are not prescribed in work instructions but that 
have to be tailored in an ad-hoc manner to the 
specific characteristics of the system status and 
environment at that moment. In such situations 
detection is triggered by planned 
countermeasures (the alarm), but the rest of the 
recovery process relies on unplanned 
counteractions. This leads to the requirement for 
the recovery process model to be able to 
incorporate both types of countermeasures in a 
rather flexible manner, without assigning a fixed 
sequence to them (such as defences first, 
unplanned counteractions only afterwards), while 
still keeping the possibility of differentiating 
between the two types. 
 
Another conclusion that can be drawn based on 
the incident and near miss data analyses so far, 
with regard to the factors that influence the 
recovery process, is that even though some of the 
factors appear to influence each of the recovery 
process phases (such as time available), another 
number of factors are specifically relevant for 
one of the phases, or possibly two, but not all 
phases equally. The way in which feedback is 
presented for example influences observability of 
failures and influences the chance that a failure is 
detected. The localisation phase is influenced by 
the traceability of the preceding failure 
processes, aiming at an explanation for what has 
happened. And the reversability of the system in 
which the human operator performs his job, will 
affect the probability of successful correction 
phase. An overview or taxonomy of the factors 
influencing recovery can either be incorporated 
in the recovery process model or be developed as 
a separate overview, as long as the link between 
type of influencing factor and recovery process 
phase remains visible. 
 
With these requirements in mind, the usability 
and applicability of the two initially identified 
models of the recovery process have been 
evaluated, with the following results: 
 
User strategies in error recovery – model: 
• The model does not really mention a specific 

following order of the three recovery process 
phases, but it doesn’t specifically show that 
different following orders and repetition of a 



phase at a later stage are possible either. It does 
however, via the more detailed model of the 
three recovery process phases, provide in-depth 
insight in important aspects of each of those 
phases. 

• Different types of incidents can be mapped 
onto the main process model but this model 
only includes slips and mistakes, so human 
error, as preceding failure types, no other types 
of failures from which human operators may 
also be able to recover. 

• The main model does not include any 
information with regard to multiple persons 
involved in the recovery process, the more 
detailed model of the user strategies-
component however mentions interaction with 
others and the adoption of multiple 
perspectives (which belong to the category of 
external communications) as possible  
strategies, so the possibility exists to include 
actions from different persons. 

• The model does not explicit ly differentiate 
between planned and unplanned counteractions 
after a failure has occurred and basically just 
focusses on counteractions by human 
operators. 

• The model does not include any insight in 
factors that influence the likelihood of 
successful recovery. 

• The model does not cover the possibility that 
recovery attempts may not be as successful as 
they should have been, so it does not really fit 
for the description of cases where negative 
consequences remain. 

 
Model based on ECM, classification model for 
system failure; 
• The incident causation model that serves as the 

basis for the ECM only includes the entire 
process of recovery, which is not broken down 
into process phases. 

• Different kinds of incidents can be mapped 
onto this incident causation model, even those 
where other types of failure than human 
failures precede the counteractions. 

• No specific attention is given to the possibility 
that more people are involved in the process, 
but the model still fits for those cases where 
more people have played a role. The 
classification model for system failure  
(taxonomy of factors influencing failure) is 
generally applied from the viewpoint of the 
people ‘at the sharp end’, a focus which needs 
to be maintained throughout classification to 
guarantee meaningful outcomes. A similar 
practice may be useful for analysing the 
recovery process. 

• The incident causation model differentiates  
between planned and unplanned counteractions 
after a failure has occurred, but is not flexible 
with regard to the following order of the two 
types of actions. 

• The model has not been developed to 
specifically provide insight in factors that 
influence the likelihood of successful recovery, 
but similar to how the ECM provides a 
taxonomy of failure influencing factors, an 
additional taxonomy for recovery influencing 
factors can be developed.. 

• The model also includes the possibility that 
recovery attempts may not be as successful as 
they should have been, so it also fits fit for the 
description of cases where negative 
consequences remain. 

 
Summarising and comparing the findings of the 
evaluations of the two models which have been 
listed above, the conclusion can be drawn that 
neither of the models completely satisfied the 
requirements that were discussed earlier in this 
section. The best starting place for the 
development of a preliminary model of the 
recovery process and a taxonomy of recovery 
influencing factors, is to combine the strong 
points of the two models. Special attention 
should be given to the identification of different 
categories of recovery influencing factors to 
include in the taxonomy, as both of the models  
do not really provide any useful insights to base 
the development of such a taxonomy  on. 
 
CONCLUSIONS 
 
As was pointed out already in the introduction to 
this paper, both the literature survey and the pilot 
study have not been completed yet. But based on 
insights gained so far during those first steps of 
the research project, some conclusions can 
already been drawn with regard to the need for 
additional research in the domain of failure 
recovery: 
 
Something that may need further clarification 
first, is the position of recovery research-based 
findings in the field of human reliability. While 
the message of this paper clearly is to promote 
recovery as an additional, relatively new way to 
increase system performance, safety and 
reliability, it does not intend to suggest that 
promoting recovery should replace prevention-
based approaches. It should merely serve as an 
addition. After all, as De Keyser already argued 
(De Keyser, 1995), some of the problems of the 
philosophy of focussing on recovery include: 



• The risk of focussing on recover while 
neglecting a human-centred approach from 
the outset. Recovery should not be used only 
to compensate for residual design failures. 

• The risk of overestimating the conditions of 
recovery. In many cases, the responsibility 
for errors is widely distributed, the decision 
process involves many actors, and 
consequences are only observable in the 
long term. Errors can only be recovered in 
systems where all the actors have some 
degree of initiative, and where all the 
various explanations can be discussed. 

• The risk of confusing error and 
responsibility. If the organisational culture 
puts the blame on the person reporting the 
error, there will be a cover-up which hinders 
the error recovery process. 

 
Keeping these warnings in mind, further 
investigation of the recovery process, its 
mechanisms and factors that promote or hinder 
the process, still appears to be a promising 
research area, aiming at the development of 
additional ways to improve system safety and 
reliability. Initial insights in (parts of) the 
recovery process in a variety of settings have 
already been produced by a small number of 
researchers. A truly comprehensive and complete 
model of the recovery process however, 
including an in-depth understanding of all the 
factors that influence recovery (both in a positive 
and a negative manner), still needs to be 
developed. The preliminary model and 
influencing factors taxonomy that will result 
from the pilot study and literature survey in the 
research project described in this paper may 
provide a step in the right direction. 
 
In an attempt to develop the desired 
comprehensive model and understanding, the 
next steps in this research project will aim at 
generalisation of the pilot study’s findings, via 
their application in two very different additional 
domains. In order to achieve general 
applicability and to fine-tune the preliminary 
model and taxonomy, their application in the 
analysis of incidents will not only be done on a 
much wider scale in the chemical industry, but 
also wide-scale and long term applications are 
planned in both the domain of medical errors, 
and the logistics/production planning domain. 
Based on collected incident and near miss data, 
hypotheses will also be formulated, and 
statistically tested, about the existence of certain  
recovery behaviour patterns (or user strategies in 
recovery), and the relationship between failure 

types and consequent recovery possibilities and –
patterns. 
 
Hopefully the insights gained so far via the 
research project described in this paper, and also 
future results of the next phases of this project, 
will both contribute to further theory 
development about failure recovery, and provide 
a basis for the development of tools and 
techniques to assess recovery possibilities and 
promote recovery in working - and everyday 
environments. 
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