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Abstract

It is difficult to assess the security of modern networks because they are
usually dynamic with configuration changes (such as changes in topology,
firewall rules, etc). Graphical security models (e.g., Attack Graphs and At-
tack Trees) are widely used to systematically analyse the security posture
of network systems using security metrics. However, there are problems us-
ing them to assess the security of dynamic networks. First, most models
are unable to capture dynamic changes occurring in the networks over time.
Second, the existing security metrics are not designed for the analysis of dy-
namic networks and hence their effectiveness to the dynamic changes in the
network still remains unclear.
In this paper, we systematically categorise network changes into two cat-
egories (i.e., changes in hosts and changes in edges). We conduct a com-
prehensive analysis to evaluate the effectiveness of security metrics using a
Temporal Hierarchical Attack Representation Model, which can capture and
analyse the changes in the security of network systems. Further, we investi-
gate the varying effects of security metrics when changes are observed in the
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dynamic networks.
Our simulation results show that different security metrics (except the short-
est attack path) have varying security posture changes with respect to changes
in the network (when we introduce time to them). However, none of the secu-
rity metrics consistently changes for all the network changes that we observe
in our scenarios. Hence, the results provide some insights into what secu-
rity metrics can change (accordingly) when a particular network change is
observed. It also provides a foundation for further research in this area.

Keywords: Attack Graphs, Attack Trees, Dynamic Networks, Security
Models, Metrics, Security Assessment

1. Introduction

Modern network technologies are becoming more dynamic with configu-
ration changes. For example, the addition or removal of hosts in a network
changes the information and the attack surface of the network [1]. Conse-
quently, the security posture of the network may change as well (an attack
surface represents the set of vulnerabilities an attacker can exploit to compro-
mise a target network). So, it is important to assess the changes of dynamic
networks in order to understand how the security posture changes.

Graphical security models (GSMs) (e.g., Attack Graphs (AGs) [2, 3] and
Attack Trees (ATs) [4, 5]) are widely applied to systematically assess the secu-
rity of networks, using various security metrics. However, there are problems
in the GSMs being applied to dynamic networks. First, research on GSMs
did not consider how the security assessment can be affected when the net-
work changes. Thus, it becomes difficult to analyse the security of networks
that are dynamic.
Second, previous research assumed that GSMs use static information, e.g.,
the hosts, edges (i.e., links connecting hosts), services running on the hosts,
vulnerabilities, etc. But those components change over time and as such, the
security analysis using those models is only applicable for one particular state
of the network. In addition, the existing security metrics are not capable of
representing the security posture of different states of the dynamic networks,
where state refers to the configurations and settings of the network at a time
t. For example, the probability of an attack success will change as the net-
work topology is reconfigured because the previously identified attack paths
have changed. Hence, it is important to investigate how different security
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metrics are affected by changes in the network, in order to identify which
ones are (not) suitable for dynamic analysis.

The focus of this work is: (1) to use a GSM to capture and model all
possible attack scenarios for dynamic networks, (2) to investigate how differ-
ent security metrics are affected by changes in the network, to identify which
ones are (not) suitable for the analysis of dynamic networks.

In this paper, we use a dynamic GSM, more specifically a Temporal-
Hierarchical Attack Representation Model (T-HARM) [6], in order to cap-
ture and analyse the changes in the security posture of dynamic networks.
By using T-HARM, we can assess the security of the dynamically changing
network with security metrics at different time points. Besides, we can ob-
serve how these security metrics change over the time with respect to changes
in the network.

An earlier version of this paper appeared in [7], and we extend it with
(1) a systematic categorisation of network changes, (2) a formal definition of
the network changes, (3) a comprehensive security analysis with all poten-
tial network changes and (4) a categorisation of the effectiveness of security
metrics with respect to the various changes in the dynamic networks.

The main contributions of this paper are summarised as follows:

• to systematically categorise all potential network changes (Section 4.1);

• to formally define the network changes w.r.t. a T-HARM (Section 4.2);

• to conduct a comprehensive security analysis with all potential changes
in T-HARM (Section 5.4);

• to investigate the effect of the various network changes on the existing
security metrics over time (Section 5.4);

• to categorise the effectiveness of the security metrics w.r.t. the security
changes (Table 8).

The rest of the paper is organised as follows. Section 2 summarises the
related work on the existing GSM approaches for enterprise networks and
existing security metrics. Section 3 summarises the technical background for
the GSM and security metrics used in this study. Section 4 presents the
categorisation of network changes and the formalism of the network changes.
Our system model, attacker model, simulation analysis and results are de-
scribed in Section 5. Section 6 presents the limitations and extensions of our
work. Finally, Section 7 concludes this paper.
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2. Related work

We discuss related work on GSMs and security metrics in this section.

2.1. Graphical Security Models

A GSM is a tool for security assessment of real-life systems [8] (most
popular applications domain is in: Internet attack[9, 10], voting systems
[11, 12], supervisory control and data acquisition systems [13, 14], online
banking systems [15] etc). Our interest is using GSMs for the analysis of
cyber-attack and defence scenarios. We discuss it in two aspects: GSMs for
static networks and GSMs for dynamic networks.

GSMs for static networks: Several papers addressed the problem of
assessing the security of network systems. One of the earlier work is [16]
where an AG is proposed to model computer attacks. In particular, the
AG is used to show all possible sequences of attack steps to gain access to a
target using network reachability information and a set of vulnerability. Some
other graph-based approaches for assessing the security of network systems
include [17, 2, 18, 3, 19, 20, 21] etc. However, analysing all possible sequence
of attack paths using the AG has a scalability problem. As a result, various
work proposed different approaches to improving the scalability of the AG
[22, 23, 24, 25, 3]. For instance, Homer et al. [24] proposed two approaches.
First, they proposed an approach that automatically identifies the portions
of an AG that is not important in understanding the core security problems
and subsequently, removed it. Secondly, they proposed an approach that
grouped similar attack steps which they said it represents the number and
type of security problems. Ingols et al. [26] proposed a Multiple Prerequisite
Attack Graph (MPAG) which grouped multiple subsets of nodes in order to
reduce the size of the AG. Even at that, the generation of the MPAG still
suffers from the scalability problem since modern networks have become very
large and highly dynamic [27].

Another type of the GSMs is the tree-based models such as AT in [28,
29, 30, 5] etc. The AT is a tree-like structure which systematically presents
attack scenario in a network with the target as the root node and the dif-
ferent ways of reaching the target as leaf nodes. They are used to analyse
the security of systems but they cannot be generated from network system
specifications [31] (e.g., using hosts reachability information to know how an
attacker can move from one host to another host (i.e., cannot capture the
attack paths information explicitly)).
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To address these problems, a multi-layer security model named HARM was
proposed by [27] which simplify the evaluation of all possible attack scenar-
ios. In particular, they presented a three-layer HARM where the reachability
of network subnets is captured at the upper layer, the host reachability in-
formation for each subnet is captured in the middle layer (using AG) and
the vulnerability information is captured in the lower layer (using AT). Fur-
ther, they showed that the scalability and the computational complexity is
improved when more layers (hierarchy) are used in the multi-layer HARM.

With respect to our research, the major challenges with the aforemen-
tioned approaches are that, they do not take into account the various changes
that happen in the network for their security analysis. But modern networks
are now dynamic. For instance, a network attack surface changes when a
new host is connected to the network (e.g., bring your own device [32]), up-
date of software vulnerabilities [33], discovery of new vulnerabilities [34, 33],
firewall configuration and settings changed, etc and hence, those GSMs may
not efficiently model and analyse the security of dynamic network since the
attack surface from scenarios may be changing.

GSMs for dynamic networks: There are a few studies focusing on
developing GSMs for assessing the security of dynamic networks. Frigault
et al. [35] proposed a dynamic Bayesian network-based model to capture
the evolving vulnerabilities in a network. It is a theoretical framework and
they expect it to be used for analysing the changing security aspects of a
network. Besides, it is limited to only changes in vulnerabilities as network
changes (e.g., changes in topology) are not taken into account. Another
similar approach is Bayesian AG (BAG) proposed in [25], however, in BAG,
they adopt the idea of Bayesian belief networks and AG to encode different
security conditions and the relationship between the various network states
and the possibility of exploiting those relationships as well. Almohri et al.
[36] presented a success measurement graph model where they analyse the
chances of attacks in the presence of uncertainties and further showed how
to optimally deploy security and service across the dynamic network. In our
previous work [6], we adopted the idea of temporal graphs for the multi-layer
HARM in order to model and analyse the security of dynamic networks. The
model (T-HARM) captures the temporal security change into layers which
thus have scalable properties over other GSMs (as shown in [27]). Here,
we used the T-HARM to carry out a comprehensive assessment of security
metrics in dynamic networks, to be presented in Section 5.4.
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2.2. Security Metrics

Many quantitative security metrics for assessing cybersecurity have been
developed and formalised (a detailed survey of security metrics can be found
in [37, 38]). While these metrics remain useful in assessing the security of
networks, their effectiveness with respect to dynamic changes in the network
is still unclear. Moreover, they did not take into account dynamic changes to
the network. Hence, it is difficult to estimate how the existing metrics will
change as the network changes over time.
Bopche and Mehtre [1] proposed graph distance metrics for dynamic security
analysis, in particular, they used maximum common subgraph and graph edit
distance metric to quantify the distance between a pair of successive AGs,
and they showed that these metrics could capture the changes in the attack
surface of a network. However, these metrics are only used for AGs and
thus, it is still unknown how these metrics will change when used for dy-
namic GSMs and moreover, these metrics cannot leverage the severity value
of a vulnerability which is provided Common Vulnerability Scoring System
(CVSS) [39] to quantify the impact and risk associated with an attack.
In Awan et al.[40], a temporal risk assessment framework is proposed and
validated using a dynamic network data. The authors provided a new def-
inition of risk, taking into account the number of threats associated with
each attack. In their computation, they introduced time unit t in order to
continuously monitor the risk of software applications over time. However, it
is still not clear how the existing metrics (with time unit introduced to them)
will change when network configuration changes and moreover, the focus of
their paper is to find the cyber risk hotspots while our research focused on
assessing the security of dynamic networks.

To investigate the varying effects of existing security metrics when changes
are observed in the network, we conduct various analysis with different types
of changes via the T-HARM. The aim is to assist network/security adminis-
trators with the experimental results to determine the security metric to use
when a particular type of change occurs in a dynamic network.

3. Preliminaries

This section highlights the contribution of the paper, and presents the
technical background for the T-HARM and the formulas of the security met-
rics that were proposed in our previous work [6].
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3.1. Contribution Highlight

Table 1 shows the highlight of the paper, comparing to our previous work
and other related work. O means it is considered, Delta means it is partially
considered, and X means not considered in the work, respectively. In addition
to the contribution highlights, this work extends the experimental analysis
from the previous work by considering classes of network changes, a longer
period of network change observation periods in simulations and addition of
a new security metric PSS as shown in Section 5.4.

Table 1: Contribution Highlights

This work Previous [6] [25] [35] [36]

GSM for dynamic networks O O O O O

Countermeasures O O X X O

Extensive Security Metrics O ∆ X X X

Categorization of Network
Changes

O X X X X

Formalism of Security
Changes

O X X X X

3.2. Dynamic GSM

Dynamic GSMs adjust to changes when changes are observed in the net-
works in order to effectively represent the new security posture. For instance,
the attack surface of a network is frequently changing for a network that sup-
ports “the bring your own device policy” [32, 41] and as a result, dynamic
GSM will need to be adjusted in order to reflect the new security posture of
the network.

Dynamic networks consist of a varying set of hosts and edges (i.e., the
connections between the hosts) over time. In addition, each of the hosts can
have a varying set of vulnerabilities which an attacker can use to compromise
the host over time. We assume the attacker can use the reachability between
hosts to move from one host to another. T-HARM can be used to capture all
the security changes onto two layers: the upper and the lower layer. In the
upper layer, the reachability information of the dynamic hosts is captured
while in the lower layer, the set of vulnerabilities for each host is captured.
Here, we use the definitions of T-HARM proposed in [6] as the dynamic GSM
and add the definition of the HARM at a specific time point (which is one
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snapshot in the T-HARM). We further extend the T-HARM definition by
formalizing the dynamic security changes later in Section 4.2.

3.2.1. Definitions of T-HARM

Given ti (where i = 1, 2, . . . , n), a discrete time in a time window T, we
define the T-HARM as follows.

Definition 1. T-HARM is a 3-tuple T − HARM = (S,H, V ), where S =
{st0 , st1 , . . . , stn} is a set of HARM for each network snapshot at time ti,
H = {h0, h1, . . .} is a set of all hosts in the network, and V = {v0, v1, . . .} is
a set of all vulnerabilities in the network. Hti ⊆ H is a set of hosts only in
the network snapshot at time ti, and Vti ⊆ V is a set of vulnerabilities only
in the network snapshot at time ti.

In addition, the HARM for each discrete time ti is defined as follows.

Definition 2. A HARM at time ti is a 3-tuple sti = (Uti , Lti , Cti), where
Uti is the upper layer (dynamic AG) that models the set of hosts Hti, and
Lti is the lower layer (dynamic ATs) that models the set of vulnerabilities Vti

for each host h ∈ Hti, respectively. The mapping between the upper and the
lower layers is defined as Cti ⊆ {(hj ↔ atti,k)}∀hj ∈ Uti , atti,k ∈ Lti (here,
k = 1, 2, . . . denotes a distinct attack tree atti,k in the lower layer).

We describe the attributes; the set of HARMs S, the set of hosts H, and
the set of vulnerabilities V as follows:

• Each HARM sti∈S has a set of hosts shoststi
⊆Hti , a set of vulnerabilities

svulsti
⊆Vti , a set of metrics smetrics

ti
∈{attack cost, attack risk, ROI, . . .}

(see Section 3.3 for more details), a topology information stopoti ∈{bus, tree,
. . .}.

• Each host hj∈Hti has a set of adjacent hosts hadj
j ⊆Hti , a set of vul-

nerabilities hv
j⊆Vti , and a set of security metrics hmetrics

j ∈{attack cost,
attack risk, ROI, . . .}.

• Each vulnerability vk∈Vti has a privilege level that is acquired by the
attacker after the vulnerability is successfully exploited vprivilegek ∈{root,
user, ...} and a set of security metrics vmetrics

k ∈{attack cost, attack risk,
. . .}.
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Definition 3. A dynamic AG is a directed graph Uti = agti = (Hti , Eti) at
time ti, where Hti is a finite set of hosts and Eti⊆Hti×Hti is a set of edges.
Let Z be a sequence of attacker’s snapshots which include one or multiple
attackers and z∈Z is a sequence of snapshots zt0 , zt1 , ..., ztn, where n is the
total number of snapshots, Z /∈S and Zhosts ∩ Hti = ∅. The representation of
the upper layer is given by Hti⊆S∪Z and Eti⊆(S∪Z)×S.

Definition 4. A dynamic AT is a 5-tuple atti,k=(Ati,k, Bti,k, cti,k, gti,k,
rootti,k), where Lti = {atti,1, atti,2, . . . atti,k, . . .} at time ti. Here, Ati,k ⊆ Vti

is a set of vulnerabilities, Bti,k = {b1
ti,k

, b2
ti,k

, . . .} is a set of gates, cti,k ⊆
{bjti,k → el}∀bjti,k ∈ Bti,k, el ∈ Ati,k∪Bti,k is a mapping of gates to vulnerabil-

ities and other gates, gti,k ⊆ {b
j
ti,k
→{AND,OR}} specifies the type of each

gate, and rootti,k∈Ati,k∪Bti,k is the root node of the atti,k.

The gates {AND,OR} have relationships to vulnerabilities and other
gates that establish the connection cti,k (the vulnerability of a host are com-
bined using AND and OR gates). However, structuring the relationships
between the above components of the AT (i.e., gates and vulnerabilities) are
outside the scope of this paper. The construct of the AT structures can be
found in [42, 43, 44], which can be used to generate ATs used in this paper.

3.3. Definitions and Computations of Security Metrics

Security metrics and GSMs are used to quantitatively analyse the security
of network systems. In the following, we describe the security metrics used
in this study along with the formulas to calculate the metrics.

We collect vulnerabilities from a repository National Vulnerability Database
(NVD) [45]) which contains vulnerabilities and their standardised severity
score. These scores are ranging from 0.0 to 10.0, with 10.0 being the most
severe level. We use the vulnerability impact sub score as the attack impact
metric for each vulnerability (aimv) and based on the vulnerability CVSS
based score (BS) [45] we assign values to the probability of attack success
(prv) and attack cost acv to the vulnerabilities (e.g., in [6]). We list and
describe the notations used in this section in Table 2.

To calculate the metrics, we use T-HARM to find all potential attack
paths over time. The potential attack paths ap are calculated in the upper
layer of T-HARM (the potential attack paths and entry point can change over
time). The host level metrics achti , r

h
ti

, prhti , aim
h
ti

and roahti are calculated from
the lower layer of T-HARM. The metrics NAPti , MoPLti , SDPLti , MAPLti ,
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NMPLti and SAPti [20] are calculated in the the upper layer of the T-HARM
while we calculate the metrics Rti , ACti , Prti , ROAti and PSSti using the
host level metrics in the upper layer. In this paper, we evaluate eleven main
security metrics from [20, 38, 46, 47, 48] and show the metrics and their
formulas in Table 3. For each formula, we introduce the attribute time t so
that we can use it with the T-HARM.
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Table 2: Notations used in the security metrics computation.

Notation Metric

Host level

achti is a host attack cost at ti
rhti is a host attack risk at ti
prhti is the probability of attack success of a host at ti
aimh

ti is a host attack impact at ti
roahti is the return on attack of a host at ti

Attack path level

ap is an attack path which includes a sequence of hosts

acapti is the attack cost on a path at ti
rapti is the attack risk on a path at ti
prapti is the probability of attack success on a path at ti
roaapti is the return on attack on a path at ti

Network level

APti
is all the possible paths from an attacker to a
target for each snapshots at ti. Each ap ∈ APti

f
is a function that identifies the length of the ap
that occurs most frequently

ACti is the cost on attack paths at ti
Rti is the risk on attack paths at ti
ROAti is return on attack paths at ti
Prti is the probability of attack success on paths at ti
SAPti is shortest attack path at ti
NAPti is the number of attack paths at ti
MAPLti is the mean of attack path lengths at ti
SDPLti is the standard deviation of attack path lengths at ti
MoPLti is mode of attack path lengths at ti
NMPLti is the normalised mean of attack path lengths at ti
PSSti is the percentage of severe systems at ti
NSSti is the number of severe systems at ti
TNHti is the total number of network hosts at ti
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Table 3: Formulae for the security metrics

S/N Metrics Formulae

1. Rti
rapti =

∑
h∈ap

prhti × aimh
ti , ap ∈ APti

Rti = max
ap∈APti

rapti

2. ACti
acapti =

∑
h∈ap

achti , ap ∈ APti

ACti = min
ap∈APti

acapti

3. Prti
prapti =

∏
h∈ap

prhti , ap ∈ APti

Prti = max
ap∈APti

prapti

4. ROAti
roaapti =

∑
h∈ap

prhti
×aimh

ti

achti
, ap ∈ APti

ROAti = max
ap∈APti

roaapti

5. SAPti SAPti = min
ap∈APti

|ap|

6. NAPti NAPti = |APti |

7. MAPLti MAPLti =

∑
ap∈APti

|ap|

NAPti

8. SDPLti SDPLti =

√ ∑
ap∈APti

(|ap|−MAPL)2

NAPti

9. MoPLti MoPLti = f
ap∈APti

(|ap|)

10. NMPLti NMPLti =
MAPLti
NAPti

11. PSSti PSSti =
NSSti
TNHti

× 100

4. Proposed Approach

In this section, we propose a categorisation of network changes based on
the causes of configuration changes. Then, we formalise these changes with
regards to changes in security models. Further, we perform a comprehensive
evaluation of the existing security metrics for use in the security analysis
of dynamic networks. We demonstrate a proactive mechanism using the
prioritised set of vulnerabilities (PSV) [34, 7] and a reactive solution using
the isolation of compromised application as a defence mechanism.
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4.1. Categorisation of Network Changes

In networks, there are hosts and edges (i.e., links connecting hosts). For
each host, there are applications and operating system (OS) running on it and
these components are also with vulnerabilities (i.e., security weaknesses) [49].
The security status of the hosts, edges, applications, OSes and vulnerabilities
can be affected by the activities of the users, network administrators and even
other events not under the control of the administrators (e.g., software ageing,
the discovery of a new vulnerability, etc). Hence, the network configuration
is changing continuously.

Here, since changes in network configuration can change the security pos-
ture of networks [1], we identify the causes of network changes and the pos-
sible security changes w.r.t. to a GSM, then categorise the network changes
into two main categories which are; “change in host” and “change in edges
(reachability)” (in Table 4). The possible types of security changes are:

• (1) Addition of host (AN)

• (2) Removal of host (RN)

• (3) Addition of edge (AE)

• (4) Removal of edge (RE)

• (5) Addition of vulnerability (AV) and

• (6) Removal of vulnerability (RV)

Further, we correlate their relationships (i.e., the network changes to the
security changes) and show them in Table 4. For example, the update of a
host software can possibly remove existing vulnerability, remove a connection
(i.e., a reachable attack path), or remove a node from the security model (if
the node has no vulnerability).

4.2. Formalism of Security Changes in T-HARM

We formalise the changes in security with respect to network changes for
T-HARM as follows:

The addition of a host: The addition of hosts increases the number of
host(s) in the network system, which changes both the upper and the lower
layers of sti in the T-HARM. We define those changes as follows.
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Table 4: Categorisation of network changes

Enterprise network changes
Possible change(s)

in GSM

Categories Subcategories

Host

Update software RV, RE, RN

Uninstall software RV, RN, RE

Install software AV, AN, AE

Software turn on \enable AV, AN, AE

Software turn off \disable RV, RN, RE

Edges

(reachability)

Firewall rules change (e.g., addition new rule) AE, RE

Forwarding table change (by SDN) AE, RE

Connection of new host AN, AE, AV

Disconnection of existing host RN, RE, RV

Host turn on AN, AE, AV

Host turn off \failure RN, RE, RV

Definition 5. The addition of a host hj changes the HARM sti= (Uti, Lti,
Cti) to sti+1

= (Uti+1
, Lti+1

, Cti+1
). The HARM upper layer Uti+1

= (Hti+1
, Eti+1

)
has a new set of hosts Hti+1

= Hti ∪ {hj}, and a new set of edges Eti+1
=

Eti ∪ {(hj, hx)}∀hx ∈ hadj
j . The HARM lower layer changes with a new

set of attack trees Lti+1
= Lti ∪ {atti+1,k} | hv

j = Ati+1,k, where atti+1,k is
a new attack tree that captures the vulnerabilities of hj. Lastly, the new
mapping between the upper and the lower layers of the HARM changes to
Cti+1

= Cti ∪ {(hj ↔ atti+1,k)}.

The removal of a host: The removal of hosts reduces the number
of hosts in the network systems. When this happens, the reachability and
vulnerabilities associated with the hosts are removed as well. Thus, the upper
and lower layers of the T-HARM are changed. We define this as follows.

Definition 6. The removal of a host hj changes the HARM sti= (Uti, Lti,
Cti) to sti+1

= (Uti+1
, Lti+1

, Cti+1
). The HARM upper layer Uti+1

= (Hti+1
, Eti+1

)
has a new set of hosts Hti+1

= Hti − {hj}, and a new set of edges Eti+1
=

Eti − {(hj, hx)}∀hx ∈ hadj
j . The HARM lower layer changes with a new set

of attack trees Lti+1
= Lti − {atti,k}, where hj ↔ atti,k. Lastly, the new

mapping between the upper and the lower layers of the HARM changes to
Cti+1

= Cti − {(hj ↔ atti,k)}.
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The addition of a vulnerability: Given a new vulnerability vx, the
AT atti,k of a host hj where hj ↔ atti,k in Cti in the T-HARM at time ti is
changed when a new vulnerability is found for that host. The lower layer is
changed in the HARM, the list of vulnerabilities for the host is updated, and
the set of vulnerabilities at time ti+1 is also updated. We define the addition
of a vulnerability as follows.

Definition 7. The addition of a vulnerability vx changes the AT atti,k of a
host hj with hj ↔ atti,k in Cti and vx ∈ hv

j ⊆ Vti+1
. This changes atti,k

to atti+1,k = (Ati+1,k, Bti+1,k, cti+1,k, gti+1,k, rootti+1,k), where Ati+1,k = Ati,k ∪
{vx} (i.e., vx is added to the set of vulnerabilities), Bti+1,k = Bti,k∪{b

y
ti+1,k
}

∀byti+1,k
→el | el ∈ Ati+1,k∪Bti+1,k (i.e., new gates are added to connect other

vulnerabilities and gates with relation to vx), cti+1,k = cti,k ∪ {b
y
ti+1,k

→ el}
where el ∈ Ati+1,k∪Bti+1,k and el has a relation to vx. gti+1,k = gti,k (i.e.,
unchanged set of gate types). Finally, rootti+1,k = ∈Ati+1,k∪Bti+1,k (i.e., may
have a new root node based on the relationship of vx). A list of vulnerabilities
is updated to Vti+1

= Vti ∪ {vx}.

The removal of a vulnerability: Various event (e.g., applying security
countermeasures, uninstalling a vulnerable application, etc ) change the lower
layer of T-HARM. And as a result, it will need to be updated and we define
this change as:

Definition 8. The removal of a vulnerability vx from a host hj (where hj ↔
atti,k) will change the AT atti,k to atti+1,k = (Ati+1,k, Bti+1,k, cti+1,k, gti+1,k,
rootti+1,k), where Ati+1,k = Ati,k−{vx}, Bti+1,k = Bti,k−{b

y
ti+1,k
} (i.e., if vx is

the only vulnerability associated with the gate), cti+1,k = cti,k −{b
y
ti+1,k

→ el}.
gti+1,k = gti,k (i.e., unchanged set of gate types). Finally, rootti+1,k = rootti,k.
A list of vulnerabilities is updated to Vti+1

= Vti − {vx}.

The addition of an edge: An edge is created when there is a connection
between hosts. Hence, the set of edges is updated when a new connection is
created, and here, only the upper layer of T-HARM is changed. We define
this as:

Definition 9. Given a new connection between hosts hj and hm at time ti+1.
The HARM sti is change to sti+1

= (Uti+1
, Lti+1

, Cti+1
), where the upper layer

Uti+1
= (Hti+1

, Eti+1
) has a new edge such that Eti+1

= Eti ∪ {(hj, hm)},
Hti=Hti+1

. Here, the lower layer Lti+1
= Lti and the mapping between the

upper layer to the lower layer Cti+1
= Cti is unchanged.
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The removal of an edge: Similarly, an edge is removed from hosts
when the reachability between them is disconnected. As a result, only the
upper layer of T-HARM has changed accordingly. We define the removal of
edges as follows.

Definition 10. Given a connection between hosts hj and hm. The HARM
sti is change to sti+1

= (Uti+1
, Lti+1

, Cti+1
), where the upper layer Uti+1

=
(Hti+1

, Eti+1
) is changed such that Eti+1

= Eti − {(hj, hm)} and Hti+1
= Hti.

Here, the lower layer and the mapping between the upper layer to the lower
layer is unchanged (i.e., Lti+1

= Lti and Cti+1
= Cti), respectively.

5. Evaluations and Results

We present the system model and the attacker model in Section 5.1 and
Section 5.2, respectively. In Section 5.3, we show the construction of the
T-HARM for this simulation. In Section 5.4, we present the simulations and
results. The focus of the paper is to investigate the effect of security changes
on the existing security metrics. Our approach is applicable to any type of
dynamic networks.

5.1. System Model

We use the network in Figure 1 as the system model. The network consists
of a Demilitarised Zone (DMZ) and an internal network. The DMZ connects
to the Internet via the external firewall which is configured to allow direct
connections from the Internet only to the DMZ. The internal network is
further divided into two subnets by the internal firewall 1 and firewall 2.
The internal firewall 1 only allows traffic from the DMZ to have access to
ports necessary for the services in the internal network. In the network, the
web servers in the DMZ are allowed to access the Internet while the hosts in
the DMZ are allowed access to the application servers in the internal network
then to the database server. In specific, a remote user cannot have direct
access to the database server. Only the application servers in the internal
network can request data from the database server. Further, there are user
workstations in the internal network (the number of hosts can vary for our
simulation scenarios). In Figure 1, we use the symbol ‘− >’ to indicate the
connections from a host or subnet to another (e.g., A can connect (− >) to
B). Table 5 shows the Operating OSes and services running on the servers
and workstations. In the Table, we denote web server as WS, application
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server as AS, Database server as DB and a user workstation as Useri (where
i = 1, 2, . . . , n).

Figure 1: Configuration of the network.

Table 5: OSes and applications running on hosts.

Host OS Service

WS1 Redhat Enterprise Linux 6 Apache http server 2.4

WS2 Redhat Enterprise Linux 6 Apache http server 2.4

AS1 Windows 10 WebLogic server 12.1

AS2 Redhat Enterprise Linux 6 Apache tomcat 7.0

DB Windows 10 Oracle database 11g

Useri Redhat Enterprise Linux 6 Mozilla firefox 31.1.0

5.2. Attacker Models

Users from the Internet can have access to services in the network. An
attacker can easily access network hosts and compromise them remotely. We
consider a targeted attack scenario in which an attacker is interested in the
DB containing sensitive information. The entry points of the attacker are the
web servers. We assume there is only one attacker and the attacker is located
outside of the network (for example, an outside attacker can come from
the Internet or a partner network linked to the enterprise network such as
customers or vendors). In this model, the attack goal is to escalate privileges
within low privilege account and gain access to administrator rights and
further steal sensitive information.

17



The DB is running the Oracle database that has a forever day vulner-
ability in its current version. The Common Vulnerabilities and Exposures
(CVE) [45] ID for the vulnerability is CVE-2012-1675. It is often unable to
patch the “forever day” vulnerability as the vendor is unlikely to provide the
patch (for example, the service is no longer available or the vendors no longer
support that product) and this vulnerability can be remotely exploited with-
out authentication (i.e., without the need for a username and password) thus
allowing the attacker to gain the root privilege with full control of the DB.
We assume the attacker cannot compromise the target host directly. How-
ever, once the attacker successfully compromises a host, the attacker can gain
the root privilege of the host and subsequently attack the next host in the
network until the target host is reached. Besides, the attacker must combine
the OS and the Oracle database vulnerability in order to have full control of
the target host (i.e., the DB).

5.3. Construction of T-HARM

We use the T-HARM to captures network changes at different times.
We assume a flexible time window, so this is adjusted to different time and
interval as desired (e.g., 1 week or 1 month) thus providing different view
to evaluate the security metrics over time. We show an example T-HARM
in Figure 2 for the network shown in Figure 1 when a new workstation is
connected to the network (i.e., when a change is detected). In the model,
the attacker A is able to reach the DB via DMZ and IN subnet. He is able
to compromise the vulnerabilities for the hosts in the DMZ subnet and also
for the hosts in the IN subnet and finally gain the privilege of the DB.
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(a) T-HARM at t1

(b) T-HARM at t2

Figure 2: The T-HARM for the simulation network (i.e., when a change is detected) with
T = 2.

5.4. Simulations and Results

We conduct experimental analysis via simulations using a T-HARM for
the network changes described in Table 4. To begin with, we map the network
changes w.r.t. to security changes in Table 6 for our simulations.

Simulation Settings: We use the enterprise network in Figure 1 as the
initial network state to conduct different experiments via simulations. For
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Table 6: Simulations: security changes w.r.t. network changes

Changes in security Causes of configurations change
Related

subsection(s)

Addition of vulnerabilities

(1) installation of software 5.4.5
(2) software turned on or enabled 5.4.5
(3) addition of new hosts 5.4.1 (1)
(4) discovery of vulnerabilities 5.4.1 (2)

Removal of vulnerabilities

(1) update of software 5.4.2
(2) uninstallation of software 5.4.4
(3) software turned off or disabled 5.4.4
(4) removal of hosts 5.4.1 (3)

Addition of nodes

(1) addition of hosts 5.4.1 (1)
(2) installation of software 5.4.5
(3) software turned on or enabled 5.4.5
(4) host turned on 5.4.1 (1)

Removal of nodes

(1) removal of hosts 5.4.1 (3)
(2) uninstallation of software 5.4.4, 5.4.2
(3) update of software 5.4.2
(4) software turned off or disabled 5.4.4

Addition of edges

(1) addition of host 5.4.1 (1)
(2) host turn on 5.4.1 (1)
(3) connection of host 5.4.1 (4)
(4) firewall rules changed 5.4.1 (4)
(5) installation of software 5.4.5

Removal of edges

(1) removal of host 5.4.1 (1)
(2) host turned off or failed 5.4.1 (3)
(3) disconnection of host 5.4.1 (3 and 4)
(4) firewall rule changed 5.4.1 (4)
(5) software turned off or disabled 5.4.4

the subsequent states, we introduce various network changes (the changes
are listed in Table 6) and we will describe each of them in the various sce-
narios that they are used. In the simulations, we assume the dynamic host
configuration protocol automatically assign IP address settings to hosts that
are joining the network. Also, users can install software on this hosts and
the software have one or more vulnerability. Among other activities, we
assume the network administrators’ tasks include: administering network se-
curity (e.g., disabling vulnerable hosts, software, etc) and changing of firewall
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rules. We must note that, in the simulation networks, we ensure that there
is always at-least a type of server that is up and running at any time t in
order to guarantee the access of client to the DB (for example, we ensure that
only one of the two web servers (WS1 and WS2) is disconnected or removed
from the network per time). For the vulnerabilities use in the simulations,
we collect them from a repository NVD). In real networks, such information
is collected using scanners (such as Nmap [50], OpenVAS [51], etc).

Next, we construct the T-HARM for the dynamic network using the afore-
mentioned inputs and the attacker model specified in Section 5.2. Then, we
use it to calculate several security metrics in the various scenarios, respec-
tively. Our simulations focus on investigating the varying effects of security
metrics when changes are observed in the network for the following scenar-
ios (such that all the network changes specified in Table 4 are captured and
analysed): (1) Addition of software vulnerabilities, (2) Addition of new hosts
(hosts having vulnerabilities), (3) Software Update (e.g., patching of vulner-
abilities), (4) Disabling application software, (5) Installation of new appli-
cation software, (6) Removal of existing hosts, and (7) Change of firewall
rules.

Simulation results: We use line graphs to present the simulation re-
sults. In the graphs, we present the change of time t on the horizontal axis
and the normalised metric value on the vertical axis. In particular, we use
the metrics summarised in Table 3. We use time with each metric in order
to capture a metric value per time (for instance, the metric R at time ti is
represented as Rti). In our computation, we normalise all the metrics values
(i.e., ranging from 0.0 to 1.0) and we also consider that the attacker can find
multiple attack paths to reach the target at any time.

5.4.1. Summary of previous results

In this section, we summarise the simulation results for the following
scenarios (in relation to Table 4): addition of new hosts, the discovery of
vulnerabilities, removal of hosts and changes of firewall rules as the detailed
discussion of these results were presented in [7]. Moreover, in [7], network
model and attacker model similar to Section 5.1 and Section 5.2 were used,
respectively. Besides, we also perform simulations for these changes w.r.t. the
new security metric PSS, which was not considered in the previous work.
We summarise the results as follows.

1. Addition of new hosts : an incremental addition of hosts to a network
is considered, where the added hosts have similar vulnerabilities to
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the existing hosts in the internal network. The results showed that
MePLti , MoPLti , SDPLti , NAPti and NMPLti change continuously.
On the other hand, Rti , ACti and ROAti only show limited change and
the SAPti and Prti do not change for all the time.

2. Discovery of vulnerabilities : the discovery of vulnerabilities over a 12-
month period was considered. The results showed that Rti , ACti , Prti ,
ROAti change in their values when new vulnerabilities are discovered
for some of the time (which is indicating the changes in security accord-
ingly). However, as the number of vulnerabilities found on each host
becomes large, the values of the metrics become static for the remaining
time. On the other hand, the MePLti , MoPLti , SDPLti , SAPti , NAPti

and NMPLti remain static for all the time.

3. Removal of hosts : we considered the removal of hosts from a network
(e.g., when an existing host disconnects from the network). The results
showed that MePLt, MoPLt, SDPLti , NAPti and NMPLti change in
their values when a host is removed. The Rti , ACti , Prti and ROAti

on the other hand only begin to change when the number of hosts
removed becomes large and when well-connected hosts (e.g., servers)
are disconnected from the network.

4. Change of firewall rules : we reasonably modify existing firewall rules
to observe how the security metrics are affected. The MePLti , MoPLti ,
SDPLti , NAPti and NMPLti change accordingly for each change. While,
the Rti , ACti and ROAti show small changes and SAPti and Prti do not
change for the entire time window.

We present the results for the additions of hosts, the discovery of vulnera-
bilities, removal of hosts and changes in firewall rules over time w.r.t. the
PSS metric in Figure 3. The results show that for the addition and removal
of hosts, the metric PSSti changes continuously; for the discovery of the
vulnerabilities, the metric only changes after t2 and however becomes static
for the remaining time afterwards. This is because at the point t2, all the
network hosts are having severe vulnerabilities which makes the total rate
of a severe system to 100% (so the metric is not changing again). On the
other hand, the PSS metric does not change when the firewall rules change.
This is for the reason that changing the firewall rules only affects the hosts’
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connections but does not affect the number of critical vulnerabilities that are
found on the network hosts.
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Figure 3: changes in PSSti w.r.t. addition of hosts, discovery of vulnerability, removal of
hosts and changes in firewall rules

5.4.2. Scenario I: Software Update

Software vendors tend to actively release updates for their software prod-
ucts and then leave it to the customers to decide whether to apply those soft-
ware corrections or not [52]. The implementation of these updates removes
one or more vulnerabilities from the software and hence, for a networked sys-
tem (where a cyber-attacker uses this weakness to bypass security measures),
the removal of these set of vulnerabilities changes the security posture and
this requires that the network should be re-assessed in order to determine
the new security. At this point, it is our interest to investigate what security
metrics are changing when software are updated over time.

Here, we made the following assumptions: (i) that updates are regularly
performed once per month and (ii) that all updates are tested first in a
pre-production environment before applying to the network devices (hence,
there is no failure during update process). Further, we assume that we know
all the enterprise network vulnerability information for twelve months (this
is because we collected vulnerability data for 12 months (i.e., from April
2015 to March 2016) from the NVD). Additionally, since the organisation
cannot afford to remove all the vulnerabilities due to cost, time, unavailability
of updates and other security policies, we use the risk-based PSV using a
hybrid method to determine what vulnerability to remove first. We perform
simulation using different PSV values (i.e., 50% and 70%), and use only a
PSV value for an entire time window. We plot the results in Figure 4. In
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particular, we plot 50% and 70% in Figure 4(a) and 4(b), 4(c) and 4(d),
respectively.
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(a) PSV at 50%
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(b) PSV at 50%
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(c) PSV at 70%
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(d) PSV at 70%

Figure 4: Change w.r.t. software update

In Figure 4, we use the PSV value of 50% and 70%. The results show
that, increasing the PSV value to 50% do not only changes the set of security
metrics in Figure 4(a) but NAPti and NMPLti as well (in Figure 4(b)). How-
ever, the NAPti and NMPLti only show small change (i.e., between month 8
to month 9) while the other once in 4(b) remain static. When we increase
the PSV value to 70% (in Figure 4(c) and 4(d)), we observe that all metrics
show a significant change in their values for all the months except the SAPti .
The SAPti did not change because the minimum number of hosts along the
attack path for the attacker to reach the target remain the same with the
initial network. This implies that when the values of the PSV are high, all
the security metrics will show a significant change in their values except for
the SAPti .
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Figure 5: Change w.r.t. emergence and patching of vulnerabilities with PSV = 60%, 60%,
80%, 60%, 80%, 90%, 30% , 30%, 70%, 90%, 80% and 80% for month 1 through month
12, respectively

Further, we develop an algorithm based on NAP which selects PSV values
that improve the security of networks over time (i.e., by selecting PSV that
reduces the total number of attack paths). The algorithm selects different
PSV value for each network state based on the number of vulnerabilities that
are found (such that the security is always improved based on the calculation
of NAP metric). Any other security metric can be used with the algorithm.
Our aim is to observe how the security metrics are changing for this case.
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As a result, we perform simulations and use PSV = 60%, 60%, 80%, 60%,
80%, 90%, 30%, 30%, 70%, 90%, 80% and 80% for month 1 through month
12, respectively (which is determine by Algorithm 1). In the algorithm, we
use the following notations:

• PSV : prioritise set of vulnerabilities

• spsvti : a PSV value for sti

• SW : set of PSV value for a time window (spsvti ∈ PV )

• smetric
ti

: a calculated security metric for sti

The Algorithm 1 calculates the PSV value to use for each network state.
First, the initial network state is collected (line 2). Then for each other
network state (line 3), we calculate a metric of interest (here, we use NAP)
for each sti (line 4 and 5). Further, we calculate the PSV (line 7 and 8) and
remove a vulnerability at a time (line 8 and 9). For each of the vulnerability
(v) removed, the metric (sNAP

ti
) is calculated (line 10) until the calculated

sNAP
ti+1

is less than the previous network state (sNAP
ti−1

) in S (line 11 and 12) in
the set of solutions in SW .

We plot the results in Figure 5. From the results, the NAPti , MAPLti ,
MoPLti , SDPLti and NMPLti change progressively and until ‘month 6’ when
there is only an attack path to reach the target host. This is because we
use a ‘forever day’ vulnerability which is not removed by software update
hence, there is always an attack path to reach the target host. Additionally,
we observe that the SAPti remains static for all the time (this is because the
minimum number of hosts along the attack path for the attacker to reach the
target remain the same with the initial network.). On the other hand, the
Rti , ACti , Prti , ROAti , SDPLti and PSSti change progressively as the number
of paths are progressively reduced over time. However, at Rt7 , ACt7 , Prt7 ,
ROAt7 and PSSt7 , the metric start deteriorating but later improve again.
Our manual analysis revealed that even when there is only an attack path to
reach the target host, the Rt7 , ACt7 , Prt7 , ROAt7 and PSSt7 increases (i.e.,
from month 5) because the risk associated to the hosts (e.g., the CVSS BS)
along the attack paths are high during that period, hence the deterioration
in the security from month 7 to month 10 in Figure 5(b).
This implies that improving the security of networks based on PSV can im-
prove network security (as seen in Figure 5(b)). However, improving the
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Algorithm 1: Selecting PSV based on NAP

Data: S
Result: SW

1 begin
2 st0 ← initial network
3 for sti ∈ {st1 , st2 , ..., stn} do
4 NAP = |AP |
5 sNAP

ti
← NAP

6 for V ∈ sti do
7 spsvti ← PSV
8 for each patchable v ∈ spsvti do
9 patch v

10 sNAP
ti+1

← NAP

11 if sNAP
ti+1

< sNAP
ti

and sNAP
ti+1

<= sNAP
ti−1

then
12 append |spsvti | to SW
13 end
14 end
15 end
16 end
17 end

security based on a single metric (e.g., the NAP) may not improve the values
of other security metrics (as seen in Figure 5(a) compared to Figure 5(b)).

In summary, the results showed that all the metrics change significantly
in their value (except SAPti) when the number of vulnerabilities removed is
high.

5.4.3. Scenario II: Addition and removal of connections

Modern networks allow it topology to change by allowing hosts to ran-
domly connect/disconnect to or from each other. For example, users are
allowed to access different resources (database, domain name server, etc)
which in consequence create connections to the new resource or remove from
the previous resource. We simulate this type of networking changes by mod-
ifying the existing network connections (this is also similar to firewall rules
change). We observe the changes in the security metrics and plot the results
in Figure 6.

We observed that Prti and PSSti remain static for all the different changes
that we introduced. PSSti and Prti do not change because the network vulner-
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Figure 6: Addition and removal of edges

ability information does not change from the initial network configurations.
Rti and ROAti only show a change at t4 when a new connection is added,
which as a result create another attack path that happens to be having the
most critical hosts along the path. Thus causing the significant change in Rti

and ROAti for that time. Conversely, in Figure 6(b), all the metrics show
significant changes w.r.t. to the different security changes (accordingly) ex-
cept the SAP .
In summary, the MePLti , MoPLti , SDPLti , SAPti , NAPti and NMPLti change
accordingly for this network change. Rti , ACti and ROAti only show small
change and PSSti and Prti do not change for the entire time window.
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5.4.4. Scenario III: Disabling application software

An unattained vulnerability (e.g., vulnerability in a software that the
vendor are no longer supporting it) can lead to unpredictable outcome and as
such, security administrators need to mitigate the impact of the unattained
vulnerabilities by disabling or turning off the service that is associated to
the vulnerability [49] in order to avoid exposure to different type of cyber-
attack. One way to defend against this type of vulnerability is to disable
the application software on the host machine. In this section, we investigate
how the action of turning off a vulnerable application on a host will change
the various security metrics in a network system. We use the system settings
and configurations from section 5 for this simulation and further, we assume
that there is always one host that is having a non-patchable vulnerability
per time. Hence, we disable only the software for that host per time in the
simulations. To ensure users access to the database, we did not disable the
application on the DB. We plot the results in Figure 7.

In Figure 7(a) and 7(b), the results show that disabling a vulnerable ap-
plication on the user workstations (i.e., User1, User2 and User3) does not
change any of the security metrics whereas, when we disable the applica-
tions on WS1, WS2, AS1 and AS2, the NAPti , MAPLti , MoPLti , SDPLti

and NMPLti change accordingly. Similarly, the Rti , ACti , Prti , ROAti , and
PSSti change as a result of that as well. However, Prti and PSSti do not
change when the vulnerable application on WS1 and WS2 is disabled. On
the other hand, SAPti did not change for all the time. In our observations,
we found that disabling the vulnerable applications on the servers affected
their availability, hence the significant (sharp) change in the metrics values
for most of the time that a server application is disabled. The results of the
simulations presented in Figure 7.

In summary, we observe that disabling a vulnerable application on a
server compared to a user workstation can change the security metrics more
significantly thus the security is improved greatly. This reason is that all
attack paths to reach the target hosts connect to most of the network servers
and therefore, when a security measure is applied on any server, most attack
paths will be affected as well.

5.4.5. Scenario IV: Installation of new application

An application is usually installed to improve user experiences but these
applications are not without vulnerabilities [49] which may increase the at-
tack surface of a networked and consequently, change the security posture.
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Figure 7: Disabling a vulnerable application on a host

We investigate how security metrics are changing when a new application is
installed for the network described in section 5. Here, we choose one of the
commonly used applications (e.g., Google Chrome) then we add this appli-
cation on the hosts, one per time. Next, we collect vulnerabilities associated
with the application from the NVD in order to use for our simulation network.
We list the vulnerabilities in Table 7 and assign values to the probability of
attack success (pr), attack impact (aim) and attack cost (ac) to each of the
chrome vulnerability and then perform dynamic security analysis.

We plot the results in Figure 8. We observe that the metrics - Rti , ACti ,
ROAti and PSSti deteriorate in their values for each time that a new appli-
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Table 7: List of vulnerabilities and metrics use for Google chrome

CVE-ID CVSS BS pr aim ac

CVE-2015-6790 10.00 1.00 10.00 0.10
CVE-2015-8664 7.50 0.75 6.4 2.50
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Figure 8: Installing an application hosts

cation is installed on a host (this is because the installation of the applica-
tion increases the risk value of hosts). Contrarily, MePLti , MoPLti , SDPLti ,
SAPti , NAPti and NMPLti do not change for all the time for the reason that
all the hosts in the network are regularly having other vulnerabilities. Con-
sequently, the attack paths to the target host do not change for the entire
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time that a new application is installed. From the results of the simulations,
we notice that installing another vulnerability application on the DB affects
the Rti , ACti , ROAti , Prti and PSSti significantly (the security decrease a
lot) compared to any other hosts found in the network (with a high chance
for the attacker to attack the target hosts). Similarly, the ACti reduces when
an application is installed on WS1 and WS2 demonstrating that a less effort
is required by the attacker to reach the target hosts.

The results in this section showed that the installation of new applica-
tion on a host does not change MePLti , MoPLti , SDPLti , SAPti , NAPti and
NMPLti . The reason is that there is already an exploitable vulnerability on
each of the network hosts (in the upper layer) and thus, all the possible at-
tack paths to reach the target host remain the same compared to the earlier
network state. This is consistent with all the scenarios in which this sets of
metrics do not change.

In summary, the results show that the MePLti , MoPLti , SDPLti , SAPti ,
NAPti and NMPLt do not change while the others change appropriately w.r.t.
to the installation of a new application.

5.4.6. Summary

The existing security metrics respond to changes in different ways when
we investigate the metrics during a period of time. We found that depend-
ing on the types of security changes the different security metrics can show
changes in their values when there is a change in the network system. How-
ever, none of the security metrics change for all the network changes that we
have observed. In Table 8, we summarise the results. We use the symbol
!, † and 7 to indicates a metric that shows significant change, small change
and no change, respectively over time. Here, we refer to “significant change”
as the metric that changes most of the time when there is a network change.
While “small change” is the metric that change for only few time and finally,
we refer to a metric that did not change for all the time as “no change”.

6. Limitations and extensions

In this paper, we investigate the varying effects of security metrics when
changes are observed in the network. We conduct comprehensive analysis
with the different categories of network changes via T-HARM. However, the
more dynamic analysis should be made in the following areas:
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Table 8: Effects of security metrics w.r.t. changes in the network

Security
metrics

Possible network changes
Discovery of
Vulnerabilities

Addition
of hosts

Update of
software

Disabling
application

Installing
application

Removal
of hosts

Add/remove edges
or firewall rules

Rti ! † ! † ! † †
ACti ! † ! † ! † †
Prti ! 7 ! † † † †

ROAti ! † ! † ! † †
PSSti † ! † † ! ! 7

SAPti 7 7 7 7 7 7 7

NAPti 7 ! ! † 7 ! !

MAPLti 7 ! ! † 7 ! !

NMPLti 7 ! ! † 7 ! !

SDPLti 7 ! ! † 7 ! !

MoPLti 7 7 ! † 7 ! !

Different network characteristics: Although we considered typical
enterprise network configurations for our simulation but generally, a network
can be complex with different types of network topologies or a combination
of different topologies (e.g., a combination of star and ring). In this paper,
we did not consider different types of network topologies and network den-
sity and how the various characteristics affect security metrics in a dynamic
network. Thus, it is important to consider how the different topologies and
network density can affect the security of dynamic networks.

Furthermore, we did not consider other network technologies such as
Cloud and IoT in the categorisation of the network changes. Hence, we
will perform a more detailed categorisation of modern network changes (for
cloud, IoT, etc) with their respective correlation to the changes in GSMs in
order to perform more analysis.

Dynamic Models: We used a time-sensitive scalable GSM (named T-
HARM) that takes snapshots of the dynamic network at every period t (we
captured the different state of the network) and then dynamically analysed
the security. In spite of this, modern networks (e.g., Cloud and SDN) usually
allow their components to change even more frequently (than enterprise net-
works) and in consequence, an important network state (for effective security
analysis) can be skipped. Therefore, in our future work, we will consider an
approach that can take into account all the network states.

Attacker models: In our attacker model, we considered a single tar-
get host and a single attacker. We can model multiple attackers trying to
compromise different targets. We also did not consider an internal attacker
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who wants to compromise hosts in the internal network. Therefore, more
research is needed to consider attacker models with multiple attackers, in-
ternal attackers and multiple targets, as well as considering various attack
scenarios (e.g., Distributed Denial of Service attack [53]).

Optimal defence models: We considered software update and the dis-
abling of a vulnerable application software as defence mechanisms. However,
an optimal solution for different network snapshots varies but we did not
compute their optimal solutions. Moreover, we did not assess the effective-
ness of the defence model given multiple metrics. In our future work, it is
our interest to improve the security of dynamic networks hence, we will find
an approach that computes optimal security for the dynamic network.

Security metrics: We investigated the varying effects of eleven (11) se-
curity metrics when various changes are observed in the network. However,
there are many other quantitative security metrics for assessing the secu-
rity of networks (e.g., weakest adversary metrics [54], network compromise
percentage [55], attack resistant metric [22], K-zero day safety [56], attack
surface metric [57], etc). So, more comprehensive evaluation of those security
metrics for assessing the security of dynamic networks is required. In addi-
tion, Bopche and Mehtre [1] proposed graph distance metrics for dynamic
security analysis. In particular, they used maximum common subgraph and
graph edit distance metric to quantify the distance between a pair of succes-
sive AGs generated for a dynamic network. Their results showed that these
metrics can capture the temporal changes in a network attack surface. But,
these metrics are used with AGs and it is still unknown how they will change
when they are used for dynamic GSMs.

Validation: Although we have modelled changes in vulnerabilities from
a real-world network setting, one of the limitations of our work is that we
did not extend it to a real test-bed network for validation. We can collect
experimental data from a real enterprise network settings and configuration
(e.g., how frequent hosts are added, removed, etc.) for a period of time, then
use the data in our simulations in order to validate the findings. Therefore,
we will validate the results of the simulations in a real test-bed network in
our future work.

7. Conclusion

Assessing the security of dynamic networks is difficult as the network and
security components change over time. Moreover, it is difficult to estimate

34



how existing security metrics will change as the network changes over time,
since current metrics have only been used to assess static networks.
In this paper, we have systematically categorised and formalised various net-
work changes based on the causes of the change. Further, we have assessed
the security of dynamic enterprise networks via T-HARM with the following
changes: (1) Addition of software vulnerabilities (2) Update of vulnerabili-
ties (3) Installation of new application software (4) Disabling of application
software (5) Addition of new hosts (hosts having vulnerabilities) (6) Removal
of existing hosts (7) Addition and removal of connections.
In addition, we have introduced time to eleven existing security metrics and
investigated the effect of these changes on the metrics. Finally, we have sum-
marised the effectiveness of each of the metrics according to their security
changes. From the results, a security/network administrator is able to deter-
mine the security metric that will effectively present the security posture of
a network when a certain type of network configuration change occurs. This
work provides a foundation for further research in this area.
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