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ABSTRACT 

 

Money laundering has been described by many as the lifeblood of crime and is a major 

threat to the economic and social well-being of societies. In recent years a number of 

countries have implemented laws to fight against money laundering and Malaysia is no 

exception. The Malaysian Anti Money Laundering Act (AMLA) was passed in 2001 and 

came into force in January 2002. It was amended in 2003 to include measures to combat 

against terrorism financing. Following the amendment, AMLA was renamed Anti-Money 

Laundering and Anti-Terrorism Financing Act 2001 (AMLATFA). AMLATFA not only 

criminalizes money laundering and terrorism financing, but also imposes various 

obligations on reporting institutions. It includes measures for the investigation of money 

laundering and terrorism financing offences and the freezing, seizure and forfeiture of 

criminal proceeds.  

 

Banks as the main reporting entities have borne the brunt of the measures introduced by 

AMLATFA. Despites its introduction in 2002, little academic research has been carried out 

on how the legislation impacts on banks in Malaysia. This study attempts to address that 

need. It will analyse how the relevant provisions of AMLATFA affect banks, their 

operations and relationships with outsiders, such as customers and other stakeholders. This 

study is divided into seven chapters. The first chapter gives an overview of money 

laundering. The second chapter looks at various international initiatives to combat money 

laundering. Chapter three examines the anti-money laundering laws of Malaysia with much 

of the emphasis on the relevant provisions of AMLATFA. Chapter four examines how the 

law impacts on the operations of banks. Chapters five focuses on the anti-money laundering 

measures in the Malaysian offshore financial centre. Chapter six looks at how the law 

impacts on the banks’ relationship with outsiders. Chapter seven provides a survey of 

Australian anti-money laundering laws as a basis for comparison. 
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This study draws a number of broad conclusions: 

 First, AMLATFA, by comparison with similar laws in other countries is 

comprehensive and up-to-date, but the regulatory authorities need to provide more 

guidelines to facilitate compliance; 

 Secondly, the legislation imposes a significant burden on banks and yet there is no 

way of gauging its effectiveness in the absence of any reliable statistics; 

 Thirdly, the legislation has not only altered the way banks deal with their customers 

and other banks, but also poses significant legal risks for non-compliant banks; 

 Finally, getting the right balance between the need to combat money laundering and 

the interests of bank is a difficult exercise.  
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 INTRODUCTION 

 

Background to the study 

 

Money laundering is not a new phenomenon, but has been around for a long time. 

Throughout the ages, criminals have tried to disguise the true origin of the proceeds of 

crimes. Money laundering may be defined as a process of cleaning ‘dirty money’ which is 

normally derived from criminal activities, so that it appears to have originated from a 

legitimate source. The process of money laundering normally involves three stages, 

namely, placement, layering and integration. Placement involves the physical disposal of 

the cash proceeds derived from illegal activities into the local or international financial 

systems. Layering is the separation of the illicit proceeds from their original sources 

through the creation of complex layers of financial transactions to disguise the audit trail 

and provide anonymity. Integration, the final stage, is where criminally derived wealth is 

converted into legitimate funds with no provable links to criminal activities.  

 

Effective money laundering obscures the original source of the illegal funds and the money 

can be accessed legitimately and used freely by criminals. Therefore, the underlying 

rationale behind anti-money laundering laws is that prosecution would distance criminals 

from the criminal activities. Likewise confiscation of the proceeds of crime would reduce 

the motivation for criminals to reinvest the profits in future criminal activities or legitimate 

business. As such, the anti-money laundering regime can be considered as a new tool in 

controlling crimes, particularly the predicate offences. 

 

While in the past money laundering activities have been associated with drugs trafficking 

and organized crime, the September 11, 2001 event highlighted the link between money 

laundering and terrorism activities. It should be noted that this phenomenon has affected the 

traditional model of money laundering which starts with the placement of ‘dirty’ money 

into the banking system. For terrorism financing however, the source of funds may well be 

legitimate. Accordingly, the money laundering model is effectively reversed, as funds 

become ‘dirty’ only at the end of the process when funds are used to finance terrorist 
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activities. Clearly, the relationship between money laundering and terrorism financing is 

indirect and presents a tremendous paradigm shift.  

 

The International Monetary Fund has estimated that the value of money laundered globally 

to be between US$600 million and US$1.5 trillion, which is between two to five percent of 

the world’s GDP.1 It has been recognized that money laundering is the third largest 

business after petroleum and currency trading.2 Money laundering is a global problem and 

it can pose devastating economic, social and political consequences for countries, 

especially for the developing countries and those countries with fragile financial systems.  

 

Money laundering has a negative effect on the global economic and financial growth as it 

diverts resources to unproductive activities and facilitates corruption and crimes. Therefore, 

it could restrain legitimate business and destabilize banks and financial institutions. 

Experience has shown that banks exposed to money laundering would suffer reputational 

risk. To make matters worse, money laundering could increase the prospects of internal 

fraud and other criminal activities resulting in the risk of financial failure. 

 

In response to the problem, there have been widespread calls for comprehensive anti-

money laundering laws. As a consequence, many countries have implemented laws which 

are based on the international standards issued by the Financial Action Task Force (FATF). 

It is generally accepted that the FATF 40 Recommendations on anti-money laundering and 

the Nine Special Recommendations on anti-terrorism financing contain comprehensive and 

consistent framework to combat the menace.  

 

The FATF 40 Recommendations cover the criminal justice system and law enforcement, 

the financial system and its regulation and international cooperation. The Nine Special 

Recommendations criminalize the financing of terrorism and include measures for freezing 

and confiscating terrorists’ assets. The recommendations also extend anti-money laundering 

requirements to alternative remittance system and to non-profits organizations. 

 

                                                 
1 Peter Reuter and Edwin M. Truman, Chasing Dirty Money: The Fight against Money Laundering (2004) 16. 
2 N.A. ‘Call for banks to report suspicious dealings’ New Straits Times 7 June 2001. 
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It has been recognised that effective implementation of the anti-money laundering laws is 

vital to protect the financial systems from being abused by criminals and money launderers. 

In contrast, deficient laws will not only affect the relevant financial institutions, but also 

place the country’s reputation and financial well-being at risk. This is because a sound and 

strong financial system is vital for bringing confidence to investors to invest in a country 

and therefore create wealth, incomes and employment. On the contrary, any abuse of the 

financial system by money launderers would undermine public confidence in the financial 

system with all its negative consequences.  

 

However, despite the positive impact of the anti-money laundering laws, the existing 

literature shows that the laws have various negative repercussions on the banks and 

financial institutions. It was suggested that the laws have put legal and administrative 

burdens on banks which are onerous and may involve serious legal and other liabilities for 

deficient compliance. 3 The laws also produce significant shift in the ways banks interact 

with their existing and potential customers.4 As a result, they have a tremendous effect on 

the banks’ normal business operation.5 Yet it is not possible to say that these laws have had 

any great effect on reducing money laundering.6  

 

It has also been argued that the laws threaten the principles of banking secrecy.7 This is true 

only to some extent because under the existing laws, banks may disclose information when 

compelled by law.8 In Malaysia for instance, there are various statutory exceptions to the 

secrecy rule. The exceptions allow some information to be disclosed in order to facilitate 

police investigation. This rule is a powerful tool in investigations involving malpractices in 

the banking sector9 including money laundering cases.  

 

                                                 
3 B A K Rider, ‘The Limits of the Law: An Analysis of the Interrelationship of the Criminal and Civil Law in 
the Control of Money Laundering.’ (1999) 2(3) Journal of Money Laundering Control 209. 
4 Foong Tow ML et al, ‘Money Laundering and Banking Practices’ (2001) Singapore Management Review 1. 
5 Manney R, ‘Money Laundering: The Global Threat to the Integrity of Financial Systems.’ (2001) 8(8) The 
Investment Lawyer 13.  
6 Wadsley J, ‘Banks in a Bind: The Implications of the Money Laundering Legislation.’ (2001) 16(5) Journal 
of International Banking Law 125. 
7 Lawson HD, ‘Bank Secrecy and Money Laundering’ (2002) 17 Banking and Financial Law Review 145. 
8 See Parry-Jones v Law Society [1969] 1 Ch1 at 9, per Lord Diplock. 
9 Eusoff Chin, ‘Bank Secrecy and Confidentiality Laws: Their Impact on the Control of Economic Crime in 
the Modern World’ Economic Symposium (Cambridge University, 10 September 1995). 
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It has been pointed out that the anti-money laundering laws place a serious obstacle to the 

development of correspondent banking relationships.10 Furthermore, from the banking 

industry’s perspective, the anti-money laundering laws are also very difficult to implement. 

For example, banks have to report and monitor suspicious transactions. But the laws 

generally do not provide adequate guidance on how banks should determine suspicious 

transactions.11 It appears that each bank must interpret the regulations in the context of its 

business and then determine what type of anti-money laundering system to be utilized.12 

 

Besides, banks have to adopt new procedures to detect and deter money laundering which 

are not only costly but also time-consuming.13The Know Your Customer policy (KYC), for 

instance, is difficult to implement because there is no obvious end point to the information 

that would be useful to a bank manager to prevent money laundering.14 From the banking 

industry’s perspective, the lack of flexibility within the KYC policy can have negative 

implications on the banking business as it can alienate their established clients.15 

Furthermore, record-keeping requirements are perceived as the biggest challenge for the 

banking industry.16  

 

Moreover, in complying with the anti-money laundering laws, banks have to establish on-

going training programs for their staff. However, the empirical evidence suggests that there 

is a serious deficiency of training programs by the UK17 and Australian18 banks and that 

more training is essential if the anti-money laundering laws are to be effective.   

 
                                                 
10Burt S, ‘Correspondent Banking: The Latest BSA Examination Target’ (2004) 
<http://www.complianceheadquarters.com/AML/AML_Articles/8_25_04.html> at 9 February 2005. 
11 Nicholas Clark, The Impact of Recent Money Laundering legislation on Financial Intermediaries (1996) 14 
Dickinson Journal of International Law 467. 
12 Mc Guire B, ‘Money Laundering: Addressing Serious Compliance Risk with Serious Banking Technology’ 
(2001) 
< http://www.towegroup.com> at 18 June 2001. 
13 Laurence Webb, ‘A Survey of Money Laundering Reporting Officers and their Attitudes towards Money 
Laundering Regulations.’ (2004) 7(4) Journal of Money laundering Control 367. 
14 Andrew Jackson, ‘Recognizing and Reporting Money Laundering: How Well Should You Know Your 
Customer?’ (2000) 3(4) Journal of Money Laundering Control 317. 
15 M Gill and G Taylor, ‘Preventing Money Laundering or Obstructing Business’ (2004) 44(4) British Journal 
of Criminology 582. 
16 Spikes S, ‘Banks Increase Spending to Fight Money Laundering.’ (2004) The Wall Street Journal 18. 
17 Bosworth-Davies R, ‘Living with the law: A survey of Money Laundering Reporting Officers and their 
attitudes towards the Money Laundering Regulations.’(1998) 1(3) Journal of Money Laundering Control 245. 
18 Jackie Johnson, ‘Fighting Money Laundering: Are Australian Financial Institutions Doing Enough?’ (2000)  
44(3) Journal of Banking and Financial Service 8. 
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Anti-money laundering laws also create a major dilemma for banks. On one hand, failure to 

report suspicious transactions is an offence under the laws. On the other hand, if they report 

the transaction, they may breach their duty of confidentiality to their customer or could risk 

being liable for tipping off the suspected customer.19 The banks also could be held liable as 

constructive trustee for the rightful owner of the corrupted funds.20 

 

Despite the considerable effort and money invested in complying with anti-money 

laundering laws, the effectiveness of the laws is still doubtful. To compound the problem 

there is no uniformity in laws. Countries have been free to define what they regard as 

illegal sources of money. For instance, while France considers tax evasion as money 

laundering, Switzerland thinks otherwise.21 Therefore, the money launderers will continue 

manipulating these loopholes for their own benefit. 

 

Malaysia passed the Anti-Money Laundering Act in 2001. The Act was amended in 2003 to 

bring terrorism financing within the ambit of the anti-money laundering regulatory regime. 

Consequently, the Act was renamed the Anti-Money Laundering and Anti-Terrorism 

Financing Act 2001 (AMLATFA). The legal framework under AMLATFA provides for 

multi-agency implementation by the Financial Intelligence Unit in Bank Negara Malaysia, 

the regulatory and supervisory authorities of the regulated institutions as well as the 

relevant law enforcement agencies. 

 

AMLATFA criminalizes money laundering and terrorism financing and introduces 

mechanisms for investigation and financial intelligence. The legislation also provides 

measures for the freezing, seizure and forfeiture of property involved in, or derived from, 

money laundering and terrorism financing activities. More importantly, it also imposes 

various preventive measures to be undertaken by the regulated institutions, which comprise 

banks and non-bank financial institutions. The preventive measures include the obligation 

                                                 
19 Michael Isaacs, ‘Money Laundering: Dilemmas for Banks.’ (2004) 8 Journal of International Banking Law 
and Regulations 284. 
20 Michael Brindle, ‘The Liabilities of Financial Intermediaries and Their Advisers for Handling the Proceeds 
of Crime’ (2002) 9(3) Journal of Financial Crime 227. 
21 Rais Yatim,‘Speech during the Official Opening of the Seminar on the Anti-Money Laundering Act 2001’ 
Seminar on the Anti-Money Laundering Act 2001 (Kuala Lumpur, 21 August 2001) 
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to report cash transactions and suspicious transactions, keep records, identify and verify 

customers and establish compliance program.  

 

It is clear that measures to combat money laundering introduced by AMLATFA have 

concentrated on the procedures adopted by banks and other regulated institutions. This is 

vital because experience has shown that the complexity and confidentiality of the banking 

system have been manipulated by criminals to launder their ill-gotten gains. The BCCI 

collapse in 1991, the Bank of New York and Riggs Bank scandals have uncovered the 

dangers posed by money laundering to the banking institutions.  

 

For this reason, banks are required to put in place effective anti-money laundering measures 

to guard against the flow of ‘dirty money’ into the financial system. As a consequence, 

banks are considered to be an important source of valuable information for law 

enforcement agencies to detect money laundering and more importantly to follow the 

money trail of criminal organization which thereby would lead to the prosecution of the 

perpetrator who has enjoyed their illicit profits for a long time.   

 

However, from the banks’ perspective, they exist to make as much profits as possible. 

Hence, their cultural and commercial interests are totally distinct from the interests of the 

law enforcement authorities. It is widely accepted that the anti-money laundering laws 

create a major dilemma for banks as they produce a significant shift in the way banks 

interact with their customers as well as other banks. Furthermore, the implementation of the 

laws not only creates significant compliance problems for banks, but also has the potential 

to adversely affect the internal operations of banks.  

 

As mentioned earlier, following the September 11 tragedy, the fight against money 

laundering has been extended to include terrorism financing. This development has made 

the problems faced by banks more acute as the detection of terrorism financing activities is 

even more difficult.  This is due to the differences between money laundering and terrorism 

financing. For example, the financing of terrorism normally originates from legitimate 

sources and involves relatively small amount of money, where as money laundering 

normally involves large sums of money originating from illicit sources.  
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Scope of the study 

 

The study will examine the Malaysian anti-money laundering laws and their impact on 

banking institutions. As such, it will focus primarily on AMLATFA, its regulations and 

guidelines. Since Malaysia has its own international offshore financial centre, Labuan 

International Business and Financial Centre (IBFC), the study will also examine the anti- 

money laundering laws, regulations and practices applicable to the centre, particularly its 

offshore banking sector.  

 

The study will examine the relevant provisions of AMLATFA that directly affect banks, 

and analyse how they affect the operation of banks and their relationship with outsiders, 

such as customers and other banks. Particular attention will be paid the issues relating to 

compliance problems, banking secrecy, the liability of banks and correspondent banking 

relationships. It will also undertake a brief survey of the Australian anti-money laundering 

laws for comparison purposes. 

 

Limitation of the study 

 

As anti-money laundering law is comparatively new in Malaysia, there is hardly any legal 

literature on how the law affects banks. At the time of writing, there have been only two 

cases involving money laundering offence, and in both cases, the defendants had pleaded 

guilty to the charges. Furthermore, cases on money laundering in Malaysia are adjudicated 

in the Sessions Court and the Session Court Judge is not obliged to produce a written 

judgment. There is therefore little judicial guidance on how the major provisions of the law 

will be interpreted. For this reason, the discussion that follows is based on the experiences 

of other countries with comparable legislation.  

 

The author has also encountered some problems while working on the study because the 

law has undergone significant amendments, making it difficult to keep track of the changes. 

It has also been difficult gathering primary data from the Malaysian authorities in view of 

their strict laws relating to the release of information on money laundering and terrorism 

financing. The law is stated as at 1 November 2008. 
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Significance of the study 

 

Although much has been written about the impact of anti-money laundering laws on the 

banking industry, yet most of the existing literature focuses on either the experience of 

Western banks, or how the laws affect specific aspects of banking. For example, there have 

been many studies on how the laws affect banking secrecy, correspondent banking and 

electronic banking. Numerous studies have been carried out on how the US laws affect US 

and other European banks. There is, however, little literature on how the laws impact on the 

entire operations of banks, or how they affect the Malaysian banking industry. Apart from 

one excellent text22 on the Malaysian anti-money laundering laws, there is relatively little 

academic literature on the subject. 

 

While there are significant similarities between the Malaysian anti-money laundering laws 

and those of the developed western countries, Malaysian banks are at different stage of 

development. Many Malaysian banks are still rationalizing their operations and attempting 

to strengthen their systems in the aftermath of the 1997 Asian financial crisis. It is unclear 

at this stage whether banks in Malaysia are able to cope with the onerous requirements 

imposed by the anti-money laundering laws. Therefore, it would be timely to examine the 

impact of the existing laws on the Malaysian banking industry before more complex laws 

are passed. It is vital that the laws do not create any significant compliance problems for 

banks. 

 

The study, as far as the author is aware, is the first of its kind to provide a comprehensive 

examination of the impact of anti-money laundering laws on Malaysian banks. It is hoped 

that the study would provide some insight into this particular area for academics, banks, 

their legal advisers, practitioners and policy makers, not only in Malaysia but also 

elsewhere. In view of the international nature of money laundering and banking, there will 

be significant interest in how the Malaysian laws affect banks operating in Malaysia. 

 

 

 
                                                 
22 Norhashimah Mohd Yasin, Legal Aspects of Money Laundering in Malaysia from the Common Law 
Perspective (2007). 
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Methodology of the study  

 

Like most legal research, the study will rely on legal cases and statutes as its primary 

sources of information. The relevant Malaysian anti-money laundering laws that affect 

banks will be identified and analyzed. It will be necessary to examine not just the 

provisions of AMLATFA, but also its regulations and guidelines which affect banks, in 

detail as this is the most important legislation for the purpose of the study. Any 

shortcomings and gaps in the law will be considered in depth. 

 

Although money laundering is a relatively new legal term in Malaysia, the concept of 

concealing the origin of illegal funds is not new. Many sections of AMLATFA have been 

drawn from other Malaysian legislation such as the Dangerous Drugs (Forfeiture of 

Property) Act 1988, Anti- Corruption Act 1997 and Banking and Financial Institutions Act 

1989. Therefore cases under those Acts will provide useful guidance on the interpretation 

of AMLATFA. Also, cases and statutes from other common law jurisdictions such as 

Australia, the UK and the US that deal with money laundering will be examined for 

comparison purposes. Wherever appropriate, recommendations for legal reform will be 

made.  

 

Furthermore, data from primary sources will be supplemented with information from 

secondary sources such as legal journals, legal encyclopaedias and books. Other useful 

secondary sources of information include studies, guidelines and reports produced by 

various international bodies like the Financial Action Task Force (FATF), The United 

Nations, the Basle Committee on Banking Regulations and Supervisory Practices and also 

the Wolfsberg Principles. Additionally, the regulations and guidelines issued by the 

Malaysian Central Bank (Bank Negara Malaysia) and other relevant bodies will be taken 

into consideration as well. 

 

The author also engaged in discussions with various officials from the Malaysian Central 

Bank and members of the Malaysian banking community to gain a better insight into some 

legal issues and problems that have arisen in implementing the anti-money laundering laws. 

For this reason, the author made two field trips to Malaysia between 2005 and 2006. These 
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field trips were necessary because of the relative scarcity of materials on the subject in 

Western Australia. 

 

Organisation of the study 

 

The study is divided into seven chapters. Chapter one provides an overview of money 

laundering, its process and impact. In chapter two, the study looks at the international 

response to the money laundering problem. Particular attention is paid to the roles of the 

United Nations, the Basle Committee on Banking Supervision, the Financial Action Task 

Force and the Asia Pacific Group on Money Laundering. Chapter three examines the anti-

money laundering laws of Malaysia with much of the emphasis on the relevant provisions 

of AMLATFA. Chapter four looks at how compliance with the AML/CTF laws can 

increase the costs and complexity of banking operations. Chapter five focuses on the anti-

money laundering measures in the Malaysian offshore financial centre. Chapter six 

explores how the AML/CTF laws have altered the way Malaysian banks deal with outsiders 

and the problems they face trying to strike a balance between discharging their legal 

obligations and servicing their customers. It will also deal with banking secrecy, 

correspondent banking and constructive trusteeship. Chapter seven provides a survey of 

Australian anti-money laundering laws as a basis for comparison. The broad findings of the 

study are presented in the conclusion. 
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CHAPTER ONE 

MONEY LAUNDERING: AN OVERVIEW 

 

1.1 Introduction 

 

This chapter provides an overview of money laundering. As such, it will focus on the 

definition of money laundering, its process and its impact, particularly on the banking and 

financial systems. This chapter will also highlight the links between money laundering and 

terrorism financing. Both terms are distinct, but share a number of similar characteristics. 

Many of the measures adopted to fight money laundering can also be used to fight terrorism 

financing. As such, no discussion of money laundering can be complete without a 

discussion of terrorism financing.  

1.2 Definition and Background to Money Laundering 

 

Money laundering is not a new phenomenon and has existed for centuries. It is the process 

by which criminals try to disguise the true origins of the proceeds of crimes. There are 

suggestions that the term ‘money laundering’ was first used in the 1920s by the United 

States law enforcement agencies to refer to the activities of criminals using self-service 

launderettes as a means of giving a legitimate appearance to the large amounts of ‘dirty’ 

money they amassed from bootlegging, gambling and prostitution. By declaring the illicit 

proceeds as profits gained through operation of the launderettes, they were able to escape 

detection.1 As self-service launderettes are essentially cash businesses, the earnings from 

illegal activities can easily be mixed with the revenue from the operation of laundry 

businesses.  

 

A number of commentators here attempted to define money laundering. According to 

Reuter and Truman, ‘money laundering is the conversion of criminal incomes into the 

                                                 
1 Guy Stessens, Money Laundering: A New International Law Enforcement Model (2000) 85. 
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assets that cannot be traced back to the underlying crimes.’2 Lee defines money laundering 

‘as a process by which criminals attempt to conceal the origin of the proceeds and to 

provide a legitimate cover for their money by various means.’3 Another definition of money 

laundering is ‘the techniques for hiding proceeds of crime including transporting cash out 

of the country, purchasing businesses through which funds can be channeled, buying easily 

transportable valuables, transfer pricing, and using underground banks.’4 According to 

McDonnell, money laundering is ‘the process of converting cash, or other property which is 

derived from criminal activity, so as to give it the appearance of having been obtained from 

a legitimate source.’5 From the various definitions of money laundering, it is clear that the 

act of conversion and concealment of criminal proceeds is considered crucial to the 

laundering process.  

 

One of the first formal definitions of money laundering is that found in the 1988 Vienna 

Convention. Article 3(1) (b) of the Convention states that money laundering refers to:  

(i) The conversion or transfer of property, knowing that such property is derived from 

any offence or offences established in accordance with sub-paragraph (a)6 of this 

paragraph, or from an act of participation in such offence or offences for the purpose of 

concealing or disguising the illicit origin of the property or of assisting any person who 

is involved in the commission of such offence or offences to evade the legal 

consequences of his actions. 

 

(ii) The concealment or disguise of the true nature, source, location, disposition, 

movement, rights with respect to, or ownership of property knowing that such property 

is derived from an offence or offences established in accordance with sub-paragraph 

(a)…or from an act of participation in such offence or offences. 

 

It is important to note that Article 3(1)(b) specifically deals with establishing drug related 

money laundering as a criminal offence.  

                                                 
2 P Reuter and E M Truman, Chasing Dirty Money: The Fight Against Money Laundering (2004) 1. 
3 Marina Lee Foong Tow et al, ‘Money Laundering and Banking Practices’ (2001) Singapore Management 
Review 2. 
4 Michael Levi and Peter Reuter, ‘Money Laundering’ (2006) 34 Crime & Justice 289. 
5 Rick McDonnell, ‘Money Laundering Methodologies and International and Regional Counter-Measure’ 
(Paper presented at the Conference on Gambling, Technology and Society: Regulatory Challenges for the 21st 
Century, Sydney, 7-8 May 1998). 
6 Sub-para (a) criminalizes the various aspects of illicit traffic in narcotic drugs and psychotropic substances. 
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Another formal definition of money laundering is found in Article 1 of the 1990 Council of 

Europe Convention: 

 

[T]he conversion or transfer of property, knowing that such property is derived from 

criminal activity, for the purpose of concealing or disguising the illicit origin of the 

property or of assisting any person who is involved in the commission of such activity 

to evade the legal consequences of his action; the concealment or disguise of the true 

nature, source, location, disposition, movement, rights with respect to or ownership of 

property, knowing that such property is derived from criminal activity or from an act of 

participation in such activity; the acquisition, possession or use of property, knowing at 

the time of receipt, that such property was derived from criminal activity or from an act 

of participation in such activity; participation in the association to commit, attempts to 

commit and aiding, abetting, facilitating and counseling in commission of any of the 

actions mentioned in the foregoing paragraphs.    

 

It appears that the definition of money laundering in Article 1 follows the pattern of the 

Vienna Convention. However its scope has been extended to cover not only the proceeds of 

drug trafficking but also any other serious crimes.  

 

Perhaps, an even more comprehensive definition can be found in the Commonwealth 

Model Law which defines money laundering as: 

(a) (i) engaging, directly or indirectly, in a transaction that involves property that is proceeds of 

crime; or 

(ii) receiving, possessing, concealing, disguising, transferring, converting, disposing of, 

removing from or  bringing into the (territory) any property that is proceeds of crime; and 

(b) (i) knowing, or having reasonable grounds for suspecting that the property is derived or 

realized, directly or indirectly, from some form of unlawful activity; or 

[(ii) where the conduct is conduct of a natural person, without reasonable excuse failing to 

take reasonable steps to ascertain whether or not the property is derived or realized, directly 

or indirectly, from some form of unlawful activity;] or 
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(iii) where the conduct is conduct of a financial institution, failing to implement or apply 

procedures and control to combat money laundering.7 

 

It is important to note that a number of countries including Malaysia have used the 

definition of money laundering found in the Commonwealth Model Law as the basis for 

formulating their legal definition of money laundering.  

 

What is clear from the many definitions is that money laundering encompasses a wide 

range of activities which aim to hide or disguise the proceeds of crime. As such, the 

proceeds of drug trafficking, corruption and any other form of serious crimes are within the 

scope of the law on money laundering. According to the Financial Action Task Force 

report, drugs trafficking remain the single largest source of criminal proceeds. The next 

largest sources of criminal proceeds are the various types of frauds followed by smuggling, 

casino gambling and human trafficking. Tax evasion is also a motive for money 

laundering.8 

 

Although most countries have similar criminal offences, they have adopted different 

approaches to what constitutes a predicate offence, that is, the criminal offence which 

generated the proceeds of crime. As such, predicate offences for the purpose of money 

laundering offences vary from one country to another. Indeed, this phenomenon provides 

loopholes that can be manipulated by money launderers, thereby hampering international 

cooperation in combating money laundering. As such, it is critical to establish uniformity 

across the world relating to the range of predicate offences. Another important aspect of 

money laundering is that it is not only an offence to launder money, but also to assist in the 

laundering of money. 

 

Money laundering is the lifeblood of most criminal activities because effective laundering 

enables the criminals to hide, use and invest their ill-gotten gains without fear of being 

                                                 
7 Part 1 of the Commonwealth Model Law for the Prohibition of Money Laundering and Supporting 
Documentation 1996. 
 <http://www.imolin.org/pdf/imolin/Comsecml.pdf> at 4 July 2005. 
8 Financial Action Task Force on Money Laundering, Report on Money Laundering Typologies 1998-1999 
(1999) 11. 
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caught and prosecuted by the enforcement agencies. More specifically, successful money 

laundering enables criminals to: 

 Remove or distance themselves from the criminal activity generating the profits, 

thus making it more difficult to prosecute them; 

 Distance profits from the criminal activity, thereby preventing them from being 

confiscated by the law enforcement authorities; 

 Enjoy the benefits of the illicit profits without bringing attention to themselves; and 

 Reinvest the illicit profits in future criminal activities or even in legitimate 

business.9 

 

Clearly, money laundering is a menace and if left unchecked, it could cause many social 

and financial problems. As such it is critical to establish money laundering counter 

measures that could stop the criminals from enjoying their ill-gotten gains and more 

importantly to prevent them from reinvesting their funds in future criminal activities.  The 

measures also could provide law enforcement with innovative tools to detect criminal 

activities through the paper trail and to provide an evidentiary link for prosecution purposes 

between criminal acts and major organizers.10  

 

For this reason, the fight against money laundering consists of two important legal devices, 

namely the criminalization of money laundering and the confiscation of the proceeds of 

crime.11 Obviously, this approach emphasises the financial elements of crimes. It is 

believed that by attacking the financial structures of criminal organizations, it would be 

possible to prevent criminals from enjoying their illegal profits and more importantly to 

prevent them from building capital for future crimes. As such, this approach has a 

significant impact on the fight against crimes, particularly organised crimes.  

 

Apart from criminalizing money laundering and confiscating the proceeds of crimes, anti-

money laundering laws also aim to prevent criminals from taking advantage of financial 

institutions and their systems for laundering their ill-gotten gains. This is vital if we wish to 

                                                 
9 McDonell, above n 5, 2. 
10 Ibid. 
11 Stessens, above n 1, 3. 
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preserve the integrity of the financial systems, which play a significant role in global 

economic and financial growth.   

1.3 Stages and Methods of Money Laundering  

 

A better understanding of money laundering activities could be gained by considering its 

process. It is widely accepted that the process of money laundering normally involves three 

stages, namely, placement, layering and integration. Placement involves the physical 

disposal of the cash proceeds derived from illegal activities into the local or international 

financial systems. This might be accomplished through depositing illegal funds in a 

domestic or off-shore financial institution, or the use of such funds to purchase expensive 

goods, such as paintings, real estate and precious metals. The placement stage appears to be 

the proven weak link in the money laundering process.12 As such, it continues to be the 

focus of money laundering detection.  

 

The next stage in money laundering is layering. It is the separation of the illicit proceeds 

from their original sources through the creation of complex layers of financial transactions 

to disguise the audit trail and provide anonymity. The purpose of layering is to convolute 

the source of funds through a complex web of transactions so that it disguises and destroys 

the audit trail. This is often accomplished through a series of wire transfers into different 

accounts or trading in the financial markets or through investment in shell operations. For 

instance, in the Bank of New York scandal, it was reported that about US$7.5 million was 

laundered through 87,000 electronic transfers into one account.13  

 

It has been argued that layering may become easier if the money can be transferred between 

banks that deal with electronic money (E-money). The anonymity features of E-money may 

make the source of funds virtually untraceable.14 Money laundering has the greatest impact 

on the banks and financial institutions during the placement and layering stages, where the 

illicit funds are being laundered but have not yet been fully integrated into the economy. 
                                                 
12 Harjit S Sandhu, ‘The Global Detection and Deterrence of Money Laundering’ (2000) 3(4) Journal of 
Money Laundering Control 336, 337. 
13 P S Russel, ‘Money Laundering: A Global Challenge’ (2004) Journal of American Academy of Business 
259. 
14 Steven Philippsohn, ‘The Dangers of New Technology-Laundering on the Internet’ (2001) 5(1) Journal of 
Money Laundering Control 87. 
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Integration, the final stage, is where criminally derived wealth is converted into legitimate 

funds with no provable links to criminal activities. When criminals reach this stage, they 

can integrate illegal funds into the legitimate financial systems and thus have access to 

these funds freely and legitimately. Once the money is integrated it is extremely difficult to 

trace the source or to prosecute the launderers.  

 

In summary, money laundering involves conversion of property (mainly cash) into another 

form of assets, concealment of the true ownership of the property and finally the creation of 

apparent legitimacy of the ownership of the property. Money laundering is one of the most 

difficult crimes to detect, investigate and prosecute because its process involves various 

complex methods, techniques and mechanisms.  

 

There are a number of factors that affect the money laundering method used by criminals. 

These include the amount of money which requires to be laundered; the availability of 

professional services to be involved in money laundering;  the amount of fear and 

intimidation a criminal enterprise can generate; the degree to which members of the 

financial services sector can be corrupted to cooperate in laundering scheme; the geography 

of where the acquisitive crime was committed; the ability to travel to another jurisdiction to 

make financial arrangements; the network of trusted relationships available to the person 

with criminal proceeds; the extent to which the obvious accumulation of wealth become 

problematic; the type of crime which has been committed; and the educational, professional 

and business background of the criminal.15 

 

The methods employed by money launderers range from the simplest to the most 

sophisticated and what matters is that the money appears clean at the end of the process. In 

the simple method, ‘dirty money’ is laundered, for instance, by feeding the money through 

casinos or other gambling arrangements, buying luxury goods, and promoting events such 

as sporting events.16 

                                                 
15 Anthony Kennedy, ‘Dead Fish Across the Trail: Illustrations of Money Laundering Methods’ (2005) 8(4) 
Journal of Money Laundering Control 305, 317. 
16 Andrew Haynes, ‘Money Laundering and Changes in International Banking Regulation’ (1993) 11 Journal 
of International Banking Law 455. 
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To date, currency smuggling across borders remains a common laundering method because 

it is frequently easy to carry out, inexpensive and relatively low risk. The vast increases in 

world trade make it impossible to examine the cargo crossing frontiers. Therefore, this 

means of money laundering will continue and is still relevant. Generally money is 

smuggled out of countries with strict financial regulations for deposit into the countries 

with lesser regulated financial systems. 

 

As law enforcement agencies become more skilful at detection, criminals need to find more 

complex and sophisticated techniques to disguise their ill-gotten gains. Therefore, criminals 

are now taking advantage of new technology to hide their illicit profits instantaneously and 

anonymously without an audit trail. This will certainly create problems of investigation and 

tracing the proceeds of crime. 

  

The banking system remains one of the most important vehicles for money launderers. 

Banks are attractive to money launderers because they provide three major advantages 

when compared to other avenues of money laundering, namely, convenience, accessibility 

and security. By utilizing banks, criminals can gain access to the international payment 

system and have the convenience of being able to move money electronically rather than 

transporting physical currency.17 At present, professional money launderer make use of the 

whole range of modern international financial services ranging from international wire 

transfers to private banking and correspondent banking.  

 

Wire transfers remain a crucial tool for all three stages of the laundering process. They are 

especially favored for the layering of funds. Given the large number of daily wire transfers 

and the relatively little information disclosed on these transactions, they provide an 

effective way for launderers to move their dirty funds.  The sophisticated system of wire 

transfers in use today enables money launderers to access financial systems globally, 

                                                 
17 Jackie Johnson and Desmond Lim, ‘Money Laundering: Has the Financial Action Task Force Made a 
Difference?’ (2002) 10(1) Journal of Financial Crime 8. 
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making it easy for illegal funds to be moved from one account to another account until their 

origins are obscured.18 

 

Private banking which specializes in furnishing financial services to affluent individuals is 

also vulnerable to money laundering. Normally, to open an account at a private bank, the 

prospective client must deposit a substantial amount of money, usually $1 million or more. 

After the account is opened, the private bank assigns a relationship manager to act as a 

liaison between the client and the bank. The private banker will help to facilitate the client’s 

use of the bank’s services and financial products, including global wealth management, tax 

and estate planning. Private banking is vulnerable to money laundering for a number of 

reasons. First, the clients are typically wealthy, powerful which make banks reluctant to ask 

hard questions. Secondly, private banks often conduct business in jurisdictions which have 

strict banking secrecy laws and thirdly, there is a culture of secrecy in private banks. It has 

been suggested that private banks routinely help to create shell companies and trusts to 

shield the identity of the beneficial owner of an account.19 Also, private bankers often 

develop a very close personal relationship with their clients.20  

 

While correspondent banking is crucial to the international payment system because it 

enables banks to conduct business and provide services for their customers in jurisdictions 

where they have no physical presence, they are also used as a tool for laundering illicit 

funds. For money launderers, an important feature of correspondent relationships is that 

they provide access to international transfer systems.21 In 2001, it was reported that U.S 

banks had generally failed to take adequate steps to prevent money laundering through their 

correspondent banks accounts.22 Therefore, the risk posed by correspondent banking 

services, particularly where a respondent bank is in a jurisdiction which has inadequate 

anti-money laundering measures,  is something which should be taken into account 

seriously by the banking industry.  

                                                 
18 Louis V Csoka,‘Combating Money Laundering: A Primer for Financial Services Professionals’ (2001) 20 
Annual Review of Banking Law 332. 
19 Ibid. 
20 Ibid 338. 
21 J Petras, US Banks and the Dirty Money Empire (2001). 
<http://www.thirdworldtravel.com/Banks/DirtyMoneyEmpire.html> at 28 June 2005. 
22 S Burt, Correspondent Banking: The Latest BSA Examination Target  (2004).  
<http://www.complianceheadquarters.com/AML/AML_Articles/8_25_04.html > at 9 February 2005. 
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Obviously, the manipulation of the banking systems is vital for a successful money 

laundering operation. As such, for criminals, the best method of laundering is to own a 

bank. In some extreme cases, the money launderers establish their own rogue bank, 

typically a wholly-owned offshore bank, or engage in financial transactions through an 

unregulated offshore banking entity. Normally, offshore jurisdictions have minimal 

banking supervision. The most common deficiency related to offshore banking is the 

unavailability of documentation on beneficial ownership to the law enforcement agencies.23  

 

Another more recent method of money laundering is cyber-laundering which poses 

considerable challenges to law enforcement agencies. It has been pointed out that this 

method is attractive because of the inability to identify and authenticate parties; the lack or 

inadequacy of audit trails, record keeping and suspicious reporting by the technology 

provider; the use of higher level encryption to block out law enforcement; and transactions 

that fall outside the existing regulatory definitions.24 

 

Cyber-laundering involves the use of E-money, internet banks and internet casino. E-

money is considered a new payment method which includes a variety of innovative 

products that involve new ways of initiating payments through or extending the reach of 

traditional retail electronic payment systems. It also includes products that do not rely on 

traditional payment systems to transfer value between individuals or organizations, for 

example, prepaid cards, electronic purses, mobile payments, internet payment services and 

digital precious metals.25  

 

E-money has a number of special characteristics that greatly attract money launderers. First, 

the bulkiness of traditional currency can be replaced with E-money. For instance, one smart 

card or computer can store huge amount of E-money. Secondly, E-money is easy to transfer 

quickly. With the help of wire transfer, E-money can be channeled globally in a split 

second. Thirdly, E-money is much more anonymous than traditional currency.26  

                                                 
23 Csoka, above n 18, 339. 
24 Philippsohn, above n 14, 88. 
25 Financial Action Task Force on Money Laundering, Report on New Payment Methods (2006) 4. 
26 He Ping, ‘New Trends in Money Laundering-From the Real World to Cyberspace’ (2004) 8(1) Journal of 
Money Laundering Control 50. 
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The anonymity and high speed of E-money not only offer great convenience to money 

launderers, but it also creates problems for the existing money laundering counter-

measures. Traditionally, enforcement agencies rely on the intermediation of financial 

institutions as choke points to collect data about funds movement.27 The primary danger of 

E-money system is that it is extremely difficult to know banks’ customers. The advantage 

of E-money to the launderers goes beyond the elimination of the audit trail. In fact, the 

money launderer can reduce the risk of suspicious transaction report being made against 

them.28 

 

Internet banks have also had a great impact on the effort to counter money laundering. An 

internet bank is a virtual bank which can offer all kinds of financial services anywhere and 

at anytime via the internet. It was reported that the range of financial services available on 

the internet appears to be growing. These financial services include direct payments, 

electronic funds transfers, issuance of cheques, purchase of securities and opening or 

closing of accounts. The special features of internet banks, namely, their speediness, 

anonymity and capacity to extend beyond national borders, appear to be attractive for 

money launderers because it is so difficult for the enforcement agencies to identify their 

clients and their financial transactions records. Furthermore, because of the nature of cyber-

laundering, it is very difficult to determine the location of the crime. Also, it is very 

confusing to determine which authority has the jurisdiction to investigate and prosecute 

transnational crime.29  

 

Internet casinos have flourished because traditional casinos are subject to anti-money 

laundering laws. At present, hundreds of casinos websites have been established in the tax 

haven jurisdictions, such as the Caribbean Islands. Surprisingly, many of these websites are 

not regulated at all. Some of them even do not ask for the customer’s identity. All this 

provides criminals with money laundering opportunities. With an account on the internet 

website, criminals can transfer money freely and as a result large amounts of ‘dirty’ money 

                                                 
27 Michael F Zeldin and Carlo V di Florio, ‘Strengthening Laws and Financial Institutions to Combat 
Emerging Trends in Money Laundering’ (1999) 2(4) Journal of Money Laundering Control 303. 
28 Philippsohn, above n 14, 89.  
29 Ibid. 
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have been laundered easily. These activities will certainly pose a threat to the global 

financial systems.30 

 

Besides the manipulation of the banking systems and new technologies, there is also 

increasing use of alternative remittance systems in laundering the illegal proceeds. One of 

the most popular alternative remittance systems is the so-called ‘hawala’ or ‘hundi’ system. 

Since hawala is so prevalent in Malaysia,31 it would be worthwhile to have a more detailed 

presentation on hawala, its operations and its role in money laundering. According to 

Nikko Passas, hawala was developed more than a century ago, when the Indian immigrant 

communities in Africa and South East Asia devised it as a means of settling accounts.32 

Hawala operations are parallel to the traditional banking channels. The components of 

hawala that distinguish it from other remittance system are; trust and extensive use of 

connections such as family relationships or regional affiliations.  

 

The hawala system involves the transfer of currency value without physically moving it. A 

customer approaches a Hawaladars or a hawala broker and gives him a sum of money to 

be transferred to a beneficiary in another country. The hawala broker often runs a 

legitimate business, in addition to the financial services he offers; he has a business contact, 

a friend or a relative in his country. The hawala broker contacts his hawala partner in the 

recipient’s country by phone, fax or email. The hawala broker instructs the partner to 

deliver the funds to the beneficiary, providing amount, name, address and telephone 

number of the recipient and promises to settle the debt at a later stage. The customer does 

not necessarily receive a receipt but is given an identification code for the transaction. The 

hawala broker in the recipient’s country contacts the beneficiary and delivers the funds. No 

records are produced of individual transactions which are entirely secured by the trust 

between the two parties. 

 

                                                 
30 Ibid. 
31 According to Bala Shanmugam, the major hawala operators in Malaysia are money changers which are 
licensed and regulated by Bank Negara Malaysia (see Bala Shanmugam, ‘Hawala and Money Laundering: A 
Malaysian Perspective’ (2004) 8(1)  Journal of Money Laundering Control 37, 43.). 
32 Nikos Passas, Informal Value Transfer Systems and Criminal Organization: A Study into so-called 
Underground Banking Networks (1999) 13 <http://usinfo.state.gov/eap/img/assets/4756/ivts.pdf > at 1 April 
2009 
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Hawala is attractive to customers because the system is cost effective. Hawala brokers take 

a small commission and usually offer more advantageous exchange rates than the official 

rates. They have low overheads, and generate profits through small commission and 

exchange rate speculations. The system is safe, efficient and reliable, as it is based on trust 

and there are no reported of instances customers being cheated in the literature. A breach of 

trust would keep the customers away. The system is also flexible and not bureaucratic. The 

informal nature of the transactions makes hawala very attractive to users with tax, 

immigration or other legal concerns. The system is anonymous and leaves no paper trail. As 

it is rare that hawala brokers keep records after the transaction is completed, it is unlikely 

that the transaction will be identified or detected. The system is also culture friendly. For 

migrant workers, ethnic or kinship ties with the hawala brokers make this system 

particularly convenient and easy to use. 

 

While the hawala system may serve legitimate purposes for migrant workers and poor 

people, its specific features makes it vulnerable to offences such as money laundering and 

terrorist financing.33 It is widely accepted that the hawala remittance system has the 

potential to facilitate all stages of money laundering process. The system provides an 

effective means of placement, as in most cases, the hawala broker can make deposits at 

banks that are justified by its other legitimate business activities. He or she may also use the 

cash received to meet business related costs, thus reducing cash deposits at the bank. 

 

Furthermore, the hawala system constitutes an alternative relatively ‘safe layer’ in money 

laundering schemes. In the absence of paper trails or records of money transactions, hawala 

transfers are difficult to trace and be tied-up to the original source of money. Layering can 

be done by using the hawala brokers in several countries and distributing the transfers over 

time. Integration of criminal proceeds shares common features with the hawala debt 

settlement process and can be accomplished through investment in a legitimate business, 

the purchase of bonds or property, or an import/ export invoice. Besides money laundering, 

there has been growing concern on the potential use of hawala as a conduit for terrorist 

financing. According to the 9/11 Commission report, Osama Bin Laden relied largely on 

                                                 
33 Financial Action Task Force on Money Laundering, Report on Money Laundering Typologies 1999-2000 
(2000) 4.  
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the established hawala networks operating in Pakistan, Dubai and throughout the Middle 

East to finance terrorism.34  

 

Apart from alternative remittance systems, there are a number of non-financial business 

activities which are vulnerable to exploitation by money launderers. These include the real 

estate businesses, lawyers, notaries and accountants.35 Real estate investment has become a 

popular laundering vehicle and some of the techniques used include the purchase of 

residential or business properties with the proceeds of criminal activities. The money 

launderers often establish private companies so that a legitimate business may cover the 

fraud involved. The proceeds of any criminal activities can also be laundered through stock 

exchanges. Cash can be transformed into alternate financial investments and ownership of 

stocks and brokerage firms can function as deposit-taking institutions in such a way to 

disguise the illegitimacy of the money.36 

 

Lawyers, notaries and accountants are vulnerable to money laundering activities because of 

the nature of their professions. For instance, they have specialized professional expertise 

needed by money launderers and they perform a wide range of services in the economic 

sphere. They also hold a respectable position in society which arouses little suspicion that 

they are involved in money laundering activities. More importantly, professional 

confidentiality is generally available in almost every county.37  

 

In recent years, more complex money laundering methods have been identified. There is 

evidence to suggest that the international trade system have been exploited by criminals and 

terrorists. This arises from the enormous volume of trade flows, which obscures individual 

transactions; the complexities associated with the use of multiple foreign exchange 

transactions and diverse trade financing arrangements; the commingling of legitimate and 

                                                 
34 Rob McCuster, ‘Underground Banking: Legitimate Remittance Network or Money Laundering System?’ 
(2005) Trends & Issues in Crime and Criminal Justice, 3. 
35 Financial Action Task Force on Money Laundering, Report on Money Laundering Typologies 1997-1998 
(1998) 8. 
36 Ibid 12. 
37 He Ping, ‘Lawyers, Notaries, Accountants and Money Laundering’ (2006) 9(1) Journal of Money 
Laundering Control 62, 70. 
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illicit funds; and the limited resources that most customers agencies have available to detect 

suspicious trade transactions.38   

 

It is generally recognized that trade-based money laundering activities vary in complexity. 

The most basic schemes are fraudulent trade practices, such as under or over invoicing of 

goods and services, while the more complex schemes integrate these fraudulent practices 

into a web of complex transaction, such as the movement of value through the financial and 

international trade systems. The use of such complex systems complicates the detection of 

illegal money trails.39 As such, it is critical for the government to establish measures to 

combat money laundering associated with this kind of crime. 

 

Furthermore, despite the important and legitimate role played by corporate entities, they 

may, under certain conditions, be abused by criminals to conceal the source of their illicit 

profits. For instance, by setting up a complex, multi-jurisdictional structure of corporate 

entities and trust, the seemingly logical money flow between these entities may be used to 

move and launder criminal money.40 

 

Most recently, it has been identified that the value added (VAT) carousel fraud has been 

used by serious criminal organizations either to raise funds or to launder the proceeds of 

crime.41 Normally, in VAT carousel fraud, goods are apparently exported, thus making 

them exempt from VAT, but the export does not actually takes place. The transaction may 

then be reversed in the ‘receiving country’, thus doubling the fraud while leaving stock 

levels in both countries unaffected. VAT carousel fraud is not a form of tax evasion, but a 

deliberate, systematic attack on government revenues. It is believed that billions of dollars 

from VAT carousel fraud are moving through the international banking system.42  

 

                                                 
38 Financial Action Task Force on Money Laundering , Trade Based Money Laundering (2006) 3. 
39 Haemala Thanasegaran and Bala Shanmugam, ‘International Trade-Based Money Laundering: The 
Malaysian Perspective’ (2007) 10(4) Journal of Money Laundering Control 429, 437. 
40 Financial Action Task Force on Money Laundering, The Misuse of Corporate Vehicle, Including Trust and 
Company Service Providers (2006) 3. 
41 Financial Action Task Force on Money Laundering, Laundering the Proceeds of VAT Carousel Fraud 
(2007) 2. 
42 Ibid 4. 
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Clearly, criminals will often employ multiple methods, which involve the abuse of the 

financial and international trade systems, to launder their illicit gains. It has been argued 

that money laundering activities are a combination of the launderer’s imagination, networks 

of contact and professional expertise.43 Undoubtedly, criminals have been very inventive in 

finding ways to launder their tainted funds. As a result, the responsible authorities are under 

increasing pressure to detect and deter the menace.  

1.4 The Impact of Money Laundering 

 

It is widely acknowledged that money laundering can have devastating political, social and 

economic consequences for countries, especially for developing countries and  countries 

with fragile financial systems. Criminal organizations have often used their illicit profits to 

bribe individuals or governments. Over time, this can seriously undermine democratic 

institutions and threaten good governance by promoting public corruption through 

kickbacks, bribery, illegal campaign contributions, collection of referral fees and 

misappropriation of corporate taxes and licence fees.44   

 

Furthermore, unabated money laundering has an enormous impact on the basic values of 

society because it indicates that crime does indeed pay.45 In the meantime, money 

laundering increases the threat posed by serious crime, by facilitating the underlying crimes 

and providing funds for reinvestment that allow the criminal enterprise to continue its 

operations. For this reason, money laundering must be criminalized and criminal proceeds 

must be disrupted so that crimes will no longer pay and there will be less motivation for 

criminals to commit crimes.  

 

Money laundering can threaten national economies and private sector. It has been 

recognized that criminals use their profits to infiltrate or acquire control of legitimate 

business and to put legal competitors out of business. In fact, legitimate business is useful 

for criminal organizations as a cover for their activities. The operation of such business is 

                                                 
43 W Gilmore ‘International Initiatives’, in Parlour, International Guide to Money Laundering Law and 
Practice (1995) 12. 
44William R Schroeder, ‘Money Laundering: A Global Threat and the International Community Response’ 
(2001) 70(5) FBI Law Enforcement Bulletin 2. 
45 Siong Thye Tan, ‘Money Laundering and E-Commerce’ (2002) 9(3) Journal of Financial Crime 277. 
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for the purpose of laundering illicit proceeds rather than as profit maximising enterprises 

responsive to consumer demand and worthy of legitimate investment capital.46 

 

Money laundered through legitimate business is often placed in investments that generate 

little additional productivity for the broader economy such as real estate, art, antiques, 

jewellery, and luxury automobiles. The diversion of such resources to less productive 

domestic assets or luxury imports is a serious detriment to economic growth especially for 

developing countries. Also it can distort the international trade and capital flows for long-

term economic development.47 

 

Furthermore, money laundering activity through offshore financial centres (OFC) channels 

could affect the developing countries’ strategies to establish OFCs as vehicle for economic 

development.48 It has been argued that when developing countries attract ‘dirty money’ as a 

short term engine of growth, they can find it difficult to attract a solid long-term foreign 

direct investment that seeks stable conditions and good governance which can help them 

sustain development and promote long-term growth.49 The flow of large amounts of funds 

from laundering could also significantly impact on exchange rates and interest rates, or 

create artificial demand and affect pricing in the particular area and a good example is 

housing and land.50 

 

More importantly, money laundering could compromise the stability, transparency and 

efficiency of the global financial systems.51  The September 11 tragedy, the Bank of Credit 

and Commerce International (BCCI) collapse in 1991, the Citibank and the Bank of New 

York scandals in 1999 have all exposed the dangers posed by money laundering to the 

banks and financial systems.  

 

                                                 
46 B L Bartlett, ‘The Negative Effects of Money Laundering on Economic Development’ (2002) Platypus 
Magazine 18, 19. 
47 Ibid. 
48 Ibid. 
49 L Verwoerd, Money Laundering and Economic and Financial Development (2005) 
<http://www.austrac.gov.au/text/publications/moneylaundering/11.html> at 5 July 2005. 
50 Anu Arora,’The Evaluation of International Money Laundering Regulation’ in Iwan Davies, Issues in 
International Commercial Law (2005) 174. 
51 Ian Kaminski, ‘International Banking and Money Laundering’ (2004) 23 Annual Review of Banking and 
Financial Law 210. 
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The September 11 tragedy highlighted the association of money laundering with terrorism, 

while the BBCI debacle exposed the use of banking secrecy to disguise the illegitimate 

sources of money. As a consequence, the duty of confidentiality has now been replaced 

with a duty of disclosure. Also, it has become immensely important for the banks and 

financial institutions to provide an effective system to deal with any suspicious 

transactions.  

 

Furthermore, the Citibank and Bank of New York scandals in 1999 have revealed the 

extent of manipulation of private banking and correspondent banking services to launder 

the illicit profits of criminal organizations and major political swindlers. As a result, banks 

are required to put in place rigorous anti-money laundering measures for their private 

banking and correspondent banking services. It is now clear that banks have to satisfy the 

principles of safe and sound banking practice in order to be a clean place to do business. 

 

The continuing occurrence of money laundering scandals show that even many of the 

world’s best known banks have become the central elements of money laundering. More 

importantly, it highlights that the vulnerability of the banking system to the menace which 

still exists despite the fact that the anti-money laundering framework has been in place for 

years. Therefore, it is clear that without effective implementation of the anti-money 

laundering measures, banks may find themselves directly or indirectly assisting money 

launderers. To make matters worse, where the institutions are actively involved in 

laundering process, the illicit funds can get into the financial system unchallenged.  

 

This scenario will seriously affect the customers’ confidence in the integrity of the banks 

and financial institutions. Also, it becomes a threat to honest financial institutions which 

have to prove their good standing and credibility. It goes without saying that customer 

confidence is fundamental to the growth of sound financial institutions. Banks and financial 

institutions rely heavily on a good reputation to build business. Therefore, banks exposed to 

money laundering would suffer reputational risk. To make matters worse, money 

laundering could increase the prospect of internal fraud and other criminal activities 

resulting in the risk of financial failure.52  

                                                 
52 Zeti Akhtar Aziz, ‘Governor’s Opening Remarks at the ASEAN Anti-Money Laundering Workshop’   



 29

 

As such, banks and financial institutions play a major role in instituting effective anti-

money laundering strategies. Apart from combating the menace, these measures are vital to 

preserve the integrity of the financial systems. However, experience has shown that the 

implementation of anti-money laundering measures not only creates significant compliance 

burden for banks, but also has the potential to adversely affect the operations of banks. 

 

1.5 Terrorism Financing 

 

While in the past money laundering activities had been associated with drugs trafficking 

and organized crime, the September 11 tragedy has highlighted the link between money 

laundering and terrorism financing activities. It has been argued that the tragedy has 

essentially strengthened and expanded the international community’s anti-money 

laundering net.53 

 

It has been recognized that the anti-money laundering framework is also a critically 

important component in the war against terrorism. Disrupting the financial element of 

terrorist organizations could prevent terrorists from raising, moving and using the funds for 

terrorist operations. More importantly, it will protect the vulnerable sectors, particularly the 

financial, charitable and cash couriers sectors from criminal abuse.54 

 

It is important to note that terrorism and organized crime are different in their ultimate 

motives. Terrorism is typically driven by ideological, religious or political motives, 

whereas organized crime is driven predominantly by financial gains. However, although 

terrorism is not motivated by financial gain, terrorist groups still require financial support in 

order to achieve their aims. As such, it is critical for terrorist groups to develop and 

maintain an effective financial infrastructure.55 Despite their different motives, terrorism 

                                                                                                                                                     

(Paper presented at the ASEAN Anti-Money Laundering Workshop, Kuala Lumpur, 28 July 2003). 
53 Alison S Bachus, ‘From Drugs to Terrorism: The Focus Shift in the International Fight against  Money 
Laundering After September 11, 2001’ (2004) 21 Arizona Journal of International and Comparative Law 
835, 870. 
54 Financial Action Task Force on Money Laundering, Terrorist Financing (2008) 27. 
55 Financial Action Task Force on Money Laundering, Report on Money Laundering Typologies 2001-2002 
(2002) 2. 
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financing shares multiple characteristics with money laundering in terms of sources of 

funding, laundering techniques and risks posed to the financial systems. Clearly, both are 

criminal activities attempting to disguise the sources and destination of funds and need to 

use the financial intermediaries to mobilize and channel their funds.56  

 

According to FATF, terrorism financing comes from two primary sources. The first source 

is the financial support provided by states or specific entities. However, this type of support 

has declined in recent years and has increasingly been replaced by wealthy individuals. For 

instance, it is believed that Osama bin Laden has been the main supporter of the Al-Qaeda 

terrorist network.57 The second major source of terrorist funds is derived from various 

revenue-generating activities. Notably, this type of support may be classified as legal and 

illegal. Legal sources of financing include personal donations, profits from businesses and 

funds from charitable organizations. Like money laundering, the illegal sources of terrorism 

financing include drug trafficking, the smuggling of weapons and other goods, credit card 

fraud, kidnapping and extortion.58 It has been argued that deficiencies in democratic 

development, a weak state, a lack of civil society and the absence of economic institutions 

are the key factors that facilitate the raising of terrorist funds through criminal activities.59  

 

Evidence suggests that there are little differences in relation to the methods used by terrorist 

organizations to generate funds from illegal sources and the methods used by organized 

crime groups.  Similar methods includes cash smuggling; structured deposits to, or 

withdrawals from, bank accounts; purchase of various types of monetary instruments; use 

of credit cards or debit cards and wire transfers.60 However, the specific methods normally 

used by terrorist group are alternative remittance systems, particularly the hawala system, 

charities, cash couriers and the movement of goods through the trade system. In fact, the 

                                                 
56 R Barry Johston and Oana M Nedelescu, ‘The Impact of Terrorism on Financial Markets’ (2006) 13(1) 
Journal of Financial Crime 7, 18. 
57 Financial Action Task Force on Money Laundering, Guidance for Financial Institutions in Detecting 
Terrorist Financing (2002) 4. 
58 Ibid. 
59 Patrick Hardouin, ‘Terrorist Fund Raising Through Criminal Activities’ (2006) 9(3) Journal of Money 
Laundering Control 303, 308. 
60 Financial Action Task Force on Money Laundering, above n 54, 5. 
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adaptability and opportunism shown by terrorist organizations suggest that all the methods 

that exist to move money around the globe are to some extent at risk.61 

 

It has been argued that the anonymity feature of alternative remittance system and the lack 

of official scrutiny make it vulnerable to abuse for terrorism financing.62 Furthermore, 

alternative remittance systems are robust in jurisdictions where the formal banking sector is 

absent or weak, or where important distortions exist in payment systems as well as foreign 

exchange and other financial markets.63 In the light of the above circumstances, the 

alternative remittance systems cannot be completely eliminated. Instead, the authorities 

must register and improve the level of transparency of the systems, by bringing them closer 

to the formal banking systems. More importantly, the weaknesses in the formal banking 

systems must be addressed efficiently.64 

 

Charities or non-profit organisations have many characteristics that make them vulnerable 

to abuse for terrorism financing. These include the public trust, their considerable sources 

of funds, their cash-intensive nature and their global presence.65 Evidence suggests that 

some charities have served either as a direct source of income or as a cover for terrorism 

financing activities.66 

 

The nature of terrorist funds makes it difficult to apply anti-money laundering measures to 

terrorism financing. The apparent legal source of terrorist funds makes detection of 

terrorism financing more difficult because of the lack of indicators that can be traced by the 

anti-money laundering systems. It can be said that the relationship between money 

laundering and terrorism financing is indirect because in terrorism financing it appears that 

the clean money is transformed into criminal money when it is used for terrorism purposes.  

 

                                                 
61 Ibid. 
62 R B Johnston, Work of the IMF in Informal Funds Transfer System-Regulatory Frameworks for Hawala 
and Other Remittance Systems, Monetary and Financial Systems (2005) 2. 
63 Bruce Zagaris, ‘Problems Applying Traditional Anti-Money Laundering Procedures to Non-Financial 
Transactions, “Parallel Banking Systems” and Islamic Financial Systems’ (2007) 10(2) Journal of Money 
Laundering Control 157, 167. 
64 Ibid. 
65 Financial Action Task Force on Money Laundering, Report on Money Laundering Typologies 2003-2004 
(2004) 8. 
66 Financial Action Task Force on Money Laundering, above n 54, 25. 
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For this reason, funds need to be analysed for the crime they are about to finance in the 

future rather than the crime with which they may have been associated in the past. As such, 

the application of traditional anti-money laundering measures to terrorism financing is not 

an effective solution because the measures are designed to focus on the origins of dirty 

money. They are not able to identify legitimate funds passing through for illegitimate 

purposes in the future.67 Therefore, it is vital to develop a new, cooperative model that 

would address the issue more effectively.68 

 

Another important aspect of terrorism financing that make its detection more difficult is the 

size of the transactions involved. Financial flows linked to terrorist operations are often 

very small and remain below the thresholds of anti-money laundering measures. As such, 

terrorism financing may be relatively easy to conceal, compared to traditional money 

laundering. For example, it has been suggested that the sums that circulated between the 

September 11 hijackers and their overseas accounts amounted to less than USD10,000, and 

in most cases, the operations were simple wire transfers.69 

 

Clearly, detecting terrorist funds is a very daunting task.  As such, to effectively combating 

terrorism financing, legislators and regulators need to plug gaps in the existing anti-money 

laundering regime.70 Consequently, alternative remittance systems, wire transfers, charities 

and cash couriers need to be effectively regulated. The efforts to disrupt terrorist funds also 

require extensive international cooperation, an extraordinary display of civic responsibility 

by the world banking community and efficient regulatory regimes.71 Furthermore, it is 

evident that sharing identified terrorist vulnerabilities and information with the regulated 

institutions constitutes a first line defence against terrorism financing.72 

 

                                                 
67 Omar Elagab, ‘Control of Terrorist Funds and the Banking System’ (2006) 21(1) Journal of International 
Banking Law Review 38, 44. 
68 Alyssa Phillips, ‘Terrorists Financing Laws Won’t Wash. It Ain’t Money laundering’ (2004) 23(1) 
University of Queensland Law Journal 81, 101. 
69 Financial Action Task Force on Money Laundering, above n 54, 6. 
70 Courtney J Linn, ‘How Terrorists Exploit Gaps in US Anti-Money Laundering Laws to Secrete Plunder’ 
(20050 8(3) Journal of Money Laundering Control 200, 215. 
71 David D Aufhauser, ‘Terrorist Financing: Foxes Run to Ground’ (2003) 6(4) Journal of Money Laundering 
Control 301. 
72 Marcy M Forman, ‘Combating Terrorist Financing and Other Financial Crimes Through Private Sector 
Partnerships’ (2006) 9(1) Journal of Money Laundering Control 112, 118. 
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Specifically, it has been identified that suspicious transaction reporting mechanism has a 

central role in identifying terrorism financing and the movement of terrorist funds through 

the financial systems. Even though it is generally not possible for banks and financial 

institutions to draw the link between the suspicious activity and terrorism, it appears that 

the financial information gathered from the mechanism would provide law enforcement 

with information on terrorist activity. Furthermore, financial information when combined 

with counter-terrorist intelligence would constitute an effective tool for disrupting terrorist 

operations.73 Ultimately, respect for the rule of law, both international and domestic 

constitutional law, is an essential element of the war on terror.74 

1.6 Summary   

 

Money laundering is the life blood of criminal organizations. It helps distance criminals 

from the proceeds of the underlying crimes so that they can enjoy their ill-gotten gains 

without fear of prosecution and confiscation. The criminalization of money laundering is 

considered a new tool in the fight against criminal activities. Effective investigation and 

prosecution of the launderers and the confiscation of the funds in the possession of the 

launderers can have significant impact on the criminal organizations finances. The rationale 

behind this approach is that it would not only reduce the ability of criminal organizations to 

finance further criminal operations but also lead to the successful prosecution of the 

perpetrators. 

 

Criminals have been very inventive in finding ways to launder their tainted funds. In most 

cases, the modern communication technology and the complexity of the financial systems 

have greatly assisted the laundering process. In response to this problem, the law 

enforcement and supervisory authorities as well as the regulated institutions need to 

increase their awareness of money laundering methods, particularly current and emerging 

trends. This will provide them with a better picture of the vulnerabilities of the financial 

system to exploitation by criminals and terrorists.  

 

                                                 
73 Financial Action Task Force on Money Laundering, above n 54, 30. 
74 Fletcher N Baldwin and Theresa A Di Perna, ‘The Rule of Law- An Essential Component of the Financial 
War Against Organized Crime and Terrorism in the Americas’ (2007) 14(4) Journal of Financial Crime 405, 
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Combating money laundering is not just a matter of fighting crime but also preserving the 

integrity of banks and financial institutions from being abused by money launderers. 

Therefore, many of the efforts to combat the menace have concentrated on banks and 

financial institutions. However, money laundering counter-measures have put significant 

regulatory and compliance burdens on the institutions involved. These measures have not 

only affected the business operations of banks and financial institutions, but also their 

relationship with their customers and other stakeholders. Thus, it is vital to create a well 

balanced and workable anti-money laundering regime. 

 

While in the past money laundering activities had been associated with drugs trafficking 

and organized crime, the event of September 11, 2001 has highlighted the link between 

money laundering and terrorism financing. It should be noted that terrorism financing has 

affected the traditional model of money laundering which starts with the placement of 

‘dirty money’ into the banking system. For terrorism financing however, the source of 

funds may well be legitimate. Accordingly, the traditional money laundering model is 

effectively reversed, as funds become ‘dirty’ only at the end of the process when funds are 

used to finance terrorist operations. Therefore, despite their similarities, terrorism financing 

and money laundering are distinct activities. The nature of terrorist funds and the size of the 

transactions involved make it difficult to apply anti-money laundering measures to 

terrorism financing. 
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CHAPTER TWO 

INTERNATIONAL INITIATIVES AND COUNTER MEASURES 

 

2.1 Introduction 

 

Pressure to combat money laundering, and more recently terrorism financing, have come 

from various quarters, including international agencies, multinational organizations and 

national regulatory agencies. This is not surprising considering the international nature of 

money laundering and its potential to undermine not just financial institutions but also 

legitimate economies and the sovereignty of nation states. It is widely acknowledged that 

money laundering can only be dealt with effectively with the full cooperation and 

assistance of the entire international community. This chapter will examine the various 

initiatives undertaken by agencies such as the United Nations, the Council of Europe, the 

Basle Committee on Banking Regulation and Supervisory Practices, the Financial Action 

Task Force, the Wolfsberg Group and the Asian Pacific Group. Many countries, including 

Malaysia, have adopted the measures proposed by these agencies and this accounts for the 

relative uniformity of anti-money laundering laws globally. 

 

2.2 The United Nations Initiatives 

 

It can be said that the United Nations (UN) is the lead multilateral institution in the fight 

against money laundering. For the purpose of this study, the discussion will focus on the 

1998 Vienna Convention which address the international drug trafficking issues and also 

the 2000 Palermo Convention to combat transnational organized crime. 

 

Before discussing those two Conventions, it would be worthwhile to briefly mention the 

roles of the United Nation Drugs Control Program (UNDCP) and the Crime Prevention and 

Criminal Justice Branch, which have been given specific mandates to combat money 

laundering. The action taken by UNDCP so far has mostly been in the form of provision of 
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advice and assistance regarding legislation on money laundering and assisting countries to 

develop appropriate laws and legal systems.1  

 

In connection with this, the UNDCP has developed model legislation on money laundering 

and confiscation and concentrated on raising awareness among the member states of the 

urgent need for effective action against money laundering. The UNDCP in cooperation 

with the Crime Prevention and Criminal Justice Branch also provides technical assistance 

in the training of judicial and investigative personnel and the prevention and control of 

money laundering.  

 

2.2.1 The UN Convention against Illicit Traffic in Narcotic Drugs and Psychotropic 

Substances 1988 (Vienna Convention) 

 

This was the first major breakthrough in the effort to address money laundering problems at 

the international level.2 The Convention was concluded in Vienna, Austria in December 

1988. To date, it has had a major influence on subsequent initiatives. It has been widely 

viewed as constituting the minimum standard of conduct required of each participating 

country in the criminalization of money laundering activities. 

 

As is explained in the Preamble, the Convention recognizes that the strong link between 

illicit traffic and other related organized criminal activities demands urgent attention and 

the highest priority among the international community. The outcomes of the Vienna 

Convention are reflected in Article 3(1) which is considered the cornerstone of the 

Convention. By virtue of Article 3(1) (a), each participating country is required to legislate 

as necessary to establish a modern code of criminal offences relating to illicit trafficking in 

all its different aspects.3 

 

                                                 
1 See http://www.undcp.org 
2 The Vienna Convention was formulated to improve the coverage of the 1961 Single Convention on Narcotic 
Drugs and the 1971 Pyschotropic Substances Convention. 
3 See Article 3(1)(a) of the Vienna Convention. 
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It should be noted that sub-paragraph (b) specifically deals with establishing drug related 

money laundering as a criminal offence. Article 3(1) (b) refers to: 

(i) The conversion or transfer of property, knowing that such property is derived 

from any offence or offences established in accordance with sub-paragraph (a)4 

of this paragraph, or from an act of participation in such offence or offences for 

the purpose of concealing or disguising the illicit origin of the property or of 

assisting any person who is involved in the commission of such offence or 

offences to evade the legal consequences of his actions. 

(ii) The concealment or disguise of the true nature, source, location, disposition, 

movement, rights with respect to, or ownership of property knowing that such 

property is derived from an offence or offences established in accordance with 

sub-paragraph (a)…or from an act of participation in such offence or offences. 

 

Furthermore, the Convention also obliges all participating countries to establish as criminal 

offences under their domestic laws activities which constitute money laundering including 

the ‘acquisition, possession or use of property, knowing at the time of receipt’5, provided 

that it is not contrary to their constitutional principles and the basic concepts of their legal 

systems. It should be emphasized that this is an important innovation which ensures that all 

the participating states have money laundering offences in their statute books. Therefore, 

the lack of relevant legislation would not be available as an excuse when requests for legal 

assistance are made. The Convention also requires that laws be passed on conspiracy, 

aiding and abetting or otherwise assisting money laundering and other similar 

arrangements.6 

 

A second major approach taken by the Convention relates to the confiscation of the 

proceeds held by money launderers and drug traffickers. The Convention addresses both 

the measures to be taken at the national level, as well as the necessary mechanism to affect 

                                                 
4 Sub-paragraph (a) of Article 3 of the Vienna Convention requires each participating countries to criminalize 
drug-related activities. This includes the production, manufacture, distribution and sale of any narcotic drugs 
or any psychotropic substances. 
5 See Article 3(1)(c)(i). 
6 See Article 3(1)(c)(iv). 
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the international cooperation in this area.7 The confiscation measures are aimed at 

incapacitating criminals who continue to engage in the illegal conduct and to prevent 

offenders from unjustly enriching themselves. Perhaps, this measure will eliminate the 

benefits gained and will undermine the ultimate profitability in order to protect the stability 

of legal economies. 

 

It has long been recognized that the banking secrecy laws and customer confidentiality are 

one of the biggest problems in the struggle against money laundering. The solution for this 

problem lies in Paragraph 3 of Article 5 which requires all participating countries to 

empower their courts or other relevant authorities to order that bank, financial or 

commercial records be made available. This means banks and financial institutions have a 

duty to disclose relevant information in certain circumstances. This is another measure 

which puts banks and financial institutions in a serious bind cooperating in the war on 

money laundering. 

 

It is important to note that actions at the level of domestic law undertaken on a unilateral 

basis are unlikely to be sufficient to combat money laundering activities. Therefore there is 

a critical need for effective international cooperation. The Convention provides several 

approaches to securing the cooperation of one state to another.8 

 

One of the objectives of the Vienna Convention is to improve international cooperation in 

the fight against money laundering. In this respect, member states are required to establish 

mutual legal assistance in relation to investigations, prosecutions and judicial proceedings 

relating to money laundering and other serious criminal activities.9 It can be said that the 

concept of mutual legal assistance is a major contribution to the war against money 

laundering because it is one of the key elements to unlocking the barriers to money 

laundering investigation and confiscation of criminal proceeds. 

 

                                                 
7 See Article 5. 
8 See Paragraph 4(a) of Article 5. 
9 See Article 7. 
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Equal attention also has been given to another method of cooperation, namely, extradition. 

Article 6 of the Convention requires that the domestic criminal offences which give effect 

to the obligations of the Convention shall be deemed to be extraditable offences in any 

existing extradition treaty between the parties.10 This obligation is restricted to the more 

serious offences, including money laundering provided for in Article 3(1). Additionally, 

Article 9 provides other forms of cooperation and training. 

 

While the Vienna Convention remains a benchmark for identifying money laundering 

counter-measures on an international level, it does not criminalize money laundering. 

Rather, it obligates the signatories to adopt domestic legislation that makes laundering drug 

proceeds a crime. As late as 2001, 38 signatories to the Vienna Convention had yet to 

criminalize the laundering of drug proceeds.11 Additionally, the fact that the treaty defined 

money laundering as a crime predicated on drug trafficking has limited its effectiveness. 

For example, fraud and corruption are also important sources of illicit funds. 

 

2.2.2 The United Nations Convention against Transnational Organized Crime 2000 

(The Palermo Convention) 

 

In December 2000, the United Nations adopted the first international treaty against 

transnational organized crime. It was reported that more than 120 nations signed this 

convention which was held in Palermo, Italy.12 The Convention addresses international 

concern on the growing power of criminal groups and their involvement in new and 

exploitative crimes. Its purpose is to promote international cooperation in the prevention of 

transnational organized crime ranging from money laundering to trafficking in human 

beings.  

 

                                                 
10 See Article 6. 
11 W  R Schroeder, ‘Money Laundering: A Global Threat and the International Community’s Response’ 
(2001) 70(5) FBI Law Enforcement Bulletin 6. 
12 See http://www.unis.unvienna.org/unis/pressrels/2000/cp392.html. 
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This Convention provides a powerful global weapon in the war against transnational 

organized crime and has been welcomed by the world community. Pino Arlacchi has 

described the Convention in the following terms: 

“First, it will help eliminate the inconsistencies among states that criminal networks are 

currently exploiting. Second, it brings together the best practices in combating criminal 

powers developed in several parts of the globe. And third, it contains the most advanced 

toolkit to ever be made available to policy makers, investigators and civil society to 

prevent large scale crimes.”13 

 

Generally, this Convention requires states to adopt legislative and other relevant 

measures to criminalize participation in an organized criminal group.14 Article 6(1) of 

the Convention prescribes the definition of money laundering contained in the Vienna 

Convention. More importantly, Article 6(2) requires states to include as predicate 

offences all serious crime as defined in Article 2 of this Convention15 and the offences 

established in accordance with article 5, 8 and 23 of this Convention.16  

 

Furthermore, Article 7 sets out comprehensive measures to combat money laundering 

which comprise customer identification, record-keeping and reporting suspicious 

transactions requirements. Interestingly, besides banks and non-financial institutions, 

these measures also apply to other bodies susceptible to money laundering, such as 

lawyers, accountants and real estate agents. 

 

It has been recognized that the law enforcement cooperation is one of the most significant 

tool to fight transnational organized crime. Therefore member states are required: 

(a) to establish channels of communication between their competent authorities and 

law enforcement agencies. 

(b) to cooperate with other states in conducting inquiries with respect to the 

offences covered by this Convention. 

                                                 
13 Remarks by Pino Arlacchi, UN Under Secretary General, Executive Director, Office for Drugs Control and 
Crime Prevention, at the signing of the Palermo Convention, 12 December 2000. 
14 See Article 5 UN Convention Against Transnational Organized Crime. 
15 Article 2 defines “serious crime” as conduct constituting an offence punishable by a maximum deprivation 
of liberty of at least four years or a more serious penalty. 
16 Offences relating to participation in an organized criminal group, corruption and obstruction of justice. 
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(c) to provide items for investigative purposes. 

(d) to facilitate effective coordination between competent authorities and other 

relevant agencies. 

(e) to exchange information regarding the method used by organized criminal 

groups. 

(f) to exchange information and coordinate administrative and other appropriate 

measures for the purpose of identification of the offences covered by this 

Convention.17   

 

Without going into the details, other provisions of this Convention deal with international 

cooperation for the purpose of confiscation of proceeds of crime18, extradition19, mutual 

legal assistance20, prevention of transnational organized crime21, settlement of disputes22, 

signature, ratification, acceptance, approval and accession23 and denunciation24 of this 

Convention. 

 

2.3 The Basle Committee on Banking Supervision 

 

The Basle Committee is made up of the representatives of central banks and supervisory 

authorities of Belgium, Canada, Germany, Italy, Japan, the Netherlands, Sweden, 

Switzerland, the United Kingdom, the United States and Luxembourg.25 In December 1988, 

the Committee issued a Statement of Principles on Prevention of Criminal Use of the 

Banking System for the Purpose of Money Laundering. The Preamble outlines how banks 

are used to launder money: 

Criminals and their associates use the financial system to make payments and transfers of 

funds from one account to another, to hide the source and beneficial ownership of money, 

                                                 
17 See Article 27. 
18 See Article 13. 
19 See Article 16. 
20 See Article 18. 
21 See Article 31. 
22 See Article 35. 
23 See Article 39. 
24 See Article 40. 
25 The Committee was established by the Central Bank Governors of the Group Ten countries in 1975. 
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and to provide storage for bank notes through a safe deposit facility. These activities are 

commonly referred to as money laundering. 

 

Therefore, banks and financial institutions as well as their supervisors, have an important 

role in the deterrence and control of money laundering. The Committee agreed that 

governmental banking supervisors have a responsibility to encourage ethical standards of 

conduct among banks and other financial institutions. Therefore, the principal objective of 

the Statement of Principles is to encourage the management of banks to establish and 

maintain effective identification procedures, to prevent any illegitimate transactions and to 

demonstrate its openness to cooperation with the law enforcement authorities. 

 

It is appropriate at this juncture to make a brief mention of the essential elements of the 

Statement of Principles which financial institutions are expected to adhere.  

 

i) Customer identification 

A bank should undertake reasonable efforts to determine the true identification of all 

customers requesting its services, especially account holders and those using safe-custody 

facilities. It was recommended that banks refrain from significant business transactions 

where customers fail to provide evidence of identity.26 

 

ii) Compliance with laws 

The Committee had emphasized that banks should not set out to offer services or provide 

active assistance in transactions which they have good reason to suppose are associated 

with money laundering activities.27 

 

iii) Cooperation with law enforcement agencies 

It was recommended that banks should cooperate fully with national law enforcement 

authorities to the extent permitted by specific local regulations relating to customer 

confidentiality. Where there are reasonable grounds for suspecting money laundering, 

                                                 
26 See Statement II. 
27 See Statement III. 
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banks should take appropriate measures which are consistent with the law.28 It can be said 

that the requirement of reporting suspicious transactions under national laws can be the key 

element to achieving cooperation between financial institutions and the law enforcement 

agencies. 

 

 iv)  Adherence to the Statement of Principles 

The Committee recommends that banks to adhere to the Statement of Principles and to 

implement specific procedures for customer identification and for retaining internal records 

of transactions. Also, banks should ensure that their internal audits are extended in order to 

establish an effective means for general compliance with the Statement of Principles.29 

 

It must be acknowledged, however, that the Statement of Principles is not a treaty and has 

no legal effect. It is merely advisory in nature. However it represents the first enunciation 

by an international financial organization on prevention of criminal use of the banking 

system for the purpose of money laundering. 

 

Other Basel Committee initiatives on money laundering prevention are contained in the 

1997 Core Principles for Effective Banking Supervision (Core Principles) and the 2001 

Customer Due diligence for Banks (Customer Due Diligence). The Core Principles provide 

a comprehensive blueprint for an effective bank supervisory system and covers a wide 

range of topics. Of the total 25 Core Principles, Core Principle 15 specifically deals with 

money laundering. It states: 

Banking supervisors must determine that banks have adequate policies, practices and 

procedures in place, including strict “know-your-customer” rules that promote high ethical 

and professional standards in the financial sector to prevent the bank being used, intentionally 

or unintentionally, by criminal elements.30 

 

Brief mention of the Customer Due Diligence paper is also relevant. This paper was issued 

because of the deficiencies in ‘Know Your Customer’ (KYC) principles practiced by the 

                                                 
28 See Statement IV. 
29 See Statement V. 
30 For the text of the 1997 Core Principles of Banking Supervision, see www.bis.org/publ/bcbs30.pdf 
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financial institutions throughout the world. In the Customer Due Diligence paper, the Basle 

Committee recommended adoption of a customer acceptance policy, customer 

identification, on-going monitoring of high risk accounts and risk management.31 In 

addition to customer identification, the paper also provides for supervisory obligations and 

powers in the implementation of KYC in a cross-border context and application of an 

accepted minimum standard of KYC policies and procedures on a global basis. It should be 

noted that recommendations in the Customer Due Diligence paper have been incorporated 

into the FATF’s Methodology for Assessing Compliance with Anti-Money Laundering and 

Combating the Financing of Terrorism Standards.32 

 

2.4 The Financial Action Task Force (FATF) 

 

The Financial Action Task Force was set up in July 1989 by the heads of seven major 

industrial nations and the President of the European Commission. In addition to the summit 

participants, a number of other countries have been invited to join in.33 It is a free-standing 

specialist body which comprises the world’s leading experts in the area of finance, law 

enforcement and legal agencies. FATF was established with the aim to set out international 

standards, develop and promote policies both at national and international levels to combat 

money laundering, and more recently, the financing of terrorism.34 

 

FATF also regularly monitors members’ progress in implementing anti-money laundering 

measures, reviews money laundering techniques and counter-measures, and promotes the 

adoption and implementation of money laundering measures globally. The monitoring of 

the actual implementation of the recommendations is done through self-assessment done by 

                                                 
31 Ibid 5. 
32 See Initiatives by the BCBS, IAIS and IOSCO to combat money laundering and the financing of terrorism 
(2003) 7. < http://www.bis.org/publ/joint05.pdf> at 28 July 2005. 
33The FATF is currently comprised of 31 member jurisdictions and two regional organizations (the European 
Commission and the Gulf Co-operation Council). The FATF’s member jurisdictions are: Argentina, Australia, 
Austria, Belgium, Brazil, Canada, Denmark, Finland, France, Germany, Greece, Hong Kong, China, Ireland, 
Italy, Japan, Luxembourg, Mexico, Kingdom of Netherlands, New Zealand, Norway, Portugal, the Russian 
Federation, Singapore, South Africa, Switzerland, Spain, Sweden, Turkey, the United Kingdom and the 
United States. (The People’s Republic of China became an observer on 21 January 2005). 
34 See Financial Action Task Force on Money Laundering Annual Report 2004-2005 (2005). 
<http://www.fatf-gafi.org/dataoecd/41/25/34988062.pdf > at 26 July 2005. 
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individual countries in the form of a report and an evaluation by FATF through an on-site 

visit by a team of experts. In performing these activities, FATF collaborates with other 

international bodies involved in money laundering prevention. It is no exaggeration to say 

that the Task Force was built on the firm foundations established by the 1988 UN 

Convention and the Basle Committee Statement of Principles. To date, it is the most 

comprehensive multidimensional and multi-sectoral approach in the global efforts on 

money laundering prevention.35  

 

At present, FATF’s priorities are to continue the setting of standards to combat money 

laundering and terrorist financing, the carrying out of typologies and compliance work in 

order to ensure global action against money laundering and terrorist financing, the 

developing of closer cooperation with the IMF and the World Bank and the enhancing of 

FATF’s relationships with FATF-style regional bodies.36 

 

It might be justified to say that the emergence of FATF-style regional bodies is one of the 

greatest impact of FATF’s initiatives. These bodies interpret, promote and implement 

FATF standards across the globe. Clearly, this is an indication that FATF has become a 

strong international motivation in the establishment of money laundering counter-

measures.37 

 

2.4.1 The FATF Forty Recommendations 

 

The Forty Recommendations provide a complete set of counter-measures against money 

laundering covering the criminal justice system and law enforcement, the financial system 

and its regulation and international cooperation. They were first introduced in 1990 to 

prevent the misuse of financial institutions by money launderers. The Forty 

Recommendations focus on three principal areas, namely, the improvement of national 

legal systems, the enhancement of the role of the financial systems, and the strengthening 

                                                 
35 Abdullahi Y Shehu, ‘International Initiatives against Corruption and Money Laundering: An Overview.’ 
(2005) 12(3) Journal of Financial Crime 233. 
36 See Financial Action Task Force on Money Laundering Annual Report 2003-2004 (2004) 
<http://www.fatf-gafi.org/dataoecd/12/44/33622501.PDF> at 26 July 2005. 
37 Abdullahi  Y Shehu, above n35, 234. 
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of international cooperation. A number of interpretative notes were developed between 

1990 and 1995 to clarify the application of specific Recommendations and to provide 

additional guidance.  

 

The Recommendations were revised for the first time in 1996 to take into account changes 

that had occurred in money laundering trends and to anticipate potential future threats. 

Several substantial changes were agreed upon by FATF members including the extension 

of money laundering predicate offences beyond drugs trafficking. FATF members also 

agreed to make mandatory the reporting of suspicious transactions and to expand the 

financial Recommendations to cover non-financial businesses. Additionally, the review of 

the Recommendations also covered the issue of shell corporations, the refinement of 

identification requirements including new technology developments, cross-border currency 

monitoring, controlled delivery techniques and bureaux de change.38 The 

Recommendations have now been endorsed by more than 130 countries, and are widely 

accepted as the leading international anti-money laundering standard. 

 

In 2003, FATF completed a thorough review and update of the Forty Recommendations. 

The revised Forty Recommendations have introduced a number of prominent changes to 

make the global anti money laundering efforts more successful. It expanded customer due 

diligence requirements for banks and financial institutions. Also, it enhanced measures for 

dealing with higher money laundering risks associated with correspondent banking 

relationships and politically exposed persons. 

 

It is worthwhile to make a brief mention of the revised Forty Recommendations which now 

apply not only to money laundering but also to terrorism financing. The revised Forty 

Recommendations can be divided into four parts. Part One outlines the scope of the 

criminal offence of money laundering. The member countries should criminalize money 

laundering on the basis of the Vienna Convention as well as the Palermo Convention. The 

Task Force also adopted a stronger standard for money laundering predicate offences.39 

                                                 
38 See Financial Action Task Force on Money Laundering Annual Report 1995-1996 (1996) 
<http://www.fatf-gafi.org/dataoecd/13/29/4326515.pdf > at 26 July 2005. 
39 See Recommendation 1. 
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Part Two is addressed at the financial institutions and non-financial business and 

professions and is aimed at preventing money laundering and terrorism financing. The 

original Forty Recommendations were designed to prevent the misuse of financial 

institutions by money launderers. However, experience has shown that criminals will utilize 

any form of business and profession to launder their profits. Therefore, the revised Forty 

Recommendations made a significant change by including various businesses and 

professions in money laundering prevention. 

 

Furthermore, the Task Force extended the Customer Due Diligence process for financial 

institutions.40 It requires financial institutions to enhance customer due diligence measures 

when dealing with politically exposed persons41, correspondent banking transactions42 as 

well as non face-to-face business transactions.43 Additionally, Recommendation 10 requires 

financial institutions to maintain all necessary records for at least five years.  The customer 

due diligence and record-keeping requirements also apply to designated non-financial 

business and professions such as casinos, real estate agents, dealers in precious metals and 

jewelries, lawyers and accountants as well as trust and company service providers.44 It can 

be said that such requirements are vital to strengthen the measures to combat money 

laundering and terrorist financing.  

 

Furthermore, Recommendations 13 and 14 provides detailed rules and procedures in 

respect of suspicious transactions reports. Also, financial institutions are asked to establish 

compliance frameworks that meet the following criteria: 

(a) develop and implement internal programmes, policies, procedures and controls to 

guard against money laundering and terrorist financing; 

(b) establish on-going employee training programs; 

                                                 
40 See Recommendation 5. 
41 See Recommendation 6. 
42 See Recommendation 7. 
43 See Recommendation 8. 
44 See Recommendation 12. 
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(c) develop an independent audit function to check and test the effectiveness of the 

compliance program.45 

 

Recommendation 18 prohibits the establishment of shell banks or any correspondent 

banking relations with such banks. A shell bank is a bank incorporated in a jurisdiction 

which it has no physical presence and which is unaffiliated with a regulated financial 

group.  

 

The Task Force also states that all countries need adequate measures to ensure that financial 

institutions and other business and professions are complying with their obligations. More 

importantly, the required measures must take into account the risks and regulatory 

structures that already exist in the relevant sectors.46  

 

Part Three of the revised Recommendations deals with key institutional measures in anti-

money laundering systems47 and the transparency of legal persons and arrangements.48 

These are among the prominent changes introduced when the Forty Recommendations 

were revised in 2003.  

 

Moreover, the Task Force has agreed that it is extremely important to enhance international 

cooperation between enforcement agencies, financial institutions, its regulators and 

supervisors in order to facilitate the investigations and prosecutions of money launderers.  

Therefore, Part Four of the Forty Recommendations deals with mutual legal assistance in 

relation to investigations, prosecutions and related proceedings of money laundering and 

terrorist financing.49 Additionally, Recommendations 38 and 39 deal with the seizure and 

confiscation of the criminal proceeds as well as extradition. 

 

 

 

                                                 
45 See Recommendation 15. 
46 See Recommendations 23 to 25. 
47 See Recommendations 26 to 32. 
48 See Recommendations 33 to 34. 
49 See Recommendations 36 to 37. 
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2.4.2 Special Recommendations on Terrorist Financing 

 

In October 2001, in response to the September 11 attacks on the United States, FATF 

expanded its mission to include efforts to combat terrorist financing. It issued Eight Special 

Recommendations on Terrorist Financing which will complement its existing 40 

recommendations on money laundering. The eight recommendations are as follows:50 

(a) To take immediate steps to ratify and to implement fully the 1999 United Nations 

International Convention for the Suppression of the Financing of Terrorism. 

(b) To criminalize the financing of terrorism, terrorist acts and terrorist organizations. 

(c) To implement measures to freeze and confiscate terrorist assets. 

(d) To report suspicious transactions linked to terrorism. 

(e) To provide the widest possible range of assistance to other countries’ law 

enforcement and regulatory authorities for terrorist financing investigations. 

(f) To impose anti-money laundering requirements on alternative remittance systems. 

(g) To strengthen customer identification measures in international and domestic wire 

transfers. 

(h) To ensure that entities, in particular non-profit organizations, cannot be misused to 

finance terrorism. 

 

In October 2004, FATF added another key element to the world’s counter terrorist 

financing defences. The new measure, Special Recommendation IX, calls on countries to 

stop cross-border movements of currency and monetary instruments related to terrorist 

financing and money laundering and confiscate such funds. It also calls for enhanced 

information-sharing between countries on the movement of illicit cash related to terrorist 

financing or money laundering.51 

 

It should be noted that the FATF Nine Special Recommendations on terrorist financing 

have been endorsed by many non-FATF members and international organizations and 

                                                 
50See Financial Action Task Force on Money Laundering, Special Recommendations on Terrorist Financing  
2004). 
51 Ibid. 
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bodies. As such, it can be said that this is one of the major contributions of FATF on money 

laundering prevention.  

 

The work of FATF is on-going and has proven to have had a major impact on the global 

effort to combat money laundering. Empirical studies on the relationship between money 

laundering and the banking sector have revealed that FATF’s anti-money laundering 

recommendations have had a great influence in protecting the banking sector from being 

used by money launderers.52 Although it has no force of law, the comprehensive set of 

Forty Recommendations and Nine Special Recommendations is a manifestation of the 

important role played by FATF in formulating anti-money laundering policies and in 

mobilizing global awareness of the war on money laundering. 

 

2.4.3 Non-Cooperative/Compliance Territories (NCCT) 

 

In order to reduce the vulnerability of the international financial system and to increase the 

world-wide effectiveness of anti-money laundering measures, between 1999 and 2000, 

FATF identified jurisdictions with serious deficiencies in their anti-money laundering 

regimes. This initiative was designed to encourage the implementation of comprehensive 

and effective anti-money laundering measures in large financial centres. An initial report in 

June 2000 identified 15 countries and territories53 as non-cooperative in the fight against 

money laundering. The jurisdictions either failed to adopt meaningful legislation 

criminalizing laundering or have serious deficiencies in their banking laws and 

implementing regulations.  

 

There was evidence that these jurisdictions were very attractive to money launderers since 

they could provide bank secrecy, offshore banks with anonymous accounts, anonymous 

ownership of international business companies and lawyers who serve as nominees of 

commercial entities. Also, in these jurisdictions non-residents are allowed to own and 

                                                 
52 Jackie Johnson and Desmond Lim, ‘Money Laundering: Has the Financial Action Task Force Made a 
Difference?’ (2002) 10(1) Journal of Financial Crime 18. 
53 Bahamas, Cayman Islands, Cook Islands, Dominica, Israel, Lebanon, Liechtenstein, Marshall Islands, 
Nauru, Niue, Panama, Philippines, Russia, St Kitts & Nevis and St Vincent & Grenadines. 
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operate offshore banks.54 By publicly criticizing these jurisdictions, FATF and its member 

countries hoped that international pressure would result in anti-money laundering 

reforms.55 It was also hoped that public criticism would have a great impact on their 

economies as prospective and legitimate investors would be reluctant to do business with 

them.56 FATF also recommended that its member financial institutions pay special attention 

to business relations and transactions with persons, including companies and financial 

institutions, from the non-cooperative jurisdictions.57 

 

FATF pursued the non-cooperative countries and territories during 2000-2001. It monitored 

previously identified weaknesses and considered countermeasures for jurisdictions 

maintaining their detrimental rules and practices. It also reviewed the anti-money 

laundering policies in an additional number of jurisdictions. In mid-2001, FATF issued a 

new list of jurisdictions having serious deficiencies in their anti-money laundering 

procedures. For example, Russia and Philippines were given 90 days to improve their 

practices or face economic sanctions. Also significant was the removal of Cayman Islands 

from the list of jurisdictions with deficient anti-money laundering laws.58 

 

Blacklisting by FATF has resulted in more countries committed to the prevention of money 

laundering. Recently, FATF removed the Cook Islands, Indonesia and Philippines from the 

NCCT list. It has been reported that the NCCT’s exercise has proved to be a very useful 

and efficient tool to improve global implementation of the FATF Forty 

Recommendations.59 At the time of writing, only three jurisdictions60 remain on the NCCT 

list.  

 

                                                 
54 Jackie Johnson, ‘In Pursuit of Dirty Money: Identifying Weaknesses in the Global Financial System’ 
(2001) 5(2) Journal of Money Laundering Control 124. 
55 W  R Schroeder, above n11, 7.  
56 A Y Shehu, above n 35, 234. 
57 Financial Action Task Force on Money Laundering, Review to Identify Non-Cooperative Countries and 
Territories: Increasing the Worldwide Effectiveness of Anti-Money Laundering Measures (2000) 65.  
58 R Manney, ‘Money Laundering: The Global Threat to the Integrity of Financial Systems (2001) 8(8) The 
Investment Lawyer 17. 
59 Financial Action Task Force on Money Laundering, Annual and Overall Review of Non-Cooperative 
Countries and Territories (2005) 20. 
60 Myanmar, Nauru and Nigeria. 
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2.5 The Wolfsberg Group 

 

The Wolfsberg Group is an association of a number of leading international financial 

institutions61 and was established in 2000 with the aim of developing global financial 

services industry standards with respect to anti-money laundering and counter-terrorism 

financing activities.  

 

In October 2000, together with the representatives from Transparency International, the 

Wolfsberg Group published the Principles on Money Laundering Prevention in Private 

Banking. The Principles were developed to tackle the dangers posed by money laundering 

to private banking and more importantly to address the reputational damage suffered by 

banks involved in money laundering scandals.62 Another reason behind the Principles is 

that the banks need to create a common standard to reduce the uncertainties and 

complexities resulting from running multi-national banks across disparate anti-money 

laundering regime.63 The Principles cover customer identification and due diligence 

procedures and are considered extensions to the FATF Know Your Customer policy.64  

 

By agreeing to the Principles, the management of banks showed that they were committed 

to fight against serious crime. Interestingly, the participant banks have displayed a 

commitment to apply these standards to all their operations at home and abroad, including 

their offshore centres, even if the local law would not require such standards and this is 

considered the real strength of the Principles.65 They represent the willingness of the private 

bankers to go beyond the identification of the client to trace the source of dirty money.66 

 

                                                 
61 ABN AMRO Bank N.V., Banco Santander Central Hispano S.A., Bank of Tokyo-Mitsubishi Ltd., Barclays 
Bank, Citigroup, Credit Suisse Group, Deutsche Bank AG, Goldman Sachs, HSBC, J.P. Morgan Chase, 
Société Generale, UBS AG. 
62 Mark Pieth and Gemma Aiolfi, ‘The Private Sector Becomes Active: The Wolfsberg Process’ (2003) 10(4) 
Journal of Financial Crime 360. 
63 Andrew Haynes, ‘The Wolfsberg Principles – An Analysis’ (2004) 7(3) Journal of Money Laundering 
Control 207. 
64 Kris Hinterseer, ‘The Wolfsberg Anti-Money Laundering Principles’(2001) 5(1) Journal of Money 
Laundering Control 26. 
65 Pieth, above n62, 361 
66 M Brindle, ‘Private Banks’ Initiative Against Money Laundering’ (2001) 4(4) Journal of Money 
Laundering Control 346. 
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In response to the global initiative in war on terrorism, the Wolfsberg Group has also come 

out with its own set of principles. It issued the Wolfsberg Anti-Money Laundering 

Principles for Correspondent Banking in November 2002. The Principles set a global 

standard to govern the establishment and maintenance of correspondent banking 

relationships. They clearly prohibit financial institutions from doing business with shell 

banks.67 The Principles also promote a risk-based approach to evaluating correspondent 

banking clients and deal with the identification and follow-up of unusual or suspicious 

activities. 

 

In September 2003, the Wolfsberg Group issued the Statement on Monitoring, Screening 

and Searching to address issues related to the development of risk-based processes for 

monitoring, screening and searching of transactions and customers. The Statement provides 

that risk-based transaction monitoring, real-time screening and retroactive searches must be 

embedded in an integrated anti-money laundering program. 

 

In 2006, the Wolfsberg Group published four reports establishing new policies for the 

prevention of money laundering and terrorism financing in various areas of banking 

activity. The first report, Guidance on a Risk Based Approach for Managing Money 

Laundering Risks,   provides general rules which could help regulators and financial 

institutions to formulate a risk based anti-money laundering strategy. The second report, 

Anti-Money Laundering Guidance for Mutual Funds and Other Pooled Investment 

Vehicles, addresses questions in connection with direct and indirect relations between 

investors and investment instruments. The third report,  FAQs68 on Anti-Money Laundering 

Issues in the Context of Investment and Commercial Banking addresses specific anti-money 

laundering questions in relation to investment banking and commercial banking. The fourth 

report, FAQs on Correspondent Banking provides guidance on money laundering controls 

in relation to correspondent banking. These initiatives envisage the active participation of 

the Wolfsberg Group in the process of developing new international standards for money 

laundering prevention.  

                                                 
67 Shell banks mean banks that have no physical presence in the country where they are incorporated and 
licensed. 
68 FAQs means Frequently Asked Questions. 
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The continuous effort of the Wolfsberg Group implies that banks can establish a common 

standard and can learn a lot from each other by sharing their rules and experiences.69 More 

importantly, it proves that harmonization of the banking standards is not only possible but 

truly beneficial for banking business. 

 

2.6  The Asia/Pacific Group on Money Laundering 

 

As earlier mentioned, FATF efforts in fighting money laundering have resulted in the 

emergence of FATF-Styled Regional Bodies (FSRBs) which interpret, promote and 

implement the FATF standards in every part of the world. Since Malaysia is part of Asia, a 

brief mention of the Asia Pacific Group (APG) (one of the FSRBs) is relevant here. APG 

was established in February 1997 in Bangkok, Thailand and its mission is to combat money 

laundering and terrorism financing activities in the Asia/Pacific region through effective 

participation in FATF’s standard setting process and full and effective implementation of 

those standards in APG member jurisdictions. As at 28 July 2007, APG has 36 members70 

and six observer jurisdictions.71 This makes APG the largest FSRB in the world.72 

 

The functions of APG are as follows: 

(a) To provide a strong, cohesive and autonomous regional AML/CFT body for APG 

members and observers, including all strategically important jurisdictions in the 

Asia Pacific region; 

(b) To actively participate in, and cooperate with, the global AML/CFT network, 

including FATF, other FSRBs and relevant international and regional organizations; 

(c) To assess APG’s members’ compliance with the global AML/CFT standards; 

                                                 
69 Hans-Peter Bauer and Martin Peter, ‘Global Standards for Money Laundering Prevention’ (2002)10(1) 
Journal of Financial Crime 69. 
70 Afghanistan, Australia, Bangladesh, Brunei Darussalam, Cambodia, Canada, Chinese Taipei, Cook Islands, 
Fiji Islands, Hong Kong, India, Indonesia, Japan, Korea, Lao PDR, Macau, Malaysia, Marshall Islands, 
Mongolia, Myanmar, Nauru, Nepal, New Zealand, Niue, Pakistan, Palau, Philippines, Samoa, Singapore, 
Solomon Islands,  Sri Lanka, Thailand, Tonga, United States of America, Vanuatu and Vietnam. 
71 France, Kiribati, Maldives, Papua New Guinea, Timor-Leste and United Kingdom. 
72 Asia/Pacific Group on Money Laundering, APG Annual Report 2006-2007, vii. 
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(d) To carry out education, research and analysis activities to enhance understanding of 

the money laundering and financing of terrorism environments and the effectiveness 

of AML/CFT efforts; 

(e) To provide assistance to APG members to implement the global standards through 

implementation planning and the provision of guidance; 

(f) To support and expand the APG’s technical assistance and training program in order 

to assist members to achieve the APG’s mission.73 

 

In ensuring compliance with global AML/CFT standards, APG conducts mutual 

evaluations of its member jurisdictions. This process remains a core activity of APG’s work 

program and a primary membership requirement. APG began its first round of evaluations 

in March 2000 and completed it in 2005. A second round of mutual evaluations has 

commenced and as at 2007, six APG jurisdictions, including Malaysia have been 

assessed.74  

 

Since its commencement, APG has undertaken typologies work in order to better 

understand the nature, extent and impact of money laundering and terrorism financing 

activities, as well as the practical effect of AML/CFT measures. APG Typologies 

Framework provides an operating framework to collect, analyse and disseminate 

information on money laundering and terrorism financing trends in the Asia/Pacific region. 

The recent APG Typologies Workshop focused on vulnerabilities in casino and real estate 

sector, illegal logging, alternative remittance systems, currency smuggling and trade-based 

money laundering.75 

 

In achieving full implementation of the global AML/CFT standards in APG member 

jurisdictions, a number of strategies have been developed. These include supporting and 

promoting APG Working Groups and Project Groups to explore and address specific 

AML/CFT implementation issues in depth as well as providing targeted and wider regional 

advice to assist members to develop AML/CFT implementation plans to better reflect the 

                                                 
73 Ibid 3. 
74 Ibid 13. 
75 Asia/Pacific Group on Money Laundering, APG Typologies Report 2008, 3. 
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priorities of individual jurisdictions and the region. Additional strategies include best 

practice guidance and advice to raise awareness of, and assist with, the implementation and 

integration of the AML/CFT global standards with the existing legal, financial and law 

enforcement systems of each jurisdiction. 

 

2.7 Summary 

 

Initially domestic and international efforts to combat money laundering were aimed at 

eradicating the drug trade and drug trafficking was the only predicate offence. But with 

greater awareness about money laundering, it soon became apparent that it was not just the 

proceeds of drug trafficking that was laundered. This led to an extension of the range of 

predicate offences to include other serious offences, such as corruption and even tax 

evasion. Following the September 11 tragedy, a new dimension was added to the war on 

money laundering. Terrorism financing became a major source of concern of the 

international community. As the techniques used to launder money are also the same ones 

used to conceal the source of terrorist financing, there has been a growing convergence of 

the legal frameworks to tackle money laundering and terrorist financing. 

 

International bodies like the United Nations, FATF and the Basle Committee have played 

an important role in developing preventive strategies. Much of the focus has been on 

customer due diligence, which is generally considered one of the key elements in 

preserving the integrity and reputation of banking systems. As money laundering is 

international in nature, strong international cooperation between governments is vital. 

Without mutual assistance in the investigation and prosecution of offences and cooperation 

in the confiscation of the proceeds of crime, it would be difficult to effectively combat 

money laundering. Significant progress has been made in these areas largely through the 

efforts of these international bodies. 

 

However, the fight against money laundering is not the sole responsibility of government 

and law enforcement agencies. The private sector also has a part to play and in this respect 

the efforts of the Wolfsberg Group of bank is commendable. This international private 
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sector initiative introduced a number of guidelines and principles to address the reputational 

damage banks suffered in the hands of the media following revelations that banks were 

involved in money laundering. The Wolfsberg Principles serve as a common global 

standard for private banking and the fact that more and more banks are signing up to the 

Principles is an indication that the world banking community is committed to fight money 

laundering. 

 

Although there is now a well established international legal framework to combat money 

laundering, most of the recommendations and principles outlined in this Chapter are 

nothing more than a form of soft law and have no legal effect. They depend on voluntary 

compliance and only time will tell how effective they have been. 
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CHAPTER THREE 

ANTI-MONEY LAUNDERING LAWS IN MALAYSIA 

 

3.1 Introduction 

 

Although there is no evidence to suggest that Malaysia is a major regional centre for money 

laundering, it offers a variety of financial services both domestically and offshore that could 

be misused by those intent on laundering money or supporting terrorism. Therefore, it is 

imperative that the government put in place laws that can combat money laundering and 

terrorism financing.  

 

It appears that drug trafficking is the main source of illegal proceeds in Malaysia. This is 

because Malaysia is primarily used as a transit country to transfer drugs originating from 

the Golden Triangle and Europe.1 However, the drug trafficking problem to some extent 

has been mitigated by the effective implementation of the Dangerous Drugs (Forfeiture of 

Property) Act 1988. Apart from drug trafficking activities, corruption, fraud, criminal 

breach of trust, illegal gambling, credit card fraud, counterfeiting, robbery, forgery, human 

trafficking, extortion and smuggling are also major sources of illegal proceeds.2 

 

There is a wide range of money laundering techniques being used by criminals in Malaysia. 

These include placing criminal proceeds into the banking system using nominees or family 

members, setting up of front companies, purchasing insurance products, purchasing real 

property, purchasing high value goods, investment in capital markets, using gatekeepers 

and money changers. Additionally, it has been identified that criminals also manipulate 

cash transactions to conceal money trails.3 

 

                                                 
1 APG Mutual Evaluation Report on Malaysia 2007, 20. 
2 Ibid. 
3 Ibid. 
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In recent years many countries have implemented anti-money laundering laws and 

Malaysia is no exception. The enactment of the Anti-Money Laundering and Anti-

Terrorism Financing Act 2001 (AMLATFA) is an important reflection of the Malaysian 

government’s commitment to the combating of money laundering and terrorism financing. 

This chapter aims to examine the key provisions of AMLATFA as it is the key legislation 

relating to money laundering and terrorism financing offences. Before examining these 

provisions, it would be worthwhile to review the anti-money laundering laws prior to the 

enactment of AMLATFA. 

 

3.2 Background to the Anti-Money Laundering Laws 

 

This section will focus on the Dangerous Drugs (Forfeiture of Property) Act 1988 (DDFP) 

and the Anti-Corruption Act 1997 (ACA). Both statutes are federal statures and apply 

throughout Malaysia. It can be said that these laws are considered the only legislative 

protection against money laundering in Malaysia prior to the enactment of AMLATFA. 

This section will also highlight the role and function of the National Coordination 

Committee to Counter Money Laundering (NCC), which is responsible for developing the 

regulatory framework for combating money laundering and terrorism financing.    

 

3.2.1 Pre-AMLATFA regulatory regime 

 

Before the enactment of AMLATFA, Malaysia did not have any specific laws to fight 

money laundering. Therefore, the term ‘money laundering’ is still considered relatively 

new in Malaysia. However the concept of concealing the origins of illegal funds is not new4 

and has been incorporated into several statutes such as the Dangerous Drugs (Forfeiture of 

Property) Act 1988 (DDFP), the Anti-Corruption Act 1997, the Labuan Offshore Trust Act 

1996, the Penal Code and the Customs Act 1967.  

 

                                                 
4Norhashimah Mohd Yasin, ‘Precedents Relating to Money Laundering’ (2004) 3 Current Law Journal i. 
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Sections 4 of the DDFP makes it an offence for a person to deal with, or use, hold, receive 

or conceal any property derived from activities relating to drug trafficking.5 According to 

Mimi Kamariah, this is considered a money laundering offence.6 However, prosecutions for 

such offences are very rare. So far, there has only been one unreported case, Public 

Prosecutor v Lim Ah Kew,7 where the accused, a money changer, faced four charges under 

section 4(1) of the DDFP for receiving and holding property, knowing or having reason to 

believe that it belonged to a deceased suspected drug dealer. He had changed large amounts 

of Malaysian Ringgit into Thai currency, and had also allowed funds to pass through his 

bank account. The accused admitted handling the money, but denied knowing or suspecting 

that his customer was a drug dealer or that the money he handled was the proceeds of drug 

dealing. The prosecution asked the court to make the presumption under the DDFP that the 

accused’s customer was a drug dealer based on available evidence, which would make the 

accused a ‘liable person’ under section 35 of the DDFP. As the accused was a liable person, 

he would then have to prove that the funds that he handled were not illegal property. 

Although the judge agreed that the prosecution had a prima facie case, he noted that the 

prosecution relied heavily on circumstantial evidence. As the prosecution had failed to 

prove the case beyond all reasonable doubt, the accused was acquitted.8 

 

The concept of concealing the origin of illegal proceeds can also be found in the Anti-

Corruption Act 1997(ACA), Labuan Offshore Trust Act 1996, the Penal Code and the 

Customs Act 1967. Section 18 of the ACA makes it an offence for a person to deal with, 

use, hold, receive or conceal gratification in relation to an offence under the Act.9 Similarly, 

section 53 of the Labuan Offshore Trust Act 1996 prohibits a trust company from accepting 

money derived from a criminal offence under the laws of Malaysia. Under sections 411 to 

414 of the Penal Code, it is an offence for any person to dishonestly receive stolen property, 

habitually deal in stolen property or assist in concealing stolen property.10 There are also 

provisions in the Customs Act 1967 that prohibit the dealing in unaccustomed or prohibited 

                                                 
5 For the details, see Dangerous Drugs (Forfeiture of Property) Act 1988, ss 3 and 4. 
6 Mimi Kamariah Majid, Dangerous Drugs Laws (1995) 336. 
7 This unreported case was heard at the Alor Star Sessions Court. 
8 Norhashimah, above n 4, iv. 
9 For the details, see Anti-Corruption Act 1997, s 18. 
10 For the details, see Penal Code, ss 411-414. 
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goods. The common shortcoming of these various provisions is that they are narrow in 

scope as they are limited to certain types of illegal activities only.  

 

Furthermore, there are a number of Malaysian statutes that provide for the forfeiture or 

confiscation of proceeds of crime. The Criminal Procedure Code (CPC) is the primary 

source of power for law enforcement agencies, particularly the Police, to confiscate the 

property identified as the subject matter of crime or that is used in the commission of the 

crime. Section 407 of the CPC empowers a court of law to make an order it deems suitable 

for the custody or disposal of any movable property or document regarding which an 

offence against the law appears to have been committed or which has been used for the 

commission of such an offence.11 

 

It is clear that under section 407 of the CPC, a court has the power to make an order for 

forfeiture or confiscation, but this power has to be exercised in accordance to the special 

provisions relating to forfeiture or confiscation contained in the law under which the 

conviction was made.12 There are several statutes which contain special provisions relating 

to forfeiture or confiscation. These include the ACA, the DDFP, the Customs Act 1967, the 

Excise Act 1976 and the Dangerous Drugs Act 1952. 

 

Sections 36 of the ACA provides for the forfeiture of property upon prosecution for an 

offence under this Act. Section 37 empowers the Public Prosecutor, before the expiration of 

twelve months from the date of the seizure, to apply to the Court for an order of forfeiture 

of the property even if there is no prosecution or conviction for an offence under the Act. 

However, subsection (2) requires the judge to whom an application for forfeiture order is 

made, to publish a notice in the Gazette calling upon any person who claims to have an 

interest in the property to attend before the court on date specified in the notice. 

 

                                                 
11 Section 407 of the CPC provides: " During or at the conclusion of any inquiry or trial in any criminal court 
the court may make such order as it thinks fit for the custody or disposal of any property...produced before it 
or in its custody of the police...regarding which any offence appears to have been committed or which has 
been used for the commission of any offence." 
12 KC Vohrah, ‘Forfeiture of the Profits and Proceeds Derived from Drug Trafficking: Thoughts on Future 
Action in Malaysia’ (1984) 36(4) Bulletin Narcotic 32. 
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Section 126 of the Customs Act 1967 states that all goods liable to seizure shall be liable to 

forfeiture. Section 127(1) provides that an order for the forfeiture shall be made if it is 

proved to the satisfaction of the court that an offence against the Act has been committed 

and that the goods were the subject matter of, or were used in, the commission of the 

offence notwithstanding that no person may have been convicted of such offence. 

Furthermore, section 128 provides that where there is no prosecution, any goods seized 

under the Act, or the proceeds of sale of such goods will be forfeited, if they are not 

claimed within one month from the date of seizure. The right of third parties is covered 

under section 128(4) of the Act. 

 

Similarly, section 65(1) of the Excise Act 1976 states that all goods liable to seizure under 

this Act shall be liable to forfeiture. All the goods forfeited shall be delivered to the proper 

officer and shall be disposed of in accordance with the directions of the Director General of 

Customs and Excise.13 Section 30 of the Dangerous Drugs Act 1952 provides for the 

forfeiture of certain items, such as dangerous drugs, syringes, pipes, lamp and utensils. 

Before the forfeiture order can be invoked, the section requires an offence to be proved.  

 

The seizure and forfeiture under these statutes are limited to the property reasonably 

suspected of being involved in offences or breaches of the statutes. They do not cover the 

proceeds of criminal activities or assets of criminals which have been converted from those 

proceeds. Therefore, a new legislation was needed as the provisions relating to seizure and 

forfeiture were inadequate.14 For this reason, the DDFP was enacted in 1988. The DDFP 

covers the seizure and forfeiture of property derived from drug trafficking. It should be 

noted that the DDFP is a special law which is made under the special powers conferred to 

Parliament under article 149 of the Federal Constitution.15 Article 149 provides special 

                                                 
13 Excise Act 1976, s 65(3). 
14 Mimi Kamariah, above n 6, 333. 
15 Article 149 of the Federal Constitution  reads as follows: 
If an Act of Parliament recites that action has been taken or threatened y any substantial body of persons, 
whether inside or outside the Federation,  
(a) to cause, or to cause a substantial number of citizens to fear, organized violence against person or 
property; or 
(b) to excite disaffection against the Yang di-Pertuan Agong or any government in the Federation; or 
(c) to promote feelings of ill-will and hostility between different races or other classes of the population likely 
to cause violence; or 
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powers against subversion and it permits the violation of fundamental rights relating to 

personal liberty,16 freedom of movement,17 freedom of speech, assembly and association18 

and also relating to the rights of property.19 Therefore, the constitutionality of the DDFP 

can never be challenged on the ground that it is inconsistent with article 13 of the Federal 

Constitution. This was reaffirmed in the case of Ketua Polis Negara & Anor v Gan Bee 

Huat [1998] 3 CLJ 1, where the court held that by the express authority of article 149(1) of 

the Federal Constitution, section 32 of the DDFP shall remain valid.  

 

To sum up, even before the enactment of AMLATFA, the Malaysian government had 

criminalized some elements of money laundering under various legislations. However, 

under the previous legislations there was a lack of a universal procedure on how the 

properties were to be seized and forfeited. The mechanisms confined property to that which 

is the subject matter of the offence, or property that is used in the commission of the 

offence. Furthermore, there is no mechanism to effect seizure of immovable property, 

business, or property in financial institutions. Therefore, the enactment of AMLATFA is 

timely and an improvement of previous legislations as it is more comprehensive in the type 

of property that can be seized and forfeited. 

 

3.2.2 The National Coordination Committee to Counter Money Laundering  

 

The Government of Malaysia established the National Coordination Committee (NCC) in 

April 2000 to coordinate Malaysia’s national efforts to counter money laundering and 

terrorism financing. NCC consists of 12 Ministries and Government agencies with Bank 

Negara Malaysia (BNM) as the lead agency.20 NCC plays a key role in collaborative policy 

                                                                                                                                                     

(d) to procure the alteration, otherwise than by lawful means, of anything by law established; or 
(e) which is prejudicial to the maintenance or the functioning of any supply or service to the public or any 
class of the public in the Federation or any part thereof; or 
(f) which is prejudicial to public orders in, or the security of, the Federation or any part thereof, 
any provision of that law designed to stop or prevent that action is valid notwithstanding that it is inconsistent 
with any of the provisions of Article 5, 9, 10 or 13… 
16 Federal Constitution, art 5. 
17 Federal Constitution, art 7. 
18 Federal Constitution, art 10. 
19 Federal Constitution, art 13. 
20 NCC comprise of Bank Negara Malaysia, Ministry of Finance, Attorney-General’s Chambers, Ministry of 
Foreign Affairs, Ministry of Home Affairs, Royal Malaysian Police Force, Anti-Corruption Agency, National 
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formulation. It’s agencies and ministries work together to develop law reform proposals, 

regulation and enforceable guidelines and also share opportunities for training.  

 

NCC’s objectives are as follows:  

 Develop national policy on measures to counter money laundering and terrorism 

financing; 

 Coordinate national policies with regional and international initiatives; 

 Agree on an action plan for the countering of money laundering and terrorism 

financing in Malaysia; 

 Develop and ensure proper implementation of measures to counter money 

laundering and terrorism financing based on internationally accepted standards as 

contained in the Financial Action Task Force on Money Laundering; 

 Identify and remedy any overlap or discrepancy between the existing and proposed 

measures to counter money laundering and terrorism financing; 

 Create legislative and administrative structures for proper implementation of  

measures; and 

 Monitor the effectiveness of measures that have been implemented.21 

 

NCC provides an integrated platform for the relevant Ministries, government agencies and 

supervisory authorities to ensure that Malaysia implements an effective anti-money 

laundering and counter the financing of terrorism (AML/CFT) system in line with the 

international standards set out by the FATF. As the Secretariat to the NCC, BNM continues 

to play an instrumental role in this process by promoting a collaborative culture between 

the government and private sector towards achieving AML/CFT compliance. This includes 

the creation of regular dialogues and consultations with self regulatory organization and 

associations to enhance AML/CFT awareness and to emphasis the importance of preventive 

measures.22 

 

                                                                                                                                                     

Narcotics Bureau, the Royal Customs and Excise Department, Securities Commission, Labuan Offshore 
Financial Supervisory Authority, Companies Commission of Malaysia and Inland Revenue Board. 
21 Bank Negara Malaysia,  Anti-Money Laundering Measures in Malaysia (2004) 11. 
22 Bank Negara Malaysia, Financial Stability and Payment Systems Report 2007, 45. 
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The scope of NCC’s terms of reference was recently extended to include combating 

terrorism financing. NCC members are responsible for research into matters relating to 

money laundering, sharing of information, reporting on progress and implementation of 

NCC’s decisions within its jurisdiction.23 At the time of writing, four sub-committees have 

been established and they include the Sub-Committee for Investigation Support; Sub-

Committee for Asset Forfeiture Management; Sub-Committee for Inter-Agency Training; 

and Sub-Committee for Countering Financing of Terrorism.24  

 

NCC is also responsible for ensuring Malaysia complies with the Asia/Pacific Group 

Money Laundering membership requirements. One of the requirements is the commitment 

to participate in mutual evaluations by peer members. The evaluations aim at monitoring 

the progress of the adoption and implementation of internationally recognized AML/CFT 

standards in member jurisdictions.  They determine whether the standards are met by the 

jurisdictions concerned and identify weaknesses for correction. The first evaluation of 

Malaysia, which focused on the Labuan International Offshore Financial Centre (IOFC), 

was conducted in 2001. According to the evaluation team, Labuan IOFC does not appear to 

have a serious organized crime or money laundering problem. At that time AMLATFA had 

just been introduced and so it appears that the Malaysian government had already taken 

many important measures to ensure that the risk of money laundering in Labuan IOFC had 

been minimized even before the introduction of AMLATFA.25 The team also made a few 

recommendations which have since been followed by BNM to strengthen the regulatory 

regime. 

 

The second evaluation on Malaysia was conducted in 2007 and it appears from the findings 

that Malaysia’s rating is comparable with many developed countries. Malaysia obtained 

nine ‘Compliant’, 24 ‘Largely Compliant’, 15 ‘Partially Compliant’ and one ‘Non-

Compliant’ ratings against the FATF Recommendations on anti-money laundering and 

anti-terrorism financing.26 As a consequence, NCC formulated a national action plan to 

                                                 
23 Bank Negara Malaysia,  Anti-Money Laundering Measures in Malaysia (2004) 2. 
24 APG Mutual Evaluation Report on Malaysia 2007, 35. 
25 APG Mutual Evaluation Report on Labuan, Malaysia 2001, 6. 
26 APG Mutual Evaluation Report on Malaysia 2007, 214. 
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address the various recommendations set out in the evaluation. The action plan includes 

legislative amendments, measures to strengthened regulatory guidelines and compliance 

monitoring, measures to enhance the investigative powers of law enforcement authorities 

and the establishment of a national asset management corporation for seized and forfeited 

assets.27 

 

One of the major outputs of the action plan was the creation of a sub-committee under NCC 

to address the existing gaps pertaining to Special Recommendation IX on cash couriers. As 

a result of this, a Task Force on Cross-Border Transportation of Currency comprising 

BNM, the Royal Malaysian Customs and the Immigration Department was established.28 

This is evidence to suggest that the NCC is functioning effectively to coordinate policy 

cooperation regarding development and implementation of the AML/CTF efforts in 

Malaysia.   

 

3.3 The Anti-Money Laundering and Anti Terrorism Financing Act 2001 

 

The first piece of anti-money laundering legislation was the Anti-Money Laundering Act 

(AMLA). AMLA was passed in 2001 but came into force only on 15 January 2002. It was 

formulated in consultation with 13 Government ministries and agencies involved in 

combating money laundering. AMLA criminalised money laundering and imposed various 

obligations on reporting institutions such as customer identification, record keeping and 

reporting of suspicious transactions. AMLA also introduced mechanisms for the 

investigation of money laundering offences and provided measures for freezing, seizure and 

forfeiture of illegal proceeds derived from criminal activities.  

 

In response to the global fight against terrorism, AMLA was amended by the Anti-Money 

Laundering (Amendment) Act in 2003. The amending legislation extended the anti-money 

laundering mechanism to include measures against terrorism financing. It also extended the 

                                                 
27 Bank Negara Malaysia, Financial Stability and Payment Systems Report 2007, 45. 
28 APG Mutual Evaluation Report on Malaysia 2007, 228. 
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list of predicate offences.29 Since 6 March 2007, AMLA has been renamed the Anti-Money 

Laundering and Anti-Terrorism Financing Act 2001 (AMLATFA) to better reflect its 

scope. The objectives of AMLATFA are to create the offence of money laundering and 

terrorism financing and criminalize any dealings with criminal proceeds. It also aims to 

provide measures for the prevention and detection of money laundering and terrorism 

financing, as well as to provide for the seizure and forfeiture of property involved in or 

derived from money laundering and terrorism financing activities. 

 

AMLATFA is divided into eight parts: Preliminary; money laundering offences; financial 

intelligence; reporting obligations; investigation; freezing, seizure and forfeiture; 

suppression of terrorism financing offences, and freezing, seizure and forfeiture of terrorist 

property; and miscellaneous. It must be noted that certain provisions under AMLATFA 

must be read together with the relevant provisions under the Mutual Assistance in Criminal 

Matters Act 2002 (MACMA). MACMA contains specific provisions for Malaysia to 

provide and obtain international assistance in criminal matters, the tracing, recovery or 

confiscation of property in respect of serious offence or a foreign serious offence, 

assistance in locating or identifying of witnesses and suspects, the service of process and 

enforcement of foreign forfeiture order. 

 

There are altogether 93 sections and two Schedules in AMLATFA. The First Schedule lists 

down the reporting institutions while the Second Schedule deals with predicate offences. 

Malaysia has taken a list-based approach to the range of predicate offences covered by the 

money laundering offence instead of a threshold approach.30 Since 2002, the list of 

predicate offences in the Second Schedule has been expanded significantly to include a 

broader range of offences commonly associated with money laundering and terrorism 

financing. These include corruption, fraud, criminal breach of trust, illegal gambling, credit 

card fraud, currency counterfeiting, robbery, forgery, human trafficking, extortion, 

smuggling and drug-related crimes.  
                                                 
29 This includes sections 130N, 130O, 130P and 130Q of the Penal Code. 
30 Recommendation 1 of the FATF 40 Recommendations provides that predicate offences may be described 
by reference to all offences, or to a threshold linked either to a category of serious offences or to the penalty 
of imprisonment applicable to the predicate offence (threshold approach), or to a list of predicate offences, or 
a combination of these approaches. 
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In 2007, an offence relating to piracy or the counterfeiting of non-artistic goods was 

included as a predicate offence in AMLATFA. The government has, at the recommendation 

of FATF, also given the approval to include environmental offences, as predicate offences. 

With this inclusion, the list of offences in AMLATFA is fully compliant with FATF 

Recommendations.31 Section 85 allows the Minister of Finance to amend the First and 

Second Schedules of AMLATFA by order published in the Gazette. Clearly, AMLATFA is 

dynamic in nature and its scope would be expanded from time to time to meet new 

challenges. This is vital in ensuring that the legislation is consistent with the latest 

developments in global standards against money laundering and terrorism financing. 

 

It must be noted that the AML/CFT preventive measures are uniformly applied to both 

conventional and Islamic financial institutions and to the designated non-financial 

institutions and professions (DNFBPs). To assist these institutions comply with the 

AML/CFT measures effectively, guidelines have been issued by BNM and other regulatory 

and supervisory authorities. For instance, in 2006, BNM issued the AML/CFT Standard 

Guidelines and AML/CFT Sectoral Guidelines 1 for banking institutions and insurers. In 

early 2007, AML/CFT Sectoral Guidelines were issued to licensed casinos, licensed 

gaming outlets, lawyers, accountants and company secretaries. The AML/CFT Guidelines 

are legally enforceable and a person could be liable to a fine not exceeding RM250 000 for 

non-compliance.32 

 

The effectiveness of the implementation of the relevant AML/CFT Guidelines and controls 

at financial institutions are evaluated by the BNM under the risk-based supervisory 

framework. As such, the reporting institutions are required to focus on AML/CFT internal 

control programs. This is vital to the detection of money laundering and terrorism financing 

risks potentially faced by the institutions. More importantly, this approach allows for more 

efficient and cost-effective measures against the real risks. BNM has also continuously 

                                                 
31 Bank Negara Malaysia, above n 27, 44. 
32 Anti-Money Laundering and Anti- Terrorism Financing Act 2001, s 86. 
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undertaken compliance examinations against the reporting institutions to determine the 

state of their compliance with the AML/CFT legal and regulatory requirements.33 

 

 

3.3.1 The application of AMLATFA 

It must be noted that AMLATFA has both retrospective and extra-territorial effect. Section 

2 (1) provides that ‘[t]his Act shall apply to any serious offence, foreign serious offence or 

unlawful activity whether committed before or after the commencement date.’ The wording 

of section 2(1) indicates that AMLATFA has a retrospective effect since it applies to any 

unlawful activities committed before AMLATFA came into force.  

The element of retrospectivity is a matter of concern because it is a long held principle that 

the law should not have a retrospective effect. The presumption against retrospectivity of 

legislation is based upon the judicial philosophy that Parliament does not intend an unjust 

result.34 The retrospective application of AMLATFA may be challengeable as it conflicts 

with article 7(1) of the Federal Constitution which states:  

 No person shall be punished for an act or omission which was not punishable by law 

when it was done or made, and no person shall suffer greater punishment for an 

offence than was prescribed by law at the time it was committed. 

This issue was raised recently in Datuk Haji Wasli bin Mohd Said v Federal Attorney 

General of Malaysia.35 In that case, Datuk Haji Wasli (the Applicant) applied for leave for 

judicial review of the decision of the Federal Attorney General to charge him with offences 

under AMLATFA. It was argued, inter alia, that the retrospective effect of AMLATFA was 

against Article 7 of the Federal Constitution. The Court held that the appropriate forum to 

raise this issue would be at the trial court. Datuk Ian H.C. Chin J said: 

 [I]f there is no answer to the contention of the Applicant concerning Article 7, then it would 

be a great injustice to the Applicant to persist in the charges under the Anti-Money 

                                                 
33 Bank Negara Malaysia, above n 31. 
34 See Pesuruhjaya Ibu Kota Kuala Lumpur v Public Trustee & Ors [1971] 2 MLJ 30 at 31. 
35 This unreported case was decided in the Kota Kinabalu High Court of Malaysia on 19 October 2005. 
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Laundering Act if it is obvious to the Attorney-General that the Applicant cannot be 

convicted of the charges if there were committed before the coming into force of the Act. 

Let me also quickly add that the charges seem to assert the date of the offences to be on a 

date after the coming into force of the said Act and therefore it cannot be said to be in 

violation of Article 7. 

The issue of retrospective criminal laws was also raised in Puncakdana Sdn Bhd v Tribunal 

Tuntutan Pembeli Rumah & Ors36 where Raus Sharif J held that: 

…to permit the Tribunal to exercise its jurisdiction over the sale and purchase 

agreement entered into before 1 December 2002 is to allow retrospective criminal 

laws. This is prohibited by art.7 of Federal Constitution. 

As far as AMLATFA is concerned, the retrospective principle applies to any serious 

offence, foreign serious offence or unlawful activity. Therefore, the question to be posed is 

whether AMLATFA can be challenged on the ground that it is inconsistent with Article 

7(1) of the Federal Constitutions which clearly prohibits the retrospective criminal laws. 

Challenges against the constitutionality of money laundering legislation in other 

jurisdiction have so far failed. In Australia, the constitutional validity of the anti-money 

laundering laws was also challenged in Leask v The Commonwealth.37 The plaintiff had 

been charged with 54 counts alleging offences against section 31 of the Financial 

Transactions Reports Act 1988 (FTRA) which makes it an offence for a person to conduct 

a currency transaction so as to prevent it becoming a significant cash transaction and make 

it an exempt cash transaction as defined in the statute. The plaintiff filed an action in the 

High Court challenging the constitutional validity of section 31 of FTRA. The court 

rejected the challenge and held that the statute was a valid law of the Commonwealth with 

respect to currency under section 51 (xii) of the Commonwealth Constitution.38  

Therefore, it would be surprising if a Malaysian court were to allow any challenge to the 

constitutionality of AMLATFA. Furthermore, it can be argued that the retrospective 

                                                 
36 [1996] 187 CLR 379. 
37 [1996] 187 CLR 379. 
38 W Weerasooria, ‘ High Court Affirms Constitutional Validity of the Financial Transactions Report Act 
1988’ in W Weerasooria, N Jensen & J Visser Money Laundering in Australia ( 1998). 
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application of the AMLATFA is critical in ensuring effective implementation of the law. It 

is generally accepted that many forms of profit-making crimes are engaged by criminals as 

a long term business. Therefore, the retrospectivity of the law is vital to allow the law 

enforcement authorities to bring criminals to justice and confiscate the substantial 

proportion of their illicit gains. This approach would reduce crimes by obstructing the 

ability of criminal organizations to finance further criminal operations.    

AMLATFA also has extra-territorial effect. Section 2(2) provides that ‘[t]his Act shall 

apply to any property, whether it is situated in or outside Malaysia.’ However, a case 

would only be pursued in Malaysia after consulting a Malaysian diplomatic official in the 

jurisdiction in which the offence is alleged to have been committed. Under section 82(2):  

…no charge as to any offence shall be inquired into in Malaysia unless a diplomatic 

officer of Malaysia, if there is one, in the territory in which the offence is alleged to 

have been committed certifies that, in his opinion, the charge ought to be brought in 

Malaysia; and where there is no such diplomatic officer, the sanction of the Public 

Prosecutor shall be required. 

Furthermore, it must be borne in mind that the extra-territorial effect of AMLATFA 

depends on the application of the Mutual Assistance in Criminal Matters Act 2002 

(MACMA). International cooperation in combating money laundering can only be achieved 

when there is a mutual legal assistance treaty (MLAT) concluded between Malaysia and the 

relevant jurisdiction. Malaysia is a party to the Treaty on Mutual Legal Assistance in 

Criminal Matters which has been signed by ASEAN member countries.39 Apart from this, 

Malaysia also has a memorandum of understanding on mutual assistance in criminal 

matters with Russia, Hong Kong, Venezuela, the United Kingdom and the United States for 

drug-related offences. 

 

Where no treaty or agreement exists, the Minister of Home Affairs may give a special 

direction that MACMA shall apply to that foreign state in relation to the requested 

                                                 
39 The treaty is intended to provide an additional tool to combat transnational crime in the ASEAN region. 
The ASEAN member countries include Brunei Darussalam, Cambodia, Indonesia, Laos, Malaysia, Myanmar 
Philippines, Singapore, Thailand and Vietnam. 
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assistance.40 With the application of MACMA, court orders under AMLATFA can be 

enforced in other jurisdictions and vice-versa. MACMA enables the government of 

Malaysia to seek and provide a wide range of assistance in criminal matters including:  

 providing and obtaining evidence, including the taking of statements from persons; 

 making arrangements for persons to give evidence, or to assist in criminal 

investigations; 

 recovering, forfeiting or confiscating property in respect of a serious offence or a 

foreign serious offence; 

 restraining dealings in property, or freezing of property, that may be recovered in 

respect of a serious offence or a foreign serious offence; 

 executing requests for search and seizure; 

 locating and identifying witnesses and suspects; 

 service of process; 

 identifying and tracing proceeds and instrumentalities of crime; 

 recovering pecuniary penalties in respect of a serious offence or a foreign serious 

offence; and 

 examining things and premises.41 

 

Section 20 of MACMA specifies grounds upon which a request for assistance must be 

refused. These include: 

 the appropriate authority of the foreign state has failed to comply with the terms of 

the MLAT; 

 the request relates to the investigation, prosecution or punishment of a person for an 

offence that is an offence of a political nature; 

 there are substantial grounds for believing that the request was made for the purpose 

of investigating, prosecuting, punishing or otherwise causing prejudice to a person 

on account of the person’s race, religion, sex, ethnic origin, nationality or political 

opinions; 

                                                 
40 Mutual Assistance in Criminal Matters Act 2002, s 18. 
41 Mutual Assistance in Criminal Matters Act 2002, s 3. 



73 

 

 the request relates to the investigation, prosecution or punishment of a person in 

respect of an act or omission that, if it had occurred in Malaysia, would not have 

constituted an offence against the laws of Malaysia; and 

 the thing requested is of insufficient importance to the investigation or could 

reasonably be obtained by other means.42 

 

It must be noted that the requirement for dual criminality and the prohibition of requests 

where the material sought is not considered to be of sufficient importance to an 

investigation could potentially impose serious obstacles to mutual legal assistance in 

criminal matters. As such, it has been suggested that the Malaysian government should 

consider making the absence of dual criminality a discretionary rather than a mandatory 

ground for refusal of assistance, at least in relation to less intrusive measures, and should 

consider removing the requirement that the assistance sought be of sufficient importance.43  

 

It is also important to note that a request for mutual assistance cannot be refused on the 

grounds of secrecy rules. Section 24(4)(b) of MACMA provides that an order for assistance 

in criminal investigation for foreign state shall have effect notwithstanding any obligations 

as to secrecy or other restrictions upon the disclosure of information. In addition to this, a 

person who complies with such an order shall not be treated as being in breach of any 

restrictions upon the disclosure of information imposed by law, contract or rules of 

professional conduct.44 Clearly, the overriding of the secrecy rule by MACMA removes the 

main obstacles to information sharing with the law enforcement officials in foreign 

countries. 

The concept of extra-territoriality should not pose any significant problems as it is not new 

in Malaysia. It appears in a number of other statutes. For example, section 4(1) of the Penal 

Code states that the provisions of Chapter VI shall apply to any offence committed: 

(a) by any citizen or any permanent resident on the high seas on board any ship or on any 

aircraft whether or not such ship or aircraft is registered in Malaysia; 

                                                 
42 Mutual Assistance in Criminal Matters Act 2002, s 20(1) (a)- (m). 
43 APG Mutual Evaluation Report on Malaysia 2007, 200. 
44Mutual Assistance in Criminal Matters Act 2002, s 15(2). 
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(b) by any citizen or any permanent resident in any place without or beyond the limits of 

Malaysia, as if the offence had been committed in Malaysia. 

Extra-territoriality is of utmost importance in combating money laundering because money 

laundering is international in nature. For criminals, the internationalization of economies 

and financial services have presented them with opportunities to carry out their criminal 

activities and to disguise their illicit profits. Therefore, any effective measure to combat 

money laundering requires the full cooperation and mutual assistance of the international 

community. For this reason, any legal or technical obstacles to effective international 

cooperation must be avoided.  

 

It is important to note that AMLATFA also applies the principle of ‘double jeopardy’. The 

proviso to section 2 states: 

Nothing in this Act shall impose any duty or confer any power on any court in or in 

connection with any proceedings under this Act against a person for a serious offence in 

respect of which he has been convicted by a court before the commencement date.  

 

Therefore, if a person has already been found guilty of a predicate offence listed in the 

Second Schedule of AMLATFA before it came into force, the person cannot be charged 

with the same offence under AMLATFA. This is in line with article 7(2) of the Federal 

Constitution which states: 

A person who has been acquitted or convicted of an offence shall not be tried again for 

the same offence except where the conviction or acquittal has been quashed and a 

retrial ordered by a court superior to that which he was acquitted or convicted. 

However, it must be borne in mind that the person can be found guilty of laundering the 

proceeds of that predicate offence. 

 

3.3.2 Money Laundering Offences 

 

The primary offence of money laundering and the offence of attempting or abetting the 

commission of money laundering are found in section 4(1) of AMLATFA. Section 4(1) 

states that: 

Any person who- 
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(a) engages in or attempts to engage in; or 

(b) abets the commission of, 

money laundering, commits an offence and shall on conviction be liable to a fine not 

exceeding five million ringgit or to imprisonment for a term not exceeding five years 

or both.  

 

For the interpretation of section 4(1) of AMLATFA, we need to turn to various other 

statutes. Section 107 of the Penal Code defines ‘abetment’ as the conduct of a person who 

engages with one or more other persons in any conspiracy for the doing of a thing. Section 

120A of the Penal Code defines ‘conspiracy’ as the agreement of two or more persons to 

do, or cause to be done, an illegal act or an act by illegal means.  

 

Section 4(1) must be read together with the definition of money laundering under section 

3(1)45 which states: 

‘money laundering’ means the act of a person who-  

(a) engages directly or indirectly, in a transaction that involves proceeds of any 

unlawful activity; 

(b) acquires, receives, possesses, disguises, transfers, converts, exchanges, carries, 

disposes, uses, removes from or brings into Malaysia proceeds of any unlawful 

activity; or 

(c) conceals, disguises or impedes the establishment of the true nature, origin, location, 

movement, disposition, title of, rights with respect to, or ownership of, proceeds of 

any unlawful activity, 

where- 

(aa) as may be inferred from objective factual circumstances, the person knows or has 

reason to believe, that the property is proceeds from any unlawful activity; or 

(bb) in respect of the conduct of a natural person, the person without reasonable excuse 

fails to take reasonable steps to ascertain whether or not the property is proceed from 

any unlawful activity. 

 

                                                 
45 It appears that AMLATFA criminalizes money laundering in accordance with Article 3(1) (b) and (c) of the 
Vienna Convention and Article 6(1) of the Palermo Convention.  
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In the light of these provisions, it appears that the offence of money laundering is expressed 

in wide terms. As such, the offence includes, inter alia, the dealing in, concealing, 

disguising, converting, transferring or removing, acquiring, or using the proceeds of any 

unlawful activities: 

 where there is knowledge or reason to believe that such proceeds are proceeds of an 

unlawful activity; or 

 where without reasonable excuse, there is a failure to take reasonable steps to 

ascertain whether or not such proceeds are proceeds of unlawful activity. 

 

Furthermore, ‘proceeds of unlawful activity’ is defined as ‘any property derived or obtained 

directly or indirectly by any person as a result of any unlawful activity.’46 ‘Property’ is 

broadly defined and it includes movable or immovable property of every description, 

whether situated in or outside Malaysia and whether tangible or intangible and also 

includes an interest in any such movable or immovable property. 

 

Furthermore, ‘unlawful activity’ means ‘any activity which is related, directly or indirectly 

to any serious offence or any foreign serious offence.’47 ‘Serious offence’ means any 

predicate offence listed in the Second Schedule of AMLATFA and includes any attempt to 

commit, or the abetment, of any of those listed offences.48 The predicate offences range 

from corruption and criminal breach of trust to kidnapping, theft and drug trafficking. 

Clearly, the term ‘money laundering’ has been defined in AMLATFA in the widest of 

terms and therefore make it easier to secure a conviction.  

 

AMLATFA defines a ‘foreign serious offence’ as one that is against the law of a foreign 

state as certified by that state and that consists of or includes an act or activity which, if it 

had occurred in Malaysia, would have constituted a ‘serious offence’.49 Therefore, there is 

no money laundering offence where the predicate conduct occurred in a foreign state but 

was not an offence in that state. Clearly, this dual criminality requirement could hinder 

                                                 
46 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 3(1). 
47Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 3(1). 
48 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 3(1).  
49 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 3(1).  
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successful prosecution if the predicate offence takes place overseas. At present there is lack 

of uniformity among the jurisdictions in relation to money laundering predicate offences. 

For example, Australia considers tax evasion as a predicate offence, but in Malaysia tax 

evasion is not a predicate offence because it is treated as a civil offence.50 Greater 

uniformity in the predicate offence would facilitate prosecution. 

 

The money laundering offence applies to both natural and legal persons. The Interpretation 

Acts 1948 and 1967 define ‘person’ to include a body of persons, corporate or 

unincorporated. Furthermore, section 87(1) of AMLATFA provides that when an offence is 

committed by a body corporate or an association of persons, a person who was at that time 

a director, controller, officer or partner, or who was concerned in the management of the 

affairs of the entity, is deemed to have committed the offence unless that person proves that 

the offence was committed without his or her consent.  

 

It is interesting to note that section 4(2) of AMLATFA allows a person to be convicted of a 

money laundering offence, irrespective of whether there is a conviction in respect of the 

specific predicate offence from which the illegal fund is generated.51 AMLATFA does not 

require the prosecution to establish a link between the predicate offence and the money 

laundering offence, but in practice this is usually done by the prosecution. However, this 

practice places a significant barrier to the successful prosecution of money laundering 

offences because the prosecutor often faces difficulties trying to prove that the laundering 

activity involved the proceeds of a predicate offence under the Second Schedule of 

AMLATFA. This is because criminals will normally merge the proceeds of different crimes 

in order to make it impossible to differentiate the sources of the proceeds.52  

 

Recently, it was reported in a newspaper that a Sessions Court Judge had refused to allow 

two accused persons to be charged with money laundering. The defendants were given a 

                                                 
50 Norhashimah Mohd. Yassin, Legal Aspects of Money Laundering in Malaysia from the Common Law 
Perspective (2007) 169. 
51 This scenario exists for instance, when a person working in the regulated sector knows or suspects that 
another person is engaged in money laundering but fails to report that knowledge or suspicion to law 
enforcement. 
52 R E Bell, ‘Prosecuting the Money Launderers Who Act for Organized Crime’, 8. 
<http://www.iap.nl.com/journal/paper/article_prosecution.html> at 14 July 2007. 
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partial discharge as the Court held that the money laundering charge framed against them 

was defective.53 The Judge also noted that it was the court's duty to ensure that charges 

were correctly drafted and that they complied with the three major provisions in the 

Criminal Procedure Code (CPC), namely, sections 152, 153 and 154. In that case, it 

appeared that the prosecution had complied with sections 152 and 153 but not with section 

15454 which requires that the charge contain particulars of the manner in which the alleged 

offence was committed.  

 

In Syawal Haji Mohd Yassin v PP,55 the court explained that the purpose of sections 152, 

153 and 154 of the CPC was to enable the accused person to know the matter with which he 

or she is accused of at the very earliest stage. Therefore, the offence imputed must be 

positively and precisely stated so that the accused would know what he or she is being 

charged with, and be prepared to answer the charge as he or she best may.56  

 

In money laundering proceedings, the prosecution is required to specifically mention the 

crime that was the source of the funds in question and it is not sufficient for the prosecution 

to generally state that the funds are derived from illegal activities. It appears that this legal 

impediment must be reviewed because it significantly reduces the prospect of successful 

prosecution. It is interesting to note that in the UK, the Proceeds of Crime Act 2002 has 

removed the predicate offence requirement. Under the UK law, there is no need to prove 

either a specific offence or a type of offence has been committed. As such, the accused 

could become liable for money laundering if the court is satisfied beyond reasonable doubt 

that the funds were derived from some sort of underlying crime.57   

 

                                                 
53 M Mageswari, ‘Case Makes Legal History’ The Star 22 April 2006. 
54 Section 154 of the Criminal Procedure Code states: 
‘When the nature of the case is such that the particulars mentioned in sections 152 and 153 do not give the 
accused sufficient notice of the matter with which he is charged, the charge shall also contain such particulars 
of the manner in which the alleged offence was committed as will be sufficient for that purpose. 
55 [2006] 6 CLJ 392. 
56 In this case, the Court also held that the defect in the charge was in a matter of substance and not merely of 
form. This was not a mere technical non-compliance of any provision of the law, which could be condoned as 
an irregularity. 
57 R E Bell, ‘Abolishing the Concept of Predicate Offence’ (2002) 6(2) Journal of Money Laundering 
Control, 137, 139. 
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If a person is convicted of money laundering under AMLATFA, the person could face a 

maximum RM5 million fine, or up to five years imprisonment, or both. While the amount 

of the maximum fine is substantial, the term of imprisonment does not appear to be 

proportionate to the gravity of the offence. The maximum of five years imprisonment 

appears to be significantly lower than the maximum term available for other serious crimes 

such as drugs and corruption offences. For example, section 4 of the Dangerous Drugs 

(Forfeiture of Property) Act 198858 imposes a maximum sentence of twenty years 

imprisonment and section 18 of the Anti-Corruption Act 199759 provides a maximum 

sentence of seven years. Furthermore, the maximum term of imprisonment for money 

laundering offence under AMLATFA is also lower than that in many other jurisdictions. 

For example, in the UK, the maximum term is 14 years imprisonment, the US 20 years and 

Australia 5-25 years, depending on the value of property and the level of knowledge of the 

accused person. 

 

Therefore, it can be said that the penalties for money laundering offence under AMLATFA 

are not sufficient and need to be raised significantly to be in line with other jurisdictions.60 

This is of vital importance because a sufficiently heavy penalty, apart from punishing the 

offender, may also deter others who might be tempted to get involved in the crime as well 

as the particular money launderer from committing the crime again.  

 

At the time of writing, there have been only two convictions for money laundering offence 

in Malaysia. The first case which was heard in 2005 involved a snatch thief, Abd. Khalid 

bin Hamid, who was convicted in the Kuala Lumpur Session Court when he pleaded guilty 

to the charge of money laundering under section 4 of AMLATFA.61 Before he was 

prosecuted under AMLATFA, he had been convicted and sentenced to a total of nine years 

imprisonment for the offences of robbery and possession of stolen goods under the Penal 

Code. For each of the five money laundering charges, he was sentenced to three years 

                                                 
58 Section 4 of the Dangerous Drugs (Forfeiture of Property) Act 1988 makes it an offence for a person to deal 
with, or use, hold, receive or conceal any property derived from activities relating to drug trafficking. 
59 Section 18 of the Anti-Corruption Act 1997 makes it an offence for a person to deal with, use, hold, receive 
or conceal gratification in relation to an offence under the Act. 
60 Bala Shanmugam et al,‘Money Laundering in Malaysia’ (2003) 6(4) Journal of Money Laundering 
Control, 378. 
61 This unreported case was decided in the Kuala Lumpur Session Court on 19 December 2005. 
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imprisonment. However the sentences were to run concurrently after his nine years 

imprisonment for two previous convictions for robbery and possession of stolen goods.  

 

The second case which was heard in 2007 involved an ex- bank manager, Tan Khay Guan, 

who was sentenced to three years imprisonment and fined RM19.3 million after he pleaded 

guilty to 56 charges of money laundering.62 In default of the fine, the offender was 

sentenced to 12 months imprisonment. The offender’s sentence for money laundering was 

to commence on the expiry of his five years imprisonment for criminal breach of trust. 

According to the facts of the case, he had opened two current accounts by falsifying 

signatures without the holder’s knowledge. He also approved overdraft facilities amounting 

to RM21 millions for the two accounts and then withdrew the money from the accounts. He 

transferred RM19.3 millions into the account of Rockwell and Bond in the Bank of East 

Asia in Hong Kong for the purchase of shares.63 

 

Although there have only been two successful convictions so far, they nonetheless send a 

clear message that those involved in money laundering activities would not be able to   

escape from the law. As at August 2008, apart from these two cases, there are 18 other 

cases that are still pending in the courts. It appears that the progress of these cases is quite 

slow and this is due to the heavy workload of the Sessions Court and the appeal and 

interlocutory actions taken by many defendants.64  

 

It is also interesting to note that from the statistics provided by the law enforcement 

authorities, it appears that money laundering investigations pursued so far are based on a 

broad range of predicate economic crimes. However, none of the investigations has been 

based on predicate narcotic offences. This is because the DDFP has its own provisions 

which criminalize dealings with drug proceeds and instruments. These provisions are able 

to apply to a broad range of property and capture a wide range of ‘dealings’ in property. 

Besides, they do not require that the person be charged with, or convicted of, any predicate 

                                                 
62 This unreported case was decided in the Kuala Lumpur Session Court on 25 January 2007. 
63 Embun Majid, ‘Ex-Bank Manager Hit with Record Fine and jailed 13 Years’, The Star (Kuala Lumpur), 26 
January 2007, 1. 
64 APG Mutual Evaluation Report on Malaysia 2007, 49. 
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offence. The maximum available penalties are dissuasive.65 Most importantly, the unique 

forfeiture regime under the DDFP and the reverse burden of proof provisions appear to be 

more effective as a legal tool for bringing criminals to justice. 

 

3.3.3 Reporting Obligations 

 

This section will outline the key reporting obligations imposed on the reporting institutions 

under AMLATFA. These obligations include the obligation to report cash transactions and 

suspicious transactions, to keep records, to identify and verify customers and to establish a 

compliance program. Further analysis of the impact of these obligations on the reporting 

institutions, particularly on banks, will be discussed in chapter four of this thesis.  

 

Under AMLATFA, the reporting institutions refer to those institutions carrying on the 

business activities listed in the First Schedule. They can be divided into financial 

institutions and designated non-financial business and professions. The former includes 

banks and non-bank financial institutions, while the latter includes company secretaries, 

lawyers, accountants as well as the licensed casino in Malaysia. 

 

The reporting obligations were implemented in stages.  When AMLATFA first came into 

force in 2002, the obligation only applied to banks and non-bank financial institutions.66 

The obligations were extended to lawyers, accountants and company secretaries in 2004.67 

This was necessary to prevent criminals from gaining indirect access to the financial system 

through the professional ‘gatekeepers’ who could structure complicated financial 

transactions with the view to hide tainted proceeds. In 2005, the obligations were invoked 

on licensed gaming outlets, Bank Pertanian Malaysia and notaries public.68 More recently, 

the obligations were further extended to money lenders, pawnbrokers, registered estate 

agents, unit trust management companies, fund managers, future fund managers, trust 

                                                 
65 Ibid. 
66 Bank Negara Malaysia, Annual Report 2004, 140. 
67 Bank Negara Malaysia, Annual Report 2005, 149. 
68 Ibid 150. 
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companies, the Malaysia Building Society Berhad, non-bank remittance service providers 

and non-bank affiliated issuers of charge cards and credit cards.69  

 

In fulfilling their obligations under AMLATFA, the reporting institutions and individuals 

are protected by various immunities. Section 20 clearly overrides any obligation as to 

secrecy or other restriction on the disclosure of information imposed by written law. 

Therefore, banking secrecy cannot be invoked. In addition to this, section 24 confers 

protection from civil, criminal and disciplinary proceedings in relation to the disclosure of 

information in a suspicious transaction report or in connection with such report, whether at 

the time the report is made or afterwards, except where the disclosure was done in bad 

faith. 

 

Section 14 of AMLATFA requires the reporting institution to submit two types of reports. 

The first type of report is the Cash Transaction Report (CTR). Under section 14(a) the 

institutions must report to the Financial Intelligence Unit (FIU) any transaction that exceeds 

the specified threshold amount. Recently, the FIU set the specified threshold amount at 

RM50,000 per day. It must be noted that CTR was only invoked in September 2006 by 

virtue of Anti Money Laundering (Invocation of Part IV) Order 2006. By virtue of section 

13(4), the reporting institutions are required to aggregate multiple cash transactions in a day 

that exceed the threshold amount as a single transaction if they are undertaken by, or on 

behalf of, one person. This is aimed at eradicating ‘smurfing’ or ‘structuring’ activities. 

‘Smurfing’ is a typical money laundering technique used by criminals to avoid detection 

and it involves breaking large cash transactions into smaller transactions so that they fall 

below the CTR threshold.  

 

The second type of report that reporting institutions have to submit is the Suspicious 

Transactions Report (STR). Under section 14(b), a STR should be made when the identity 

of the persons involved, the transaction itself, or any other circumstances concerning the 

transaction, gives rise to suspicion. Here, the suspicious transaction does not have to be in 

                                                 
69 Bank Negara Malaysia, Financial Stability and Payment Systems Report 2006, 38. 
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form of cash and it applies to any amount of money. ‘Suspicion’ is not defined under 

AMLATFA. In Queensland Bacon v Rees,70 Kitto J said that: 

A suspicion that something exists is more than a mere idle wondering whether it exists 

or not; it is a positive feeling of actual apprehension or mistrust, amounting to ‘a slight 

opinion but without sufficient evidence. 

 

BNM provides examples of suspicious transactions in its AML/CFT Sectoral Guidelines 1 

for Banking and Financial Institutions. The examples of suspicious transactions provided 

fall under the following categories: Cash Transaction; Accounts; International 

Banking/Trade Finance; Employees and Agents; Private Banking and Trust Services; 

Secured and Unsecured Lending; and Credit Cards. It is critical to have sufficiently clear 

examples of suspicious transactions to enable the reporting institutions to comply with the 

STR requirement effectively. It is generally accepted that unclear reasons for suspicion may 

cause defensive reporting which could significantly jeopardize the STR regime.  

 

AMLATFA also imposes obligations on reporting institutions to identify and verify 

customers. Section 16(1) requires the reporting institutions to maintain accounts in the 

name of accounts holders and prohibits the opening of anonymous accounts or accounts 

which are in a fictitious, false or incorrect name. Sub-section (2) requires the reporting 

institutions to verify the identity of the account holder, the identity of the person in whose 

name the transaction is conducted as well as the identity of the beneficiary of the 

transaction, and to include the details in a record. Section 5(1) of the Anti-Money 

Laundering and Anti-Terrorism Financing (Reporting Obligations) Regulations 2007 

(AMLATF Regulations) specifies that customer due diligence measures must be conducted 

when there is a suspicion of money laundering or when there is a doubt about the veracity 

or adequacy of information on the identity of the account holder which it has obtained 

previously. Furthermore, section 5(2) (b) of the AMLATF Regulations requires a bank to 

identify and verify the identity of the beneficial owner of its customer. A reporting 

                                                 
70 [1965] 115 CLR 266. 
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institution that fails to comply with this obligation commits an offence and is liable to a 

fine not exceeding RM250,000.71 

 

Sections 13 and 17 set out the various record keeping requirements. Section 13(1) of 

AMLATFA requires a reporting institution to keep a record of any transaction involving 

domestic currency, or any foreign currency, exceeding the amount specified by BNM. 

Under section 17(1), reporting institutions are obliged to maintain all records for a period of 

not less than six years from the date an account has been closed or the transaction has been 

completed or terminated. Subsection (4) states that failure to comply with the record 

keeping requirement will render the institutions liable to a fine not exceeding one million 

ringgit, or to imprisonment for a term not exceeding one year, or both. Furthermore, section 

7(2) of the AMLATF Regulations has added a penalty for the continuing offence of failure 

to retain records i.e. RM1000 for each day during which the offence continued after 

conviction. 

 

To ensure compliance with the reporting obligations under AMLATFA, the reporting 

institutions have to establish a compliance programme. The compliance programme must: 

 establish procedures to ensure high standards of integrity of its employees and a 

system to evaluate the personal, employment and financial history of the employees; 

 establish on-going employee training programmes and instruct employees on their 

responsibilities; and 

 develop an independent audit function to check and test the effectiveness of the 

compliance programme.72  

AMLATFA clearly specifies that it is the duty of the supervisory or licensing authorities to 

ensure that the reporting institutions adopt and implement the compliance programme.73 

 

Furthermore, AMLATFA also requires a reporting institution to designate a compliance 

officer, at management level in each branch and subsidiary to report suspicious transactions 

                                                 
71 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 86. 
72 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 19(2). 
73 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 21(1)(b). 
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to FIU.74 The compliance officer is responsible for taking all reasonable steps to ensure that 

the institution complies with its reporting obligations under AMLATFA.75 Failure to do so, 

could make him or her personally liable to a fine not exceeding RM100,000, or to 

imprisonment for a term not exceeding six months or to both. In addition, he or she shall be 

liable to be punished with a daily fine not exceeding RM1,000 for everyday during which 

the offence continues.76 Additionally, an institution that failed to comply with the reporting 

obligations could find itself subject to an action from FIU.77 To make matters worse, FIU 

could make a recommendation for revocation of the institution’s licence if it has been 

convicted of an offence under AMLATFA.78  

 

To enhance the awareness of the reporting obligations faced by the reporting institutions, 

FIU has conducted various briefing sessions for the compliance officers of the institutions. 

These briefing sessions also create a platform for clarification of issues and problems 

relating to AML/CFT measures and the reporting mechanisms.79 While it is undeniable that 

the reporting obligations under AMLATFA would protect the financial sector from being 

abused by criminals and terrorists, they also place a significant compliance burden on the 

reporting institutions. For example, banks have to adopt new procedures to identify and 

verify customers, to report suspicious transactions and to establish on-going training 

programs. To facilitate compliance banks may have to invest in new technology which 

could place an unfair burden on the smaller banks. Failure to comply with these 

requirements could make banks liable for fines, imprisonment and revocation of licence. 

 

3.3.4 Financial Intelligence  

 

Part III of AMLATFA deals with financial intelligence. Basically, it covers the functions 

and powers of the competent authority responsible for undertaking financial intelligence 

activities. In January 2002, the Minister of Finance appointed BNM as the competent 

                                                 
74 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 19(4). 
75 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 22(1). 
76 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 22(4). 
77 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 22(3). 
78 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 21(2). 
79APG Mutual Evaluation Report on Malaysia 2007, 67. 
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authority under AMLATFA. As a result, BNM established a new department, Financial 

Intelligence Unit (FIU), to carry out the functions of the competent authority. Apart from 

this, FIU also acts as the national AML/CFT regulator. In this role it is responsible for 

formulating and implementing a comprehensive national AML/CFT regime and the 

promotion of national awareness of money laundering issues.  

 

Section 8 of AMLATFA illustrates the extent of the legal power given to FIU for it to carry 

out its role as competent authority. It has, for example, the power:  

 to receive and analyze information and reports from any person, including reports 

issued by reporting institutions; 

 to send any report received or any information derived from any such report to an 

enforcement agency, if it is satisfied or has reason to believe or suspect that a 

transaction involves proceeds of an unlawful activity or a serious offence is being, 

has been or is about to be committed; and 

 to send any information derived from an examination carried out on reporting 

obligations to an enforcement agency if it has reason to suspect that a transaction 

involves proceeds of an unlawful activity or a serious offence is being, has been or 

is about to be committed.80 

 

Additionally, FIU may also: 

 compile statistic and records; 

 give instructions to a reporting institution in relation to any report or information 

received; and 

 make recommendations to the relevant supervisory authority, enforcement agency 

and reporting institutions arising out of any report or information received.81 

 

As a competent authority, FIU is considered the central agency to receive and analyze 

STRs and CTRs, as well as to disseminate financial information from these reports to the 

relevant enforcement agencies for investigation into suspected criminal offences. Since 

                                                 
80 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 8(2). 
81 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 8(3). 
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November 2005, FIU introduced the Financial Intelligence System (FINS) to enable online 

submission of STRs and CTRs by the reporting institutions. FINs will enhance the quality 

of the financial intelligence analysis through the use of advanced intelligence software, case 

management tools and information dissemination software. These new features would 

significantly facilitate and expedite investigations by the law enforcement.  

 

Section 9(1) of AMLATFA empowers FIU to authorize any enforcement agency to have 

access to such information as FIU may specify, for the purposes of performing the 

enforcement agency’s function. For this purpose, FIU has the absolute discretion to decide 

what information to release to an enforcement agency. Furthermore, subsection (3) 

empowers FIU to authorize the Attorney General to have access to the specified 

information in dealing with the request that are related to possible or actual criminal 

offences made to a foreign state by Malaysia or vice versa. However, such requests are 

governed by the Mutual Assistance in Criminal Matters Act 2002 (MACMA) and the 

Mutual Assistance in Criminal Matters Regulations 2003. 

 

As already mentioned, the extent of assistance and cooperation that Malaysian authorities 

receive from a foreign jurisdiction in money laundering investigations depends on whether 

there is an applicable bilateral or multi-lateral mutual legal assistance treaty (MLAT) with 

the relevant foreign jurisdiction. To date, Malaysia has signed MLATs with Singapore, 

Indonesia, Brunei, Thailand, Myanmar, Laos, Cambodia, Vietnam, Philippines and 

Australia. But, even if there is no treaty or agreement in place, assistance may be given to 

any foreign state by the special direction of the Minister of Home Affairs on the 

recommendation of the Attorney General.82  

 

Section 10 of AMLATFA permits FIU to disclose financial intelligence to a corresponding 

authority of a foreign state pursuant to any existing arrangement between Malaysia and the 

foreign state. However, FIU may only enter into an agreement with a corresponding 

authority in a foreign state on cooperation in relation to the exchange of financial 

intelligence if the following conditions are met: 

                                                 
82 Mutual Assistance in Criminal Matters Act 2002, s 18. 
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 the exchange of financial intelligence is limited to information obtained by FIU 

relating to suspicious transactions reports and cash transactions reports;83 

 there exist a government to government arrangement between Malaysia and the 

foreign state under which the corresponding authority of the foreign state has agreed 

to communicate to Malaysia, upon Malaysia’s request, information received by 

them that corresponds to anything required to be disclosed to FIU relating to 

suspicious transactions reports and cash transactions reports;84 

 FIU is satisfied that the foreign corresponding authority has given an appropriate 

undertaking for protecting the confidentiality of any information communicated to it 

and that it will not be used as evidence in any proceedings.85  

 

Furthermore, section 29(3) of AMLATFA empowers FIU and the relevant enforcement 

agency to coordinate and cooperate with any other domestic and foreign enforcement 

agency in any investigations into money laundering and terrorism financing offences in 

Malaysia and in foreign jurisdictions. As of August 2008, FIU has entered into agreements 

with Indonesia, Philippines, Thailand, China, Sri Lanka, Bangladesh and Brunei. 

 

It is interesting to note that FIU has been a member of the Egmont Group of Financial 

Intelligence Units since July 2003. The Egmont Group provides support for FIUs to 

improve their respective national AML/CFT programs. This includes expanding and 

systematizing the exchange of financial intelligence among its members, and improving 

expertise and capabilities of the intelligence personnel. The Egmont Group provides 

opportunities for BNM and other FIUs to rapidly exchange critical information on 

transnational crime.86 Since 2006, the Malaysian FIU has represented the Asia Group in the 

Egmont Committee.  

 

It appears that since its establishment, FIU has made significant progress fulfilling its 

functions. Besides, FIU has also taken a lead role in the region by providing training, 

                                                 
83 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 10(1). 
84 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 10(1) (a). 
85 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 10(1) (b). 
86 Ibid. 
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technical assistance and mentoring the other APG members, especially those from ASEAN 

countries.87 Given the progress made by FIU so far, it appears that it will greatly contribute 

to the effective implementation of the AML/CFT regime in Malaysia.  

 

3.3.5 Investigation  

 

As mentioned earlier, AMLATFA is implemented by a group of multi-law enforcement 

agencies lead by FIU. Therefore, AMLATFA has given investigation powers not just to 

FIU but also to other law enforcement agencies, such as the Royal Malaysia Police (RMP), 

Anti-Corruption Agency (ACA) and BNM. In practice there is a certain degree of 

specialization among the different agencies. For example, money laundering relating to 

drug offences is investigated by RMP, money laundering relating to corruption is 

investigated by ACA and money laundering relating to banks and financial institutions is 

investigated by BNM. As the competent authority, FIU may exercise all the powers of 

investigation provided under AMLATFA to conduct an investigation regarding the 

commission of an offence under Part III or IV of the Act.88  

 

Given the complex nature of money laundering and terrorism financing, AMLATFA 

confers a wide range of powers to investigating officers. These include powers to: 

 enter any premises belonging to or in the possession or control of the person 

or the person’s employee, and in the case of a body corporate, its director or 

manager; 

 search the premises for any property, record, report or document; 

 inspect, make copies of or take extracts from any record, report or document 

so seized and detained; 

 take possession of and remove from the premises, any property, record, report 

or document so seized and detained it for such period as the investigating 

officer deems necessary; 

                                                 
87 APG Mutual Evaluation Reports on Malaysia 2007, 72. 
88 Part III of AMLATFA deals with the functions and powers of the competent authority and Part IV deals 
with the reporting obligations imposed on the reporting institutions. 
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 search any person who is in, or on, such premises, if the investigating officer 

has reason to suspect that that person has on his or her person any property, 

record, report or document, including personal document, necessary in the 

investigating officer’s opinion, for the purpose of investigation into an offence 

under this Act; 

 break open, examine and search any article, container or receptacle; or 

 stop, detain or search any conveyance.89 

 

Investigating officers may search, seize and arrest without a warrant.90 However, this is 

subject to section 48 where the Public Prosecutor’s permission is required if the 

investigation relates to a financial institution. In this respect, an investigating officer may 

also take possession of any related material, if in his or her opinion, possession is needed in 

order to carry out the investigation or material may be interfered or destroyed unless is 

taken or the material is needed as evidence.91  

 

Furthermore, section 32 of AMLATFA empowers the investigating officer to examine any 

person in relation to a money laundering investigation. Sub section (2) provides that the 

investigating officer can force any person to attend an interview, produce any document or 

provide any statement on oath. Under subsection (4), the person must answer all questions 

put to him or her by the investigating officer except questions which may incriminate him 

or her in some way. It is clear that this provision upholds the common law privilege against 

self-incrimination.92 Any person who fails to cooperate with the investigating officer may 

be held liable for an offence under subsection (8). 

 

Section 35 deals with tipping-off offences. Tipping-off may occur when a person discloses 

the information that an investigating officer is conducting an investigation or a STR has 

                                                 
89 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 31(1). 
90 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 41. 
91 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 48(3). 
92 Lord Goddard in Blunt v Park Lane Hotel Ltd. [1942] 2 ICB 253 explained the common law privilege against 
self-incrimination as follows: 
‘It is a fundamental principle of the common law that, in civil and criminal cases, a person is not obliged to answer 
any question or produce any document if the answer or document would have a tendency to expose that person, 
either directly or indirectly, to a criminal conviction the imposition of a penalty or the forfeiture of an estate.’ 
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been made and this disclosure will likely to prejudice the investigation. To prove the 

offence, the prosecution must show that the person has the knowledge or had a reason to 

suspect that the investigation is being conducted or is about to be conducted or that the STR 

has been made.93 

 

Section 37(1) allows the investigating officer to request the delivery of any property, 

record, report or document, and if the request is not complied with, the officer can seize 

them under section 38. In addition to this, a person who fails to comply with section 37(1) 

could face a fine not exceeding one million ringgit or to imprisonment for a term not 

exceeding one year or both. 

 

It must be noted that if the investigating officer wants to examine a person currently in a 

foreign jurisdiction, the officer can request attendance of such person by virtue of section 9 

of MACMA.94 However, the attendance of such person is on a voluntary basis. Therefore, 

if the person refuses to attend, he or she cannot be compelled to do so under MACMA. 

Nevertheless, the Attorney General can request the appropriate authority of the foreign state 

to arrange for the relevant evidence to be obtained and sent to Malaysia under section 8 of 

MACMA.  

 

Section 8 was discussed recently in the case of Tan Sri Eric Chia Eng Hock v Public 

Prosecutor.95 There, the appellant was tried in the Sessions Court on a charge of criminal 

breach of trust. During the trial, the Public Prosecutor (PP) applied for the admission of 

certain evidence taken in Hong Kong by a magistrate of Hong Kong pursuant to the 

Attorney General’s request under section 8(1) of MACMA. The Session Court rejected the 

                                                 
93 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 35(1) (a) (b). 
94 Section 9 of MACMA states as follows: 
(1)  The Attorney General may request the appropriate authority of a foreign State to assist in arranging for 

the attendance in Malaysia of a person in the foreign State for the purpose of giving any evidence or 
assistance if he is satisfied that –  
 (a)  there are reasonable grounds to believe that the person is capable of giving such evidence or 

assistance relevant to a criminal matter involving a serious offence; and  
(b) the person consents to travel to Malaysia for the purpose of giving such evidence or assistance. 

 (2) The Attorney General may make arrangements with the appropriate authority of the foreign State for the 
purpose of the attendance of that person in Malaysia, his return to the foreign State and other relevant 
matters.  

95 [2006] 3 CLJ 693. 
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PP’s application on the ground that section 33 of the Evidence Act 1950 applied to the 

Hong Kong evidence and that the pre-conditions for admissibility laid down in the section 

had not been fulfilled. The PP then appealed to the High Court which ordered that the 

evidence taken in Hong Kong be admitted as evidence in the trial. The appellant then 

appealed to the Court of Appeal but the appeal was dismissed. 

 

In the Court of Appeal, Abdul Aziz Mohamad, JCA discussed the application of section 8 

of MACMA in the following terms:96 

 

It is clear from the section that its scheme is to enable evidence in the form of testimonies or 

things to be taken or obtained in a foreign State for the specific purposes of being used as 

evidence in criminal proceedings in Malaysia…..To me it was obvious that the scheme of s 8 

of the MACMA is entirely different from the scheme of s 33 of the Evidence Act 1950 and 

that therefore any requirement for the admission of evidence under s 33 belongs exclusively 

to the scheme of s 33 and cannot extend so as to be  a part of the scheme of s 8. 

 

While section 8 of MACMA could facilitate the obtaining of important evidence from 

foreign jurisdiction, the process is very costly and time consuming. For example, money 

laundering investigations often involve cross-border transactions, many entities and 

numerous bank accounts. These in turn raise many practical problems that delay the process 

and the increase costs.  

 

3.3.6 Freezing, Seizure and Forfeiture of Property 

 

Part VI of AMLATFA provides for standardized mechanisms applicable to all law 

enforcement agencies for freezing, seizure and forfeiture of property suspected to be 

involved in money laundering or terrorism financing activities.  

 

One of the most powerful provisions of AMLATFA is the avenue to freeze property by the 

law enforcement agencies for the purpose of investigation before affecting a seizure. Under 

section 44 the freezing order is valid for 90 days and will expire unless the person is 
                                                 
96 Ibid 722. 
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charged.97 It has the effect of making it impossible for a person to deal with his or her 

property except for the reasons in subsection (3)(b) which include: 

 determining any disputes as to the ownership of the property; 

 its proper administration during the period of the order; 

 the payment of debts due to creditors prior to the order; 

 the payment of money to the person or his family; or 

 the payment of the costs in criminal proceedings. 

 

In addition to this, the person can also be banned from leaving Malaysia and must surrender 

any travel documents to the Director General of Immigration within one week of the 

publication of the freezing order.98  

 

The procedure for seizure is provided under sections 45 to 54 of AMLATFA. A seizure 

order is to secure the evidence for the purpose of money laundering and terrorism financing 

prosecution. The procedure for seizure varies depending on whether the property is 

movable or immovable or whether it is in a financial institution or not. Clearly, this is 

another innovation introduced by AMLATFA.  

 

Section 45 covers the seizure of movable property. This section, however, is not applicable 

to any movable property in a financial institution.99 Section 46 sets out the manner in which 

the seizure of movable property is to be effected. As a rule, it will be effected by removing 

the movable property from the possession of the person from whom it is seized and placing 

it in the custody of such person and at such place as the investigating officer determines.100 

However, where it is not practicable, the property may be left at the premises in which it is 

seized under the custody of the person determined by the investigating officer.101  

 

The power of seizure of movable property in a financial institution is conferred specifically 

by section 50. The seizure order can only be issued by the public prosecutor if it is satisfied 

                                                 
97 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 44(5). 
98 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 44(4) (c). 
99 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 45(4). 
100 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 46(1). 
101 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 46(2).  
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that the movable property including monetary instruments is the subject matter of a money 

laundering or terrorism financing offence. However, the public prosecutor must consult 

with the relevant supervisory body, such as BNM or the Securities Commission. Non-

compliance with the order is an offence and subject to a penalty of one million ringgit fine, 

or one year imprisonment, or to both.102 Section 50(2) gives the financial institution, its 

employees or its agents immunity against any criminal or civil proceedings as a result of 

complying with the seizure order.  

 

It is important to note that the seizure order under section 50(1) is not reviewable by the 

court. In City Growth Sdn Bhd & Anor v. The Government of Malaysia,103 the applicants 

applied to quash the order made by the Deputy Public Prosecutor against their bank 

accounts. The order was made in pursuant to section 50(1) of AMLATFA. The issue there 

was whether such an order is reviewable by way of judicial review. The court held that the 

deputy public prosecutor was performing his duty under the law and therefore could not be 

accountable by way of judicial review. Raus Sharif J, at p.424 noted: 

 

Looking at the order of the Deputy Public Prosecutor as well as the provision of s.50(1) of 

AMLA, I am of the view that the order of the Deputy Public Prosecutor is not reviewable 

under O.53 of the [Rules of High Court]. To me, s.50(1) of AMLA is part and parcel of the 

investigation process into an offence under s.4(1) of AMLA. It appears that in order to 

facilitate the investigation into the offence of money laundering, the law has provided with 

the Public Prosecutor the power to assist the investigating officer. Clearly, s.50(1) of AMLA 

was enacted to enable the Public Prosecutor or his Deputy to make an order of seizure of 

movable properties in the possession of the financial institutions by ordering the financial 

institutions not to part, deal in, or otherwise dispose of such property or any part of it until the 

order is revoked or varied. Thus, by issuing the said orders the Deputy Public Prosecutor was 

merely exercising a function under AMLA.  

 

The seizure of immovable property is provided for in section 51. In so far as immovable 

property is concerned, the provisions of the National Land Code are also applicable. 

                                                 
102 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 50(3). 
103 [2005] 7 CLJ 422. 
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Section 52 specifically deals with seizure of a business related to the person against whom 

prosecution for an offence under AMLATFA is intended to be commenced, or a business in 

which a relative or an associate of such person is involved. It must be noted that the 

enforcement agency is empowered to seize the business, as well as make certain orders in 

relation to the activities carried on by the business, its accounts, its profits, directors, 

officers and employees of the business.104  

 

Section 52 was used by the Royal Malaysian Police to seize the business of Invent Qjaya 

Sdn Bhd in February 2005. The order was issued following reports of fraud involving 

RM50 million. As a result, an administrator was appointed to supervise, direct and control 

the company’s business. However, in December 2005, the seizure order was revoked and 

the company’s business was handed back to its directors and executive officers.105 It 

appears that this provision may place significant burden on a business subjected to the 

order. The business for instance, may be placed in receivership and therefore could suffer 

tremendous damage as the result of the order. However, no action can be taken against the 

enforcement agency because section 77 of AMLATFA gives the agency immunity. In 

addition to this, section 57 does not allow the validity of the freeze or seizure order to be 

challenged. 

 

Sections 55 and 56 of AMLATFA deal with forfeiture of property. Generally, forfeiture is 

available for property which is the subject matter, or the instrument of a money laundering 

and terrorism financing offence. In determining whether the property is the subject matter, 

or the instrument of the offence, section 55(3) allows the court to apply the civil standard of 

‘balance of probabilities’.106 This makes it easier for the prosecutor to prove its case 

because experience has shown that the prosecutor faces difficulties proving to the criminal 

standard that the accused has engaged in prior criminal conduct from which he or she has 

obtained certain property, and in linking the proceeds to specific prior criminal activity. It 

can be said that these circumstances arise because the money laundering offence, unlike 

                                                 
104 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 52(1). 
105 M Mageswari, ‘Police revoke seizure order issued against InventQjaya’ The Star (Kuala Lumpur), 10 
January 2006. 
106 See also Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 70 which deals with standard 
of proof. 
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other criminal offences, has no direct victim who can give evidence against the perpetrator. 

Therefore easing the burden of proof for the prosecutor is vital for ensuring an effective 

forfeiture regime. However, AMLATFA specifies that the criminal standard of proof must 

be applied for money laundering and terrorism financing offences.107  

 

Under AMLATFA, the court will issue a forfeiture order in the following circumstances: 

 Section 55(1)(a) - where a person has been prosecuted for and convicted of a money 

laundering or terrorism financing offence; 

 Section 55(1)(b) - where a person has been prosecuted for such an offence, but the 

offence has not been proved, the court may make a forfeiture order if it satisfied that 

the accused is not the true and lawful owner of such property and no other person is 

entitled to the property; 

 Section 56 - where there has been no prosecution or no conviction for such an 

offence, the court may make a forfeiture order if it satisfied that the property is the 

subject matter of such an offence, or has been used in the commission of such an 

offence. 

 

It is clear that under AMLATFA, forfeiture may occur with or without conviction. It 

appears that under section 56, forfeiture can be undertaken through proceeding against the 

property itself and is independent of any criminal charges against the owner of the property. 

According to Kennedy, this approach has the potential to be extremely effective 

particularly where:108  

 the property owner may have died;  

 there has been an acquittal in criminal proceedings; 

 there has been a criminal conviction but the confiscation hearing has failed; 

 the defendant is not within the jurisdiction; 

 the name of the property owner is unknown; or 

 there is insufficient evidence to prosecute for a criminal offence. 

 
                                                 
107 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 70(2). 
108 Anthony Kennedy, ‘An Evaluation of the Recovery of Criminal Proceeds in the United Kingdom’ (2007) 
10(1) Journal of Money Laundering Control 33, 37. 
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Therefore, section 56 should be welcomed because it can be utilized by the law 

enforcement authorities to recover the criminal proceeds even though the criminals cannot 

be prosecuted for money laundering offence. From experience, money laundering offences 

are normally difficult to prove.  

 

It is interesting to note that the Dangerous Drugs (Forfeiture of Property) Act 1988 (DDFP) 

has a similar provision.109 As such, DDFP case law may be relied upon to interpret section 

56 of AMLATFA. In Kanagasavey a/l Sinayah v. Public Prosecutor,110 the appellant was 

detained under the Dangerous Drugs (Special Preventive Measures) Act 1985 (SPMA) but 

was released by a writ of habeas corpus. At the same time, the sum of RM7,500 held in 

two banking accounts of the appellant was seized by the respondent under DDFP. The 

appellant claimed the seized property but the respondent referred the claim to the Sessions 

Courts for a decision under section 32(2) of DDFP. The court ordered the property to be 

forfeited because the appellant had failed to rebut the presumptions as to liable person and 

illegal property under section 35 of the DDFP.111 The appellant appealed to the High Court, 

but the appeal was dismissed. The High Court held that since the appellant had failed to 

rebut the presumptions, the property was rightly forfeited.112 Jeffrey Tan JC noted at p 601: 

In criminal proceedings the burden is always on the prosecution to commence and furnish the 

required proof, however, in proceedings under the Act [DDFP] there is a subtle twist to that 

burden…the person proceeded against is required to rebut those presumption on a balance of 

probabilities…in that (i) he is not a liable person under s.7 or (ii) the property is not illegal 

property. 

 

It is important to note that under section 35 of DDFP the burden of proof is placed on the 

defendant to show that the property is not the proceeds of crime. But this is not the case 

                                                 
109 Section 32 of DDFP provides for forfeiture of property seized under the Act where there is no prosecution, 
or no proceedings under Part Three or no claim thereto. 
110 [1995] 1LNS 98. 
111 Section 35 of DDFP Act provides: 
"Where any proceedings under this Act are brought against any person in respect of any property on the 
ground that such person is a liable person or that such property is illegal property, the Court shall presume 
that person to be a liable person and that property to be illegal property, unless the person proceeded against 
proves to the contrary by admissible evidence and where he adduces any such evidence, the Public Prosecutor 
shall have the right to rebut the same." 
112 See also Ketua Polis Negara & Anor v Gan Bee Huat & Other Appeals [1998] 3 CLJ 1; Public Prosecutor 
v Tan Lee Kok [1988] 2 CLJ 286. 
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with section 56 of AMLATFA. In fact, reversal of onus of proof provisions is expressly 

encouraged by Article 12(7) of the UN Convention against Transnational Organized 

Crime, and Article 5(7) of the Vienna Convention. The justification for reversing the 

burden of proof is that information regarding the origin of the money is within the 

defendant’s knowledge and to impose on the prosecution the burden of proving its 

illegitimate origin would be too burdensome.113 Also, it has been argued that without 

reversing the burden of proof, forfeiture laws would become ineffective.114 Unfortunately, 

it appears that the reversal of the burden of proof is not available under AMLATFA. 

Therefore, it is suggested that the Malaysian government give consideration to the 

introduction of a similar mechanism because it is an important element of an effective 

forfeiture regime.   

 

Forfeiture provisions under AMLATFA are subject to notice being given to third parties so 

that bona fide third parties that have an interest in the property can make their claims in 

court under section 61. However, the onus is on the claimant to prove that:115 

(a)  The claimant has a legitimate interest in the property; 

(b)  No participation, collusion or involvement with respect to the offence under section 

4(1) which is the object of the proceedings can be imputed to the claimant; 

(c) The claimant lacked knowledge and was not intentionally ignorant of the illegal use of 

the property, or if he had knowledge, did not freely consent to its illegal use; 

(d) The claimant did not acquire any right in the property from a person proceeded 

against under circumstances that give rise to a reasonable inference that any right was 

transferred for the purpose of avoiding the eventual subsequent forfeiture of the 

property; and 

(e) The claimant did all that could reasonably be expected to prevent the illegal use of the 

property. 

 

                                                 
113 R E Bell, above n 53. 
114 Anthony Smellie, ‘Prosecutorial Challenges in Freezing and Forfeiting Proceeds of Transnational Crime 
and the Use of International Asset Sharing to Promote International Cooperation.’ (2007)  8(2) Journal of 
Money Laundering Control 104, 107. 
115 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 61(4). 
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It must be noted that the above approach is similar to that adopted by section 32(3) of 

DDFP. In the proceeding under section 32(3) of DDFP, the court shall order the property to 

be released if: (i) the person claiming the property is lawfully entitled thereto; (ii) no 

offence under the Act or under the Dangerous Drugs Act 1952 has been committed in 

respect of the property; and (iii) such property is not illegal property. The property shall be 

forfeited if any of the above conditions are not met. 

 

Therefore, once again DDFP case law could be used to interpret section 61 of AMLATFA. 

For example, in Public Prosecutor v Lee Kee Seng & Anor, 116which was an appeal by the 

Public Prosecutor against the decision of the Session Court, the Court ordered a car that had 

been forfeited to be returned to Hong Leong Finance, the second respondent. The registered 

owner of the car was Loh Kan Hock and ownership was claimed by Hong Leong Finance 

as the lenders. The purchase price of the car was RM120,000. Loh Kah Hock had paid 

RM50,000 as down payment and the remaining amount of RM70,000 was paid through a 

loan from Hong Leong Finance. Before the car was forfeited, Loh Kah Hock had paid 33 

instalments amounting to RM40,833. The High Court allowed the appeal and held that the 

onus was on Hong Leong Finance to produce evidence to rebut the presumptions that Loh 

Kah Hock was not a liable person and the car was not illegal property under DDFP. To 

rebut the presumption that the car was not illegal property,117 it must be proved that the 

whole of the purchase price and the payment of the loan were from a legal source. By 

proving a part of the purchase price was from a legal source was not sufficient to rebut the 

said presumption. The car was therefore illegal property and it must be forfeited.  

 

Another useful case is Public Finance Bhd v Public Prosecutor.118 The case was an appeal 

against the decision of the Sessions Court which ordered the forfeiture of a motor vehicle 

seized by the police under section 25 of DDFP. The car was seized from a person named 

Azlin whom the police suspected was involved in dangerous drugs activities. The car 

however, was owned by the appellant and it was hired under a hire purchase agreement to 

                                                 
116 [2005] 7 MLJ 336. 
117 Section 2 of DDFP defines illegal property as any property, whether within or outside Malaysia, which is 
wholly or partly derive or obtained from or by means of any prohibited activity carried out by any person after 
the commencement of this Act. 
118 [1999] 8 CLJ 485. 
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another person named Mohd Anwar who did not make any claim although he was notified 

of the proceeding. At the Session Court, Azlin told the court that he bought the car from the 

hirer for RM40,000 and that he had already paid RM15,000 towards the purchase price.  He 

admitted that he used the profits from his food business as well as from the drugs business 

to pay for the car. The Session Court judge found that the car was illegal property and 

hence ordered forfeiture. The appellant was dissatisfied with the decision and appealed to 

the High Court. In allowing the appeal, the High Court held that the facts of the case 

showed that the car was never an illegal property right from the inception. The car was 

bought by the appellant and was hired out to Mohd Anwar under the hire-purchase 

agreement which clearly prohibits the transfer of the car to a third party without the 

appellant’s consent. Furthermore, Azlin’s evidence that he bought the car from the proceeds 

of drugs is vague and should not be accepted without corroboration. Since the appellant has 

established that it was lawfully entitled to the car, and that the car was not illegal property, 

and that no offence has been committed in respect of the car, it should therefore be released 

to the appellant. 

 

From the above cases, it is clear that in exercising their rights under section 61 of 

AMLATFA, the burden of proof is on the third parties to show that they are lawfully 

entitled to the property. It appears that section 61 places a heavier burden on third parties 

when compared to section 32(3) of DDFP. This may cause an unfair burden on third parties 

and therefore such a requirement must be reviewed to ensure that claims by bona fide third 

parties are not prejudiced. 

 

Apart from forfeiture, section 59 of AMLATFA empowers the law enforcement agency to 

apply for a pecuniary penalty order (PPO) against the defendant. The PPO is equal to the 

estimated value of the proceeds of crimes which were either not recovered, or not proven 

on the balance of probabilities.119 If the court is satisfied that the person derived benefits 

from the proceeds of crime, the court will assess the benefits so derived and order the 

person to pay to the Federal Government a pecuniary penalty equal to the amount of the 

benefits derived from the proceeds of crime. 

                                                 
119 Norhashimah, above n 51, 56.  
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Section 59(4) states that in determining whether or not any benefit is derived from the 

proceeds of crime, the court shall apply the civil standard of proof. However, according to 

Norhashimah, this provision is inapplicable and should be deleted because if the benefit can 

be proved to be derived from the proceeds of crime, it will have been already forfeited 

under sections 55 and 56 of the AMLATFA.120  

 

Another issue as regards to the PPO under AMLATFA is that the law does not specify any 

particular time period. In fact, most jurisdictions set a time limit for a PPO to be made. In 

Australia for instance, by virtue of section 134 of the POCA 2002, an application for a PPO 

must be made within six months of conviction of non-serious offences or nine months of 

conviction of serious offences. 

 

Despite the shortcomings in section 59, it can be said that AMLATFA provides 

comprehensive procedures for the freezing, seizure and forfeiture of property. Any 

limitations in the previous legislations have been addressed and more importantly, 

AMLATFA introduces more powerful and innovative measures that can facilitate the 

recovery of illegal proceeds from money laundering and any other serious crimes.  

 

By using AMLATFA as a strategic approach, the law enforcement agencies can more 

easily detect and confiscate the proceeds of crimes. This view has been proven correct 

recently when it was reported that the Anti-Corruption Agency had seized assets procured 

through bribery worth RM25 million and forfeited another RM206,000 in assets that were 

acquired through corruption. These actions were taken under AMLATFA.121 Obviously, 

AMLATFA provides the law enforcement officials with more effective tools than before 

for confiscating criminal proceeds from any serious crimes in Malaysia.  

                                                 
120 Ibid 173. 
121 ‘ACA seals assets worth RM25 millions’ New Straits Times 24 January 2007.   
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3.4  The Criminalisation of Terrorism Financing 

 

In response to the September 11 tragedy, FATF issued new international standards to 

combat terrorism financing. As such, all countries across the globe are obliged to adopt and 

implement the Nine Special Recommendations to prevent terrorists and their supporters 

from access to the international financial system.  

 

As pointed out earlier, AMLATFA was amended so that a new Part VIA could be inserted 

to deal with terrorism financing offences and to extend the mechanism for freezing, seizure 

and forfeiture of assets used for the financing of terrorist activities. Consequential 

amendments were also made to the Penal Code. A new Chapter VIA was inserted into the 

Penal Code to deal with offences relating to terrorism. These amendments came into force 

in March 2007. 

 

Before examining these provisions, it would be worthwhile to make a brief mention of the 

situation under the previous law. Prior to the amendment of AMLATFA, there were two 

provisions that were capable of criminalising terrorism financing in Malaysia. They were 

section 125A of the Penal Code and section 59 of the Internal Security Act 1960 (ISA). 

Section 125A of the Penal Code makes it an offence for a person to harbour by any act the 

enemies of the King. Section 130A of the Penal Code defines ‘harbouring’ to include 

supplying the enemies of the King with such things as shelter, food, drink, money or 

clothes. ‘Enemies of the King’ is not defined, but its context indicates its meaning is 

restricted to the conduct of persons who ‘wage war’ against the King or against the 

government of any power in alliance with the King.122 

 

Section 59(3) of the ISA makes it an offence for a person to provide supplies to another 

person, where it may reasonably be presumed that the latter intends to act, is about to act, or 

has acted, in a manner ‘prejudicial to public safety or to the maintenance of public order’, 

                                                 
122 APG Mutual Evaluation Report on Malaysia 2007, 53. 
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or that the supplies are intended for the use of a terrorist. ‘Terrorist’ means inter alia, a 

person who by the use of any firearm, explosive or ammunition acts in a manner prejudicial 

to public safety or to the maintenance of public order.123  

 

It has been recognised that these provisions are narrow in scope and are able to operate as 

terrorism financing offences in a very limited capacity. Section 125A of the Penal Code is 

only capable of capturing the unlawful intentions of a narrow range of finance-recipients, 

namely those whose plans encompass the violent overthrow of the government. It is also 

unlikely to cover the range of ‘funds’ defined in the UN Terrorist Financing Convention. 

Furthermore, its content indicates aid of a direct kind, complicating its application to the 

supply of funds for the general benefit of a terrorist group, and the collection of such 

funds.124 

 

Section 59(3) of ISA also has limitations. It defines the intentions of the terrorist-recipient 

of funds in terms that are general enough to capture a wide range of terrorist activity. 

However, its scope is restricted to a person whose terrorism aims are within Malaysia only, 

and it can only criminalise the provision of funds to terrorist groups whose intentions are 

domestic in nature.125 So far, it appears that section 125A of the Penal Code and section 

59(3) of ISA have not been used as the basis for investigations and prosecutions.126  As 

such, the enactment of Part VIA of AMLATFA and Part VIA of the Penal Code is timely 

as they provide more effective tools for combating terrorism financing activities in the 

country. 

 

Section 3(1) of AMLATFA defines a ‘terrorism financing offence’ as any offence under 

sections 130N, 130O, 130P or 130Q of the Penal Code. These sections create the new 

offences of providing or collecting property for terrorists acts; providing financial services 

for terrorist purposes; arranging for retention or control of terrorist property and dealing 

with terrorist property. 

                                                 
123 Internal Security Act 1960, s 2. 
124 APG Mutual Evaluation Report on Malaysia 2007, 54. 
125 Ibid. 
126 Ibid 55. 
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According to section 130B of the Penal Code, ‘terrorist’ means any person who commits, 

or attempt to commit, any terrorist act, or who participates in or facilitates the commission 

of any terrorist act.127 Section 130B further defines ‘terrorist act’ as: 

(a) the act or threat as prescribed under subsection (3);128 

(b) the act is done or the threat is made with the intention of advancing a political, religious 

or ideological cause; and 

(c) the act or threat is intended or may reasonably be regarded as being intended to 

intimidate the public or section of the public, or influence or compel the Government of 

Malaysia or the Government of any State in Malaysia, any other government, or any 

international organization to do or refrain from doing any act. 

 

Moreover, ‘terrorist property’ is defined as: 

(a) proceeds from the commission of a terrorist act; or 

(b) property that has been, is being, or is likely to be used to commit a terrorist act; or 

(c) property that has been, is being, or is likely to be used by a terrorist, terrorist entity or 

terrorist group; or 

(d) property owned or controlled by or on behalf of a terrorist, terrorist entity or terrorist 

group, including funds derived or generated from such property; or 

(e) property that has been collected for the purpose of providing support to a terrorist, 

terrorist entity or terrorist group or funding a terrorist act. 

 

It appears that the terrorism financing offences and their relevant defining provisions are in 

line with Article 2 of the UN Terrorist Financing Convention 1999. 

 

It would be worthwhile to further examine sections 130N and 130O. Section 130N states 

that: 

                                                 
127 This also includes a specified entity under section 66B or section 66C of AMLATFA. 
128 The act or threat prescribed under subsection (3) covers a wide range of circumstances and it includes an 
act or threat which involves serious bodily injury to a person or endangers a person’s life. 
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Whoever, by any means, directly or indirectly, provides or collects or makes available 

any property intending, knowing or having reasonable grounds to believe that the 

property will be used, in whole or in part, to commit a terrorist act shall be punished- 

(a) if the act results in death, with death; and 

(b) in any other case, with imprisonment for a term of not less than seven years but 

not exceeding thirty years, and shall also be liable to fine and shall also be liable to 

forfeiture of any property so provided or collected or made available. 

 

While section 130O provides that: 

Whoever, directly or indirectly, provides or makes available financial services or 

facilities- 

(a) intending that the services or facilities be used, or knowing or having reasonable 

grounds to believe that the services or facilities will be used, in whole or in part, for 

the purpose of committing or facilitating the commission of a terrorist act, or for the 

purpose of benefiting any person who is committing or facilitating the commission 

of a terrorist act; or 

(b) knowing or having reasonable grounds to believe that, in whole or in part, the 

services or facilities will be used by or will benefit any terrorist, terrorist entity or 

terrorist group,  

shall be punished: 

(aa) if the act results in death, with death; and 

(bb) in any other case, with imprisonment for a term of not less than seven 

years but not exceeding thirty years, and shall also be liable to fine. 

  

Section 130N creates the offence of providing or collecting property with knowledge, 

intention or reasonable grounds to believe that it will be used to commit a terrorist act. 

Section 130O prohibits a person from making available financial services or facilities 

knowing or having grounds to believe that they will be used by, or will benefit, any 

terrorist, terrorist entity or terrorist group. Notably, ‘financial services or facilities’ are not 

defined except to provide that they include services and facilities offered by lawyers and 

accountants acting as nominees or agents for their client. Therefore, while section 130O is a 

useful provision within its own terms, it could not operate to criminalize in a 
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comprehensive manner the provision or collection of funds for the support of terrorist 

individuals or group. 129 

 

It must be borne in mind that sections 130N and 130O provide severe penalties including 

the death sentence. These provisions would have a significant impact on the banks and 

financial institutions if they become involved in terrorism financing activities. As such, it is 

more important now than ever before for banks and financial institutions to ensure that their 

customer identification and due diligence measures are effective to detect terrorism 

financing activities.  

 

Section 130P of the Penal Code prohibits the conduct of arranging for retention or control 

of terrorist property. As such, it can be said that this provision relates to laundering of 

terrorist property. Section 130Q criminalizes the conduct of dealing in terrorist property. 

Section 130Q(2) extensively defines ‘dealing’ to include; 

(a)  acquiring or possessing any terrorist property; 

(b) entering into or facilitating, directly or indirectly, any transaction in respect of terrorist 

property; 

(c)  converting, concealing or disguising terrorist property; or 

(d)  providing any financial or other services in respect of any terrorist property to or for the 

benefit of, or at the direction or order of, any terrorist, terrorist entity or terrorist group. 

 

It has been argued that section 130Q is capable of criminalizing most kinds of conduct 

directed at or resulting in the provision or collection of funds for terrorist individuals or 

groups.130 Sections 130P and 130Q require knowledge to convict a person. It appears that 

the terrorism financing offences under the Penal Code do not require that the funds were 

actually used to carry out or attempt a terrorist acts. 

 

Furthermore, the offences apply to both natural and legal persons. Section 130T clearly 

specifies that if any of the offences were committed by a body corporate, any person who, 

at the time of the commission of the offence, was a person responsible for the management 
                                                 
129 APG Mutual Evaluation Report on Malaysia 2007, 52. 
130 APG Mutual Evaluation Report on Malaysia 2007, 53. 
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or control of the body corporate, shall be liable for that offence unless he or she can prove 

that the offence was committed without his or her consent and he or she had exercised all 

such due diligence to prevent the commission of the offence.  Notably, this provision is 

similar to the section 87(1) of AMLATFA.131 Both section 130T of the Penal Code and 

section 87(1) of AMLATFA place a significant burden on the management of the reporting 

institutions to ensure that their institutions are well protected from money laundering and 

terrorism financing activities. 

 

Part VIA of AMLATFA also provides measures to trace, freeze, seize and forfeit assets 

intended to be used for, or acquired as a result of, terrorist acts. These measures will also 

enable the government of Malaysia to freeze the assets of known terrorists based on 

information received from, for instance, the lists issued by the Security Council Sanctions 

Committee established under the United Nations Security Council. In 1999, the Security 

Council adopted the Security Council Resolution 1267 which established sanctions against 

the Taliban regime in Afghanistan for its support of Osama bin Laden and the Al-Qaeda 

organization. Following the September 11 tragedy, Resolution 1373 was also adopted by 

the Security Council. It required countries to take coordinated actions to prevent any kind 

of support to terrorist organizations, including financial support. It also required all 

countries to criminalise terrorism financing and freeze without delay all the assets of 

terrorists and terrorist organizations. 

 

By virtue of section 66B(1) of AMLATFA, the Minister of Home Affairs is empowered to 

declare, by an order published in the Gazette, any entity that has knowingly committed, 

attempted to commit, participated in committing or facilitated the commission of a terrorist 

act, or is knowingly acting on behalf of, at the direction of, or in association with, such an 

entity as a specified entity. 

 

                                                 
131 Section 87 (1) of AMLATFA provides where an offence is committed by a body corporate or an 
association, a person who is its director, or who is concerned in the management of its affairs, is deemed to 
have committed that offence unless that person proves that the offence was committed without his or her 
consent and that he or she exercised such diligence to prevent the commission of the offence. 
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It is important to note that such an order will have the effect of prohibiting any Malaysian 

citizen or body corporate from any kind of dealing with the entity. It also makes it 

mandatory to disclose to the Inspector General of Police, the existence of the entity’s 

property in their possession or control, and any information about a transaction in respect of 

such property.132 Any person who contravenes these requirements commits an offence and 

shall be liable on conviction to a fine not exceeding one million ringgit or to imprisonment 

for a term not exceeding one year or to both.133  

 

Section 66B(6) allows the specified entity to apply for the order to be revoked. However, 

this must be done within 60 days of the order being issued. Furthermore, section 66B(7) 

states that the Minister can either revoke the order and gazette this decision, or he or she 

can uphold it  and notify the entity within 60 days of receiving the application. The decision 

of the Minister is final.134 It appears that this section aims to rule out any court 

involvement.135 Section 66B(9) indicates that the order can be maintained indefinitely, but 

the Minister must review it every six months. 

 

It is interesting to note that the Minister can make exemptions to the order to exclude funds 

for basic or extraordinary expenses.136 These include payment for foodstuffs, rent or 

mortgage, medicines and medical treatment, taxes, insurance premiums and public utility 

charges. Also exempted are the payment of professional fees and reimbursement of 

incurred legal expenses or fees for maintenance of frozen funds or other financial assets or 

economic resources.137 Section 66B(11) specifies that the Minister must direct the relevant 

authority to issue a directive to all the institutions it supervises informing them of the order. 

 

Furthermore, section 66C empowers the Minister of Home Affairs to apply by an order 

published in the Gazette any measures imposed by the Security Council of the United 

Nations through its resolutions made in pursuant of Article 41 of the United Nations 

                                                 
132 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 66B(3). 
133 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 66B(4). 
134 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 66B(8). 
135 Norhashimah, above n 51, 67. 
136 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 66B(10). 
137 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 66B(10)(a). 
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Charter.138 Currently, the government has issued orders to all licensed financial institutions, 

both onshore and offshore, to freeze the accounts of persons associated with Osama Bin 

Laden, the Taliban and the Al-Qaeda based on the UN Security Council Resolution 

(UNSCR) 1267.  

 

Section 66D empowers the Minister of Home Affairs, by order published in the Gazette, to 

require any person or class of persons to determine within a period specified in the order 

whether they are in possession or control of terrorist property or property owned or 

controlled by or on behalf any specified entity.139 

 

Section 66E allows the relevant regulatory or supervisory authority to issue guidelines on 

carrying out a UN Security Council decision. Notably, an institution to which the 

guidelines are issued shall comply with the guidelines notwithstanding any other duty 

imposed on the institution by any rule of law, written law or contract.140 The authority must 

also report to both the Home Affairs Minister and Finance Minister every six months of any 

action it has taken under this section. In November 2006, a set of revised AML/CFT 

Guidelines were issued to the banking and financial institutions to replace the guidelines 

issued in 1995 and 2001 respectively.141  

 

Clearly, Malaysia has undertaken significant measures to combat terrorism financing 

activities. Part VIA of AMLATFA and Part VIA of the Penal Code contain comprehensive 

measures for the prevention of terrorism financing. These include the new tools to 

confiscate the terrorist property and property involved in, or derived from terrorism 

financing activities.  

 

 

 

                                                 
138 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 66C(1). 
139 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 66D(1). 
140 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 66E(2). 
141 Bank Negara Malaysia, Financial Stability and Payment Systems Report 2006, 38. 
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3.5  Summary 

 

Nowadays money laundering and terrorism financing are among the most serious issues 

facing the international community. Therefore, most countries including Malaysia have 

established measures to combat these menaces. Malaysia passed AMLATFA in 2001 to 

help eradicate money laundering and terrorism financing. Prior to this, the only legislative 

protection against money laundering in Malaysia was an asset seizure law which makes 

drug-related money laundering a criminal offence. This law, however, is narrow in scope 

and has had only limited success in confiscating drug money. Hence there is a vital need for 

a stronger and broader law which covers proceeds from any other criminal activities.  

 

The enactment of AMLATFA fills a gap in the fight against money laundering in Malaysia. 

AMLATFA was formulated after consultations with various stakeholders. It translates the 

international standards on anti-money laundering measures into national law. AMLATFA 

is considered an innovative and comprehensive legislation. It covers all aspects of criminal 

proceedings related to money laundering and terrorism financing. However, the Act is not 

free from shortcomings. It appears that the term of imprisonment for money laundering 

offence is not proportionate to the gravity of the offence. The maximum five years 

imprisonment appears to be significantly lower than the maximum term available for other 

serious crimes such as drugs and corruption offences. It also lower than that in many other 

jurisdictions. For example, in the UK, the maximum term is 14 years and the US, 20 years.  

 

More importantly, it must be said that the adoption of anti-terrorism financing policies has 

far reaching effects on the reporting institutions. The laws could expose the employees and 

management of the reporting institutions to very severe punishment (including death) even 

if they are negligently involved in terrorism financing activities. However, despite these 

arguments, AMLATFA is still considered a major tool for the prevention of Malaysian 

financial institutions from being abused by criminals and terrorists. 

 

Apart from combating money laundering and terrorism financing activities, effective 

implementation of the AML/CFT laws would also have a significant impact on other 

criminal activities, by reducing the ability of criminal organizations to finance further 
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criminal operations. More importantly, effective AML/CFT measures could preserve the 

stability and integrity of the financial institutions in the country.  

 

With the implementation of the AML/CFT laws, the responsibilities of Malaysian 

supervisory and regulatory agencies as well as the enforcement agencies and the reporting 

institutions are greater than before. Effective implementation of the laws will require 

considerable supervisory and enforcement resources. It is not clear at this stage whether the 

relevant agencies have the necessary resources, or expertise, to carry out their very onerous 

responsibilities.  This is an area that requires further research. 

 

AMLATFA is relatively new, therefore it remains to be seen whether the Act could become 

a practical, workable and an effective legislation. Although much has been done, there is 

still more to be done by the government to prevent the suspicious flows of ‘dirty’ money 

and terrorist funds in Malaysia. 
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CHAPTER FOUR 

THE IMPACT OF THE MALAYSIAN ANTI MONEY LAUNDERING LAWS ON 

THE OPERATIONS OF BANKS 

 

4.1 Introduction 

 

It has been recognised that the banking system has long been the central element of money 

laundering. This is in part due to the complexity and confidentiality of the banking system 

itself. The BCCI collapse in 1991, the Citibank and Bank of New York scandals in 1999 

and the Riggs Bank scandal in 2002 have exposed the danger posed by money laundering 

to the banking system. As such, many of the efforts to combat money laundering have 

concentrated on the procedures adopted by banks and financial institutions.  

 

It must be said that effective anti-money laundering (AML) measures adopted by banks 

will make it tougher for criminals to get their ‘dirty money’ into the financial system. For 

this reason, AML laws require banks to establish a number of counter-measures such as 

customer identification and due diligence, reporting suspicious transactions, record 

keeping, appointment of compliance officers and anti-money laundering training. In fact, 

for law enforcement agencies, banks are considered to be an important source of valuable 

information for the detection of money laundering.  

 

However, from the banks’ perspective, the main reason for their existence is to make as 

much profits as possible. Hence, their cultural and commercial interests are totally distinct 

from that of the law enforcement authorities. Undoubtedly, AML laws create a major 

dilemma for banks as they produce a significant shift in the way banks interact with their 

customers. Furthermore, the implementation of the laws not only creates significant 

compliance problems for banks, but also has the potential to adversely affect the operations 

of banks.  
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Following the September 11 tragedy, the fight against money laundering has extended to 

include terrorism financing. This development has made the problems faced by banks more 

acute as detecting terrorism financing activities is more difficult.  This is due to the 

differences between how money laundering and terrorism financing are conducted. It is 

undeniable that compliance with AML laws would protect banks’ reputation and integrity. 

However, it is legitimate to ask whether these laws are effective in preventing money 

launderers from using banks, or whether they simply put an unreasonable burden on the 

banks and their customers? 

 

This chapter will look into these issues and will analyse them against the background of the 

Malaysian AML laws. As such, this chapter will examine the relevant provisions of the 

laws that directly affect banks and their operations. To give a better picture of the 

implications of the laws on banks, it is necessary to highlight some experiences from other 

countries with comparable legislation. This is vital because, at this stage, the 

implementation of the AML laws in Malaysia is comparatively new and there is little 

published literature on the subject. 

 

4.2 Overview of the Banking System in Malaysia 

 

The banking system in Malaysia comprises monetary and non-monetary institutions. 

Monetary institutions are those institutions whose principal liabilities are generally 

accepted as money and the only institutions allowed to operate current accounts.1 They 

include the central bank, commercial banks and Islamic banks. The non-monetary 

institutions are those institutions which are closely linked to the monetary institutions and 

whose liabilities are generally accepted as near-money, and fee-based activities.2 They 

include a wide range of financial institutions such as finance companies, merchant banks, 

discount houses, foreign banks representative offices, saving institutions, provident and 

pension funds, insurance companies and offshore banks. Both monetary and non-monetary 

                                                 
1 Azali Mohamed, ‘The Malaysian Economy and the Monetary Policy’ (2000) 
<www.econ.upm.edu.my/~azali/FN.pdf > at 20 August 2008. 
2 Ibid. 
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institutions come under the supervision of Bank Negara Malaysia (BNM) and other 

relevant government departments, such as the Securities Commission. 

 

BNM is the central bank of Malaysia. Under section 35 of the Central Bank of Malaysia 

Act 1958, BNM has a legal duty to foster higher standards of banking and finance in the 

country. Therefore, in cooperation with the banks and financial institutions institutions, 

BNM has a legal duty to use its best endeavours to promote and maintain banking and 

financial services for the public. 

 

Furthermore, with the exception of the offshore banks, BNM is empowered by the Central 

Bank of Malaysia Act 1958 and the Banking and Financial Institutions Act 1989 (BAFIA) 

to supervise the banking and financial institutions in Malaysia. Under BAFIA, BNM is 

authorized to regulate and supervise three groups of banking and financial institutions. 

They are: 

 ‘Licensed institutions’ namely, the commercial banks, finance companies, merchant 

banks, discount houses and money brokers; 

 ‘Scheduled institutions’ namely, the credit and charge card companies, building 

societies or those which carry on building credit business, factoring and leasing 

companies, and development financial institutions; and 

 ‘Non-scheduled institutions’ as prescribed under section 2 of BAFIA.3  

 

BAFIA is the most important legislation governing the Malaysian banking system and was 

enacted to provide for an integrated and well-supervised banking and financial system in 

Malaysia.4 It deals with: 

 the licensing and regulation of institutions carrying on banking, finance company, 

merchant banking, discount house and money-broking businesses; 

                                                 
3 The institutions refer to: 

(a) any statutory body; or 
(b) any person being an individual, or a body or organisation, not being a statutory body, whether 

corporate or unincorporated, whether or not licensed, registered or authorised under any written law, 
who or which is neither liable to be licensed under this Act, nor subject to the provisions of Part III. 

4 Lee Mei Pheng  and Detta Samen, Banking Law  (3rd ed, 2006) 13. 
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 the regulation of institutions carrying on certain other financial businesses like 

building credit, development finance, factoring and leasing businesses; 

 restrictions on the carrying on of the business of taking deposits, except by a 

licensed institution carrying on banking, finance company, merchant banking or 

discount house business; 

 powers of supervision and control over licensed institutions; 

 secrecy, and authorised disclosure, of information held by financial institutions; and 

 other matters such as indemnity, receipt of gifts and commissions, compensation, 

power to issue guidelines, compounding and prosecution of offence and 

regulations.5 

 

By virtue of section 2(1) of BAFIA, the word ‘bank’ refers to ‘a person which carries on 

banking business’. Furthermore, ‘banking business’ means: 

(a) The business of - 

receiving deposits on current account, deposit account, savings account or 

other similar account; 

paying or collecting cheques drawn by or paid in by customers; and 

provision of finance; or 

(b) Such other business as the BNM, with the approval of the Minister, may 

prescribe.  

 

Under section 4 of BAFIA, no person shall carry on banking business unless it is a public 

company incorporated in Malaysia and holds a valid license granted under section 6(4) of 

the BAFIA to carry on such business. Furthermore, under section 15 of the BAFIA, no 

other institutions can use the word ‘bank’ without the written consent of the Minister of 

Finance. The idea of restricting the use of the word bank is to ensure that only properly run 

and adequately resourced financial institutions can operate as banks. 

 

BAFIA provides BNM with all the powers, functions and duties necessary to regulate and 

control the banking and financial activities in Malaysia. For instance, section 126 
                                                 
5 Ibid 14. 
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empowers BNM to issue guidelines, circulars or notes in respect of the conduct of the 

banks. Part X of BAFIA provides BNM with extensive powers of supervision and control 

over the banking institutions. Furthermore, Part XI entrusts BNM with significant powers 

in respect of investigation into BAFIA offences and search and seizure in relation to such 

investigation.  

 

The Fourth Schedule of BAFIA lists down the penalties for the various offences and non-

compliance with the Act. The maximum penalty is a fine of RM10 million and a maximum 

imprisonment of a term of 10 years.6 In cases of offences for which no penalty is listed in 

the Fourth Schedule, the fine shall be an amount not exceeding RM500,000 and in the case 

of a continuing offence an additional daily fine of RM1,000.7 In addition to this, the 

Governor of BNM is authorized to compound any offences committed and to impose a fine 

not exceeding 50 percent of the maximum fine provided under BAFIA for that offence.8 It 

is clear that banks and financial institutions may face serious consequences for any BAFIA 

contravention.  

It must be noted that the provisions of BAFIA do not apply to Islamic banks and offshore 

banks. Islamic banks are regulated under the Islamic Banking Act 1983 (IBA). IBA 

provides BNM with similar regulatory and supervisory powers as provided under the 

BAFIA.9 It is interesting to note that the commercial banks are allowed to provide Islamic 

banking products and services although they remain governed by BAFIA.10 In this respect, 

the banks are required, from time to time, to seek the advice of the Syariah Advisory 

Council on the operations of their business in order to ensure that it does not involve any 

element which is not approved by the Religion of Islam.11  

The offshore banks in the International Offshore Financial Centre of Labuan are supervised 

by the Labuan Offshore Financial Service Authority under the Offshore Banking Act 1990 

                                                 
6 Banks and Financial Institutions Act 1989, s103. 
7 Banks and Financial Institutions Act 1989, s104. 
8 Banks and Financial Institutions Act  1989, s108. 
9 Bank Negara Malaysia, ‘Overview of the Islamic Banking in Malaysia’. 
<http://www.bnm.gov.my> at 12 April 2008. 
10 Banks and Financial Institutions Act  1989, s 124 (1). 
11 Banks and Financial Institutions Act  1989, s 124 (3). 
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(OBA) other relevant offshore legislation. OBA contains the legislative framework for the 

licensing and regulation of offshore banking businesses. In addition to OBA, the offshore 

banks which are offshore companies or foreign offshore companies are subject to the 

requirements of the Offshore Companies Act 1990. It is important to note that the offshore 

banking institutions are governed by a set of laws which provides sufficient safeguards for 

ensuring that the offshore banks are not open to abuse by any form of criminal activities.  

 

It is clear that a well-developed supervisory and regulatory framework has been established 

by the Malaysian government for administering its banking and financial institutions. This 

is imperative in ensuring a robust functioning of the financial system which is considered 

one of the key components of economic progress. It is believed that a sound and strong 

financial system is vital to bring confidence for investors to invest in Malaysia and 

therefore create wealth, incomes and employment. In contrast, any abuse of the financial 

system would undermine public confidence in the financial system with all its negative 

consequences.12  

 

For this reason, the Malaysian government does not condone banks and financial 

institutions that are associated with any form of criminal activities including money 

laundering and terrorism financing. Since January 2002, banks have to comply with the 

Anti-Money Laundering and Anti-Terrorism Financing Act 2001 (AMLATFA). Under the 

legislation, banks are required to comply with specific obligations which include the 

identification of customers, reporting of significant and suspicious transactions, record 

keeping, retention of records and compliance programme. Notably, AMLATFA is a federal 

legislation and it applies to financial institutions carrying all types of banking business in 

Malaysia, ranging from conventional banking and Islamic banking to offshore banking. 

Although this thesis will focus on banks, much of its contents will generally apply to other 

financial institutions as well. The words ‘bank’ and ‘banking institution’ will be used 

interchangeably in this thesis. 

 

                                                 
12 Zeti Akhtar Aziz, ‘Governor’s Opening Remarks at the ASEAN Anti-Money Laundering Workshop’ 
ASEAN Anti-Money Laundering Workshop (Kuala Lumpur, 28 July 2003). 
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4.3  Anti-Money Laundering Measures Prior to AMLATFA 

 

As mentioned in the previous chapter, measures to protect banks from money laundering 

have been in place even before the enactment of AMLATFA. Using the powers granted by 

BAFIA, BNM had issued its ‘Know Your Customer Policy’ in 1989. The policy was 

adopted from the ‘Statement on Prevention of Criminal Use of the Banking System for the 

Purpose of Money Laundering’ issued by the Basle Committee on Banking Regulations 

and Supervisory Practices. In 1993, BNM revised its ‘Know Your Customer Policy’ to take 

into account the 40 Recommendations of FATF13 and replaced it with the ‘Guidelines on 

Money Laundering and Know Your Customer Policy’ (more popularly known as 

BNM/GP9). 

 

Basically, BNM/GP9 consists of four parts. Part One defines money laundering and 

explains the well known three stages of laundering. It also specifically states the standard 

principles of ‘Know Your Customer Policy’ issued by the Basle Committee. Part Two sets 

out policies and procedures for preventing money laundering. It provides that the banking 

institutions should establish a ‘Know Your Customer Policy’ which should contain the 

following elements:14 

(a) Develop and communicate group policies relating to money laundering; 

(b) Set minimum requirements, and maintain records of identification documents for 

opening of account; 

(c) Maintain records of transactions; 

(d) Comply with relevant legislation; 

(e) Facilitate cooperation with the relevant law enforcement authorities, including timely 

disclosure of information; 

(f) Audit or inspect compliance with policies, procedures and controls relating to money 

laundering; 

                                                 
13 The FATF’s 40 Recommendations set out the basic framework for anti-money laundering which cover the 
criminal justice system, law enforcement, the financial system and its regulation and also international 
cooperation. These recommendations are now the internationally accepted standards to counter money 
laundering. 
14 Para I of Part Two of the BNM/GP9. 



   119 

 

(g) Provide training and guidance to staff in the operation of procedures and controls 

relating to money laundering; and 

(h) Monitor compliance by subsidiaries and overseas branches with group policies and 

controls relating to money laundering. 

 

Part Three of BNM/GP9 deals with the reporting of suspicious transactions. A suspicious 

transaction is considered to be any transaction which is inconsistent with a customer’s 

known, legitimate business, or personal activities. As such, banks are required to know 

their customers’ business to recognize that a transaction or a series of transactions is 

unusual or suspicious.15 Examples of suspicious transactions are given in Appendix I under 

the following sub-headings: Money Laundering Using Cash Transaction; Money 

Laundering Using Bank Accounts; Money Laundering Using Investment Related 

Transactions; Money Laundering by Off-shore International Activity; Money Laundering 

Involving Financial Institution Employees and Agents and Money Laundering by Secured 

and Unsecured Lending.16  

 

BNM/GP9 also requires banks to continually monitor suspicious transactions. For this 

reason, each banking institution is required to formally designate an officer to be 

responsible for money laundering recognition and reporting procedures.17 Banks are also 

required to report immediately to BNM all cases of suspicious transactions.18 

 

Part Four of BNM/GP9 outlines education and training packages for the employees so that 

they are fully aware of their responsibilities to prevent the flow of ‘dirty’ money. 

BNM/GP9 specifically recommends effective training to be given to new employees, 

cashiers, new client personnel, operations supervisors and managers.19 

 

                                                 
15 Para I of Part Three of the BNM/GP9. 
16 The details can be found in BNM/GP9 ‘Guidelines on Money Laundering and Know Your Customer 

Policy’. 
17 Ibid. 
18 Ibid Part II. 
19 Para II of Part Four of the BNM/GP9. 
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It is important to note that there is a penalty for non-compliance with BNM/GP9. By virtue 

of sections 103 and 104 of BAFIA, any person who contravenes BNM/GP9 shall be guilty 

of an offence and shall be liable to be punished with a fine not exceeding RM500,000. In 

the case of a continuing offence, the person shall, in addition, be liable to be punished with 

a daily fine not exceeding RM1,000 for every day during which the offence continues. 

‘Person’ is defined in BAFIA to include an individual or corporation.20  

 

4.4 AML/CTF Obligations and their Impact on the Operations of Banks 

 

To fulfil its international obligations and as a demonstration of its commitment to the war 

on money laundering, Malaysia passed the Anti-Money Laundering Act (AMLA) in 2001. 

AMLA criminalizes money laundering and imposes specific obligations on the banks and 

financial institutions. It also provides for the freezing, seizure and forfeiture of properties 

that have been derived from the proceeds of criminal activities. In response to the global 

fight against terrorism, AMLA has been amended by the Anti-Money Laundering 

(Amendment) Act in 2003. This Act brings terrorism financing within the ambit of the anti-

money laundering regulatory regime. As a result, since 6 March 2007, AMLA has been 

renamed as the Anti-Money Laundering and Anti-Terrorism Financing Act 2001 

(AMLATFA).  

 

Part IV of the AMLATFA imposes specific obligations on banks to counter money 

laundering and terrorism financing activities. These obligations include the obligation to 

identify and verify customers, report cash and suspicious transactions, keep records and 

establish compliance program. They have been applied to the banking industry since 15 

January 2002.  

 

Given the complex nature of money laundering operations and the emergence of terrorism 

financing activities, BNM/GP9 had to be reviewed. As a result, in November 2006, BNM 

issued a new set of guidelines, namely Standard Guidelines on Anti-Money Laundering and 

                                                 
20 Banking and Financial Institutions Act 1989, s 2. 
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Counter Financing of Terrorism (Standard Guidelines) and Sectoral Guidelines 1 for 

Banking and Financial Institutions (Sectoral Guidelines). The Standard Guidelines were 

established and formulated to address the requirements that must be complied by the 

reporting institutions under AMLATFA to effectively combat money laundering and 

terrorism financing activities. The Sectoral Guidelines were formulated to supplement the 

requirements of the Standard Guidelines. As such, they are incomplete on their own and 

must be read together with the Standard Guidelines. This set of revised guidelines replaces 

BNM/GP9. More importantly, they are in line with the international anti-money laundering 

and terrorism financing best practices issued by FATF.  

 

The Standard and Sectoral Guidelines were issued under sections 66E and 83 of the 

AMLATFA. Section 66E empowers BNM to issue relevant guidelines in order to discharge 

any international obligations binding on Malaysia. Section 83 on the other hand specifically 

refers to power of BNM to issue relevant guidelines when exercising its function as 

Financial Intelligence Unit.  

 

This section will critically analyze key obligations imposed on banks under AMLATFA, 

Standard Guidelines and the Sectoral Guidelines. As such, it will focus on the requirements 

relating to customer acceptance policy; customer identification and due diligence; record-

keeping; ongoing monitoring; reporting suspicious and cash transactions; combating the 

financing of terrorism and the anti-money laundering and counter terrorism financing 

(AML/CTF) compliance program. The impact of the legislative provisions on the 

operational of banks will also be highlighted. 

 

4.4.1 Customer Acceptance Policy 

 

Part 4 of the Standard Guidelines requires banks to develop a customer acceptance policy 

before establishing a business relationship with customers. For this reason, banks must 

create a risk profile of each customer. This is vital especially for identifying the type of 

customers associated with high risk of money laundering and terrorism financing.  

 



   122 

 

When creating a risk profile of a particular customer, a bank must consider the following 

factors: 

 the origin of the customer and location of business; 

 background of the customer; 

 nature of the customer’s business; 

 structure of ownership for a corporate customer; and 

 any other information suggesting that the customer is of higher risk.21 

 

Clearly, there are a lot of factors to be considered in ensuring that banks know their 

customer well so that they can assess risks and detect any suspicious activities. This means 

that banks should place greater effort in obtaining information about the customer. As such, 

this process should result in the implementation of a number of effective risk management 

arrangements. Furthermore, part 3.1 of the Sectoral Guidelines requires banks to review 

and update their customers’ profile regularly, especially when there are changes in their 

employment or nature of business.  

 

Clearly, Malaysian banks are required to apply AML/CTF measures to their customers in 

accordance with the risk perceived. The adoption of a risk-based AML/CTF regime 

recognizes that banks are in the best position to design AML/CTF programs that address 

the specific risks that they may face. This is because banks know their business and 

customers better than any government agency. A risk-based regime also gives banks more 

flexibility in implementation of the AML/CTF measures. This could in turn lead result in 

cost-savings and greater customer satisfaction. 

 

Under the risk-based approach, banks have to demonstrate that the extent of their 

AML/CTF controls is appropriate to the level of risk in their business operations.  More 

importantly, banks need to focus on the higher risk customers and transactions such as the 

politically exposed persons, wire transfers, private banking, correspondent banking and 

non-face to face transactions.  

 

                                                 
21 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 4.2.1. 
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This approach, which was previously not explicitly stated in the BNM/GP9, makes it easier 

for banks to establish effective AML/CTF systems and controls. Instead of a ‘one size fits 

all’ approach, banks are now have the flexibility to implement systems and controls in the 

most appropriate way in accordance to the real money laundering risk perceived by them. 

For instance, banks will conduct enhanced due diligence for high risk customers where 

more detailed information from the customer must be obtained. On the other hand, for low 

risk customers, a less stringent approach would be sufficient. 

 

While the risk-based AML regime has been welcomed by the banking industry, it still 

leaves more room for interpretation. For instance, the way that risk is conceptualized 

remains uncertain.22 Therefore, the effectiveness of risk-based regulation depends on the 

regulated agreeing with the regulators about what risks need to be controlled and the 

manner of control.23 This is critical in ensuring that the financial system of a country can be 

protected in the best possible affordable way.24 Indeed, the concept of risk-based approach 

is based on sound principles. However, the real challenge is to generate a flexible, 

workable, high level and effective framework.25 

 

 

4.4.2 Customer Identification and Due Diligence 

 

Customer identification and due diligence procedures are vital for obtaining sufficient 

reliable information to determine the true identity of customers. They are considered the 

key element of AML regime. Besides, from a wider prudential and financial integrity 

objective, adequate customer identification and due diligence procedures are also 

significant as they would protect banks from reputational, credit, operational, legal and 

                                                 
22 Stuart Ross and Michelle Hannan, ‘Money Laundering Regulation and Risk-Based Decision-Making’ 
(2007) 10(1) Journal of Money Laundering Control 106, 112. 
23 Sam Stewart, ‘Coping with the FSA’s Risk-based Approach’ (2005) 13(1) Journal of Financial Regulation 
and Compliance 43, 46. 
24 Jos de Wit, ‘A Risk-Based Approach to AML: A Controversy between Financial Institutions and 
Regulators’ (2007) 15(2) Journal of Financial Regulation and Compliance 156, 165. 
25 Angela Veng Mei Leong, ‘Anti-Money Laundering Measures in the United Kingdom: A Review of Recent 
Legislation and FSA’s Risk-Based Approach’ (2007) 28(2) Company Lawyer 35, 42. 



   124 

 

concentration risks.26 Therefore, they not only help banks detect, deter and counter money 

laundering and terrorism financing, but they also provide tangible benefits to the banks, its 

customers and the financial systems as a whole.27  

 

Sections 16 and 18 of AMLATFA impose obligations on banks to conduct customer 

identification and due diligence. Under section 16(1), a bank must maintain accounts in the 

name of the account holder. A bank is also prohibited from opening, operating or 

maintaining any anonymous accounts, or accounts in fictitious, false or incorrect names. 

Additionally, section 18 prohibits any person from opening, operating or authorising the 

opening or operation of such accounts with a bank. Therefore, if a customer is commonly 

known by two or more different names, he or she shall not use one of those names in 

opening an account unless he or she has previously disclosed the other name or names to 

the bank.28 Clearly, the effect of these provisions is to prevent the use of conduit accounts 

by criminals and terrorists. 

 

Section 16(2) (a) requires a bank to verify the identity of a customer, by reliable means 

such as the identity card, passport or business constituent documents,29 and include the 

verification details in a record.30 Section 5(1) of the Anti-Money Laundering and Anti-

Terrorism Financing (Reporting Obligations) Regulations 2007 (AMLATF Regulations) 

specifies that customer due diligence measures must be conducted when there is a suspicion 

of money laundering or when there is a doubt about the veracity or adequacy of information 

on the identity of the account holder which it has obtained previously. Furthermore, section 

5(2) (b) of the AMLATF Regulations requires a bank to identify and verify the identity of 

the beneficial owner of its customer.  

 

                                                 
26 KPMG International (2004), Global Anti-Money Laundering Survey 2004: How Banks Are Facing Up to 
the Challenge, 2. 
27 P A Schott, Reference Guide to Anti-Money Laundering and the Financing of Terrorism (2006) VI-3. 
28 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 18(2). 
29 Under section 3(1) of AMLATFA, a ‘constituent document’ includes the statute, charter, memorandum of 
association and article of association, rules and by-laws, partnership agreement, or other instrument, under or 
by which the institution is established and its governing and administrative structure and the scope of its 
functions and business are set out, whether contained in one or more documents.  
30 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 16(2)(b). 
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The requirements to conduct customer due diligence are reiterated in paragraph 5 of the 

Standard Guidelines and Part 4 of the Sectoral Guidelines.  Paragraph 5.1.2 of the Standard 

Guidelines provides that a bank must conduct due diligence procedures when: 

 establishing a business relationship with any customer; 

 carrying out a cash or occasional transaction that involves a sum in excess of the 

amount specified by the BNM; 

 it has any suspicion of money laundering or financing of terrorism; or 

 it has any doubts about the veracity or adequacy of previously obtained information. 

 

In circumstances where the risk of money laundering and terrorism financing are low, a 

bank may allow its customer due diligence process to be conducted no later than 14 days 

after the business relationship has been established.31  

 

The Standard Guidelines also state that the customer due diligence procedures should at 

least comprise the following: 

 identify and verify the customer;  

 identify and verify beneficial ownership and control of the transaction;  

 obtain information on the purpose and intended nature of the banking relationship; and 

 conduct on-going due diligence and scrutiny in ensuring the information provided is 

updated and relevant.32  

 

If a customer fails to comply with the due diligence procedures, a bank should not 

commence any business relations or perform any transactions with the customer, or in the 

case of an existing customer, a bank should terminate such business relations. Additionally, 

a bank should consider lodging a suspicious transactions report to the FIU.33 In fact, the 

unwillingness of the customer to provide the information requested and to cooperate in the 

due diligence process may itself be a factor of suspicion.34 

 

                                                 
31 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.1.6. 
32 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism,  para 5.1.3. 
33 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.1.5. 
34 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.1.4. 
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It must be noted that the Guidelines adopt a risk-based approach to customer due diligence 

requirements. As such, banks will have the flexibility to implement the obligations 

depending on the type of customers, type of transaction undertaken and type of service or 

products involved.  

 

For higher risk customers, a bank is required to conduct enhanced due diligence.35 This 

means a bank must obtain more detailed information from the customer. A bank must also 

obtain approval from its senior management before establishing a business relationship 

with such customers. The Standard Guidelines set out examples of higher risk customers as 

follows:36 

 high net worth  individuals;37  

 non-resident customers; 

 customers from locations known for high crime rates such as drug producing, 

trafficking and smuggling;38   

 customers from countries or jurisdictions with inadequate AML/CTF laws and 

regulations such as the Non-Cooperative Countries and Territories. 

 Politically Exposed Persons;39 

 Legal arrangements that are complex such as trust and nominee; 

 Cash based businesses; and 

 Unregulated industry. 

 

It appears that the examples of higher risk customers under the Standard Guidelines are 

inadequate. For example, high net worth individuals and unregulated industry are not 

clearly defined. Examples of countries with known high crime rates are also not provided. 

As such, in ensuring effective implementation of the Guidelines, more detailed guidelines 

are needed.  

                                                 
35 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.10.1. 
36 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.10.3. 
37 This may include private banking customers. 
38 This may refer to Afghanistan, Bolivia and Columbia. 
39 The Standard Guidelines define PEPs as foreign individuals who have been entrusted with prominent public 
functions, such as heads of state or government, senior politicians, senior government officials, judicial or 
military officials and senior executives of public organisations. 
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The Sectoral Guidelines require banks to conduct enhanced due diligence for private 

banking services.40 This is vital because it has been identified that private banking could be 

exploited by criminals particularly the corrupt politically exposed persons (PEPs) and their 

associates in laundering their illicit funds.41 Sectoral Guidelines also require banks to 

undertake an independent review of the conduct and development of such business 

relationship, at least annually.42 

 

For existing customers, banks are required to take the necessary measures to ensure that the 

customers’ records are updated and remain relevant.43 Additionally, banks must conduct 

regular reviews on the customers’ record in the following circumstances: 

 When a significant transaction is to take place; 

 When there is a material change in the way the account is operated; 

 When the customer’s documentation standards change substantially; or 

 When it discovers that the information held on the customer is insufficient.44 

 

It appears that the issue of low risk customers is not directly mentioned under AMLATFA 

and the Guidelines. Therefore, it can be said that banks are required to apply a standard 

approach in relation to the identification and due diligence procedures to all but high risk 

customers. The Security Commission’s Anti-Money Laundering Guidelines provides the 

following examples of low risk customers: 

 Financial institutions that are authorised and supervised by the Security Commission, 

Bank Negara Malaysia or equivalent authority in the FATF member jurisdiction; 

 Public companies subject to regulatory disclosure requirements; 

 Government or government-related organizations in non-NCCT jurisdictions where the 

money laundering risk is judged to be low.45 

                                                 
40 Private banking services refer to preferential banking services provided to high net worth individuals. These 
services are administered by a relationship manager and his support team who could establish a strong rapport 
and intricate knowledge of the client’s financial affairs. 
41 FATF Report on Money Laundering Typologies 2001-2002,12. 
42 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.11. 
43 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.11.1. 
44 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.11.2. 
45 The Security Commission Anti-Money Laundering Guidelines, para 7.2.2. 
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It is important to note that in accordance with the international standards on AML/CTF, the 

customer identification and due diligence procedures under the Sectoral Guidelines also 

focus  on certain customers and transactions including wire transfers, beneficiary account, 

non-face to face business relationship, foreign politically exposed persons (PEPs), private 

banking and correspondent banking. This measure is necessary because such customers and 

transactions are considered vulnerable to money laundering and terrorism financing 

activities. 

 

a) Wire transfer 

Wire transfers are widely used in commercial transactions because they provide an 

efficient, low cost and high-volume payment system. However, it has been recognized that 

wire transfers is one of the most efficient methods of laundering criminal proceeds.46 It has 

been reported that large banks provide a more secure environment to send the wire 

transfers, along with the ability to route the transactions through multiple hubs in an 

attempt to lose the money trail before funds arrive at their ultimate destination.47 

 

The flows of dirty money via wire transfers are almost impossible to detect because of their 

frequency, volume or complexity. The Sectoral Guidelines provide detailed procedures to 

be complied by the banking institution when dealing with wire transfers. These procedures 

are aimed at ensuring that a bank has greater information about the beneficiary of the 

transfer and that as much information as possible is supplied through out the payment 

chain. 

 

When a bank is the ordering institution, it should obtain the originator’s information for the 

purpose of customer due diligence. The information includes the name, nationality, national 

identification number, account number and address of the originator. The information must 

be transmitted in the wire transfer message.48 However, for a domestic wire transfer, the 

                                                 
46 J R Richards, Transnational Criminal Organizations, Cybercrime and Money Laundering: A Handbook for 
Law Enforcement Officers, Auditors and Financial Investigators (1998) 81. 
47 See the APG Yearly Typologies Report 2005-2006, 21. 
48 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.4.1. 
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ordering institution may include only the originator’s account number within the message 

or payment form. This is only permitted if at any time when requested, the ordering 

institution would be able to provide the originator’s information within three business 

days.49 It has been recognized that transactions that contain full information of the 

originator could assist beneficiary financial institutions to identify potentially suspicious 

transactions.50 

 

When acting as intermediary to a wire transfer transaction, a bank must ensure that the 

accompanying originator’s information is retained with the wire transfer.51 When a bank is 

the beneficiary institution, it must adopt an effective risk-based approach to identify any 

wire transfer with incomplete originator’s information and to decide whether to proceed, 

stop or request for the missing originator’s information from the corresponding 

institution.52 Wire transfers with incomplete originator’s information may be considered as 

a factor for suspicion and where appropriate, the bank must lodge a suspicious transaction 

report.53  

 

Banks must also be extra vigilant in dealing with high risk customers by examining the 

name of the beneficiary, destination and the amount of wire transfer.54 Furthermore, if a 

wire transfer does not appear to be consistent with the usual business of the customer, the 

customer should be asked to provide further explanation of the nature of the wire transfer.55 

For a domestic wire transfer, the bank may include only the originator’s account number or 

if there is no account number, a unique identifier, within the message or payment form. 

This is only permitted if, at any time when requested, the bank would be able to provide the 

originator’s information within three business days.56 

 

                                                 
49 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.4.9. 
50 FATF, Report on Money Laundering Typologies 2003-2004, 6. 
51 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.4.3. 
52 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.4.4. 
53 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.4.5. 
54 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.4.6. 
55 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.4.7. 
56 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.4.9. 



   130 

 

The Asia/Pacific Group on Money Laundering (APG) Report identified a number of 

activities which could be used as indicators for the abuse of wire transfers. These include: 

 Structuring the amount of the transactions so that they fall just below reporting limits. 

 Stated occupation of customer is not in keeping with the frequency of transactions, for 

example, students or unemployed sending multiple transactions. 

 Multiple customers sharing common identifiers, such as family name, street address, 

telephone numbers. 

 Transactions conducted by a group or cluster of customers on the same day, especially 

to a common beneficiary. 

 Same customers using various addresses when conducting transactions. 

 Multiple customers sent to a common beneficiary over a period of time 

 Regular wire transfers from customers who do not hold accounts with the institution 

where the transaction is being conducted. 

 Regular wire transfers by a customer to a known country of interest, for example, a 

centre for illegal activity or centre for terrorist activity. 

 Inactive accounts which suddenly receive multiple wire transfer deposits which are 

subsequently withdrawn as soon as the funds are available. 

 Newly established accounts receiving multiple wire transfer deposits soon after opening 

which are subsequently withdrawn as soon as the funds are available.57 

It appears that the Sectoral Guidelines are silent about the indicators. As such, this can be 

considered another weakness of the Sectoral Guidelines.  

 

b) Beneficiary account 

It has been recognised that criminals have manipulated the use of beneficiary accounts to 

launder their ill-gotten gains. According to FATF, criminals use beneficiary accounts to 

hide the beneficial owner of the property. A beneficial owner means the natural person who 

ultimately owns or controls a customer and/ or the person whose behalf a transaction is 

being conducted.58 According to the Sectoral Guidelines, beneficiary accounts refer to trust 

accounts, nominee accounts, fiduciary accounts, accounts opened for companies with 

                                                 
57 APG Yearly Typologies Report 2005-2006, 22. 
58 See FATF Methodology, available at www.fatf-gafi.org/glossary. 
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nominee shareholders, accounts for mutual funds and fund managers, accounts for personal 

asset holding vehicles, pooled accounts, accounts opened by professional intermediaries 

and other relevant accounts.  

 

Paragraph 4.5.1 of the Sectoral Guidelines requires banks to perform identification 

procedures on the beneficiaries and the agents or entities acting on behalf of the 

beneficiaries. Verification must be done to ensure that the agents or entities are authorized 

to act on behalf of the beneficiary. Identification process should be done on an individual 

basis wherever possible. 

 

In the case of trustee or nominee account, banks must take reasonable measures to 

understand the relationship among the relevant parties and obtain satisfactory evidence of 

the legal status and identity of the trustee or nominee, and the nature of their capacity and 

duties.59 

 

In the case of professionals, such as legal firms or accountants acting on behalf of their 

clients, banks must obtain a written undertaking from the professionals that they are aware 

of and have verified the true identity of their clients and their sources of funds as required 

by AMLATFA.60 

 

When the person acting on behalf of the beneficiary is unable or refuses to provide the 

information on the identity of the beneficiaries, the bank must not permit that person to 

open a client account and consider submitting a suspicious transaction report. As for an 

existing customer, the bank must not continue to transact with and for that person until 

further verification is conducted to its satisfaction.61 

 

The requirement to identify and verify beneficiary account puts a significant burden on 

Malaysian banks because of the complex nature of such accounts. The average bank 

                                                 
59 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.5.2. 
60 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.5.4. 
61 Sectoral Guidelines 1 for Banking and Financial Institutions,  para 4.5.5. 
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employee needs the training or skills to deal with such accounts. Unless bank employees 

are sufficiently trained, they are unlikely to be able to discharge their obligations. 

 

c) Non-face to face business relationship 

The development of information technology has lead to a wide range of modern banking 

facilities such as internet banking and other cyber-banking products. These kinds of 

services eliminate personal contact between banks and customers. Therefore, they could be 

manipulated by criminals and terrorists since they would be able to have unrestricted online 

access and control of their accounts throughout the world.62  

 

Internet banking has three characteristic that pose money laundering risks and they are:  the 

ease of access through the internet, the depersonalisation of contact between the customer 

and the bank, and the rapidity of electronic transactions.63 Furthermore, when an account is 

accessed through the internet, there is no human intervention that can help to detect 

suspicious or unusual activities. Information on access to the account from other 

geographic locations would also not necessarily be detectable.64 It is also a challenge 

determining the jurisdiction for the licensing and supervision of financial services offered 

through the internet. Normally, jurisdictional issues arise when determining where an 

online transaction has taken place in order to know where investigative authorities should 

go to seek documentary evidence of transactions linked to money laundering.65 

 

In Malaysia, internet banking is regulated by BAFIA and other relevant legislation.66 

Section 119 of BAFIA prohibits the commencement or continuation of any electronic fund 

transfer operations unless BNM has given written authorisation to do so. To enable BNM to 

make a decision to grant or not to grant the authorisation, it requires the submission of the 

scheme of operation of the system, and the rules, contracts, by-laws and other documents 

concerning the rights, duties and liabilities of the persons participating in the system. 

                                                 
62 FATF, Report on Money Laundering Typologies 1999-2000 (2000), 2. 
63 FATF, Report on Money Laundering Typologies 2000-2001(2001), 2. 
64 Ibid 3. 
65 Ibid. 
66 This includes the Digital Signature Act 1997, the Communications and Multimedia Act 1998, the Computer 
Crimes 1997 and the Payment Systems Act 2003. 
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In May 2000, BNM issued the Minimum Guidelines on the Provision of Internet Banking 

Services by Licensed Banking Institutions (the Internet Banking Guidelines). The banking 

institutions are free to adopt more stringent measures if they wish.67 The Internet Banking 

Guidelines cover several areas including internet banking risks; active oversight by the 

board of directors and senior management; risk management practices; security 

requirements; consumer protection and privacy issues; and compliance with other 

regulatory requirements. Under the Internet Banking Guidelines, banks are required to 

establish face-to-face interaction with customers in two situations, i.e. where a customer 

opens an account and where a customer seeks an extension of credit.   

 

The requirement for face-to-face interaction reinforces paragraph 5.8 of the Standard 

Guidelines, which requires banks to pay special attention when establishing and conducting 

non-face to face business relationship via information communication technology such as, 

the internet, post, fax or telephone. Therefore, banks should only establish business 

relationship upon completion of the customer due diligence process conducted through 

face-to-face interaction.68  

 

Furthermore, banks must establish appropriate measures for customer verification that are 

as stringent as that for face-to-face customers, and implement monitoring and reporting 

mechanisms to identify potential money laundering and terrorism financing activities.69 The 

implementation of the Standard Guidelines together with the Internet Banking Guidelines 

provides an effective tool for preventing the abuse of internet banking in Malaysia. 

However, given the complicated features of internet banking services, it is critical for 

bankers to continuously be vigilant and aware of any unusual activities arising from such 

relationships. 

 

 

 

                                                 
67 Abu Bakar Munir, Internet Banking: Law and Practice (2004) 277. 
68 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.8.2. 
69 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.8.3. 
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d) Foreign politically exposed persons (PEPs) 

There are concerns that banks may be inadvertently involved in the laundering of illicit 

funds associated with PEPs. Normally, because of their special status, there is often certain 

amount of discretion afforded by financial institutions to the financial activities carried out 

by PEPs. Therefore, if a PEP involved in some sort of criminal activity, such discretion 

often become an obstacle to bringing them to justice.70 In countries where corruption is 

widespread, it is evident that the PEPs may abuse their public powers and be involved in 

laundering their ill-gotten gains.71 To make matters worse, corrupt or dishonest PEPs can 

be found in almost any country.72  

 

Paragraph 5.9 of the Standard Guidelines requires banks to conduct enhanced due diligence 

on PEPs. The Standard Guidelines define PEPs as foreign individuals who have been 

entrusted with prominent public functions, such as heads of state or government, senior 

politicians, senior government officials, judicial or military officials and senior executives 

of public organisations.73  

 

It appears that the definition of PEPs under the Guidelines does not include persons who 

hold prominent functions domestically. Therefore, it is clear that Malaysian banks need 

only be concerned with foreign PEPs. However, it would be better if the definition of PEPs 

could be reviewed to cover domestic PEPs. There is no good reason for making a 

distinction between foreign and domestic PEPs. 

 

As regards to due diligence on PEPs, the Standard Guidelines require banks to establish a 

risk management framework to determine whether current or new customers are PEPs. In 

this respect, banks should gather sufficient and appropriate information from the customer 

and through publicly available information.74 Once a PEP is identified, banks should take 

reasonable and appropriate measures to establish the source of wealth of such a person.75 

                                                 
70 FATF, Report on Money Laundering Typologies 2003-2004 (2004) 19. 
71 Ibid. 
72 Ibid 23. 
73 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.9.1. 
74 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.9.3. 
75 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.9.4. 
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The decision to enter into, or continue, business relationships with PEPs should be made by 

the senior management of the banks.76  

 

It should be noted that business relationships with family members or close associates of 

PEPs also involve money laundering risks similar to those with PEPs themselves.77 

Therefore, the Standard Guidelines require banks to conduct due diligence on family 

members or close associates of PEPs who have dealings with the banks.78 Additionally, the 

Sectoral Guidelines further require banks to monitor accounts which are connected to PEPs 

in order to detect discrepancies in their transactions and accounts activities based on their 

profiles.79  

 

It must be borne in mind that detecting corrupt PEPs is not an easy task because normally 

they use intermediaries to conduct financial business on their behalf. Furthermore, the 

concealing of their illegal proceeds often involves the use of shell companies or offshore 

banks which makes identification more difficult and burdensome. To make matters worse, 

there is also concern about the potential influence PEPs can have on blocking anti-money 

laundering regimes, influencing the effectiveness of suspicious transaction reporting by 

financial institutions and contributing to poor governance standards.80  

 

It has been argued that finding out whether a customer is a PEP poses particular challenges 

for banks.81 They needed more guidance to determine PEPs. In Australia, for instance, the 

banking community has called the government to issue a list of whom it deems to be PEP 

in order to bring some clarity to the issue. Therefore, it is critical for the Malaysian 

government to provide banks with a similar list of PEPs or some other guidance to avoid 

institutions uncertainties. Even if a list of PEPs is provided, there is still the problem of 

trying to determine whether their funds came from illicit sources.  

 

                                                 
76 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.9.5. 
77 FATF, Report on Money laundering Typologies 2003-2004 (2004) 19. 
78 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.9.6. 
79 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.6.1. 
80 APG Yearly Typologies Report 2005-2006, 31. 
81 P A Schott, Reference Guide to Anti-Money Laundering and the Financing of Terrorism (2006) VI-9. 



   136 

 

e) Private banking 

A series of high profile cases of corrupt politicians misappropriating public funds and 

laundering them through developed country banks has led to greater focus on private 

banking activities.82 Private banking refers to preferential banking service provided to high 

net worth individuals. This service usually entails a higher degree of discretion and 

confidentiality for the client in comparison with the ordinary retail customer.83  

 

The main area of vulnerability of private banking services that could be exploited is when 

the private banker simply fails to apply appropriate and thorough due diligence to a 

customer and his activities.84 In fact, a failure to apply necessary due diligence in the 

private banking may simply be due to the nature of the service itself. 

 

Part 4.11 of the Sectoral Guidelines provides that banks must exercise enhanced due 

diligence procedures and more stringent approval process when dealing with private 

banking services. Banks must also undertake an independent review of the conduct and 

development of such business relationships at least annually.85 

 

In complying with these requirements, it would be worthwhile for Malaysian banks to refer 

to the Wolfsberg Principles on the Global Anti-Money Laundering Guidelines for Private 

Banking (the Principles) for sound business conduct in international private banking.86 The 

Principles cover guidelines relating to customer acceptance and identification, 

establishment of beneficial owners for all accounts, due diligence to be performed for 

normal and high risk customers (especially with regards to PEPs and their associates),  the 

identification of unusual or suspicious transactions and the monitoring of account activity.  

 

                                                 
82 For example, the involvement of Citibank in the laundering of corruption–related proceeds of Raul Salinas, 
brother of Mexico’s former President in 1996 and General Sani Abacha, Nigerian dictator in 1998.  
83 FATF Report on Money Laundering Typologies 2001-2002, 12. 
84 Ibid. 
85 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.11.12. 
86 The Principles were issued by Wolfsberg Group, i.e an association of a number of leading international 
financial institutions (i.e. ABN AMRO Bank N.V., Banco Santander Central Hispano S.A., Bank of Tokyo-
Mitsubishi Ltd., Barclays Bank, Citigroup, Credit Suisse Group, Deutsche Bank AG, Goldman Sachs, HSBC, 
J.P. Morgan Chase, Société Generale, UBS AG) which was established in 2000. The Group developed and 
agreed to adhere to special anti-money laundering guidelines known as the Wolfberg Principles. 
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In the case of individual customers, the Principles provide that if doubt exists as to whether 

the account holder is the beneficial owner, the bank needs to establish the capacity in 

which, and on whose behalf, the account holder is acting.87 In the case of companies and 

trust, the private banker must understand the structure of the company or trust sufficiently 

to determine the provider of funds, principal owners of the shares and those who have 

control over the funds.88 

With the implementation of AMLATFA, enhanced due diligence in private banking 

services is now becomes a legal requirement in Malaysia. Given the competitive nature of 

private banking business, a strong compliance culture among private bankers is critical for 

ensuring that they are not unwittingly involve in the laundering of criminal proceeds.  

f) Correspondent banking 

Correspondent banking refers to the provision of banking services by one bank (the 

correspondent bank) to another bank (the respondent bank).This kind of banking service is 

easily exploited by money launderers because through correspondent relationships, the 

correspondent bank provides services for individuals or entities for which it has neither 

verified the identities nor obtained first hand knowledge of the respondent’s customers. The 

correspondent bank must rely on the respondent bank to perform all the necessary due 

diligence and continuous monitoring of its own customer’s account activity.89 It is very 

difficult for a correspondent bank to assess the quality of anti-money laundering measures 

taken by the respondent bank.  

 

Subject to the approval of BNM, section 31 of BAFIA allows Malaysian banks to establish 

a correspondent banking relationship with any bank in a foreign country. However, they 

must comply with part 4.14 of the Sectoral Guidelines which specifically provides for 

procedures for the sound business conduct of correspondent banking. Therefore, when a 

bank has a correspondent relationship with another respondent institution, the bank is 

required to take appropriate measures to ensure that the relationship is not exposed to 

                                                 
87 Wolfsberg Group, Global Anti-Money Laundering Guidelines for Private Banking (2002), para 1.2.2. 
88 Ibid. 
89 FATF, Report on Money Laundering Typologies 2001-2002 (2002) 8. 
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money laundering or terrorism financing activities.90 Additionally, the bank must obtain at 

the minimum the relevant information on the respondent bank, which includes information 

on the board of directors and the management, business activities and products, applicable 

legislation, regulations and supervision and AML/CTF measures and control of the 

respondent bank.91 The bank should establish or continue a correspondent banking 

relationship with the respondent bank only if it is satisfied with the assessment of the 

information gathered. Most importantly, the relationship with shell banks is absolutely 

prohibited.92 Shell banks may be defined as banks that have no physical presence in the 

country where they are incorporated and licensed and are not affiliated to any financial 

services group that is subject to effective consolidated supervision.93 

 

Furthermore, where a correspondent banking relationship involves the maintenance of a 

‘payable-through-account’,94 the bank must be satisfied that the respondent bank has 

performed all the normal obligations on its customers  that have direct access to such 

accounts and the respondent bank is able to provide relevant customer identification data 

upon request by the bank.95 Additionally, the bank must pay special attention to 

correspondent banking relationships with respondent institutions from countries which have 

insufficient AML/CTF measures, such as the Non Cooperative Countries and Territories, 

which would require enhanced due diligence to assess the money laundering and terrorism 

financing risks.96  

 

It is clear that banks face significant challenges in complying with the customer due 

diligence (CDD) requirements. Banks are required to conduct enhanced CDD on PEPs, 

correspondent banking, introduced business and non-face to face customers.  In this 

respect, banks are provided with a degree of flexibility that was not previously given. 

However, this measure is difficult to be implemented because there is no obvious end point 

                                                 
90 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.14.1. 
91 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.14.2. 
92 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.14.6. 
93 See www.bis.org/publ/bcbs95.pdf 
94 ‘Payable through account’ means correspondent accounts that are used directly by third parties to transact 
business on their own behalf. 
95 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.14.7. 
96 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.14.8. 



   139 

 

to the information that would be useful to a bank manager to prevent money laundering.97 It 

seems that each bank must interpret the CDD obligation in the context of its business and 

then determine what type of anti-money laundering system to be utilized.98  

 

Furthermore, if left unchecked, the CDD requirement may also unnecessarily exacerbate 

financial exclusion especially if they are not formulated with care to reflect the reality of 

the particular country setting. 99 Financial exclusion refers to the lack of access by certain 

customers to appropriate low cost, fair and safe financial products and services from 

mainstream financial institutions.100 A problem for the financially excluded is having few 

or none of the normal tokens of identity required under the AML laws for account opening. 

In Malaysia, illegal immigrants for instance, may fall under this category. Anecdotal 

evidence suggests that there is a significant number of illegal immigrants working in 

Malaysia. As such, it is critical for the AML laws to create a right balance between the 

objective of detecting criminals and the social responsibility of banks to offer banking 

services to customers especially for those with low level of financial capability.  

 

Notably, financial exclusion may also undermine the crime combating objectives of the 

AML regime if it urges criminals and others to use underground banking systems.101 The 

underground banking systems are considered important conduits for laundering proceeds of 

crimes as they leave no paper trail. As such, this scenario will create another barrier for law 

enforcement authorities to detect and prosecute the launderers.  

 

 

 

 

                                                 
97 Jackson A, ‘Recognizing and Reporting Money Laundering: How Well Should You Know Your 
Customer?’ (2000) 3(4) Journal of Money Laundering Control 317. 
98 Mc Guire B, ‘Money Laundering: Addressing Serious Compliance Risk with Serious Banking Technology’ 
(2001)< http://www.towegroup.com> at 18 June 2005. 
99 Louis De Koker, ‘Money Laundering Control and Suppression of Financing of Terrorism: Some thoughts 
on the Impact of Customer Due Diligence measures on Financial Exclusion’ (2006) 13(1) Journal of 
Financial Crime  26. 
100 R Mohan, ‘Economic Growth, Financial Deepening and Financial Inclusion’ (2005). 
<http://rbidocs.rbi.org.in/rdocs/Speeches/PDFs/73697.pdf > at  10 May 2007. 
101 Ibid. 
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4.4.3 Record Keeping 

 

Record keeping is considered an important element of the audit trail that the law 

enforcement agencies seek to establish in money laundering and terrorism financing 

investigation. Section 13(1) of AMLATFA requires banks to keep a record of any 

transaction involving the domestic currency or any foreign currency exceeding the amount 

specified by BNM. Sub section (3) sets out the following information to be included in 

such a record: 

 the identity and address of the person in whose name the transaction is conducted; 

 the identity and address of the beneficiary or the person on whose behalf the transaction 

is conducted; 

 the identity of the accounts affected by the transaction, if any; 

 the type of transaction involved, such as deposit, withdrawal, exchange of currency, 

cheque cashing, purchase of cashier’s cheques or money orders or other payment or 

transfer by, through, or to such reporting institution; 

 the identity of the reporting institution where the transaction occurred; and 

 the date, time and amount of the transaction. 

 

Section 17(1) of AMLATFA requires banks to maintain all records for a period of not less 

than six years from the date an account has been closed or the transaction has been 

completed or terminated. Furthermore, paragraph 6.1.1 of the Standard Guidelines states 

that banks must keep all records and documents of transactions, particularly those obtained 

during customer due diligence procedures for at least six years after the transaction has 

been completed or after the business relations with the customer have ended. However, the 

records must be retained beyond such period when it is subject to money laundering or 

terrorism financing investigation or prosecution.102 

 

The Standard Guidelines state that the documents and records must be able to create an 

audit trail on individual transactions that are traceable by BNM and other relevant law 

                                                 
102 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 6.1.2. 
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enforcement agencies.103 Additionally, the records must enable the banks to establish the 

history, circumstances and reconstruction of each transaction. The records must include: 

 the identity of the customer; 

 the identity of the beneficiary; 

 the type of transaction (for example, deposit or withdrawal); 

 the form of transaction (for example, by cash or by cheque); 

 the instruction, the origin and destination of fund transfers; and 

 the amount and type of currency.104 

 

It appears that banks are now required to record more information than they previously had 

to in order to comply with the Guidelines. Customer records must contain sufficient 

information to allow reconstruction of individual transactions. This might in turn require 

changes to the banks’ existing file management and archiving arrangements. 

 

Section 15 requires banks to provide for the centralization of the information collected 

pursuant to Part IV of AMLATFA. The AMLATF Regulations further specify that the 

information must be made available on a timely basis when required by FIU.105 Failure to 

comply with this requirement would renders banks liable to a fine not exceeding one 

million ringgit or to imprisonment for a term not exceeding one year or to both. In the case 

of a continuing offence, a further fine not exceeding one thousand ringgit for each day 

during which the offence continues after conviction would be imposed.106 The Standard 

Guidelines further require that all documents must be retained in a form that is acceptable 

under section 3 of the Evidence Act 1950, and that they are secure and retrievable, upon 

request, in a timely manner.107   

 

Section 17(4) of AMLATFA provides that failure to comply with the record keeping 

requirement will render banks liable to a fine not exceeding one million ringgit or to 

                                                 
103 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 6.2.1. 
104 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 6.2.2. 
105 Anti-Money Laundering and Anti-Terrorism Financing (Reporting Obligations) Regulations 2007, regu 7. 
106 Anti-Money Laundering and Anti-Terrorism Financing (Reporting Obligations) Regulations 2007, regu 
7(2). 
107 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 6. 3.1. 
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imprisonment for a term not exceeding one year or both. It appears that record keeping 

requirements would be burdensome, especially in view of the number of transactions in 

banking business. However, the Standard Guidelines have clearly specified important 

details which must be kept by banks to facilitate investigation and prosecution of money 

launderers. However, as general record keeping requirements have long been embedded in 

company and tax laws, banks and financial institutions are already very well aware of their 

obligations.108 

 

 4.4.4 Reporting Requirements 

Basically, there are two types of reports required by AMLATFA which directly affect 

banks. They are cash transaction reports and suspicious transaction reports. 

 

a) Cash Transaction Report (CTR) 

The assumption that major movements of cash are connected to money laundering has led 

to the introduction of the Cash Transaction Report (CTR). CTR reporting is designed to 

expose the laundering process at its most vulnerable ‘choke’ points, that is, the points when 

cash enters the financial system and when it is transferred between financial intermediaries. 

 

CTR regimes are designed to serve a number of important policing functions. It has been 

argued that the system could have the potential to ‘trigger’ police investigations, to provide 

information for on-going investigations, and possibly act as a deterrent for both the money 

launderer and any financial intermediaries who would make themselves vulnerable to 

money laundering activities.109 

 

It is submitted that the threshold level should be carefully designed so that it must be high 

enough to screen out insignificant transactions yet low enough to detect transactions 

potentially connected with financial crime. CTRs also should apply to same-day multiple 

                                                 
108 APG Mutual Evaluation Report on Malaysia 2007, 111. 
109 M E Beare, (2001) ‘Critique of a Compliance-Driven Enforcement Strategy: Money Laundering and the 
Financial sector’ Draft working paper presented to Transparency International, 8. 
<http://www.transparency.ca/reports/bankingEthicsPaper_MargaretBeare.PDF> at 3 December 2006. 
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transactions. This is to prevent ‘smurfing’ or ‘structuring’ which involves breaking up a 

transaction into smaller transactions below the threshold amount.  

 

Section 14(a) of AMLATFA requires banks to lodge CTRs to FIU in Bank Negara 

Malaysia. With effect from 1 September 2006, Malaysian banks are required to report cash 

transactions of RM50,000 and above in a day.110 In the United States, it is USD10,000, in 

Australia, AUD10,000 and in the United Kingdom,  ECU15,000. 

 

It appears that the Standard Guidelines and the Sectoral Guidelines are silent about the 

procedures relating to CTRs. This may be due to the fact that a cash transaction is clearly 

identifiable when compared to a suspicious transaction.  The following table identifies the 

number of CTRs filed by the banking institutions in the first few months of its introduction. 

It is believed that the increase in reporting from October 2006 was due to the success of the 

awareness programs run in the banking sector.  

 

Reporting institution Sept 2006 Oct  2006 Nov 2006 Dec 2006 Total 

Commercial banks 4,737 30,646 83,175 95, 274 213,832 

Islamic banks 5,603 32, 245 85,743 99,009 222, 600 

(Source: APG Mutual Evaluation Report on Malaysia, 2007) 

 

However, there are no statistics available on how many of these reports were followed up 

by the authorities or how many of them led to the laying of charges. It is also unfortunate 

that more recent statistics on CTRs are not available to the public. 

 

 

 

 

 

 

 

                                                 
110 Anti-Money Laundering Act  (Invocation of Part IV) Order 2006. 
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b) Suspicious Transaction Report (STR) 

STR refers to a piece of information which alerts law enforcement that certain activity is in 

some way suspicious and might indicate money laundering or terrorism financing.111 In 

Malaysia, the obligation to report suspicious transactions was introduced in 2002. Section 

14(b) of the AMLATFA requires banks to make a suspicious transaction report where the 

identity of the persons involved in the transaction, or the transaction itself, or any other 

circumstances concerning that transaction gives reason to suspect that the transaction 

involves proceeds of unlawful activity. Notably, the AMLATF Regulations extend the 

scope of the reporting obligations to attempted transactions.112 

 

Section 3 of AMLATFA defines ‘unlawful activity’ as any activity which is related directly 

or indirectly to any serious offence or any foreign serious offence. Furthermore, serious 

offence includes, inter alia, any of the offences specified in the Second Schedule of the 

AMLATFA.113 A ‘foreign serious  offence’ means one that is against the law of a foreign 

State as certified by that State and that consists of or includes an act or activity which, if it 

had occurred in Malaysia, would have constituted a ‘serious offence’.114  The amendments 

to AMLATFA in March 2007 has made terrorist financing a predicate offence for reporting 

purposes. As such, it can be said that banks are also required to report transactions 

suspected of being linked to terrorism financing. Parts 8 and 9 of the Standard Guidelines 

clearly indicate that terrorist financing is a basis for filing STR.  

 

It must be noted that unclear reasons for suspicion is among the main problems faced by 

banks in implementing the STR. According to Levi and Gold, suspicion is usually aroused 

by the sheer size of the transactions in relation to the known financial circumstances of the 

customer.115 The word ‘suspicion’ is not explicitly defined under the AMLATFA. As such 

it is fruitful to refer to two recent decisions of the UK Court of Appeal which considered 

                                                 
111 M H Fleming, (2005) ‘UK Law Enforcement Agency Use and Management of Suspicious Activity 
Reports: Towards Determining the Value of the Regime.’7. 
<http://www.jdi.ucl.ac.uk/downloads/pdf/Fleming_LEA_Use_and_Magmt_of_SARs_June2005.pdf> at 13 
December 2006. 
112 Anti-Money Laundering and Anti-Terrorism Financing (Reporting Obligations) Regulations 2007, regu 3. 
113 There are currently more than 180 predicate offences listed under the Second Schedule of AMLATFA. 
114 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 3(1).  
115 M Gold and M Levi, Money laundering in the UK: An Appraisal of Suspicion-Based Reporting (1994) 88. 
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the meaning of ‘suspicion’. In R v Da Silva [2006] EWCA Crim 1654, the appellant 

appealed against her conviction for facilitating her husband’s retention or control of 

proceeds of his criminal conduct, knowing or suspecting that her husband was or had been 

engaged in criminal conduct or had benefited from it. In dismissing the appeal the Court 

held that the essential element in suspicion was that the defendant had to think that there 

was a possibility, which was more than fanciful that the relevant facts existed. Therefore, a 

vague feeling of unease would not suffice. But the statute does not require the suspicion to 

be ‘clear’ or ‘firmly grounded and targeted on specific facts’, or based upon ‘reasonable 

grounds’.  

 

In K Ltd v Natwest Bank [2006] EWCA Civ 1039, the appellant (K Ltd) appealed against 

the refusal of its application for an interim injunction requiring the respondent bank to 

comply with payment instructions given by K Ltd. The respondent bank declined to make 

the payment because it made a suspicious activity report to the NCIS (the UK Financial 

Intelligence Unit) that the money in K Ltd’s account was criminal property. In the 

meantime, the respondent bank sought consent from the authorities to permit transactions 

on the account to proceed. However, consent was denied by the authorities. In dismissing 

the appeal, the Court held that since the law made it a criminal offence to honour K Ltd’s 

mandate in the circumstances, there could be no breach of contract for the respondent bank 

to refuse to honour its mandate. In its decision, the Court applied the test set out in Da 

Silva’s case and affirmed that that the person must think there is a possibility, more than 

merely fanciful, that the relevant facts exist, and this suspicion must be of a settled nature.  

It has been suggested that a suspicious transaction refers to conduct which because of the 

circumstances, have reached a level of suspicion sufficient to identify a criminal offence.116 

As such, in considering a transaction to be suspicious, a banker cannot be expected to know 

the exact nature of the criminal offence or that the particular funds were definitely those 

arising from a crime.  

For Malaysian banks, FIU provides a wide range of examples of suspicious transactions in 

Appendix III of the Sectoral Guidelines 1. This can be divided into seven sub-headings, i.e. 

                                                 
116 Ibid 89. 
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cash transactions; accounts; international banking and trade finance; employees and agents; 

private banking and trust services; secured and unsecured lending; and credit cards.117 It 

appears that these examples provide some guidance for a basis of suspicion. However, 

since a suspicion is a subjective fact, it can be said that identifying suspicious transaction is 

not an easy task. Even if more examples were given, it is doubtful whether they can cover 

the entire range of suspicious transaction. 

 

Furthermore, a high level of caution must be in place when there is money laundering or 

terrorism financing risk. However, the level of such caution must not be so restrictive as to 

impede day to day financial dealing. The Standard Guidelines provide that banks must 

consider submitting a STR when it is unable to complete the customer due diligence 

process on any new or existing customer that is unreasonable evasive or uncooperative. In 

this respect, banks must decide based on normal commercial criteria and its internal 

policy.118   

 

It must be borne in mind that an ineffective STR regime will lead to mistaken reporting and 

defensive reporting. This would result in a flood of reporting and resources spent on 

irrelevant files may jeopardize the effectiveness of the STR regime. Therefore, to mitigate 

these problems, banks need to clearly specify the channels for reporting of suspicious 

transactions. For this reason, part 8.2 of the Standard Guidelines specifies comprehensive 

reporting mechanisms to be followed by banks.  

 

Initially, banks must appoint at least one officer at the senior management level to be the 

compliance officer responsible for the submission of STRs to FIU.119 Each branch or 

subsidiary must also appoint a compliance officer. The compliance officer is responsible, 

inter alia, for channelling all internal suspicious transaction reports received from the 

employees of the branch or subsidiary to FIU.120 

 

                                                 
117 The examples are adopted from ‘A Model of Best Practices to Combat Money Laundering in the Financial 
Sector’ by the Commonwealth Secretariat.  
118 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 8.3.1. 
119 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 8.2.1. 
120 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 8.2.2. 
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The Standard Guidelines state that upon receiving any internal STR whether from the head 

office, branch or subsidiary, the compliance officer should evaluate the grounds for 

suspicion and if suspicion is confirmed, promptly submits the STR to FIU. The STR is to 

be submitted within the next working day. In the case where the compliance officer decides 

that there are no reasonable grounds for suspicion, he or she must record the decision.121 It 

appears that the effectiveness of the STR system seriously depends on the professional 

knowledge and expertise of the compliance officer. Therefore, it is critical to ensure that the 

compliance officer is given sufficient training on money laundering counter-measures.  

 

When submitting STRs, utmost care must be undertaken to ensure that such reports are 

treated with the highest level of confidentiality. The compliance officer must be given the 

independence to report STRs to FIU without the need to go through any elaborate approval 

process.122 Currently, BNM is implementing a significant enhancement to the Financial 

Intelligence Systems (FINS) to enable banks and other reporting institutions to submit both 

STRs and CTRs in a secure online environment. 

 

Paragraph 8.2.8 of the Standard Guidelines further requires banks to ensure that the STR 

reporting mechanism is operated in a secure environment to maintain confidentiality and 

preservation of secrecy.123 Banks are also required to undertake reasonable measures to 

ensure that all its employees involved in conducting or facilitating the customer’s 

transaction are aware of these reporting procedures and that failure to report STR when 

they have reasonable grounds to believe that the transaction is ‘suspicious’ is an offence 

under AMLATFA.124  

 

It is important to note that compliance with the obligations under AMLATFA also means 

that banks have to strike a balance between compliance with the laws, on one hand, and 

reasonable protection of customer confidentiality, on the other hand. However, it appears 

that compliance with AMLATFA take precedence over customer confidentiality rules. 

                                                 
121 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 8.2.3. 
122 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 8.2.6. 
123 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 8.2.8. 
124 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 8.4.2. 
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Section 20 of AMLATFA provides protection for any breach of duty under any written 

laws to keep confidential the information that gives rise to the knowledge or suspicion of 

money laundering and terrorist financing activities.  

 

Clearly, AMLATFA overrides the banking secrecy rule. It would appear that the enactment 

of AMLATFA has increased the lists of exceptions to the secrecy rule in Malaysia. The 

duty of the bank to keep its customer’s information secret has been replaced with the duty 

to disclose. More importantly, AMLATFA stipulates a wider set of circumstances under 

which banks can disclose customer information. In brief, Parts III and IV of AMLATFA 

require disclosure of customers’ information to enable information sharing between law 

enforcement authorities and sharing of information between financial institutions. 

Disclosure is also critical to enable banks and other reporting institutions to comply with 

the obligations under the AML laws. Further analysis of how AMLATFA has overridden 

banking secrecy will be discussed in the next chapter. 

 

When complying with the reporting obligations under AMLATFA, banks must ensure that 

they do not tip-off a potential money launderer, as this will constitutes an offence under 

section 35. Accordingly, where a banker knows or suspects that a report has been made to 

the law enforcement authorities, it is an offence for a banker to make any disclosure which 

is likely to prejudice any investigation which might be conducted following the making of 

the report under AMLATFA. The purpose of the tipping off offence is to prevent bankers 

from warning those about whom they have made a suspicious transaction report. This is 

vital because such disclosure is likely to prejudice the investigation. 

 

Section 24(1) of AMLATFA protects employees of the bank who report suspicions of 

money laundering from being exposed to civil, criminal or even disciplinary proceedings, 

unless the information was disclosed or supplied in bad faith. Furthermore, subsection (bb) 

states that the person is protected from any consequences that follows from the reporting. 

Additionally, section 77(c) of AMLATFA provides that no proceedings shall be brought 

against any person lawfully acting in compliance with any direction, instruction or order of 

a director or officer of FIU or the relevant enforcement agency. Therefore, in complying 
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with the reporting obligations, banks and their employees cannot be sued by their customers 

for damages for breach of contract or defamation. 

 

Furthermore, the identity of employee making a report to FIU is protected under 

AMLATFA. Section 5(2) states: 

Where any information relating to an offence under this Act is received by an officer of the 

competent authority or reporting institution, the information and the identity of the person 

giving the information shall be secret between the officer and that person and everything 

contained in such information, the identity of that person and all other circumstances relating 

to the information, including the place where it was given, shall not be disclosed except for 

the purposes of subsection 8(1) or section 14. 

 

Such protection will encourage bankers to play a more active role in detecting the flows of 

dirty money in the banking systems as they have no fear that their identities will be 

revealed to the criminals. 

 

The following table shows the number of STRs filed by banking institutions in Malaysia 

since the inception of the system in 2002. 

 2002 2003 2004 2005 2006 

Commercial banks 485 973 2,159 1,818 2,034 

Islamic banks 7 21 24 43 106 

Merchant banks 9 54 11 2 4 

(Source: APG Mutual Evaluation Report on Malaysia, 2007) 

 

It has been noted that the quality of STR reporting has improved in the past years, in terms 

of both the detail being provided about the transactions and the extent of the analysis to 

support the suspicion.125 The number of STRs submitted by Islamic banks and merchant 

banks is small by comparison to commercial banks. This is may in part be due to the 

smaller number of Islamic banks and merchant banks operating in Malaysia. There may be 

other reasons and this is an area that requires further investigation and research. 

Additionally, the sharp increase in numbers for 2006 has been attributed to the expansion of 
                                                 
125 APG Mutual Evaluation Report on Malaysia 2007, 119. 
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the FINS system to allow direct input from the regional offices of the major financial 

institutions, rather than all reports having to be channelled through the head offices.126 The 

numbers of STRs are still small in comparison with CTRs.  This may be due to the fact that 

it is harder for banks to decide when a STR should be submitted. 

 

While the STR regime is considered the key to detecting money laundering and terrorism 

activities, the effectiveness of the system is still uncertain. According to Levi, the STR 

system could only be targeting the most unsophisticated cases of laundering but failed to 

lead to the conviction of sophisticated money launderers.127 In 2003, it was found that only 

eleven percent of STRs contributed to a criminal justice outcome in the UK and therefore, 

the regime still need to be improved.128 Indeed, this may explain why there is no significant 

relationship between the volume of STRs and the reduction in criminal activities.  

 

According to Fleming, the STR regime appears to be under-utilised by most legal 

enforcement agencies.129 A number of factors contribute to this under-utilisation including: 

 Insufficient resources to develop and exploit the information contained in STRs; 

 STR development units often view confiscation and cash seizure as competing with 

STR for scarce resources; 

 STR-based cases are difficult to sell to operational teams; 

 IT systems commonly used allow for only limited STR-related analysis; and 

 STR may contain unclear reasons for suspicion or may relate to non-criminal 

activity. 

 

A review of the STR regime in the UK by Sir Stephen Lander in 2006 acknowledged the 

importance of the regime in combating money laundering, but it also noted that the regime 

had certain weaknesses. Some of these weaknesses include: 

 An absence of any single organisational focus for the work and of supporting regime-

wide governance arrangements; 

                                                 
126 Ibid. 
127 Michael Levi, ‘Money Laundering and Its Regulation’ ANNALS, AAPSS (2002) 190. 
128 KPMG, ‘Money Laundering: Review of the Regime for Handling Suspicious Activity Reports’ (2003) 15. 
129 M H Fleming, above n 111, 27. 
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 The inconsistent training; 

 Poor dialogue between the reporting sectors and the regulators; 

 A lack of feedback from law enforcement on the success achieved; 

 The limited functionality available to access and manipulate the central database of 

STRs; and 

 An uneven law enforcement exploitation of the opportunities presented by the 

disclosures made.130 

 

In Malaysia, to ensure effective functioning of the STR regime, FIU introduced the 

Financial Intelligence Systems to enable banks to submit STRs in a secure environment. 

According to FIU, an effective STR system requires a collaborative relationship between 

FIU, other legal enforcement agencies and the banking industry. Upon receipt of the STR, 

FIU would gather further intelligence that is necessary to enhance the information held. 

More importantly, FIU may conduct some pre-investigative work to build up a case 

sufficiently to identify the underlying criminal activity. FIU then shares the intelligence 

with the relevant law enforcement agency responsible for investigating the underlying 

serious crime. It files the documents involved throughout this process for follow-up and 

future reference and continues to support the investigation by the law enforcement agency 

concerned.131 

 

Furthermore, FIU and the respective supervisory authorities have issued an adequate 

amount of guidance and feedback with respect to STR reporting through various means 

including the attachments to the enforceable guidelines, as well as the briefings provided by 

FIU and engagement between FIU and the Compliance Officers Network Groups in the 

banking sector. Banks have found the feedback from FIU and the relevant enforcement 

agencies helpful and have incorporated it into their staff awareness training programs.132  

 

 

                                                 
130 Sir Stephen Lander, Review of the Suspicious Activity Reports Regime, (2006) Serious Organised Crime 
Agency UK, 1. 
<www.soca.gov.uk/downloads/SOCAtheSARsReview_FINAL_web.pdf> at 20 May 2007. 
131 BNM, AML/CFT Compliance Handbook (2005) 50. 
132 APG Mutual Evaluation Report on Malaysia 2007, 117. 



   152 

 

4.4.5 Ongoing Monitoring 

 

Besides conducting customer identification and verification, AML laws require banks to 

monitor customer activity to identify any unusual activity during the course of a continuing 

relationship. Transaction monitoring is integral to the risk-based AML measures because it 

aims to enable business to flow smoothly while recognizing the level of risk posed by 

customers. Without a very clear picture of the customer’s financial behavior at any point of 

time, the risk-based approach is operating with a reduced level of information, which can 

significantly reduce its effectiveness. Therefore, ongoing monitoring throughout the 

relationship is vital in ensuring that banking services are not being exploited for the purpose 

of money laundering and terrorism financing or any other criminal activities. 

 

Part 7 of the Standard Guidelines provides that banks must conduct on-going customer due 

diligence to examine and clarify the economic background and purpose of any transaction 

or business relationship that appears unusual or does not have any apparent economic 

purpose or when the legality of such transaction is not clear.133 In designing effective 

monitoring procedures, banks must put in place adequate management information systems 

which could provide them with timely information needed to identify, analyse and 

effectively detect any suspicious activity. Such information would cover multiple 

transactions over a certain period, large transactions, anomaly in transactions pattern and 

transactions exceeding any specified threshold.134 

 

The Standard Guidelines further require banks to establish internal criteria or ‘red flags’ to 

detect suspicious transactions.135 In this respect, banks can rely on the examples of 

suspicious transactions provided by BNM136 and any international organizations. Banks 

must also conduct intensive monitoring on high risk accounts and customers, such as those 

involving individuals or businesses from countries which have insufficient anti-money 

laundering and terrorism financing measures. 

                                                 
133 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 7.1. 
134 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 7.2. 
135 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism,  para 7.3. 
136 Appendix III of the Sectoral Guidelines 1 provides examples of transactions that may trigger suspicion.  
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It has been reported that transaction monitoring has been the main cause of increased anti-

money laundering compliance costs faced by banks.137 Banks need to spend significant 

amounts to install or upgrade sophisticated monitoring systems to keep pace with the 

increasing regulatory obligations.138 They also face particular challenges monitoring 

customer’s transaction and account status across several different countries due to banking 

secrecy or data protection rules.139 As money laundering and terrorist financing activity 

become more sophisticated, more complex transaction monitoring approaches need to be 

developed.  

 

According to a KPMG survey undertaken in 2007, transaction monitoring continues to be 

the single greatest area of AML expenditure for banks, and is expected to remain so over 

the next three years. The survey also highlighted that information technology systems are 

only one component of an effective AML strategy and banks need to understand that there 

is no substitute for well-trained and vigilant staff.140 As such, despite choosing the right 

AML computer software systems banks must ensure that staff training is adequately 

provided.  

 

4.4.6 Combating the Financing of Terrorism 

 

Since September 11, 2001, measures to combat terrorism financing has received world 

wide attention because they are considered a central element in the fight against terrorism. 

The government of Malaysia also recognizes the risks posed by terrorist groups and 

terrorism financing. As such, terrorism financing is criminalized under sections 130N, 

130O, 130P and 130Q of the Malaysian Penal Code. Any person who directly or indirectly 

provides, or makes available financial services or facilities to facilitate terrorist acts or for 

the benefit of any terrorist or terrorist group, shall be punished with death if the act results 

                                                 
137 KPMG International (2004), Global Anti-Money Laundering Survey 2004: How Banks Are Facing Up to 
the Challenge, 22. 
138 Ibid. 
139 Ibid 23. 
140 KPMG International (2007), Global Anti-Money Laundering Survey 2004: How Banks Are Facing Up to 
the Challenge, 8. 
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in death and with imprisonment for a term of not less than seven years but not exceeding 30 

years. 

 

In 2003, AMLATFA imposed on banks a duty to report suspected terrorist financing 

activities. Additionally, the Standard Guidelines require banks to ensure that their 

suspicious reporting system and mechanism also cover terrorism financing activities.141 

AMLATFA also extends the anti-money laundering mechanism for tracing, freezing, 

seizing and forfeiting of assets used for the financing of terrorist acts. 

 

To ensure the efficient detection of suspected terrorism financing activities, the Standard 

Guidelines require banks to maintain a database of names and particulars of terrorists in the 

United Nation Consolidated List142 and any orders issued under section 66B and 66C of 

AMLATFA by the Malaysian Minister of Internal Security.143 

 

The Standard Guidelines further require banks to conduct regular checks on the names of 

new and existing customers against the names in the database. If there is any name match, 

banks should take reasonable and appropriate measures to verify and confirm the identity of 

their customers. If the customer’s name fully matches any name in the database, banks 

should immediately: 

 Inform FIU; 

 Reject the customer, if the transaction has not commenced; and 

 Freeze the customer’s transaction, if it is an on-going customer. 

Where the bank suspects that a transaction is terrorist-related, it must make a STR to the 

FIU.144 

 

It can be said that the obligation to report suspected terrorism financing activities places an 

additional burden on banks and their employees. It appears that the anti-terrorism financing 

law could make bank tellers inadvertently involved in ‘terrorist acts’ by handling money as 

                                                 
141 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 9.1. 
142 The United Nation Consolidated List contains a list of individuals and entities that are considered terrorist 
or terrorist group and it includes the Taliban, Osama bin Laden and the Al-Qaeda organisation. 
143 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 9.3. 
144 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 9.5. 
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part of their work. To make matters worse, if they are found guilty for the offence, they 

could face severe punishment including the death penalty. 

 

Detecting terrorism financing has created a new challenge for the banking industry. 

Terrorism financing counter-measures are built substantially on anti-money laundering 

measures which were designed to detect ‘dirty’ money. However, for terrorism financing, 

the funds generally originate from legitimate sources such as private donation or charitable 

contributions, and it only becomes ‘dirty’ when they are used for terrorism purposes. This 

raises the issue whether it is appropriate to use anti-money laundering measures as a basis 

for the development of terrorism financing counter-measures. 

 

Furthermore, evidence suggests that funds intended for terrorist activities do not move 

around the financial system like ‘dirty’ money. It seems that terrorist funds generally 

behave like ordinary funds and therefore they are almost impossible to identify.145 Besides, 

terrorist operations often require relatively little amounts of money. For instance, it was 

suggested that the September 11 attack cost merely half a million US dollars.146 For these 

reasons, it is clear that banks will encounter some difficulties identifying terrorist funds. It 

is no exaggeration to say that failure to distinguish between terrorist financing and money 

laundering could have a devastating impact. It appears that the efficiency of the anti-money 

laundering systems to effectively counter terrorism financing is still doubtful. As such, it 

would be a shame if the laws on terrorism financing were developed and applied too fast, to 

the point of being unnecessarily costly, ineffective, unfair or even counter-productive. 

 

Therefore, all that banks can do is to rely on the suspected terrorists list published by the 

FIU or other competent authorities. However, it has been revealed that the complexity of 

the list complicate the verification process.147 For instance, unclear indication as to what is 

the name and surname of the suspects has important implications for the banks’ search 

                                                 
145 Omer Elagab, ‘Control of Terrorist Funds and the Banking System’ (2006) 21(1) Journal of International 
Banking Law and Regulation 38, 44. 
146 Canadian Centre for Intelligence and Security Studies, ‘Terrorism Financing and Financial System 
Vulnerabilities: Issues and Challenges’ (2006) 3 ITAC Presents, 5. 
147 A Butani, B Chao and NA Session, Commission on Crime Prevention and Criminal Justice (2002), 9. 
< http://modelun1.tripod.com> at 18 December 2006. 
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parameters. One suggestion is the creation of a single international reference point for all 

banks to share relevant information relating to terrorism financing.148 Perhaps, this will 

minimize problems faced by the banks in detecting terrorist funds. 

 

4.4.7 AML/CTF Compliance Program 

 

The AML/CTF Compliance Program is considered one of the key measures for banks to 

adequately detect and deter money laundering and terrorism financing risks that affect their 

business. The program must include procedures to ensure high standards of integrity of 

employees, on-going employee training programs and an independent audit function to 

check compliance.149  

 

Section 19(3) of AMLATFA provides that banks must implement the compliance programs 

at their branches and subsidiaries in and outside Malaysia. This requirement is reiterated in 

the Standard Guidelines and the Sectoral Guidelines. Part 2.2 of the Standard Guidelines 

provides that where there is conflict between the Guidelines and the regulatory 

requirements of the host country, the more stringent requirements must be adopted, to the 

extent that it is permitted by the host country’s laws and regulations. Banks must also pay 

special attention to their foreign branches or subsidiaries operating in countries which have 

insufficiently implemented the internationally accepted AML/CTF measures. 

 

Furthermore, in the event that a bank’s foreign branch or subsidiary is unable to observe the 

more stringent requirements, including the reporting of suspicious transactions to FIU due 

to the prohibition of the host country’s laws and regulations, the foreign branch or 

subsidiary must issue an exception report to the bank, which must then inform FIU. The 

bank must also place additional AML/CTF controls on the respective foreign branch or 

subsidiary and should map out a timeline for it to comply with the requirements.150 

Additionally, the Board of Directors of the bank may also consider ceasing the operations 

                                                 
148 Omer Elagab, above n 144. 
149 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 19(2). 
150 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 2.3. 
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of the relevant branch or subsidiary that fails to observe the AML/CTF requirements, or put 

in place the necessary mitigating controls as described above. 

 

According to the Standard Guidelines, AML/CTF compliance program must include 

internal policies, procedures and controls; staff integrity; compliance officer; staff training 

and awareness programs and independent audit. Each of these elements is elaborated 

below. 

 

a) Internal policies, procedures and controls. 

Section 19(1) of AMLATFA provides that banks are required to develop and implement 

internal programs, policies, procedures and controls to guard against and to detect any 

offence under AMLATFA. The Standard Guidelines further states that the banks’ board of 

directors and senior management must be aware of the money laundering and terrorism 

financing risks associated with all its business products and services. They must also 

understand the AML/CTF measures required by law, regulations, guidelines and the 

industry’s standards and best practices as well as the importance of implementing 

AML/CTF measures in combating money laundering and terrorism financing.151 

 

The board of directors must be fully committed to establishing an effective internal control 

system for AML/CTF and the senior management is responsible to ensure such internal 

controls are in place and implemented effectively, including the mechanism to monitor and 

detect complex and unusual transactions.152 

 

Furthermore, the board of directors must ensure that the bank has, at the minimum, policies 

on AML/CTF procedures and controls. For this purpose, the senior management will assist 

the board of directors in formulating the policies and ensure that the policies are in line with 

the risks associated, nature of business, complexity and volume of transactions undertaken 

by the bank.153 

 

                                                 
151 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.1.1. 
152 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.1.2. 
153 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.1.3. 
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Paragraph 10.1.4 of the Standard Guidelines provides that the board of directors must set 

minimum standards and approve the policies regarding AML/CTF measures within the 

bank, including those required for customer acceptance policy, customer due diligence, 

record keeping, ongoing monitoring, reporting of suspicious transactions and the combating 

of terrorism financing. In relation to this, the senior management must ensure that such 

procedure are formulated and effectively implemented.154 

 

According to the Standard Guidelines, in ensuring effective implementation, the board of 

directors must define the lines of authority and responsibilities for implementing AML/CTF 

measures and ensure that there is a separation of duty between those implementing the 

policies and procedures and those enforcing the controls.155 

 

The Standard Guidelines further require banks to review and assess AML/CTF policies and 

procedures in line with changes and developments in the bank’s products and services, 

technology as well as trends in money laundering and terrorism financing. The senior 

management is responsible for implementing the necessary changes to AML/CTF policies 

and procedures with the approval of the board of directors to ensure that the current policies 

are sound and appropriate.156 The board of directors and senior management must also 

ensure that there is adequate AML/CTF training provided for employees, including 

promoting employees’ awareness of their AML/CTF obligations.157 

 

 

b) Staff integrity 

Section 19(2) (a) of AMLATFA provides that banks should establish procedures to ensure 

high standards of integrity of its employees and a system to evaluate the personal, 

employment and financial history of these employees. Part 10.2 of the Standard Guidelines 

provides that the senior management must ensure the integrity of the bank’s employees at 

all times by establishing an appropriate employee assessment system that is approved by 

                                                 
154 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.1.4. 
155 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.1.5. 
156 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.1.6. 
157 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.1.7. 
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the board of directors to adequately screen its employees. The system must include 

evaluation of each employee’s personal information, including criminal records, 

employment and financial history.158 

 

c) Compliance Officer 

Section 19(4) of AMLATFA requires banks to designate compliance officers at 

management level in each branch and subsidiary who will be in charge of the 

implementation of AML/CTF compliance programs. Paragraph 10.3.1 of the Standard 

Guidelines provides that the senior management is responsible for appointing the 

compliance officer at senior management level who is fit and proper to carry out his 

AML/CTF responsibilities and can effectively discharge it.159 The banks must inform FIU 

in writing on the appointment, or change in the appointment of the compliance officer.160 

The compliance officer is required to ensure the following: 

 the bank’s compliance with AML/CTF requirements; 

 implementation of AML/CTF policies; 

 the appropriate AML/CTF procedures are implemented effectively; 

 AML/CTF mechanism is regularly assessed to ensure that it is effective and sufficient 

to address any change in money laundering and terrorism financing trends; 

 the channel of communication from the respective employees to the branch or 

subsidiary compliance officer and subsequently to the compliance officer is secured and 

that information is kept confidential; 

 all employees are aware of the bank’s AML/CTF measures, including policies, control 

mechanism and the channel of reporting; 

 internally generated suspicious transaction reports by the branch or subsidiary 

compliance officers are appropriately evaluated before submission to FIU; and 

 the identification of money laundering and financing of terrorism risks associated with 

new products or services arising from the bank’s operational changes, including the 

introduction of new technology and processes.161 

                                                 
158 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.2.2. 
159 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.3.1. 
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In addition to this, the Standard Guidelines provide that it is important for the compliance 

officer to have the necessary knowledge, expertise and required authority to effectively 

discharge his responsibilities.162 

 

d) Staff training and awareness programmes 

Section 19(2) (b) of AMLATFA requires banks to establish internal programs that include 

on-going employee training programs in relation to record-keeping, reporting suspicious 

transactions, customer identification and verification and retention of records. Part 10.4 of 

the Standard Guidelines provides the details of staff training and awareness programs. 

 

Banks are required to conduct awareness and training programs on AML/CTF practices and 

measures for its employees, in particular, front line staff and officers in charge of 

processing and accepting new customers as well as staff responsible to monitor 

transactions.163 The senior management must ensure that proper channels of 

communication are in place to effectively communicate to all levels of employees 

AML/CTF policies and procedures. The employees should be made aware that they may be 

held personally liable for any failure to observe the internal AML/CTF requirements.164 

 

For this reason, the bank should make available its AML/CTF measures for all employees 

and its documented AML/CTF measures should, at least, contain the following: 

 the relevant guidelines on AML/CTF issued by BNM; and  

 the bank’s internal AML/CTF policies and procedures.165 

 

Furthermore, training conducted for employees must be appropriate to their level of 

responsibilities and the risks of money laundering and terrorism financing faced by the 

banks. The Guidelines emphasize specific training programs for the following levels of 

employees: 

                                                 
162 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.3.4. 
163 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.4.1. 
164 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.4.2. 
165 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.4.3. 
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 New employees 

 ‘Front-line employees 

 Employees who are responsible for acceptance of new customers 

 Supervisors and managers166 

 

A KPMG survey in 2007 showed that 97 percent of banks globally admitted that they were 

dependent on the vigilance of staff to monitor and identify suspicious activity. For banks, 

properly trained staff is the best AML control, and this is reflected in continued high 

spending on training programs.167 Despite sophisticated monitoring technology available to 

detect and monitor money laundering risks, it appears that banks still greatly depend on the 

vigilance of their staffs to identify and monitor suspicious activities. Unfortunately, the 

empirical evidence suggests that there is a serious deficiency of training programs 

conducted by the UK and Australian banks.  

 

In the UK, 13 percent of respondents admitted they had not received any training in money 

laundering identification or prevention. A further 20 percent had received very poor or 

unsatisfactory training.168 In Australia, only 32.2 percent of respondents had received any 

money laundering training. The survey also suggested that training sessions typically were 

short and not up-to-date.169 As far as the writer is aware there is no published information 

on how much have been spent on training staff in Malaysian banks, or how well the staff 

are equipped to detect and monitor money laundering risks. But if the experience of the UK 

and Australian banks is anything to go by, there is a strong likelihood that Malaysian banks 

are no better than their overseas counterparts in respect of training programs. Given the 

complex and sophisticated nature of money laundering, this deficiency needs to be 

overcome. Therefore, it is imperative for FIU to ensure that Malaysian banks establish 

                                                 
166 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.4.4. 
167KPMG International, Global Anti-Money Laundering Survey 2004: How Banks Are Facing Up to the 
Challenge (2007), 8. 
168 Bosworth-Davies R, ‘Living with the law: A survey of Money Laundering Reporting Officers and their 
attitudes towards the Money Laundering Regulations.’(1998) 1(3) Journal of Money Laundering Control, 
245. 
169 Jackie Johnson, ‘Fighting Money Laundering: Are Australian Financial Institutions Doing Enough?’ 
(2000)  44(3) Journal of Banking and Financial Services 8. 
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adequate and effective training for their staff if the AML controls are to be effectively 

implemented. 

 

e) Independent Audit 

Section 19(5) of AMLATFA requires banks to develop audit functions to evaluate policies, 

procedures and controls to test compliance with the measures taken by banks and the 

effectiveness of the measures in combating money laundering and terrorism financing 

activities. Part 10.5 of the Standard Guidelines outlines comprehensive requirements for 

independent audit.  

 

Under the Guidelines, the board of directors is responsible for ensuring independent audit 

of the internal AML/CTF measures to determine their effectiveness and compliance with 

AMLATFA, AMLATF Regulations and the relevant guidelines on AML/CTF issued by 

BNM as well as the requirements of the relevant laws and regulations of other supervisory 

authorities.170 

 

The board of directors is also required to ensure that the roles and responsibilities of the 

auditor are clearly defined and documented. The roles and responsibilities of an auditor 

include: 

 Checking and testing compliance with, and effectiveness of, the AML/CTF policies, 

procedures and controls; and 

 Assessing whether current measures are in line with the latest developments and 

changes to the relevant AML/CTF requirements.171 

 

The Standard Guidelines require the auditor to submit a written report on the audit findings 

to the board of directors, which should be used to highlight inadequacies in any internal 

AML/CTF measures and controls and the board of directors must ensure that necessary 

steps are taken to rectify the inadequacies, if any.172 The Guidelines further require banks to 
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ensure that such audit findings and reports are submitted to FIU within two weeks of their 

submission to its board of directors.173 

 

Additionally, Part 7.1.1 of the Sectoral Guidelines provides that the role and function of the 

board of directors with regards to the independent audit may be facilitated or assisted by an 

audit committee. The Sectoral Guidelines further states that the audit committee is 

responsible for reviewing internal control issues identified by the auditors and regulatory 

authorities. It is also responsible for evaluating the adequacy and effectiveness of the 

bank’s internal AML/CTF measures. The audit committee must submit a written report on 

the audit findings to the board of directors on a regular basis. Hence the report should be 

used to highlight inadequacies of any AML/CTF measures and control within the 

institution and the board of directors must ensure that necessary steps are taken to rectify 

the situation. Failure to act may constitute a breach of the director’s duty to act with care 

and diligence and could expose the directors to liability.  

 

It is clear that the Guidelines emphasise good corporate governance and senior management 

accountability.  An empirical study of factors affecting money laundering in a 88 developed 

and developing countries has shown that an efficient AML framework with good 

governance lower the pervasiveness of money laundering activities.174 In fact, the failure of 

AML systems is often symptomatic of overall weaknesses in a bank’s corporate governance 

framework as such systems cannot be expected to operate in isolation.175 Clearly, effective 

AML measures significantly impact on the efficiency of a bank’s corporate governance 

which is considered a key element in ensuring that the bank is operated in a safe and sound 

manner. At the end of the day this is the duty that the bank’s officials and board of directors 

owe to their stakeholders. 

 

It is submitted that the AML/CTF measures imposed on the Malaysian banks are subject to 

continuous change and development. As a result of the increased regulatory requirements, 

                                                 
173 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.5.4. 
174 Santha Vaithilingan and Mahendran Nair, ‘Factors Affecting Money Laundering: Lesson for Developing 
Countries’ (2007) 10(3) Journal of Money Laundering Control 352, 364. 
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banks have to adopt new procedures to detect and deter money laundering which is not only 

time-consuming but also very costly. Although there are no statistics on how much have 

been spent by Malaysian banks complying with their AML/CTF obligations, it appears that 

the amount could be very significant judging from the amounts spent by banks overseas. 

For example, a recent study estimated that the UK and the US banks have spent more than 

100 millions pounds and 600 millions pounds respectively for AML/CTF compliance.176  

A survey conducted by KPMG in 2007 found that banks’ spending on anti-money 

laundering systems and controls has risen by an average of 58 percent over the last three 

years.177 Notably, this was more than banks had expected when the KPMG carried out its 

2004 survey, where at that time, banks predicted costs would only rise by 43 percent over 

the following three years.  

The main drivers of the increases in costs are transaction monitoring and staff training.178 

Besides, additional costs will arise through increased requirements for verifying the identity 

of customers. However, despite the increase compliance costs, banks still consider the 

regulatory burden as acceptable.179 This indicates a high degree of commitment by the 

financial industry to protect the integrity of the banking institutions, as well as to comply 

with their legal obligations. However, it must be said that given the increased costs incurred 

by banks, it is likely to see these costs being passed along to the customers. Unfortunately, 

it is still unclear whether these costs outweigh the benefits. In the UK for instance, it has 

been recognised that most of the reporting institutions complied with the AML regulations 

in order to avoid sanctions from the authorities and not because the regulations represent 

good business practice or they are effective in preventing the flows of dirty money from 

their institutions.180 

 

                                                 
176 Mark  Yeandle et al, Anti-Money Laundering Requirements: Costs, Benefits and Perceptions ( 2005) 20 
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It seems that the benefits of the AML laws may not always be clear to individual 

institutions because potential AML benefits tend to benefit a country as a whole rather than 

to individual institutions.181 The benefits include an improved reputation as a fair and law 

abiding place to do business and improved competitive conditions arising from the 

reduction of illegal and fraudulent behaviour.182  

 

Pricewaterhouse Coopers identified the potential benefits of compliance with AML laws as 

improvements to the level of regulatory compliance; commercial benefits through improved 

customers’ database and an increase in the prevention of financial crime.183 However, these 

benefits are generally seen as flowing from costs that are otherwise avoided.184 Therefore, it 

is important to ensure that what is spent in AML compliance can enhance the effectiveness 

of the laws where money launderers will be increasingly prosecuted and their assets 

seizures will become more frequent. 

 

4.4.8 Non-Compliance with the AML Laws 

 

AMLATFA provides various penalties for non compliance with the AML/CFT obligations 

set out under AMLATFA, its regulations and the relevant guidelines. Section 22(1) of 

AMLATFA requires a bank’s official to take all reasonable steps to ensure compliance with 

the reporting obligation under Part IV of AMLATFA. Sub-section (2) empowers FIU to 

obtain an order from the High Court against any or all of the officers or employees of the 

banks on terms that the Court deems necessary to enforce compliance.  

 

It is interesting to note that notwithstanding any Court order, FIU may direct or enter into 

an agreement with the bank to implement any action plan to ensure compliance with Part 

IV of AMLATFA. This may suggest that the Malaysian government believes that a 

coordinated approach between the law enforcement authorities and the banking institutions 
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will result in effective implementation of the AML laws. This is welcome especially in 

view of the complex nature of the AML measures and the compliance burden faced by the 

reporting institutions. 

  

Section 22 (4) of AMLATFA explicitly provides that the failure of an officer to take 

reasonable steps to ensure compliance with Part IV of AMLATFA, or failure of the bank to 

implement any urgent action plan to ensure compliance, will result in the officer or officers 

being personally liable to a fine not exceeding RM100,000 or to imprisonment for a term 

not exceeding six months or to both. In the case of continuing offence, a further fine may 

be imposed on the bank not exceeding RM1,000 for each day during which the offence 

continues after conviction.  

 

Apart from significant penalties imposed on the bank’s officials, section 21(2) of 

AMLATFA provides that upon the recommendation of FIU, BNM may revoke or suspend 

the bank’s licence if it has been convicted under AMLATFA. Clearly, this is a very serious 

matter and banks cannot turn a blind eye to the AML/CFT obligations. 

 

Section 86 of AMLATFA provides a general penalty for non-compliance with any 

provisions of AMLATFA or regulations made under AMLATFA, or any specification or 

requirement made, or any order in writing, direction, instruction, or notice given, or any 

limit, term, condition or restriction imposed, in the exercise of any power conferred 

pursuant to any provision of AMLATFA. Upon conviction, a person shall be liable to a fine 

not exceeding RM250,000. 

 

Section 92 of AMLATFA further empowers BNM to compound, with the consent of the 

Public Prosecutor, any offence under AMLATFA or its regulation by accepting from the 

person reasonably suspected of having committed the offence such amount not exceeding 

50 percent of the amount of the maximum fine for that offence, including the daily fine, if 

any, in the case of a continuing offence. 

 

Furthermore, section 66E(5) of AMLATFA states that the guidelines or direction issued by 

the relevant regulatory or supervisory authority have legal effect. Therefore, non 
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compliance with the Standard Guidelines and the Standard Guidelines will render a bank or 

its officials liable to a fine not exceeding RM100,000. 

 

It must be borne in mind that apart from the potential significant penalties from FIU and 

BNM, non compliance with the AML/CFT obligations under the laws may also affect a 

bank’s reputation. There are few prominent cases involving large and multinational banks 

from the United States and the United Kingdom. For example, in 2004, Riggs Bank was 

fined $25 million by the US Office of the Comptroller of the Currency for wilfully 

violating its legal obligations to implement adequate anti-money laundering measures.185 In 

2003, Abbey National was fined £2.3 million by the UK Financial Services Authority for 

serious AML compliance failure.186 Both cases attracted significant adverse publicity for 

the banks. Once a bank’s reputation is tarnished, it can have serious implications on its 

business. In the case of Riggs Bank, for instance, the bank was taken over by another bank. 

Therefore, to avoid these risks, banks have incurred high compliance costs. The resources 

spent on preventing the reputational risks may be greater than the cost of the money 

laundering risk itself.187  

 

4.5 Summary 

 

The past few years have seen a fundamental change in the legal and regulatory environment 

relating to anti-money laundering and countering terrorism financing measures in Malaysia. 

With the implementation of AML/CTF laws, Malaysian banks have found themselves 

having to comply with an increasing number of regulations and guidelines. More 

importantly, the laws have put legal and administrative burdens on banks which are onerous 

and may involve serious legal and other liabilities for deficient compliance. 
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Banks need to comply with substantial changes in customer identification and due diligence 

(CDD) procedures. This requirement produces a significant shift in the ways banks interact 

with their existing and potential customers. For example, banks are required to obtain more 

detailed information of higher risk customers. However, it appears that the examples of 

higher risk customers are not clearly defined under the laws. Indeed, without clear 

guidelines, it is doubtful how banks can effectively implement the CDD requirements.  

 

Banks are also required to monitor customer activity to identify any unusual activity that 

may be indicative of money laundering and terrorism financing. However, it has been 

recognised that transaction monitoring has been the main cause of increased AML/CTF 

cost faced by banks. Furthermore, experience has shown that banks still face a significant 

challenge in monitoring customer’s transaction and account status across several different 

countries particularly due to banking secrecy or data protection rules.  

 

The requirement of suspicious transaction report (STR) also poses several issues and 

challenges. Obviously, it is hard for banks to justify STR because it is very subjective. This 

problem would also lead to mistaken reporting and defensive reporting. If left unchecked, 

this would result in a flood of reporting and thereby may jeopardize the effectiveness of the 

STR regime. To make matters worse, the UK experience has shown that the STR system 

has certain weaknesses and is under-utilised by legal enforcement agencies. Therefore, a 

continuous collaborative relationship between FIU, other legal enforcement agencies and 

the banking industry is vital to avoid this problem. 

 

The AML/CTF laws also require banks to report suspected terrorism financing activities. 

However, experience has shown that banks are struggling to adapt anti-money laundering 

mechanisms to the peculiarities of terrorism financing. Given the differences between 

money laundering and terrorism financing, it requires deep skills from banks employees to 

detect the terrorist funds as it needs much closer analysis of sources and destinations of the 

funds.  Undoubtedly, this obligation places an additional burden on banks and their 

employees. 
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Banks also face challenges to comply with the requirement of AML/CTF training 

programs. While properly trained employees are known as the best AML/CTF control, it is 

evident that there is a serious deficiency of training programs conducted by the UK and 

Australian banks. As such, if this evidence is anything to go by, there is a strong likelihood 

that Malaysian banks are no better than their overseas counterparts in respect of training 

programs. Given the complex and sophisticated nature of money laundering and terrorism 

financing, this deficiency needs to be overcome. 

 

According to a KPMG survey in 2007, banks across the globe have spent considerable 

sums of money on AML/CTF compliance. Judging from the experience, it appears that the 

amounts spent by Malaysian banks could be very significant. More importantly, given the 

increased costs incurred by banks, it is likely to see these costs being passed along to the 

customers. Unfortunately, it is still unclear at this stage whether the benefits of AML/CTF 

compliance outweigh its cost.  

 

It is apparent that the laws have had a significant impact on the operations of banks in 

Malaysia. In ensuring effective implementation of the laws, Malaysian banks are required 

to adopt a risk-based AML/CTF regime. While the regime is based on sound principles, the 

effectiveness of the regime is still unknown. As such, only time will tell whether the banks 

will sufficiently be able to cope with the increased AML/CTF obligations. Obviously, it is 

critical at this stage, to establish effective coordination between legislators, regulators and 

the banking industry in order to minimize problems faced by the banks and thereby to 

ensure effective implementation of the laws.  
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CHAPTER FIVE 

ANTI-MONEY LAUNDERING MEASURES IN THE LABUAN INTERNATIONAL 

BUSINESS AND FINANCIAL CENTRE 

5.1 Introduction 

 

An Offshore Financial Centre (OFC) may be defined as a centre which offers a wide range 

of services to their customers in a loose regulatory, supervisory, accounting and tax 

environment.1 More specifically, deposits are not subject to reserve requirements, bank 

transactions are mostly tax-exempt or treated under a favourable fiscal regime, and there 

are no interest and exchange rate restrictions. In many cases, offshore banks are exempted 

from regulatory scrutiny with respect to liquidity or capital adequacy.  These incentives 

attract individuals and businesses to do business in OFCs. Business in OFCs appears to be 

booming. Recent report suggests that offshore holdings run between $5 trillion to $7 trillion 

a year.2 The Cayman Islands which is an OFC is now believed to be the fifth largest 

financial centre in the world - eclipsed only by New York, London, Tokyo and Hong 

Kong.3 This progress has been very good for the OFCs’ economies. 

 

However, despite their impressive achievements, it is widely recognised that for decades, 

criminal organizations have been making wide use of the opportunities offered by the OFCs 

to launder their ill-gotten gains. To make matters worse, some of the OFCs offer a wide 

range of services that are designed to hinder detection and investigation by the law 

enforcement authorities. Besides, the strict application of banking secrecy in OFCs inhibits 

the exchange of information relating to criminal investigation.  As such, in the war against 

money laundering and terrorist financing, measures taken by the international community 

have focused on undermining offshore financial confidentiality. 

 

                                                 
1 Donato Masciandaro and Alessandro Portolano, ‘Financial Policy: Offshore Centres and Competition in 
Regulation: The Laxity Problem’ in Donato Masciandaro (ed), Global Financial Crime: Terrorism, Money 
Laundering & Offshore Centres (2004) 126,126. 
2 Gary Neil, ‘Places in the Sun’ The Economist, 22 February 2007. 
3 Ibid. 
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Malaysia has its own international offshore financial centre, known as the Labuan 

International Business and Financial Centre (IBFC). The Malaysian government aims to 

maintain Labuan as a clean, closely supervised and fully functional IBFC. As such, the 

government has established laws, regulations and guidelines to promote sound financial 

services practice by the offshore financial institutions in Labuan IBFC. These include the 

implementation of the Anti-Money Laundering and Anti-Terrorism Financing Act 2001  

(AMLATFA).  

 

This chapter aims to examine the Labuan IBFC in the context of the control of money 

laundering and terrorism financing activities. It will analyze the anti-money laundering 

laws, regulations and practices applicable to Labuan IBFC, particularly with regards to the 

offshore banking sector. Before examining these issues, it would be worthwhile to provide 

some background information on OFCs, their uses and abuses and some of the relevant 

international initiatives to overcome these problems. 

 

5.2 Definition of an Offshore Financial Centre 

 

One definition of an offshore financial centre (OFC) is any financial centre where offshore 

activity takes place. This definition, however, is too broad as it would include all major 

financial centres in the world because in such centres there may be little distinction between 

onshore and offshore business.4 A more practical definition of an OFC is provided by the 

IMF as follows:  

…an OFC is a centre where the bulk of financial sector transactions on both sides of the 

balance sheet are with individuals or companies that are not residents of OFCs, where the 

transactions are initiated elsewhere, and where the majority of the institutions involved are 

controlled by non-residents.5 

 

                                                 
4 International Monetary Fund, Offshore Financial Centers-IMF Background Paper (2000). 
<http://www.imf.org/external/np/mae/onshore/2000/eng/back.html> at 24 April 2006. 
5 International Monetary Fund, Offshore Financial Centers: The Role of the IMF (2000) 
<http://www,imf.org/external/np/mae/oshore/2000/eng/role.html> at 24 April 2006. 
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This definition is narrower in scope and would exclude from its ambit the vast majority of 

major financial centres. 

 

There are various factors that attract institutions and investors to OFCs. These include 

lower explicit taxation and increase net profit margins; convenient regulatory frameworks 

that reduce implicit taxation and increasing profit margins; minimum formalities for 

incorporation; the existence of adequate legal frameworks that safeguards the integrity of 

principal-agent relations; the proximity to major financial centres; the reputation of 

particular OFC and the specialist services provided; complete freedom from exchange 

controls and measures for safeguarding assets from the impact of litigation.6  

 

It is generally recognized that OFCs offer more stringent financial confidentiality rules than 

onshore financial centres. They provide protection from disclosure to individuals and even 

to government entities. This higher level of confidentiality is based on the belief that 

financial privacy is a fundamental right. Also, it is considered an essential element for 

sustaining the economies of the offshore financial centres which depend on the viability of 

their financial sectors.7 This view particularly refers to the small countries which became 

OFCs and which rely on offshore business as a major source of both government revenues 

and economic activity.  

 

Normally OFCs offer a variety of offshore financial services including offshore banking, 

offshore funds, trusts, offshore companies, captive insurance and various other financial 

services. However, not all OFCs are the same. On one hand, there are those highly 

reputable OFCs that apply internationally accepted standards, and on the other hand, there 

those OFCs which are not well-regulated and provide a very high level of customer 

confidentiality. Clearly, this latter type of OFCs can be used for illegal activities, 

particularly tax evasion, money laundering and terrorism financing. 

 

                                                 
6 IMF, above n 4. 
7 G Scott Dowling, ‘Fatal Broadside: The Demise of Caribbean Offshore Financial Confidentiality Post USA 
PATRIOT Act’ (2004) 17 Transnational Lawyer 259, 270. 
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5.3 The Uses and Abuses of Offshore Financial Centres 

 

As was mentioned earlier, there are many legitimate reasons for corporations and 

individuals to transact business in the OFCs. These include minimization of tax exposure, 

freedom from exchange control and concerns over personal privacy or security. 

Additionally, OFCs are also an integral part of a capital market system in which funds are 

transferred electronically across the world in search of the highest rate of return. The 

following examples describe the uses of an OFC:8 

(i) The international companies use OFCs to issue securitised products through 

special purpose vehicles or to protect assets from potential claimants. 

(ii) The investors utilize OFCs to minimise income and withholding taxes and to 

avoid disclosing investment positions.  

(iii) The financial institutions with affiliates in OFCs use its products and services to 

minimise income and withholding tax and to avoid regulatory requirements in 

the onshore jurisdictions in which they operate. 

(iv) The insurance companies use OFCs to accumulate reserve in low tax 

jurisdictions and to conduct business in responsive regulatory environments.  

 

Despite their genuine uses, OFCs can also be exploited for illegitimate purposes. It is 

evident that the secrecy and low regulations facilitated by the OFCs attract money 

launderers and financial crimes. It has been argued that laundering criminal proceeds 

through offshore financial institutions provides a number of practical advantages to the 

criminals. Initially, the funds are placed beyond the legal reach of the authorities in the 

jurisdictions where the activity giving rise to the illegal profits occurred. More importantly, 

the offshore financial institutions offer a wide range of products and services that are 

specifically designed to hide the identity of the beneficial ownership.9 These include the 

international business corporations (IBCs), shell banks and illegal trusts.  

 

                                                 
8 Financial Stability Forum, Report of the Working Group on Offshore Centres (2000), 11. 
<http://www.fsforum.org/publications/OFC_Report_-_5_April_2000a.pdf> at 22 May 2006. 
9 Barry A K Rider, ‘The Control of Money Laundering-A Bridge too Far?’ in Rose-Marie B Antoine (ed), 
Legal Issues in Offshore Financial Services (2004) 156, 163. 
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It should be noted that IBCs are considered a central tool of money laundering schemes. 

These anonymous corporations use nominees as shareholders, officers and directors, 

thereby concealing the beneficial ownership of the entity from law enforcement and 

regulatory authorities. In fact, the use of IBCs is mounting and it involves the assistance of 

professionals such as lawyers and accountants.10 

 

Furthermore, it was revealed that a number of offshore jurisdictions have passed trust laws 

that allow the creation of a sophisticated grantor trust which can be used to hide assets and 

protect them from foreign judgments. The trust instrument does not identify either the 

grantors or beneficiaries. The real intent of the trust is hidden in side ‘letters of wishes’ and 

the real control is in the hands of a ‘trust protector’ who is not identified in the trust 

instrument.11 To make matters worse, the trust laws also include provisions that make a 

trust immune from foreign lawsuits once it has been placed for one year. It has been 

recommended that this type of trust should be prohibited because it does not serve a 

legitimate function.12 

 

Another important tool used in money laundering schemes is the so called ‘brass plate’ or 

shell banks. In fact, such institutions are legal fictions without physical presence.13 The 

creation of this type of bank is for the purpose of booking deposits and loans so that they 

fall outside the regulatory rules of the bank’s home country. Such institutions have been 

protected by the excessive banking secrecy rules which criminalize the release of any 

information about a customer’s identity or transactions to law enforcement or regulatory 

authorities.14  

 

The major money laundering cases revealed that criminals have made wide use of the 

opportunities offered by OFCs to launder criminal assets. The difficulties for law 

enforcement agencies are amplified by the fact that OFCs enforce very strict financial 

                                                 
10 Blum, J. et al, ‘Financial Havens, Banking Secrecy and Money Laundering’, United Nations Office for 
Drug Control and Crime Prevention (1998) 60. 
11 Ibid. 
12 Ibid 61. 
13 Ibid. 
14 Ibid. 
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secrecy rules which effectively hinder detection and investigation by authorities in their 

home countries. The best example of opportunities and immunities offered to money 

launderers was the Bank of Credit and Commerce International (BCCI) which collapsed in 

1991. The collapse of BCCI led to the uncovering of the widest money laundering scheme 

ever put in place and the seizure of more than USD12 billion. Another prominent case, the 

Antigua-based European Union Bank (EUB) demonstrated that the problem has gained a 

new dimension with the application of modern technologies. EUB described itself as the 

first bank on the internet, offering the chance to open accounts, wire money, order credit 

cards or write cheques by computer from anywhere in the world, 24 hours a day. It was 

founded by two Russians and was alleged to have been used to launder the illicit proceeds 

of Russian organized crime. Subsequently, EUB failed and was closed down in August 

1997.15 

 

Besides these two high profile cases, there are numerous other examples of money 

laundering involving the abuse of OFCs. Some of the more interesting cases include the use 

of banking secrecy in Caribbean banks to launder billions of dollars belonging to Russian 

crime organizations;16 the association of Citibank in New York and M.A. Bank, an offshore 

shell bank in drug money laundering operation;17 and the exploitation of banks in 

Switzerland and London by former Nigerian dictator General Sani Abatcha to hide away 

his stolen money during his reign.18 In the money laundering scandal involving the Bank of 

New York, it was revealed that a substantial amount of the $7 billion that passed through 

the Bank of New York accounts was routed through accounts maintained in the offshore 

secrecy jurisdictions.19 These are some of the evidence to suggest that strict secrecy laws of 

the OFCs, if left unchecked, could facilitate the criminal activities and threaten the stability 

of the world’s financial systems.  

 

                                                 
15 Ibid. 
16 Douglas Farah, ‘Russian Crime Finds Haven in Caribbean; Columbian Drug Ties Suspected as Secretive 
Banks Proliferate’, The Washington Post (Washington), 7 October 1996, 1. 
17 Paul Beckett, ‘Citibank to testify at Money Laundering Hearings’, The Wall Street Journal (New York), 26 
February 2001, 1. 
18 William Hall, ‘Swiss Banking Investigation’, Financial Times (London), 5 September, 2000, 1. 
19 Marcy Gordon, ‘Correspondent Banking Vulnerable to Laundering, Senate Study Finds’, Associated Press 
Newswires (Washington), 5 February 2001, 2. 
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It has been reported that much of the $1.5 trillion a year estimated to be laundered by 

criminals goes through OFCs.20 This inevitably raises questions about the policies, 

regulation and governance of OFCs. 

 

5.4 International Initiatives against Abuse of Offshore Financial Centres 

 

In response to concerns about the abuse of OFCs, a series of international initiatives have 

been launched by the Financial Stability Forum (FSF), the International Monetary Fund 

(IMF), the Organization of Economic Cooperation and Development (OECD) and the 

Financial Action Task Force (FATF). Since the late 1990s, these initiatives have been 

aimed at curbing OFCs involvement in global financial abuse and address the key areas of 

weakness, namely inadequate anti-money laundering standards, harmful tax practices and 

poor financial regulation. 

 

 5.4.1 The Financial Stability Forum  

 

In 2000, the Financial Stability Forum (FSF) established a working group to review the 

uses and activities of OFCs and their impact on financial stability. The FSF looked at many 

aspects of regulatory and supervisory policy, but the three key issues identified were the 

quality of supervision, degree of cooperation and degree of transparency and information 

sharing. The report revealed that there were serious concerns on the part of onshore 

supervisors about the quality of supervision and degree of cooperation provided by some 

OFCs. It was also revealed that there are some problematic OFCs that are either unable or 

refuse to adhere to international standards, resulting in weak supervisory practices or little 

or even no cooperation and transparency.21  

 

The specific problems of OFCs include inadequate disclosure rules; inadequate knowledge 

of activities of financial institutions based in OFCs, including identity of depositors and 

                                                 
20 Financial Action Task Force on Money Laundering, Policy Brief: Money Laundering (1999). 
21 Financial Stability Forum, Report of the Working Group on Offshore Centres (2000),12. 
<http://www.fsforum.org/publications/OFC_Report_-_5_April_2000a.pdf > at 22 May 2006. 
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counterparties; lack of resources to conduct effective supervision of branches or 

subsidiaries of foreign financial institutions by local supervisors; absence of political will to 

improve the quality of supervision; lack of cooperation with onshore supervisors and 

excessive secrecy laws which impede information sharing.22 These problems can affect the 

home country regulatory and supervision efforts and the ability to rely on OFC supervisors 

is often limited. Moreover, investigation by law enforcement agencies can be impeded and 

the tracing of proceeds of criminal activities frustrated.23 

 

FSF listed 42 jurisdictions that it considered as having significant offshore activities. These 

jurisdictions were divided into three groups. The first group comprised jurisdictions 

generally viewed as cooperative, with a high quality of supervision and which largely 

adhere to international standards. It should be noted that the Malaysian OFC fell under this 

group. The second group comprised jurisdictions generally seen as having procedures for 

supervision and cooperation in place, but their actual performance fell below international 

standards and there was substantial room for improvement. The third group comprised 

jurisdictions generally seen as having a low quality of supervision, and/or being non-

cooperative with onshore supervisors and with little or no attempt being made to adhere to 

international standards.24 

 

FSF recommended that priority be given to international standards relating to cross-border 

cooperation and effective information sharing, essential supervisory powers and practices 

as well as customer identification and record keeping. However, the ultimate goal should be 

adherence to all relevant international standards.25 The report also recommended that IMF 

take responsibility for developing, organizing and carrying out an assessment process for 

OFCs. 

 

 

                                                 
22 Ibid. 
23 Ibid 13. 
24 IMF above n 4.  
25 See the FSF’s 12 Key Standards for Sound Financial Systems. 
< www.fsfforum.org/Standards/KeyStds.html> at 22 April 2006. 
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5.4.2 The International Monetary Fund (IMF) 

In response to the recommendation posed by FSF, IMF established the OFC assessment 

program which focused primarily on assessing implementation of financial supervision, 

regulation and integrity standards in OFCs. Besides assessment, the program also provides 

technical assistance which contributes to the improvement of supervisory standards in 

OFCs. 

Since 2002, IMF has assessed nearly 40 offshore financial sectors. A progress report on the 

ongoing assessments completed in July 2003 concluded that, in general, supervisory and 

regulatory regimes needed to be strengthened. In many regimes, the technical skills 

required to effectively supervise compliance with the anti-money laundering laws are 

lacking, as is the ability to address increasingly complex financial instruments.  

IMF also noted that the regulation of the banking sector in OFCs has been generally 

stronger than the regulation of the insurance sector. As far as the securities sector is 

concerned, about two-thirds of the assessed OFCs have implemented adequate rules 

relating to information sharing and cross-border cooperation. IMF concluded that, in 

general, many of the assessed OFCs lack effective compliance programs. This was due to 

inadequate laws or lack of resources. It also concluded that compliance with the 

recommendations relating to terrorism financing was weaker than that relating to money 

laundering recommendations.26  

5.4.3 The Organization of Economic Cooperation and Development 

 

The OECD initiative deals with measures to crackdown harmful tax competition. It sets out 

international rules to reduce tax competition between its members and OFCs. In 1998, a 

report entitled ‘Harmful Tax Competition: An Emerging Global Issue’ was published. The 

report expressed concerns that mobile capital and labour were being attracted away from 

countries with high taxes to countries with low taxes. OFCs were criticized for engaging in 

what is considered harmful tax competition by operating fiscal regimes which facilitate 

                                                 
26 International Monetary Fund, ‘Offshore Financial Centers – The Assessment Program: A Progress Report 
and the Future of the Program.’ (2003). 
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reduction of tax burdens imposed by the high tax countries. Such activities are alleged to 

distort trade and investment and erode national tax bases.27 

 

The report set out four key factors that can assist in identifying harmful preferential tax 

regimes. These include the imposition of no, or only nominal taxes; the regime is not open 

to locals or for use in the domestic economy; the administrative provisions of the local tax 

regime are not transparent; and no effective exchange of information.28 Based on these 

criteria, 31 offshore jurisdictions have been identified as tax havens. 

 

OECD has demanded that those jurisdictions adopt the following measures:29 

(i)  The disallowance of deductions, exemptions and credits connected to dealing with 

uncooperative tax havens; 

(ii) The improvement of audit and enforcement activities as regards to 

unaccommodating tax havens; and 

(iii) The imposition of transactional charges on certain transactions involving 

uncooperative tax havens.  

 

5.4.4 The Financial Action Task Force  

 

FATF was established to help protect financial systems from being used by criminals for 

laundering their illegal proceeds. It’s 40 Recommendations and Nine Special 

Recommendations have become a statement of best practice in the fight against money 

laundering and terrorism financing activities. In 1998, FATF established an Ad Hoc Group 

on Non-Cooperative Jurisdictions to evaluate whether jurisdictions were cooperating with 

FATF anti-money laundering standards. Countries that failed to cooperate adequately in the 

fight against money laundering were classified as Non-Cooperative Countries and 

Territories (NCCT). FATF classified NCCTs based on 25 criteria which can be divided 

under four headings, namely, loopholes in financial regulations; impediments set by other 

                                                 
27 OECD, Harmful Tax Competition: An Emerging Global Issues. (1998), 19. 
<http://www.oecd.org/dataoecd/33/1/1904184.pdf > at 23 April, 2006. 
28 Ibid 26. 
29 Ibid 37.  
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regulatory requirements; obstacles to international  cooperation; and inadequate resources 

for preventing, detecting and repression money laundering activities.30 As regards to 

loopholes in financial regulations, there are five important criteria that will be assessed by 

FATF, namely,31 

(i) the adequacy of regulations and supervision of financial institutions. 

(ii) the adequacy of rules for the licensing and creation of financial institutions including 

assessing the backgrounds of their managers and beneficial owners. 

(iii) the adequacy of customer identification requirements for financial institutions. 

(iv) the secrecy provisions regarding financial institutions. 

(v) the efficient suspicious transaction reporting system. 

 

According to Shahin, the criterion relating to secrecy provision was not fully met by most 

of the NCCT entities. In fact, meeting this criterion in itself requires major legislative 

changes in rules and regulation governing banking secrecy in most countries.32 

 

Since 2000, FATF has identified 23 jurisdictions as NCCTs. The jurisdictions are Bahamas, 

Cayman Islands, Cook Islands, Dominica, Israel, Lebanon, Liechtenstein, Marshall Islands, 

Nauru, Niue, Panama, Philippines, Russia, St. Kitts and Nevis, St. Vincent and the 

Grenadines, Grenada, Ukraine, Egypt, Guatemala, Hungary, Indonesia, Myanmar, Nigeria 

and Uruguay.33 It is clear that the OFCs have dominated the NCCTs list.  

 

It has been argued that by labelling certain jurisdictions as NCCTs, FATF has effectively 

ensured that the OFCs follow its recommendations. Besides, non-compliance could risk 

sanctions from the international community and this will have a significant effect on the 

economies of the offshore centres.34 

 

                                                 
30 These criteria can be found in Annex 1 of the Annual Review of Non-Cooperative Countries and Territories 
2005-2006 <http://www.fatff-gafi.org/data oecd/0/0/37029619.pdf > at 18 April 2006. 
31 Ibid. 
32 Wassim N. Shahin, ‘De-listing from NCCTs and Money Laundering Control Measures: A Banking 
Regulation Perspective.’ (2005) 8(4) Journal of Money Laundering Control 320, 324. 
33 Financial Action Task Force on Money Laundering, Annual Review of Non-Cooperative Countries and 
Territories 2005-2006 (2006). 
34 G Scott Dowling, ‘Fatal Broadside: The Demise of Caribbean Offshore Financial Confidentiality Post USA 
PATRIOT Act’ (2004) 17 Transnational Lawyer 259, 284. 
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Since October 2006, all jurisdictions that have been listed as NCCTs are no longer on the 

list as they have made significant progress towards compliance and have strengthened their 

anti-money laundering and counter-terrorism financing measures. This reflects the success 

of the FATF’s approach and now it is accepted by all jurisdictions that adherence to 

international standards is vital to countering money laundering and terrorism financing as 

well as strengthening the international financial system. 

 

It can be seen that all the initiatives undertaken by FSF, IMF, OECD and FATF have had a 

positive impact on OFCs in relation to their international cooperation; exchange of 

information; abolition of excessive secrecy rule; anti-money laundering compliance; 

improved legislation and elimination of harmful tax practices. These initiatives should be 

considered as being highly complementary in their efforts to reduce the abuse of OFCs for 

criminal purposes.  

 

In summary, OFCs have responded to international pressure to introduce transparency and 

openness into their offshore financial sector. A growing number of offshore jurisdictions 

have enacted anti-money laundering laws that conform to international standards. This 

reflects the view that meeting all the international standards would change the negative 

perceptions associated with OFCs. It should be borne in mind, however, that more work 

remains to be done in ensuring the anti-money laundering laws are working and the efforts 

to combat the abuse of OFCs are fruitful.  

 

5.5 Labuan International Business and Financial Centre 

Labuan International Business and Financial Centre (Labuan IBFC) is Malaysia’s offshore 

centre. It is located in the island of Labuan, off the eastern cost of Malaysia. Labuan IBFC 

was created as an offshore financial hub on October 1990 and was operating under the 

name of Labuan International Offshore Financial Centre (IOFC).35 Labuan IBFC was 

designed to complement the activities of the onshore financial market, to strengthen the 

                                                 
35 Since January 2008, Labuan IOFC has been renamed as Labuan IBFC. 
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contribution of financial services to the gross national product of Malaysia and to provide a 

developmental base for the island. 

Labuan possesses a number of features that make it suitable for development as an OFC. It 

shares virtually the same time zone as most of the major financial centres of East Asia, 

English is widely spoken, and the accounting standards, business practices and the legal 

system adhere to English standards.36 It appears that the development of Labuan as an 

IBFC has led to an improvement in Malaysia’s financial system. 

Labuan IBFC offers a wide range of innovative offshore financial products and services to 

customers worldwide. The services include banking and investment banking, insurance, 

trust business, fund management, investment holding, company management and Islamic 

banking products. Recently, Labuan IBFC also became an active international centre for 

Islamic finance.37  

Special economic incentives have been provided to encourage the development of the 

offshore centre and these include:38 

(i) no bank reserve requirements and foreign exchange controls; 

(ii) low annual licensing fees; 

(iii) no withholding tax on income or dividends earned in Malaysia and remitted out; 

(iv) option of a three percent annual corporate tax, or a fixed tax of RM20 000; 

(v) no tax on income from ‘non-trading’ activities such as ownership of securities 

and real estate; 

(vi) absence of stamp duties, value added taxes, death, inheritance or estate duties; 

(vii) no restriction on foreign ownership limit on Malaysian companies; and 

(viii) offshore entities in Labuan which are declared as non residents for exchange 

control purposes may freely buy, borrow, sell or lend foreign currency with any 

non-resident. 

                                                 
36 Jason Abbott, ‘Treasure Island or Desert Island? Offshore Finance and Economic Development in Small 
Island Economies: The Case of Labuan’ (2000) 18 Development Policy Review 157, 159. 
37 LOFSA Annual Report 2006, 67. 
38 Ibid. 
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5.5.1 Legal framework of Labuan IBFC 

As an IBFC, the operations of offshore business in Labuan are governed by a separate set 

of offshore legislation that provides a strict confidential business environment, tax and 

related benefits and no exchange control for non-Malaysian residents. These include the 

Offshore Banking Act 1990; the Offshore Insurance Act 1990; the Offshore Companies Act 

1990; the Labuan Offshore Business Activities Tax Act 1990; the Labuan Trust Companies 

Act 1990; the Labuan Offshore Financial Services Authority Act 1996; the Labuan 

Offshore Trust Act 1996; the Labuan Offshore Limited Partnership Act 1997 and the 

Labuan Offshore Securities Industry Act 1998.39  

Generally, these laws have been enacted with the main objective of providing minimum 

rules and regulations to enable Labuan IBFC to compete with other renowned IOFCs.40 

However it is balanced with prudential requirements in line with accepted international 

regulatory standards and best practices. Furthermore, the laws also place emphasis on the 

secrecy and confidentiality rules. However, the laws are subject to certain exceptions. For 

example, disclosure of confidential information can be made by a court order. This suggests 

that the government of Malaysia is not prepared to allow bank secrecy to be manipulated 

for criminal purposes. More importantly, it demonstrates the availability of the Labuan 

IBFC only to legitimate customers and businesses. 

5.5.2 Labuan Offshore Financial Service Authority 

In 1996, the Labuan Offshore Financial Service Authority (LOFSA) was established with 

the responsibility of spearheading and coordinating the development of Labuan as an IBFC. 

It also acts as the single supervisory authority responsible for administering and enforcing 

the legislation in the Labuan IBFC. In carrying out its supervisory role, LOFSA adopts a 

risk-based supervisory framework. Under this framework, the supervisory activities 

continue to require off-site surveillance and on-site examination, including formal and 

informal prudential discussions. The main thrust of this framework is to identify and assess 

key risks encountered by the offshore financial institutions and their capacity to mitigate 

                                                 
39 LOFSA Annual Report 2004, 26. 
40 Nik Norzrul Thani, Legal Aspects of the Malaysia Financial System (2001) 240. 
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and manage those risks.41 This approach is in line with the Basel II framework which was 

introduced in 2004 by the Basel Committee on Banking Supervision. This approach is 

critical to ensure safe and sound financial systems without undermining the financial 

institutions’ progress.  

The functions and powers of LOFSA are prescribed under the Labuan Offshore Financial 

Services Authority Act 1996 (LOFSA Act). Section 4(1) of the Act sets out the statutory 

functions of LOFSA as follows: 

(a) To administer, enforce, carry out and give effect to the provisions of the laws and 

regulations relating to offshore financial services in Labuan. 

(b) To exercise, discharge and perform the powers, duties and functions imposed by 

the laws and regulations of Malaysia applicable to Labuan. 

(c) To ensure that offshore financial transactions are conducted in accordance with 

such laws and regulations and to preserve the good reputation of Labuan as an 

IBFC. 

(d) To carry out research and commission studies on offshore financial services in 

Labuan. 

(e) To make recommendations for the creation and improvement of any facility to 

enhance the attraction of Labuan as IBFC. 

(f) To cooperate with offshore financial institutions and professional and industry 

associations in Labuan and foster high standards of offshore financial services in 

Labuan. 

(g) To advise the Government on matters relating to offshore financial services in 

Labuan. 

In performing its functions, LOFSA is empowered to investigate, to collect information and 

to divulge such information. Section 28D of the LOFSA Act empowers LOFSA to appoint 

any of its officer or any other suitable person to be an investigating officer for the purpose 

of carrying out investigation of any offence under the Act or under any law relating to 

offshore financial services. Indeed, this power enables LOFSA to effectively enforce the 

                                                 
41 LOFSA Annual Report 2006, 58. 
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offshore legislation under its jurisdiction and to prevent the infiltration of illegal activities 

into offshore business. 

Section 28B provides that in exercising its supervisory functions under the LOFSA Act or 

under any other law relating to offshore financial services, LOFSA may require any 

financial institution or any corporation related to any financial institution, to submit to 

LOFSA any information which it deems necessary or expedient for the performance of its 

supervisory functions. However, LOFSA is not allowed to require any information which 

discloses the affairs, identity or account of the customer.42  

LOFSA is also allowed to disclose the submitted information to the relevant authority 

subject to certain requirements prescribed under the law.43 It has been argued that the 

inability of LOFSA to collect information regarding the affairs, identity or account of the 

customer could affect the ability of LOFSA to share such important information with 

foreign supervisory authorities.44 As such, this shortcoming needs to be reviewed by 

LOFSA. 

Furthermore, section 28B(5) empowers LOFSA to request the submission of any 

information relating to the affairs, identity or account of a customer of offshore financial 

institution or corporation and may disclose such information to the domestic law 

enforcement agency or foreign supervisory authority, if LOFSA is satisfied, based on the 

available evidence that fraud or criminal offence has been or is likely to be committed. 

However, it must be noted that the secrecy and confidentiality of the submitted information 

must be preserved.45 Any person who fails to keep such information secret could be guilty 

of an offence and the person could be liable to RM500,000 fine or six months 

imprisonment or both.46 

                                                 
42 Labuan Offshore Financial Services Authority Act 1996, s 28B(1). 
43 Labuan Offshore Financial Services Authority Act 1996, s 28B(2). 
44 International Monetary Fund, Labuan, Malaysia: Assessment of the Supervision and Regulation of the 
Financial Sector-Review of Financial Sector Regulation and Supervision, December 2004, 22. 
Available at http://www.imf.org/external/pubs/ft/scr/2004/cr0439.pdf  (22 May 2006). 
45 Labuan Offshore Financial Services Authority Act 1996, s 28B(6). 
46 Labuan Offshore Financial Services Authority Act 1996, s 28B(11). 
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It appears that LOFSA has recognised the importance of maintaining secrecy rule as this is 

one of the key feature of offshore financial centre. However, when disclosure of the 

confidential information is necessary, especially when there are elements of crime and 

fraud available, the secrecy rule will be lifted. Indeed this approach has manifested the 

transparency of the Labuan IBFC. Generally, it can be seen that the LOFSA Act provides 

adequate authority for LOFSA to supervise prudentially the offshore financial institutions 

in Labuan.  

 

5.5.3 Offshore Banks in Labuan 

Offshore banks are at the heart of any OFC, including the Labuan IBFC. As at April 2007, 

there were 53 offshore banks, including investment banks operating in Labuan IBFC. Of 

the total, 15 were Malaysian-owned banks and 39 were foreign-owned banks.47 The 

Offshore Banking Act 1990 (OBA) creates the legislative framework for the licensing and 

regulation of offshore banking business in Labuan. In addition to OBA, the offshore banks 

which are offshore companies or foreign offshore companies are subject to the 

requirements of the Offshore Companies Act 1990. The Banking and Financial Institutions 

Act 1989 (BAFIA) which regulates the onshore banks in Malaysia does not apply to 

offshore banks operating in Labuan.48 

Under section 2(1) of OBA, an offshore bank means ‘a person who carries on offshore 

banking business or offshore investment banking business.’49 Offshore banking business 

means any business of receiving deposits and providing credit facilities, offshore 

investment banking service, Islamic banking business or such other business activities as 

LOFSA may specify with the approval by the Minister of Finance.50 In 2000, changes were 

made to the definition of offshore banking business to include offshore leasing, factoring 

and credit token activities. Furthermore, section 23G was introduced to allow the operation 

of electronic funds transfer systems in, from, or through Labuan. If an offshore bank wants 

                                                 
47 LOFSA Annual Report 2006, 36. 
48 Offshore Banking Act 1990, s 30. 
49 Offshore Banking Act 1990, s 2(1). 
50 Offshore Banking Act 1990, s 2(1). 
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to operate such a system, it is required to submit the details of the proposed system to 

LOFSA for approval. This measure is critical for ensuring that the system is not be abused 

for criminal purposes. 

Under section 4 of OBA in order to undertake an offshore banking business in Labuan, a 

company must be incorporated as an offshore company or a foreign offshore company 

under the Offshore Companies Act 1990, or it must be a Malaysian bank and holds a valid 

licence to carry on such business. An application for the licence can be made by, or on 

behalf of the applicant, to the Minister of Finance through LOFSA.51  Section 5(2) of OBA 

specifies the necessary information and documents which are required to be submitted by 

the applicant such as the applicant’s profile, constituent documents, particulars of directors 

and officers and financial statements. It also requires a guarantee and an undertaking by the 

applicant that: 

(i) The applicant shall comply with the financial obligations and requirements imposed 

under OBA and shall meet the applicant’s liabilities in respect of its offshore banking 

business in, from and through Labuan; 

(ii)   Where the applicant is an offshore company, no participant of the applicant who holds 

ten percent or more of the paid up capital of the applicant shall be changed without 

the prior written approval of LOFSA and where the applicant is a foreign offshore 

company, that it shall promptly notify the LOFSA of any change of its participants 

who hold ten percent or more of its paid-up capital; and 

(iii) Every director or the chief executive officer of the applicant responsible for the 

management of its offshore banking business in Labuan shall be a fit and proper 

person and the appointment of such director or chief executive officer shall only be 

made after consultation with the LOFSA. 

Approval of the licence shall not be granted unless the offshore bank has a minimum paid-

up capital and reserves of ten million ringgit or its equivalent in any other currency.52 It is 

                                                 
51 Offshore Banking Act 1990, s 5(1). 
52 Offshore Banking Act 1990, s 11. 
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important to note that the licence granted is not transferable to any other person and shall 

remain in force until it is surrendered or revoked by the Minister of Finance.53  By virtue of 

section 8(1) of OBA, the Minister of Finance may, upon the recommendation of LOFSA, 

revoke the licence of the offshore bank if it contravenes any provisions of the OBA or any 

written law, or provide the LOFSA with false or misleading information or fails to honour 

any guarantee or undertaking as prescribed by the Act.  

In summary, to be eligible for an offshore banking licence, an applicant bank must meet the 

following criteria:54 

 the applicant must be a bank or financial institution; 

 it must possess sound track record; 

 it must be accorded a good credit rating by acceptable rating agencies; 

 it must be supervised by a competent regulatory authority; and 

 it must conform to generally accepted standards of international banking. 

It is clear that the requirements of licensing reflect the commitment of the Malaysian 

government to prevent the existence of a rogue bank and to ensure that only well 

established banks of international standing are allowed to do business in Labuan IBFC. The 

requirement that the banks must be well-regulated by their home countries would reduce 

the risk of criminal activity at offshore banks in Labuan. More importantly, the strict 

requirements on bank directors would hinder the existence of nominee directors. It has been 

recognized that nominee directors is one of the tools used by criminals to disguise their 

identity in avoiding detection from law enforcement authorities. Indeed, the strict 

requirements of licensing have had considerable success in ensuring that offshore banks in 

Labuan are limited to top-notch financial institutions and genuine investors.55 

The legislation also imposes certain restrictions on offshore banking. Under section 14 of 

OBA, an offshore bank is prohibited from carrying on offshore banking business in, from, 

or through, any place in Malaysia other than Labuan. If the offshore bank is an offshore 

                                                 
53 Offshore Banking Act 1990, s 6(6). 
54 LOFSA, Guidelines on Entry Criteria for Offshore Bank in Labuan 2001, para II. 
55 Jason Abbott, above n 35, 166. 
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company, it is also prohibited from opening any office or establishing any subsidiary in 

Labuan or outside Malaysia except with the consent of LOFSA. Clearly, OBA requires an 

offshore bank to maintain a physical presence in Labuan. This provision is a welcome one 

as it could prevent shell banks from setting up operations in Labuan IBFC.  

Section 15 (1) of OBA specifies that an offshore bank is not permitted to accept any monies 

on deposit, or on loan, which is repayable on demand by cheque, draft, order or any other 

instrument drawn by the depositor on the licensed offshore bank. This prohibition was 

imposed to avoid the need to set up a cheque-clearing facility for cheques issued in foreign 

currencies from such current accounts. An offshore bank is also prohibited from opening an 

account for a customer whose identity is not known to the bank.56 This reflects the adoption 

of the ‘Know Your Customer Policy’ issued by the Basle Committee on Banking 

Regulations and Supervisory Practices. More importantly, it suggests that even prior to the 

enactment of AMLATFA, LOFSA has imposed anti-money laundering measures on the 

offshore banks.  

Section 20 of OBA disallows any dealing by an offshore bank in Malaysian currency. This 

requirement was reaffirmed in Megah Sakti Sdn. Bhd v Oversea-Chinese Banking 

Corporation Limited.57 Here, the defendant bank granted a loan secured by a personal 

guarantee and a charge. When the borrower defaulted in payment, the defendant bank filed 

an action against the borrower and the guarantor for recovery of the loan. The defendant 

bank had obtained an order for the sale of the charged land. However, the plaintiff brought 

an action against the defendant bank for a declaration that the charge executed by the 

plaintiff was null and void on the ground that the charge document was registered as a 

security in a foreign currency. The court dismissed the plaintiff’s claim and held that 

because the defendant bank was an offshore bank, it was governed by OBA. Section 20 of 

OBA clearly prohibits any dealing by the defendant bank in Malaysian currency. Therefore, 

when the charge document was registered as a security in a foreign currency, it was in due 

compliance with section 20 of OBA.  

                                                 
56 Offshore Banking Act 1990, s 15(2). 
57 [2005] 1 LNS 375. 
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Part III of OBA deals with duties of offshore banks in Labuan IBFC. An offshore bank is 

required to have its account audited annually by an approved auditor. The auditor must 

submit the audit report together with comments on the accounting system and controls of 

the offshore bank to its shareholders and to LOFSA.58 Besides, an offshore bank must 

submit its financial statements and information on its assets and liabilities to LOFSA.59 

Inspection of such information may be carried out by LOFSA, or the bank’s home 

monetary authority, provided that the secrecy of such information is always preserved. 

Part IV of OBA deals with the secrecy rule. Section 21 states that nothing in the Act shall 

authorize the Minister of Finance to direct the LOFSA to inquire specifically into the 

identity, accounts and affairs of the customer of an offshore bank. Besides, section 22(1) of 

OBA prohibits the director or officer of an offshore bank or LOFSA from disclosing 

information relating to the affairs or account of any customer of an offshore bank. As 

already mentioned, the secrecy rule will also be applicable to LOFSA or the relevant 

foreign supervisory authority when they examine or inspect the submitted information or 

documents for the purpose of verifying such information under sections 17 and 18 of 

OBA.60  

 

OBA also specifies that section 7 of the Banker’s Book (Evidence) Act 1949 is not 

applicable to the offshore banks.61 The section empowers the Court to order the inspection 

of banker’s book for the purpose of a legal proceeding. The term ‘banker’s book’ includes 

ledgers, day book, cash book, account book and other books used in the ordinary business 

of the bank.62 This is evidence to suggest that the identities, accounts and affairs of the 

customers of the offshore bank cannot be revealed even for the purpose of legal 

proceedings.  

  

However, disclosures of such information are permitted in the following circumstances: 

                                                 
58 Offshore Banking Act 1990, s 16. 
59 Offshore Banking Act 1990, ss 17, 18. 
60 Offshore Banking Act 1990, s 23. 
61 Offshore Banking Act 1990, s 22(6). 
62 Banker’s Books (Evidence) Act 1949, s 2. 
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(a) Where the customer or his personal representative has authorized the offshore bank in 

writing to disclose.63 

(b) Where the disclosure is required under an order of the High Court made upon the 

application by the following parties:64 

(i) an interested party, where the customer is deceased or has been declared 

bankrupt, or if the customer is a corporation, it is being wound up, in or outside 

Malaysia; 

 (ii) any public officer, in the course of an investigation of any offence; or 

(iii)LOFSA, supported by a certificate under the hand of the Minister charged with 

the responsibility for internal security certifying that the disclosure is in the 

interest of the Internal Security of Malaysia. 

 

It appears that the secrecy rule provided under OBA is not absolute. Disclosure of 

confidential information can be made with the consent of the customer or by a court order 

arising from an authorized investigation.  

 

The provisions governing the business of offshore banks are generally less stringent when 

compared to those regulations imposed on onshore banks under BAFIA. This is because the 

government of Malaysia recognises the need to dichotomise the offshore banking system 

from the onshore banking system.  

 

The punishment imposed on any offshore banks that is found to be in breach of the 

applicable guidelines is severe. For instance, in 2005, LOFSA revoked the offshore 

investment banking licence granted to the Swift Investment Bank for non-compliance of the 

Guidelines on Investment Banking Business. This is evidence that only genuine and 

legitimate offshore banks will be allowed to do business in Labuan IBFC. 

 

 

 

 
                                                 
63 Offshore Banking Act 1990, s 22(3). 
64 Offshore Banking Act 1990, s 22(4). 
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5.5.4 Development of Anti-Money Laundering Measures in Labuan IBFC 

 

As already noted, the offshore sector has different regulations for the establishment and 

operation of financial services. However, with regards to the fight against money 

laundering and terrorism financing activities, there appears to be little difference. The 

offshore sector is also governed by AMLATFA and MACMA. The guidelines issued by 

LOFSA are similar if not identical to those issued by BNM for onshore banks. So much of 

what will be discussed in the following sections will repeat what has been said in the 

previous chapter. However, it is felt that for the sake of completeness, it is necessary to set 

out the anti-money laundering measures that apply to offshore banks in Labuan IBFC. But 

before doing that it would be useful to provide some background information on the 

development of anti-money laundering measures in Labuan IBFC. 

 

Labuan IBFC was assessed by IMF under the Offshore Financial Centres Assessment 

Programme in 2002. The assessment was based on Labuan IBFC’s compliance with the 

anti-money laundering measures, Basel Core Principles for Effective Supervision of the 

offshore banking industry and other relevant international standards. Labuan IBFC received 

a generally positive assessment and was praised for providing a structured supervisory 

framework for offshore financial institutions.65  

 

As a result of recommendations made by IMF, LOFSA issued in 2002 the ‘Supplementary 

Notes to GP9: Guidelines on Money Laundering and Know Your Customer Policy’ to 

Labuan offshore banks which advocated as a minimum implementation of the ‘Know Your 

Customer Policy’. In 2003 Part IV of AMLATFA was invoked on the offshore financial 

institutions.66 Part IV deals with the obligations of the regulated institutions to identify and 

verify customers, report suspicious transactions, keep record and establish compliance 

programme as require by AMLATFA. In line with APG’s recommendations, LOFSA 

issued ‘Guidelines on Minimum Requirements of Trust Companies’ in 2004 to improve the 

supervision of trust companies in Labuan IBFC. The guidelines cover, inter alia, the 

                                                 
65 LOFSA Annual Report 2004, 26. 
66 LOFSA Annual Report 2003, 25. 
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governance standards, management, supervision and controls, rules and regulations as well 

as the duties and responsibilities of trust companies in carrying out their activities.67  

 

In 2005, LOFSA introduced additional guidelines for the insurance and insurance-related 

companies. They included ‘Guidelines on Minimum Requirements for  Management Office 

of Offshore Insurance and Insurance-related Companies’; ‘Prudential Framework of 

Corporate Governance for Offshore Insurance and Insurance-related Companies’ and 

‘Guidelines on Anti-Money Laundering Measures for Offshore Insurance and Insurance-

related Companies’. These guidelines are critical for ensuring that the maintenance of high 

standards of probity, professionalism and business conduct of such companies.68 

 

To ensure more effective measures against money laundering, LOFSA established the Anti-

Money Laundering Unit (AMLU) in LOFSA in 2005. AMLU is responsible for ensuring 

that the offshore financial institutions comply with AMLATFA and monitor all suspicious 

transaction reports made by such institutions. AMLU is also responsible for reviewing the 

adequacy of anti-money laundering and anti-terrorism financing measures undertaken by 

offshore financial institutions in Labuan. In this respect, AMLU will maintain a close 

liaison with the Financial Intelligence Unit (FIU) in Bank Negara Malaysia (BNM).69 It 

appears that the reporting institutions are required to comply with dual reporting 

requirement, i.e. to AMLU in LOFSA and FIU in BNM. 

 

Anti-money laundering measures in Labuan were further enhanced in 2006 with the 

introduction of ’Standard Guidelines on Anti-Money Laundering and Counter Financing of 

Terrorism’ (AML/CFT); ‘AML/CFT Sectoral Guidelines 1 for Offshore Financial 

Institutions Licensed or Registered under Offshore Banking Act 1990’; ‘AML/CFT 

Sectoral Guidelines 2 for Offshore Insurance and Insurance-related Companies’ and 

‘AML/CFT Sectoral Guidelines 3 for Capital Market Industries’.70 These Guidelines 

require the reporting entities to have a framework that provide transparent policies and 

                                                 
67 LOFSA Annual Report 2004, 27. 
68 LOFSA Annual Report 2005, 47. 
69 LOFSA Annual Report 2006, 61. 
70 Ibid 59. 
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procedures for the implementation and enforcement of effective AML/CFT measures. It 

can be said that these latest guidelines provide LOFSA with more effective tools to combat 

money laundering and terrorism financing activities in Labuan IBFC. 

 

It appears that much has been done by LOFSA to ensure that the integrity of Labuan IBFC 

is not tarnished by money laundering and terrorism financing activities. This reflects the 

commitment of Malaysian government to ensuring that Labuan IBFC develops as an OFC 

with a reputation for quality and integrity. 

  

5.5.5 Anti-Money Laundering Measures in Labuan IBFC 

 

Offshore banks in Labuan IBFC are subject to three important sets of anti-money 

laundering guidelines. The first set of guidelines is the ‘Supplementary Notes on 

BNM/GP9’ which were issued in 2002. They are meant to complement the measures 

prescribed under the BNM/GP9 and are considered an integral part of the BNM/GP9. They 

represent the minimum requirements to be observed by the offshore banks. LOFSA 

encourages the banks to adopt more stringent policies as practiced in their home countries. 

The guidelines can be divided into four important categories, namely; customer acceptance 

policy; customer identification; on-going monitoring of high risk accounts and risk 

management. It appears that the guidelines adopt the principles relating to customer due 

diligence issued by Basel Committee on Banking Supervision in 2001. 

 

The second and third sets of guidelines are the ‘Standard Guidelines on Anti-Money 

Laundering and Counter Financing of Terrorism (AML/CFT)’ and the ‘Sectoral Guidelines 

1 on AML/CFT’ both of which were issued in 2006. These guidelines were issued to 

complement the BNM/GP9 and the Supplementary Notes on GP9. It appears that the 

Standard Guidelines and the Sectoral Guidelines 1 are more comprehensive and in line with 

the revised 40 Recommendations and Nine Special Recommendations issued by FATF. 

 

The Standard Guidelines provide wide-ranging AML/CTF procedures to be followed by the 

offshore financial institutions in Labuan IBFC. These include customer acceptance policy, 
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customer due diligence, record keeping, on-going monitoring, suspicious transaction 

reporting, counter financing of terrorism and AML/CFT compliance programme.  

 

The Sectoral Guidelines 1 on AML/CFT was specifically designed for the offshore banks. 

The guidelines were formulated to supplement the requirements of the ‘Standard 

Guidelines on AML/CFT’. The guidelines address the requirements to be complied by the 

offshore banks in Labuan IBFC to effectively counter money laundering and terrorism 

financing activities. The guidelines are incomplete on their own and must be read together 

with the Standard Guidelines on AML/CFT. It should be noted that if there are any 

inconsistencies in these guidelines, the provisions of the Sectoral Guidelines 1 shall prevail. 

 

By virtue of section 4(5) of LOFSA Act, all three sets of guidelines have legal effect. 

Therefore, any offshore bank that fails to comply with the requirements could be liable as 

follows: 

(a) in the case of an individual person, he or she could be liable to a fine not 

exceeding RM250,000 and for a continuing offence, to a fine not exceeding 

RM2,500 for every day during which the offence continues after conviction; or 

(b) in the case of a body corporate or partnership, the bank could be liable to a fine 

not exceeding RM500,000 and for a continuing offence, to a fine not exceeding 

RM5,000 for every day during which the offence continues after conviction. 

 

5.6 AML/CTF Obligations of the Offshore Banks  

 

With the implementation of AMLATFA, offshore banks in Labuan IBFC are now subject 

to the Act and are required to satisfy the AML/CTF obligations under Part IV which were 

invoked on offshore entities in 15 April 2003. The AML/CTF obligations include the 

obligations relating to customer identification and verification (section 16); record keeping 

(sections 13 and 17); reporting cash transactions and suspicious transactions (section 14) 

and compliance programme (section 19). Besides, the offshore banks must also comply 
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with the Standard Guidelines on Anti-Money Laundering and Counter Financing of 

Terrorism (AML/CFT) as well as the Sectoral Guidelines 1 on AML/CFT. 

 

 

5.6.1 Customer Identification and Due Diligence 

  

Section 16 of AMLATFA requires offshore banks to put in place adequate identification 

and due diligence controls on new and existing customers so that they know their 

customers as well as their customers’ business. This is considered a key element for 

managing the risks of money laundering and terrorism financing in the banking systems. 

Under the Supplementary Notes on GP9, a customer includes: 

…any person or entity that keeps an account with a bank and any person or entity on whose 

behalf an account is maintained, as well as beneficiaries of transactions conducted by 

professional intermediaries. A customer should also include an account holder, the beneficial 

owner of an account, the beneficiary of a trust, an investment fund, a pension fund or a 

company whose assets are managed by an asset manager, or the grantor of a trust.71 

 

Therefore, offshore banks are required to identify and verify the identity of the account 

holder, the identity of the person in whose name the transaction is conducted as well as the 

identity of the beneficiary of the transaction. Customer identification and due diligence 

controls must include customer acceptance policy; customer due diligence procedures and 

on-going monitoring of high risk accounts. 

 

 

Customer acceptance policy 

Before establishing a banking relationship with its customer, an offshore bank must 

develop clear customer acceptance policies.72 For this reason, an offshore bank should 

create a risk profile of its customer. This is critical for identifying the type of customer and 

the risks associated with the customer. In creating the risk profile, an offshore bank should 

consider the origin of the customer and location of business; background of the customer; 

                                                 
71 The Supplementary Notes on GP9, para II(a). 
72 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 4. 
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nature of the customer’s business; structure or ownership for a corporate customer and any 

other information suggesting that the customer is of higher risk.73 The profile should be 

reviewed and updated regularly, especially when there are changes in the employment or 

nature of business of the customer.74 

 

Customer due diligence procedures 

Customer due diligence procedures is vital for obtaining satisfactory evidence as regards to 

the identity and the legal existence of the customer. It may be defined as a process to 

identify and verify the customer; identify and verify beneficial ownership and control of the 

transaction; obtain information on the purpose and intended nature of the banking 

relationship; and conduct on-going due diligence and scrutiny in ensuring the information 

provided is updated and relevant.75 If a customer fails to comply with the due diligence 

requirements, an offshore bank should not commence any banking relationship with, or 

perform any transaction for, the customer. In the case of an existing customer, the bank 

should terminate the relationship and consider lodging a suspicious transaction report to the 

Anti-Money Laundering Unit of LOFSA (AMLU). 

 

In general, the extent of the information required depends on the risks associated with the 

customer; type of transaction undertaken and type of service or products involved.76 

Enhanced due diligence is required for higher risk categories of customers, business 

relationship or transactions. Examples of higher risk categories may include high net worth 

individuals; non-resident customers; customers from locations known for its high crime rate 

and NCCTs, Politically Exposed Persons; legal arrangements that are complex; cash based 

businesses and unregulated industry.77 Since customers of offshore banks are likely to be 

non-residents of the OFC, it appears that bank must conduct enhanced due diligence for all 

their customers.  

 

                                                 
73 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 4.2. 
74 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para 3.1. 
75 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.1.3. 
76 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para 4.1. 
77 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.10. 
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However, offshore banks are allowed to apply simplified due diligence measures where 

there are low risks of money laundering and terrorism financing, for example where 

information on the identity of the customers and their beneficial owners is publicly 

available, or where adequate checks and controls exist elsewhere in national systems.78 

However, simplified due diligence measures are not acceptable whenever there is suspicion 

of money laundering or terrorism financing or when a specific higher risk scenario arises. 

 

It would be worthwhile to mention the customer due diligence procedures prescribed by the 

AML/CFT Guidelines. 

  

a) Individual Customers 

In conducting due diligence on an individual customer, an offshore bank should obtain 

the customer’s full name, his or her identity card or passport number, permanent and 

mailing address, date of birth, nationality, occupation, name of employer and contact 

number. An offshore bank must ensure that the customer provide the original 

documents and gives a copy of his or her NRIC or passport to be kept by the bank.79 

 

b) Corporate Customers 

For corporate customer or business, an offshore bank must obtain the customer’s 

constituents documents such as memorandum, article, certificate of incorporation; 

identification documents of directors, shareholders or partners; authorisation for any 

person to represent the company or business and identification document of the person 

authorised to represent the company or business in its dealing with the offshore bank.80 

It is pertinent to note that if the corporate customer is a public company which is 

subjected to regulatory disclosure with the relevant authorities, it would not be 

necessary for an offshore bank to identify or verify the identity of any shareholders.81  

 

 

                                                 
78 Financial Action Task Force on Money Laundering, The Forty Recommendations: Essential Criteria and 
Additional Elements, 14. 
79 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para 4.2. 
80 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.3. 
81 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.3.4. 
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c) Counter-Party 

The performance of identification procedures for customers can be time consuming. As 

such, an offshore bank may rely on the procedures undertaken by an introducer or 

counter-party.82 However, the bank must satisfy itself that its counter-party is properly 

regulated and supervised. An offshore bank must also ensure that its counter-party’s 

customer due diligence process is adequate and reliable. As such, the bank must obtain 

a written undertaking from its counter-party confirming that it has conducted customer 

due diligence in accordance with the international accepted standards.83 It must be 

remembered that relying on the due diligence conducted by its counter-party, does not 

in any way remove the ultimate responsibility of the offshore bank to know its 

customers and their business.  

 

d) Wire Transfer 

It is widely accepted that wire transfers are a fast and efficient way of moving funds for 

money laundering and terrorism purposes. Complicated wire transfers will hinder law 

enforcement detection because they create complex and confusing trails of financial 

transactions.  For this reason, LOFSA requires offshore banks to pay serious attention 

to this matter of concern.  

 

When an offshore bank is the ordering institution in a wire transfer, it should obtain as a 

minimum the following information on the originator’s name, nationality, passport 

number, account number and address. The information must be transmitted in the wire 

transfer message.84 Transactions that contain full information of the originator could 

assist beneficiary financial institutions to identify potentially suspicious transactions.85 

 

When facilitating or acting as intermediary to a wire transfer transaction, LOFSA 

requires an offshore bank to ensure that the accompanying originator’s information is 

retained with the wire transfer. If the bank is a beneficiary institution, it should adopt an 

                                                 
82 The onshore banks are also allowed to do the same. The similar procedures are provided under para 4.3 of 
the AML/CFT Sectoral Guidelines 1 for Banking and Financial Institutions. 
83 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para 4.3. 
84 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para 4.4. 
85 FATF, Report on Money Laundering Typologies 2003-2004, 6. 
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effective risk-based approach to identifying any wire transfer with incomplete 

originator’s information. An offshore bank should also check the particulars of a higher 

risk customer by considering the name of the beneficiary, destination and the amount of 

wire transfer. If the transfer does not appear to be consistent with the usual business or 

activity of the customer, he or she should be asked to provide further explanation of the 

nature of the wire transfer.86 

 

e) Beneficiary Account 

According to the AML/CFT Sectoral Guidelines 1, beneficiary accounts include trust 

accounts, nominee accounts, fiduciary accounts, accounts opened for companies with 

nominee shareholders, accounts for mutual funds and fund managers, accounts for 

personal asset holding vehicles, pooled accounts, accounts opened by professional 

intermediaries and other relevant accounts.87 It is generally recognised that beneficiary 

accounts have been used by criminals to avoid customer identification procedures. As 

such, LOFSA requires the offshore banks to identify whether the customer is acting on 

behalf of another as trustee, nominee or other intermediary. 

 

Identification procedures for beneficiary accounts should be performed on the 

beneficiaries and the agents or entities acting on behalf of the beneficiaries. Verification 

must be done to ensure that the agents or entities are authorized to act on behalf of the 

beneficiaries. Identification process should be done on individual basis wherever 

possible.88 It should be noted that more rigorous customer identification and verification 

is required when the transactions involve trust, nominee or fiduciary accounts opened 

by professional intermediaries.89 This is vital for ensuring that such accounts are not be 

abused by criminals. 

 

 

 

                                                 
86 Ibid. 
87 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para 4. 
88 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para 4.5. 
89 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.1.7. 
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f) Politically Exposed Persons (PEPs) 

PEPs may be defined as foreign individuals being, or who have been, entrusted with 

prominent public functions, such as heads of state or government, senior politicians, 

senior government officials, judicial or military officials and senior executives of public 

organisations.90 It is evident that in countries where corruption is widespread, PEPs 

may abuse their public powers for their own illicit enrichment, through the receipt of 

bribes, illegal kickbacks and other directly corruption-related profits. Besides, it was 

revealed that PEPs have also been involved in embezzlement, tax fraud and organised 

crime activities.91 It should be emphasized that if an offshore bank is found accepting or 

managing funds from corrupt PEPs, it will affect its reputation and will undermine the 

public confidence in the ethical standards of the offshore bank. 

 

As such, LOFSA requires an offshore bank to identify whether or not its customer is a 

PEP by gathering sufficient information from the customer and through publicly 

available information. Once a PEP is identified, the offshore bank should take 

appropriate measures to establish the source of wealth and funds of such person. The 

offshore bank should also monitor accounts which are connected to the PEP to detect 

any discrepancies in their transactions or accounts.92 Further, the offshore bank should 

also monitor the banking relationship with family members or close associates of the 

PEP93 because PEPs often use intermediaries to conduct financial business on their 

behalf.  

 

g) Clubs, Societies and Charities  

Clubs, societies and charities can also be misused in a variety of ways for terrorism 

purposes. For instance, they can be used to raise terrorist funds as well as to transfer 

funds from one location to another.94 As such, LOFSA requires offshore banks to be 

vigilant when dealing with such customers. 

 

                                                 
90 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.9.1. 
91 FATF, Report on Money Laundering Typologies 2003-2004, 19. 
92 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para 4.6. 
93 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.9.6. 
94 FATF, Report on Money Laundering Typologies 2003-2004 (2004) 8. 
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In conducting customer due diligence on a club, society or charity, an offshore bank 

should require such an organization to provide the relevant constituent documents 

including the certificate of registration and the identification of the office bearer and 

authorization for any person to represent the organization. Additionally, the bank 

should verify the identity of at least two signatories of the organization. Banks should 

also scrutinize the accounts of the organization in order to detect any discrepancies in 

its transactions or accounts. 

 

h) Shell Banks and Shell Companies 

Shell bank are banks incorporated in a country without a physical presence, while shell 

companies are companies that do not conduct any commercial activities, or do not have 

any form of commercial presence in a country. It has been recognised that shell banks 

and shell companies are among the most important tools in money laundering schemes. 

As a consequence, offshore banks in Labuan IBFC are not allowed to establish or 

conduct banking relationship with shell banks or shell companies. LOFSA requires that 

offshore banks identify and verify details of the directors, shareholders and authorised 

signatories of companies before establishing any banking relationship to ensure that the 

companies are not shell companies.95 

 

i) Private Banking 

LOFSA requires an offshore bank to initiate enhanced due diligence procedures when 

dealing with private banking services. A more stringent approval process must be 

adopted and acceptance of a customer for that service must be approved by the senior 

management of the offshore bank. Besides, the offshore bank must undertake an 

independent review of the conduct and development of such a banking relationship 

annually.96 

 

j) Correspondent Banking 

Enhanced due diligence is also required for correspondent banking relationships. An 

offshore bank should take the appropriate measures to ensure that the relationship is not 
                                                 
95 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para 4.10. 
96 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para 4.11. 
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exposed to money laundering or terrorist financing activities. Therefore, an offshore 

bank must capture and assess at the minimum, the relevant information of the 

respondent bank. This includes information on the board of directors and the 

management; business activities and products; applicable legislation, regulations and 

AML/CFT measures and control of the respondent bank.97 Approval for establishment 

or continuation of a correspondent banking relationship must be made at the senior 

management level of the offshore bank. Most importantly, the relationship with shell 

banks is absolutely prohibited.98 

 

Furthermore, where a correspondent banking relationship involves the maintenance of a 

‘payable-through-account’, the offshore bank must satisfy itself that the respondent 

bank has performed all the normal obligations on its customers  that have direct access 

to the accounts of the offshore bank and the respondent bank is able to provide relevant 

customer identification data upon request by the offshore bank.99 

 

k) Existing Customers 

LOFSA requires offshore banks to take the necessary measures to ensure that the 

records of existing customers remain updated and relevant. Regular reviews of the 

records should be conducted particularly when a significant transaction is to take place; 

there is a material change in the way the account is operated; the customer’s 

documentation standards change substantially or when it discovers that the information 

held on the customer is insufficient.100 

 

When a customer fails to comply with the customer due diligence requirements, the 

offshore bank should terminate the relationship and report it as a suspicious transaction 

to LOFSA and Bank Negara Malaysia. It is clear that with the implementation of 

AMLATFA, offshore banks have to adopt more rigorous procedures to identify and 

verify their customers.  

                                                 
97 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para4.13.2. 
98 The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para4.13.6. 
99The Sectoral Guidelines 1 on Anti-Money Laundering and  Counter Financing of Terrorism, para 4.13.7. 
100 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.11. 
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5.6.2 On-going Monitoring 

 

Offshore banks must also conduct on-going customer due diligence to examine and clarify 

the economic background and purpose of any transaction or business relationship that 

appears unusual or does not have any apparent economic purpose or when the legality of 

such transaction is not clear. This may involve complex transactions or higher risk 

customers.101 

 

For this purpose, offshore banks must ensure that they have adequate management 

information systems which can provide them with timely information needed to identify, 

analyse and effectively monitor the risk of money laundering and terrorist financing 

activities.102 

 

Offshore banks should also establish internal criteria or ‘red flags’ to detect suspicious 

transactions, and any transaction that matches the ‘red flags’ list should be subject to 

enhanced due diligence and on-going monitoring. It must be remembered that enhanced 

due diligence and on-going monitoring requirements are also applicable to business 

relationships and transactions with individuals, business, company and financial 

institutions from countries which have insufficient anti-money laundering and terrorism 

financing measures.103 

 

5.6.3 Record Keeping Requirement 

 

Offshore banks are required to maintain transactions records as provided under sections 13 

and 17 of AMLATFA. Therefore, offshore banks should keep all records and documents of 

transactions, particularly those obtained during customer due diligence procedures. The 

documents should be kept for at least six years after the transaction has been completed. 

                                                 
101  The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 7.1. 
102 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 7.2. 
103 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 7.3. 
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Additionally, the records must be retained beyond such period when it is subject to a money 

laundering investigation or prosecution.104 

 

LOFSA also requires the offshore banks to ensure that the retained documents and records 

are able to create an audit trail on individual transactions that are traceable by the law 

enforcement authorities for money laundering investigation purpose. Essentially, the 

records must contain the identities of the customer and beneficiary; the form of transaction; 

the instruction, origin and destination of fund transfers and the amount and type of 

currency.105 It is obvious that the record-keeping requirements could be burdensome 

especially in view of the large number of transactions in banking business.  

 

5.6.4 Reporting Requirements 

 

Under AMLATFA, all banks including offshore banks are required to make two types of 

reports: 

(a) Cash Transaction Report (CTR) 

(b) Suspicious Transaction Report (STR) 

 

a) Cash Transaction Report (CTR) 

 

Section 14(a) of AMLATFA requires offshore banks to lodge CTRs to the Financial 

Intelligence Unit (FIU) in Bank Negara Malaysia. Since 1 September 2006, offshore banks 

are required to report cash transactions of any person for the amount of RM50,000 and 

above in a day.106 It must be noted that CTRs also apply to the same-day multiple 

transactions. This is critical to prevent ‘smurfing’ or ‘structuring’ activities by money 

launderers. ‘Smurfing’ or ‘structuring’ refer to the techniques used by money launderers to 

break up a transaction into small transaction below the threshold amount to avoid 

detection.107  

                                                 
104 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 6.1. 
105 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 6.2. 
106 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, (Invocation of Part IV) Order 2006. 
107 In the United States and Australia, the threshold is $10,000 whereas in the United Kingdom the threshold is 
the European Standard of 15,000 Ecu. 
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b) Suspicious Transaction Report (STR) 

 

Section 14(b) of AMLATFA sets out the statutory obligation of offshore banks to report 

any suspicious transactions. When there is a reason to suspect any transaction as being 

related directly or indirectly to any of the serious offence, or foreign serious offence, an 

offshore bank has to file a STR to FIU and AMLU. Serious offences are prescribed in the 

Second Schedule of AMLATFA.108 Foreign serious offence means an offence against the 

law of a foreign state and that consists of or includes an act or activity which, if it had 

occurred in Malaysia, would have constituted a serious offence.109 The reporting should be 

conducted by the money laundering reporting officer of the bank (MLRO).110  

 

Information to be included in the STR would comprise information of the person 

conducting the transaction, information on the account holder or beneficiary of the 

transaction, details of the transaction and description of the suspicious transaction.111 

Failure to report any suspicious transaction is an offence and upon conviction, the person 

could be liable to a fine not exceeding RM100,000 or to imprisonment for a term not 

exceeding 6 months or both. If there is a continuing offence, a further fine not exceeding 

RM1,000 for each day the offence continues after conviction, can be imposed.112 

 

In ensuring the effectiveness of the STR mechanism and to avoid non-compliance, it is 

critical for the offshore banks to ensure that their employees know how to identify 

suspicious transactions and how to address such reports. In response to this concern, 

LOFSA requires offshore banks to establish an effective reporting mechanism by 

appointing at least one officer at senior management level to be the compliance officer 

responsible for the submission of STRs to FIU and AMLU. Initially, upon receiving any 

internal STRs, the compliance officer should evaluate the grounds for suspicion and if it is 

                                                 
108 In 2005, the number of predicate offences in the Second Schedule was increased from 168 to 185 serious 
offences from 27 pieces of legislation. 
109 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 3(1). 
110 Section 19(4) of AMLATFA requires reporting institutions to designate a MLRO, at management level in 
each branch and subsidiary. 
111 Bank Negara Malaysia, Anti-Money Laundering Measures in Malaysia ( 2005) 49. 
112 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 22(4). 
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confirmed, submits the STR to FIU and AMLU.113 In this respect, it is important for the 

compliance officer to have sufficient knowledge and training to assess these reports and 

lodge the genuine report to FIU and AMLU. 

 

LOFSA also requires offshore banks to undertake reasonable measures to establish 

sufficient training for the employees to identify suspicious transactions and to address the 

reports effectively.114 Proper training of staff would prevent the problems of mistaken 

reporting and defensive reporting. These kinds of reporting must be avoided because it 

could jeopardise innocent customers. Additionally, it could result in the enforcement 

agencies being inundated with reports and this could ultimately hinder the effective analysis 

of the information. 

 

Furthermore, LOFSA requires the offshore banks to ensure that the suspicious transaction 

reporting mechanism is operated in a secure environment to maintain customer 

confidentiality and secrecy.115 This is in line with section 79 of AMLATFA which requires 

the offshore banks and its employee to preserve the customer’s confidential information 

except when complying with the reporting obligations under the Act. Any person who 

contravenes this provision commits an offence and upon conviction, shall be liable to a fine 

not exceeding one million ringgit or to imprisonment for a term not exceeding one year or 

to both.  

 

It must be noted that the reporting of suspicious transactions under AMLATFA takes 

precedence over the banking secrecy rule. Section 20 of the Act provides protection for any 

breach of any duty under any written law to keep confidential the information that gives 

rise to the knowledge or suspicion of money laundering. Therefore, in complying with the 

reporting obligations under AMLATFA, an offshore bank and its employees will not be 

subject to the banking secrecy rule laid down in sections 22 of the Offshore Banking Act 

1990 and under common law.  

 

                                                 
113 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 8.2. 
114 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 8.4. 
115 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 8.2.8. 
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It must be remembered that suspicion is rather subjective and is not specifically defined in 

AMLATFA. It is generally accepted that unclear reasons for suspicion are among the 

issues faced by bankers in implementing the reporting requirement. According to Bank 

Negara Malaysia, suspicion should arise in the following circumstances:116 

i) When transactions conducted are out of character with the usual conduct of an 

account or profile of the customer; 

ii) When transactions do not make any economic sense; 

iii) When transactions are suspected to be related directly or indirectly to any of the 

serious offences listed in the Second Schedule of AMLATFA or foreign serious 

offences; 

iv) When customer is evasive or unwilling to provide information when requested. 

 

Besides, BNM/GP9 gives examples of suspicious transactions in its Appendix I. The 

examples are divided into the following categories, namely; Money Laundering Using Cash 

Transaction; Money Laundering Using Bank Accounts; Money Laundering Using 

Investment Related Transactions; Money Laundering by Off-shore International Activity; 

Money Laundering Involving Financial Institution Employees and Agents and Money 

Laundering by Secured and Unsecured Lending. It must be noted that these examples are 

inserted in Appendix I of the AML/CFT Sectoral Guidelines 1 issued by LOFSA. These 

examples are welcome because they can be very helpful to offshore banks’ employees in 

identifying transactions which are considered suspicious. 

 

It is important to note that when complying with their reporting obligations, offshore banks 

must ensure that they do not to tip-off their customers, as this will constitute an offence 

under section 35 of AMLATFA. Under section 35, where a banker knows or suspects that a 

report has been made to the law enforcement authorities, it is an offence for a banker to 

make any disclosure which is likely to prejudice any investigation which might be 

conducted following the making of the report. Upon conviction, a banker shall be liable to a 

                                                 
116 Bank Negara Malaysia, ‘Core Compliance Standards’ in AML/CFT Compliance Handbook (2005) 5. 
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fine not exceeding one million ringgit or to imprisonment for a term not exceeding one year 

or both.117  

 

 

5.6.5 Measures to Counter Terrorism Financing 

 

As pointed out earlier, AMLATFA was amended in 2003 to include the measures against 

terrorism financing. As a result, besides reporting suspicious flows of dirty money, offshore 

banks also have a responsibility to prevent the transfers of terrorist funds. LOFSA also 

requires banks to freeze the accounts of persons associated with Osama Bin Laden, the 

Taliban and the Al-Qaeda based on the UN Security Council Resolution (UNSCR) 1267. In 

ensuring efficient detection of suspected financing of terrorism, the offshore banks should 

maintain a database of names and particulars of terrorists, based on the list, and ensure that 

the database is updated, relevant and accessible.118 Additionally, the offshore banks must be 

aware of any current lists issued by the Minister of Internal Security. 

 

Terrorism financing is different from money laundering. Although to a certain extent, the 

funds for terrorism financing are derived from illegal sources, most of the time, the money 

originates from legitimate sources, such as private donations or charitable contributions. 

Besides, terrorist operations often require relatively little money, for example it was 

suggested that the September 11 attacks cost merely half a million dollars.119 The funds are 

therefore relatively easy to conceal and can easily escape detection. 

 

It has been argued that the traditional money laundering measures which focus on the 

detection of ‘dirty’ money at the placement stages is not relevant to detecting terrorism 

financing. This is because terrorism financing is intended to assist the commission of 

terrorism, which occurs at the final stage of the operation. Therefore, it is critical to identify 

the recipient of the funds, and only then the sponsor of the terrorism can be located.120 

                                                 
117 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 35(1). 
118 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 9. 
119 Canadian Centre for Intelligence and Security Studies, Terrorism Financing and Financial System 
Vulnerabilities: Issues and Challenges, (2006) 3 ITAC Presents, 5. 
120 Ibid. 
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However, given the speed and borderless nature of the current payment systems, detecting 

terrorist funds is not an easy task and this poses a major challenge to banks.   

 

Offshore banks and their employees are most affected by sections 130N and 130O of the 

Penal Code. Section 130N makes it an offence to provide or collect property for terrorist 

acts, and section 130O makes it an offence to provide financial services for terrorism 

purposes. In fact, both sections provide severe punishment, including death, for breach. As 

a result, the offshore banks must be aware of the risks that they face and this could provide 

an incentive for them to comply with the anti-terrorism financing obligations. 

 

5.6.6 AML/CTF Compliance Programme 

 

In order to comply with the reporting obligations under AMLATFA, offshore banks have to 

establish a compliance framework that meets the following criteria:121 

 Develop and implement internal programmes, policies, procedures and controls to 

guard against and detect any offence under AMLATFA; 

 Establish on-going employee training programs and instruct employees on their 

responsibilities; 

 Designate a compliance officer at management level in each branch and 

subsidiary, with responsibility for the anti-money laundering program; and,  

 Develop an independent audit function to check and test the effectiveness of the 

compliance program.  

 

a) Internal Policies, Procedures and Control 

Generally, it is the responsibility of the board of directors (BOD) of the offshore banks to 

establish internal programmes, policies, procedures and controls to detect money 

laundering and terrorist financing activities. These include the policies and procedures 

relating to customer acceptance policy; customer due diligence; record-keeping; on-going 

monitoring; reporting suspicious transactions and combating the terrorist financing. 

Furthermore, it is the duty of the senior management of the offshore banks to ensure the 

                                                 
121 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 19(2). 
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effective implementation of such measures.122 LOFSA requires the BOD of the offshore 

banks to review and assess the AML/CTF measures when there are any changes or 

development to their products and services, or to money laundering and terrorism financing 

trends. 

 

b) Staff Training and Awareness Programs 

The BOD and senior management of offshore banks must ensure that there is adequate 

AML/CTF training provided for their employees and must promote the employees’ 

awareness of their AML/CTF obligations. Generally, the training conducted should be 

appropriate to the level of employees’ responsibilities and the risks of money laundering 

and terrorist financing activities. Normally, priority should be given to the ‘front-line’ 

employees, officers in charge of processing new customers as well as employees 

responsible for monitoring transactions. More importantly, the employees must be made 

aware that they may be held personally liable for any failure to observe the AML/CTF 

requirements.123 

 

c) Compliance Officer 

The BOD of offshore banks should ensure that a compliance officer at head office and at 

each branch or subsidiary is appointed. Usually, the compliance officer acts as the reference 

point for AML/CTF matters, particularly with regards to the employees training and 

reporting of suspicious transactions.124 The roles and responsibilities of the compliance 

officer can be described as follows:125 

 To ensure that the offshore banks comply with AML/CTF requirements; 

 To ensure the implementation of AML/CTF policies; 

 To ensure that the AML/CTF measures are implemented effectively; 

 To assess AML/CTF mechanism regularly and address any changes in money 

laundering and terrorist financing trends; 

                                                 
122 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.1. 
123The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.4. 
124 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.3.1. 
125 The Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 10.3.3. 
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 To ensure that the channel of communication from the respective employees to 

the compliance officer is secured. 

 To ensure that all employees are aware of AML/CTF measures, particularly with 

regards to the policies, controls and channel of reporting; 

 To evaluate internal suspicious transactions reports before submit them to FIU 

and AMLU; and 

 To identify the money laundering and terrorist financing risks associated with new 

products or services or arising from the offshore bank’s operational changes. 

 

d) Independent Audit 

LOFSA allows the offshore banks to appoint an audit committee to assist their board of 

directors fulfil their responsibilities relating to regular independent audit of the internal 

AML/CTF measures of the offshore banks. Therefore, the audit committee must ensure the 

effectiveness of the internal audit function in assessing and evaluating AML/CTF measures 

and their compliance with AMLATFA and the relevant Guidelines. The committee must 

also assess whether AML/CTF measures are in line with the latest development and 

changes to the AML/CTF requirements.126 

 

AML/CTF measures undertaken by the offshore banks are based on the risk-based 

approach. The offshore banks must identify the money laundering and terrorism financing 

risks that are relevant to their business. Then the offshore banks must assess the risks 

associated with the type of customers, services and products involved. Further, the offshore 

banks must design and implement controls to manage and mitigate the risks effectively. It 

is believed that this framework would help to produce a more cost effective system as it 

focuses on the effort where it is needed and will have the most impact. Ultimately, the 

effectiveness of this approach greatly depends on the proper judgement of the management 

of the offshore banking institutions. 

 

 

 

                                                 
126 The Sectoral Guidelines 1 on Anti-Money Laundering and Counter Financing of Terrorism, para 7.1. 
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5.6.7 Effect of Non-Compliance with the AML/CTF Obligations 

 

If an offshore bank and its employees fail to comply with the AML/CTF obligations under 

AMLATFA, they will commit an offence under section 22(4) of the Act. Upon conviction, 

they could be liable for a fine not exceeding RM100,000 or be imprisoned for a term not 

exceeding 6 months or both. If there is a continuing offence, a further fine not exceeding 

RM1,000 can be imposed for each day the offence continues.  

 

Under section 86 of AMLATFA, any person who contravenes any provisions of 

AMLATFA or its regulations or any specification or requirement or any written order, 

direction, instruction or notice given under AMLATFA or its regulations, commits an 

offence and upon conviction, could be liable to a fine not exceeding RM250,000, if no 

penalty is expressly provided for the offence under AMLATFA or its regulations. 

 

An offshore bank is vicariously liable for its employee’s money laundering offence if it is 

carried out in the course of his or her employment under section 88(a) of AMLATFA. 

Furthermore, section 92 of AMLATFA empowers LOFSA to compound, with the consent 

of the Public Prosecutor, any offence under the AMLATFA or its regulations by accepting 

from the person reasonably suspected of having committed the offence such amount not 

exceeding fifty percent of the amount of the maximum fine for that offence, including the 

daily fine, if any, in the case of continuing offence. To make matters worse, upon conviction 

of an offence under the AMLATFA, LOFSA may revoke or suspend the offshore bank’s 

licence.127 

 

AMLATFA provides statutory protection for an offshore bank and its employee for 

complying with their obligations under the Act. Firstly, section 20 of AMLATFA provides 

protection for any breach of any duty under any written laws to keep confidential the 

information that gives rise to the knowledge or suspicion of money laundering and terrorist 

financing activities. As such, an offshore bank and its employees will not be subject to the 

secrecy rule under section 22 of the Offshore Banking Act 1990 and the common law. 

                                                 
127 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s21(2).  
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Secondly, an offshore bank and its employee are protected from any civil, criminal or 

disciplinary proceeding under section 24(1) of AMLATFA. Furthermore, section 24(1)(bb) 

states that the person is protected from any consequences that follow from the reporting. 

Thirdly, section 77(c) of AMLATFA protects the offshore bank and its employee from any 

proceedings when they lawfully acting in compliance with any direction, instruction or 

order from LOFSA or FIU or the relevant enforcement authorities. In other words, the 

offshore banks and their employees cannot be sued by customers for damages for breach of 

contract and defamation resulting from the discharge of their reporting obligations under the 

anti-money laundering law.  

 

5.7 Summary 

 

OFCs are more popularly known as financial centres which provide low taxation, light 

financial regulation, banking secrecy and anonymity. It is for these reasons that most 

businesses and investors continue to do business in OFCs. Unfortunately, these facilities 

also attract money launderers and financial crimes. In response to this problem, there are 

calls for OFCs to observe international standards and best practices on financial regulation 

and supervision as well as on information sharing in criminal matters.  Nowadays, OFCs 

are also obliged to implement anti-money laundering and anti-terrorism financing laws. It is 

believed that with the implementation of these laws criminals will find that hiding their 

illegal proceeds is not an easy task anymore.  

 

Malaysia has its own offshore financial centre known as Labuan IBFC which offers various 

innovative products and services, including offshore banking. The offshore banking 

institutions are governed by a set of laws which are considered less stringent than those 

governing onshore banks. However, sufficient safeguards have been imposed to ensure that 

the offshore banks are not open to abuse by any form of criminal activities. Even prior to 

the enactment of AML/CTF laws, offshore banks in Labuan IBFC have already taken steps 

to combat money laundering activities under the specific guidelines issued by LOFSA. 
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While the offshore and onshore banks have different regulations for the establishment and 

operation of their business, it appears that they are governed by the very similar AML/CTF 

laws. This can be considered a good approach given the negative perception that OFCs are 

commonly used to facilitate money laundering. More importantly, it will reflect the 

transparency of Labuan IBFC as a clean and reputable centre for international business.  

 

Like the onshore banks, it appears that the offshore banks will also face a significant 

challenge in complying with the AML/CTF obligations. Banks have to adopt new 

procedures to detect and deter money laundering and terrorism financing which are not 

only costly but also time-consuming. To make matters worse, severe punishment awaits 

those who fail to comply with the laws. Unfortunately, it can be said that this is the price to 

be paid given the risks posed by money laundering and terrorism financing to the banks and 

financial systems. 
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CHAPTER SIX 

THE IMPACT OF THE MALAYSIAN ANTI-MONEY LAUNDERING LAWS ON 

THE BANKS’ RELATIONSHIP WITH OUTSIDERS 

6.1 Introduction 

 

AML/CTF laws impose a number of obligations on banks such as customer identification 

and due diligence, reporting suspicious transactions, record keeping, appointment of 

compliance officers and AML/CTF training. It is clear from the findings in the previous 

chapters that compliance with these obligations can increase the costs and complexity of 

banking operations. In this chapter we will examine how compliance with these obligations 

can affect banks’ relationships with customers and other banks. For example, the obligation 

to report suspicious transactions can undermine customer trust. Similarly, the obligation to 

avoid tipping off a customer suspected of money laundering can expose the bank to liability 

as a constructive trustee.  The stringent rules relating to the establishment of correspondent 

banking relationships can curtail the ability of banks to expand their correspondent banking 

networks and overseas business. This chapter will explore how the AML/CTF laws have 

altered the way Malaysian banks deal with outsiders and the problems they face trying to 

strike a balance between discharging their legal obligations and servicing their customers. 

This chapter will deal with these issues in three areas, namely, banking secrecy, 

correspondent banking and constructive trusteeship. 

 

6.2 Inroads into Banking Secrecy 

It has been pointed out that the reporting of fraud against banks, the investigation of fraud 

and the tracing and confiscation of criminal proceeds have intruded into the principles of 

banking secrecy.1 The inroads into banking secrecy present serious threats to democracy, 

                                                 
1 Michael Levi, ‘Regulating Money Laundering: The Death of Bank Secrecy in the UK’ (1991) 31(2) British 
Journal of Criminology 109, 120. 
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and more importantly, to the traditional banker-customer relationship.2  Indeed, it puts 

banks in a difficult position, especially when the effectiveness of the AML laws in 

combating money laundering is still unclear.  

It is generally accepted that the fight against money laundering and terrorist financing is in 

conflict with the secrecy rule. Banking secrecy is a customer privilege whereas combating 

crime is critical for public safety and security. Indeed, achieving a proper balance is a 

desirable goal. But how do we go about achieving such a balance is a question encountered 

by many law enforcement authorities. Therefore, this section will examine the effect of 

disclosure under the Malaysian anti-money laundering laws on the traditional duty of banks 

to keep the customer’s information confidential. More importantly, it will also analyze 

whether the Malaysian laws provide a right balance between a duty to keep customer’s 

information secret and a duty to disclose such information in the fight against money 

laundering.  Before examining these issues, it would be worthwhile to review in general 

terms banking secrecy and its effect on money laundering.  

 

6.2.1 Nature of Banking Secrecy 

 

The duty of secrecy is an implied duty which arises from the contractual relationship 

between the banker and its customer. The general principle of this duty was laid down in 

the landmark English case, Tournier v National Provincial and Union Bank of England.3 

There the plaintiff who was a customer of the defendant bank, entered into an arrangement 

with the bank to repay the amount that he had withdrawn in installments. However, after 

three installments, he ceased to make any further payments.  Meanwhile, the plaintiff 

entered into a contract of employment with a particular company as a traveling salesman. 

The bank came across a cheque drawn by another customer of the bank in favour of the 

plaintiff, who instead of paying it into his own account indorsed it to a third person who 

had an account at another bank. On the return of the cheque to the defendant bank, the 

manager discovered that the cheque was from a bookmaker. The defendant bank disclosed 

                                                 
2 Paul Latimer, ‘Bank Secrecy in Australia: Terrorism Legislation as the New Exception to the Tournier Rule’ 
(2004) 8(1) Journal of Money Laundering Control 56, 65. 
3 [1924] 1 KB 461. 
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the information to the plaintiff’s employer who later refused to renew the plaintiff’s 

employment. The plaintiff brought an action against the bank for slander and for breach of 

contract. 

 

In his judgment, Bankes L.J. held that the bank had a contractual duty to keep the affairs of 

his customer confidential. However, the duty which was an implied term of the banking 

contract was not an absolute duty but a qualified one. The bank could in the following 

circumstances breach that duty:4 

 Where disclosure is under compulsion by law; 

 Where there is a duty to the public to disclose; 

 Where the interest of the bank requires disclosure; and 

 Where the disclosure is made by express or implied consent of the customer. 

 

The court also established that the duty of secrecy is not only confined to information 

derived from the state of the customer’s account but also information derived from other 

sources as a result of the banker and customer relationship. The duty arises from the 

commencement of the relationship and continues even after the relationship has ended.5 

 

It is widely accepted that banking secrecy is one of the cardinal principles of banking law. 

The commercial success of the banking business and the sanctity of the relationship 

between banker and customer are based on this principle.6 Banking secrecy ensures the 

safety and soundness of the banking system by preventing the disclosure of information 

which could weaken the public confidence in banks.7 It also protects banks and financial 

institutions in an environment of fluctuating trade and market pressure.8 According to 

Durcan and Riordan:9 

                                                 
4 Ibid 473. 
5 Ibid 485. 
6 Sarabdeen Jawahitha, ‘Banking Confidentiality- A Comparative Analysis of Malaysian Banking Statutes’ 
(2002) 17(3) Arab Law Quarterly 255, 255. 
7 Ibid. 
8 Carl Edward, ‘The Effects of Domestic Money Laundering Countermeasures on the Banker’s Duty of 
Confidentiality’ (1998) 13 Banking and Finance Law Review 25, 27. 
9 Laurie Durcan and Bruce K Riordan, ‘Banking Disclosures, Financial Privacy and the Public Interest’ 
(1987) 6 Annual Review of Banking Law 391, 391. 
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Confidentiality protects banking institutions from rapid or severe market reactions that could 

have dramatic impact on the financial system’s stability. The banking system, as an integral 

part of our society, is considered too sensitive to remain stable if subject to fluctuating market 

forces. Ultimately, the principle of confidentiality of financial records rests upon the 

commonly held notion that the banking business requires special treatment. 

 

From a customer’s perspective, banking secrecy may be viewed as a privilege that 

safeguards their financial information from being invaded by other parties.10 In fact, it is 

evident that this principle has already greatly assisted countless people who, for example, 

have become victims of dictatorial regimes.11 It has been argued that a bank has to preserve 

the duty of secrecy because the bank has a very detailed knowledge of its customer’s 

financial affairs.12  Although there are many advantages arising from the secrecy rule, it 

must be remembered that banking secrecy is also open to abuse. Criminals rely on it to 

launder their ill-gotten gain. For this reason, banking secrecy sometimes needs to be lifted 

to detect the criminals and their illicit profits, and more importantly to prevent the flow of 

criminal proceeds through the financial system. 

 

6.2.2  Role of Banking Secrecy in Money Laundering 

 

It is notable that criminals and money launderers have taken full advantage of banking 

secrecy to launder the proceeds of crime. In fact, for criminals, banking secrecy provisions 

provide a welcome relief because they can be exploited to avoid detection.13 There is also 

evidence that banking secrecy and customer confidentiality is used as a barrier against the 

obtaining of information and cooperation in criminal investigation.  

 

                                                 
10 He Ping, ‘Banking Secrecy and Money Laundering’ (2004) 7(4) Journal of Money Laundering Control 
376, 378. 
11 William Frei, ‘The Protection of Privacy and the Prevention of Financial Crime’ (2004) 11(4) Journal of 
Financial Crime 397, 397. 
12 Nik Norzrul Thani, Legal Aspects of the Malaysia Financial System (2001) 210. 
13 Mohd Eusoff Chin, ‘Bank Secrecy and Confidentiality Laws-Their Impacts on the Control of Economic 
Crime in the Modern World.’ (1995) 3 Malayan Law Journal iii, iv. 
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According to a study conducted by the United Nations in 1998, bank secrecy is used by 

criminals to launder illegal proceeds in the following ways;14 

 Through anonymous accounts where no one in the bank can possibly know, unless the 

customers themselves reveal the information regarding the beneficial owners of the 

accounts. 

 Through accounts in which a lawyer interposes himself or herself between the bank and 

the customer, thereby protecting the customer’s identity, first, by any secrecy laws of 

the country and secondly, by an additional layer of lawyer-client privilege. 

 Through accounts protected both by bank secrecy laws and the informal device of 

nominee ownership in which the nominee and the beneficial owner are connected by 

civil contract or a bond of trust. 

 Through owner held accounts which are coded in such a way that only the top 

management of the bank knows who the beneficial owner is, and secrecy laws prevent 

the management from revealing that information. 

 

Obviously, the continuing evolution of the financial systems and their vulnerability to 

abuse by criminals require the secrecy rule to be lifted. As the Basle Committee noted:15 

[The] existing national laws on banking secrecy were mostly drawn up when international 

banking was not so widespread and before international cooperation in banking supervision 

had developed to great extent. These laws may not be fully appropriate for present 

circumstances. 

 

Banking secrecy should be excluded when the disclosure of confidential information is 

critical for the detection and prosecution of criminals. This is to ensure that the banking 

system is not manipulated by criminals in any way. Unless the integrity of the banking 

systems is well protected, public confidence in the systems would be diminished. 

  

 

 

                                                 
14Ibid. 
15 Basel Committee, Banking Secrecy and International Cooperation in Banking Supervision (1981). 
< http://www.bis.org/publ/bcbsorf.pdf > at 5 April 2007. 
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6.2.3 International Initiatives to Overcome the Problem of Bank Secrecy 

 

Money laundering is a crime that is global in nature as it involves several countries, many 

entities and numerous bank accounts. This makes the investigation and prosecution process 

cumbersome and time consuming because of the cross-border nature of money laundering 

activities and the difference in legal systems. Investigation of money laundering cases also 

involves the exchange of information about banking activities between the relevant 

authorities. However, it has been recognized that banking secrecy is being used in many 

instances to obstruct cooperation and information sharing in money laundering prosecution. 

Therefore, banking secrecy is clearly one of the biggest problems in the struggle against 

money laundering. 

 

The last two decades have seen the emergence of various international initiatives to tackle 

the problem of banking secrecy. For example, the Vienna Convention 1988 concluded that 

all participating countries had to empower their courts or other relevant authorities to order 

that bank, financial or commercial records be made available. In addition to this, each 

participating country should not decline to act on the ground of bank secrecy.16 This was a 

major breakthrough as it compelled banks to cooperate in the war against money 

laundering.  

 

Another international initiative is the EC Directive 1991. Article 6 of the Directive obliges 

banks to give full cooperation to the authorities responsible for combating money 

laundering, with regards to all information, documents or records at their request. In these 

circumstances, banks cannot invoke the principle of banking secrecy to withhold 

information from the authorities.17  

 

The Financial Action Task Force also shares the view that the banking secrecy should be 

lifted so that it will not inhibit the implementation of FATF Recommendations. Therefore, 

                                                 
16 The United Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances 
(1988), para 3. 
17 EC Directive 1991 on Prevention of the Use of the Financial System for the Purpose of Money Laundering, 
Art. 6. 
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secrecy law needs to be excluded to enable the sharing of information between competent 

authorities and the sharing of information between financial institutions.18 Furthermore, 

FATF Recommendation 14 states that financial institutions, their directors, officers and 

employees should be protected by law from both criminal and civil liability for breach of 

any restrictions on disclosure of information imposed by any legislation provided that the 

disclosure is made in good faith. Interestingly, this protection should be available even if 

they did not know precisely what the underlying criminal activity was and regardless of 

whether illegal activity actually occurred or not. 

 

It can be seen that the Vienna Convention and the EC Convention highlight the importance 

of lifting banking secrecy for the purpose of information sharing and mutual assistance in 

money laundering investigation. The FATF Recommendations reinforce the importance of 

this approach and emphasize that banking secrecy need to be excluded for the purpose of 

information sharing as well as to enable banks and financial institutions to comply with the 

reporting obligations under money laundering legislation.  

 

6.2.4 Banking Secrecy in Malaysia 

 

The common law principle on banking secrecy has been incorporated into the Banking and 

Financial Institutions Act 1989 (BAFIA). It is important to note that besides banks, BAFIA 

extends the application of secrecy rule to all licensed institutions. Generally, the rationale 

for the banking secrecy provisions in BAFIA is to foster the confidence of the banking 

public on the sanctity of their accounts and affairs.19 In Wako Merchant Bank (Singapore) 

Ltd v Lim Lean Heng & Ors, 20 Abdul Aziz Mohamad J. noted that ‘it is obvious that the 

intention of Parliament in enacting s.97 is to protect the secrecy of the affairs and account 

of a customer of a financial institution…’ Further, in Tan Lay Soon v Kam Mah Theatres 

Sdn Bhd (Malayan United Finance Bhd, Intervener),21 Edgar Joseph Jr. S.J.C. held that 

                                                 
18 The FATF 40 Recommendations on Money Laundering, Recommendation 4. 
19 Nik Norzrul Thani, above n12, 212. 
20 [2000] 4 CLJ 223, 226. 
21 [1993] 1 CLJ 83. 
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banking secrecy is the privilege of the customer. Therefore, disclosure of the customer’s 

information without his or her consent would appear to be in contravention with the law.  

 

Thus, if a bank breaches its duty of secrecy, it could be liable for common law damages as 

well as be prosecuted for an offence under BAFIA. Additionally, when there is a breach of 

the duty of secrecy, the customer also has a right to sue the bank for defamation. For 

example, in Tan Eng Seong v Malayan Banking Berhad,22 the plaintiff commenced an 

action against the defendant bank for breach of the bank’s duty of confidentiality and for 

defamation when the bank disclosed information about his bank account to his brother. The 

court held that the plaintiff could succeed on the claim based on an implied duty of 

confidentiality between him and the defendant bank. On the basis that the plaintiff did not 

give evidence as to the harm that had been caused to him by the disclosure and that the 

defendant bank had admitted and apologized to the plaintiff, he was entitled to nominal 

damages only. However, the plaintiff failed in his claim for defamation. 

 

Sections 97 to 102 of BAFIA deal with the issue of banking secrecy. Section 97(1) of 

BAFIA which contains the general prohibition on disclosure of confidential information 

reads as follows: 

No director or officer of any licensed institution or of any external bureau established, or any 

agent appointed, by the licensed institution to undertake any part of its business, whether 

during his tenure of office, or during his employment, or thereafter, and no person who for 

any reason, has by any means access to any record, book, register, correspondence, or other 

document whatsoever, or material, relating to the affairs or, in particular, the account, of any 

particular customer of the institution, shall give, produce, divulge, reveal, publish or 

otherwise disclose, to any person, or make a record for any person, of any information or 

document whatsoever relating to the affairs or account of such customer. 

 

It is an offence under section 97(1) to disclose any information or document relating to the 

affairs or account of a customer.  

 

                                                 
22 [1997] 2 CLJ Supp 552. 



224 

 

Section 97(1) prohibits a director or an officer of a bank or other regulated institution and 

any other person who has access to any document or material relating to the affairs or 

account of the customer from disclosing the information. This prohibition, however, is not 

applicable if the information is, or has already been publicly available at the time of 

disclosure from any other source, other than the licensed institution.23 In addition to this, 

under section 97(3) it is an offence if any person discloses the information about the affairs 

or account of a customer, if to his or her knowledge the information had originally been 

disclosed in contravention of section 97(1).24 Anyone found to have contravened section 97 

could be liable to criminal liability under this Act. The penalty is three years imprisonment 

or a fine of three million ringgit or both.25   

 

It is important to note that section 97 has no extra-territorial effect, therefore, if a person 

discloses a customer’s information in the courts outside Malaysia, he or she could not be 

held liable for breach of secrecy rule. In the case of The Attorney General of Hong Kong v 

Zauyah Wan Chik,26 the first and second respondents were officers of the third respondent 

bank. They were potential witnesses to certain criminal proceeding before the court in 

Hong Kong. The respondents expressed their willingness to give evidence but were 

concerned with the implications of giving evidence. The primary issue was whether the 

disclosure of confidential information, if made by them in the proceedings in Hong Kong, 

could expose them to any liability in Malaysia under section 97(1) of BAFIA.  The court 

held that the respondents had a legitimate excuse for breaching the duty of confidentiality 

because they were bound by the law to make the disclosure. No action therefore would lie 

against them in respect of the disclosure made in the course of giving evidence before the 

court. Moreover, section 97 of BAFIA is not expressed to have extra-territorial effect. 

Therefore, in the circumstances of the case, a disclosure even if made in contravention of it 

cannot found the basis of criminal liability.  

 

                                                 
23 Banking and Financial Institutions Act 1989, s. 97(2). 
24 See dictum Abdul Aziz Mohamad J in Wako Merchant Bank (Singapore) Ltd v Lim Lean Heng & Ors 
(2000) 4 CLJ 223, 226. 
25 See Banking and Financial Institutions Act 1989, s 97(1) read with s 103 and the Fourth Schedule. 
26 [1995] 3 CLJ 35. See also Attorney General of Hong Kong v Lorraine Esme Osman & Ors [1994] 3 MLJ 
480. 
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It is interesting to note that information relating to a customer’s account obtained in breach 

of section 97 of BAFIA is still admissible as evidence. In Wako Merchant Bank 

(Singapore) Ltd v Lim Lean Heng & Ors,27 the plaintiff had obtained a judgment against 

the first defendant in Singapore. Fearing that the first defendant would dissipate his assets 

to avoid satisfying the judgment, the plaintiff subsequently filed an application for a 

Mareva injunction to restrain him from disposing of his assets. Among the assets affected 

by the ex parte Mareva injunction were several bank accounts whose existence was 

discovered by a private investigator engaged by the plaintiff. The defendants alleged that 

the information about the accounts were obtained in breach of section 97 of BAFIA and 

therefore inadmissible as evidence.  The court held, inter alia, that section 97 of the Act 

does not expressly deal with the question of admissibility of any information or documents 

obtained in contravention of the Act. It was therefore irrelevant that the information 

obtained by the defendants was in breach of the Act. Moreover, it is a matter of general law 

that evidence illegally obtained is nonetheless admissible if relevant. 

 

Sections 98 and 99 of BAFIA set out the exceptions to the banking secrecy rule. Section 98 

(1)(a) excludes the application of the secrecy rule to Bank Negara Malaysia (BNM)28 and 

its officials for the purpose of enabling or assisting the BNM to discharge its function. 

Additionally, disclosure is permitted to any person rendering professional services to BNM 

in relation to law, accountancy, valuation or other matters after being duly authorized in 

writing by BNM.29  

 

Section 99 of BAFIA lists down the circumstances under which banking secrecy will be 

lifted. They are as follows: 

(i) Where the customer or the customer’s personal representative has given permission 

in writing to disclose; 

(ii) Where a customer is declared bankrupt or in the case of a corporation, it is wound 

up; 

                                                 
27 [2000] 4 CLJ 223. See also Lim Lean Heng  v Wako Merchant Bank (Singapore) Ltd & Other Appeals 
[2004] 3 CLJ 9.  
28 Means the Central Bank of Malaysia. 
29 Banking and Financial Institutions Act 1989, s 98(1)(b). 
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(iii) Where the information is  required for bona fide commercial purposes; 

(iv) Where there is an action by the bank against a customer; 

(v) Where a licensed institution is served with a garnishee order; 

(vi) Where information relates to credit facilities; 

(vii) Where such disclosure is required by or authorised under BAFIA, such as 

disclosures to BNM under sections 43,71,98,102,113 and disclosures to auditors 

under section 40(16)(h);30 

(viii) Where such disclosure is authorised under any other statutes; or 

(ix) Where such disclosure is authorised by Bank Negara Malaysia. 

 

Furthermore, banking secrecy does not apply to any disclosure in pursuant to a court order 

under the Bankers’ Books (Evidence) Act 194931 and where such disclosure is made in the 

course of an examination by an overseas supervisory authority.32 The effect of the 

exceptions is that a disclosure falling within the exceptions is not an offence under section 

97 of BAFIA. 

 

It should be noted that the common law exception that a bank can disclose information in 

the public interest is not covered in BAFIA.33 However, disclosure of information in such 

circumstances will be allowed upon an application to the court. The nature of this exception 

was elaborated in Bank Bumiputra Malaysia Bhd v Cheong Yoke Choy; Malaysian Central 

Depository Sdn Bhd (Intervener).34 There the plaintiff commenced an action against the 

defendant, an employee of the plaintiff, for committing fraud, breach of trust and 

conversion, as a result of which the court granted three orders. Under the orders, the 

proposed intervener was required to provide the plaintiff with complete information on the 

shares held by the defendant. The proposed intervener then filed the application, inter alia, 

to set aside or vary the orders. The proposed intervener claimed that strict confidentiality 

must be maintained on trading and ownership of securities. As such, the disclosure would 

                                                 
30 Nik Norzrul Thani , above n 12, 214. 
31 Banking and Financial Institutions Act 1989, s 100. 
32 Banking and Financial Institutions Act 1989, s 102. 
33 Sarabdeen Jawahitha, above n 6. 
34 [2000] 7 CLJ 157. 
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contravene section 43 of the Securities Industry (Central Depositories) Act 199135 and 

would expose the proposed intervener, its director and its officer to criminal liability. 

However, the court rejected the application and held that it was in the interest of the public 

that the disclosure be made. As such, the proposed intervener must obey and fulfill its 

obligations under the order. According to Abdul Malik J:36 

That the court has the absolute power to order disclosure can never be doubted. There is no 

statutory provision which prohibits this court from ordering disclosure. Nowhere in the Act 

nor in s.43 of the Act is there a provision that prohibits this court from ordering disclosure. 

 

It should be noted that when it is unclear whether it is permissible to disclose under BAFIA 

or common law, a bank could either seek guidance or permission from Bank Negara 

Malaysia by virtue of section 99(1)(h) or apply to the Court for a declaration.37 By and 

large, the provisions on banking secrecy under BAFIA are comprehensive and serve as a 

better guide than common law as to the scope of the duty and the exceptions where 

disclosure is permitted.38 

 

Apart from the common law and BAFIA, the Code of Good Banking Practice39 also deals 

with banking secrecy. Paragraph 6 of the Code states that:40 

Banks will observe a strict duty of confidentiality about their customers’ (and former 

customers’) personal financial affairs and will not disclose details of customers’ 

accounts or their names and addresses to any third party, including other companies in 

the same group, other than in the four exceptional cases permitted by the law, namely: 

(i) where a bank is legally compelled to do so; 
(ii) where there is duty to the public to disclose; 
(iii) where the interest of a bank is require disclosure; 
(iv) where disclosure is made at the request, or with the consent, of the customer. 

 

                                                 
35 The section deals with the duty to maintain secrecy imposed on the director or officer of a central 
depository for not to divulge, reveal or disclose information or document to any person. 
36  [2000] 7 CLJ 206. 
37 Syed  Ahmad Aidid and Wong Kuo Shing (eds), Judicial Decisions Affecting Bankers and Financiers (2nd 
ed, 2003) 753. 
38 Ibid. 
39 The Code of Good Banking Practice was issued in 1996 by the Association of Banks in Malaysia. 
40 The Code of Good Banking Practice, para 6.1. 
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It is submitted that paragraph 6 of the Code merely restates the common law principles. The 

Code also states that the duty of protecting the confidentiality of customer and counterparty 

information continues even after the member of staff ceases to be employed by the bank.41 

It should be noted that the Code is a voluntary guideline but it is expected to be followed by 

the members of the Association of Banks in Malaysia. 

 

It is important to note that apart from BAFIA, there are a number of laws which require 

disclosure of a customer’s information. These include the Anti-Corruption Act 1997; 

Kidnapping Act 1961; Dangerous Drugs (Forfeiture of Property) Act 1988; Internal 

Security Act 1960; Bankruptcy Act 1967; Companies Act 1965 and Income Tax Act 1967. 

Generally, under these statutes, banks are under a legal obligation to give information or 

documents relating to their customers’ affairs or accounts to the enforcement agencies 

without the consent of the customers. It can be said that the government has enacted such 

exceptions as and when necessary and where the benefits outweigh any possible 

disadvantages. Indeed, the exceptions to the secrecy rule allow some information to be 

disclosed in order to facilitate police investigation and it was found that this rule is a 

powerful tool in investigations involving malpractices in the banking sector.42 

 

6.2.5 Impact of AMLATFA on Banking Secrecy 

 

The enactment of AMLATFA has increased the lists of exceptions to the secrecy rule in 

Malaysia. As a result, it now appears that the duty of the bank to keep its customer’s 

information secret has to some extent been replaced with the duty to disclose. In fact, 

AMLATFA stipulates a wider set of circumstances under which banks can disclose 

customer information than BAFIA or the common law. Under Parts III and IV of 

AMLATFA, disclosure is required to enable information sharing between competent 

authorities and the regulated institutions. Disclosure is also critical to enable banks and 

other regulated institutions to comply with the reporting requirements under the Act. 

 

                                                 
41 The Code of Good Banking Practice , para 6.2. 
42Mohd Eusoff Chin, above n13. 



229 

 

As already mentioned, banking secrecy is considered one of the biggest hurdle to the 

sharing of information between competent authorities. Therefore, this problem has been 

addressed with the introduction of AMLATFA. By virtue of section 9 of AMLATFA, the 

Malaysian competent authority, the Financial Intelligence Unit (FIU) in Bank Negara 

Malaysia may authorize the release of information to the enforcement agency or its officers, 

the Labuan Offshore Financial Services Authority and the Attorney General to deal with 

any foreign state’s request for information sharing and mutual assistance in money 

laundering investigation.  

 

Under section 10(1) of AMLATFA, FIU is permitted to share information relating to the 

reporting of suspicious transactions and cash transactions with a foreign authority provided 

that there is an arrangement between Malaysia and that foreign state. However, in doing so, 

FIU must be satisfied that the corresponding authority will undertake to protect the 

confidentiality of any information communicated to it and to not use it as evidence in any 

proceedings.43 In this respect, it appears that information sharing has been placed under 

rigid constraints to prevent abuses. At the time of writing, FIU has already signed a 

Memorandum of Understanding for the exchange of financial intelligence with the relevant 

agencies in Australia, Indonesia, the Philippines, Thailand and the People’s Republic of 

China.  

 

Furthermore, the officers who have access to the information from FIU cannot disclose 

such information except to the authorized person.44 Section 12 of AMLATFA permits 

disclosure of information where there are proceedings for a charge of money laundering or 

terrorism financing offence and/or the offences listed in the Second Schedule or the 

equivalent crimes in a foreign jurisdiction. Further, section 29(3) empowers FIU and the 

relevant enforcement agency to coordinate and cooperate with any other domestic and 

foreign enforcement agency in any investigations into money laundering and terrorism 

financing offences.  

 

                                                 
43 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 10(1) (b). 
44 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 11. 
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In short, it can be said that the provisions relating to disclosure of information under 

AMLATFA aims to strike a right balance between preserving the customer’s 

confidentiality and the need for information sharing in the fight against money laundering 

and terrorist financing activities. 

 

It should be noted that the provisions relating to international cooperation under 

AMLATFA should be read together with the relevant provisions under the Mutual 

Assistance in Criminal Matters Act 2002 (MACMA). MACMA has extra-territorial effect 

and it enables Malaysia to seek and provide assistance in the investigation and prosecution 

of criminal offences as well in the forfeiture and confiscation of criminal proceeds. 

Assistance is provided on the basis of bilateral and multilateral arrangement between 

Malaysia and the foreign states.45 Where a request for mutual assistance in a criminal 

matter is made by a foreign state that does not have a mutual legal assistance treaty with 

Malaysia, the relevant Minister may, where the requirements of the Act have been fulfilled 

and on the recommendation of the Attorney General, issue a special direction to enable the 

request to be executed in accordance with the law.46 

 

Under section 23(3) of MACMA, after a request has been made by the foreign state, the 

Attorney General may apply to the court for an order to produce the material evidence 

within seven days of the date of the order or such other period as the court considers 

appropriate. More importantly, section 24(4)(b) provides that such an order for assistance in 

criminal investigation from foreign state shall have effect notwithstanding any obligations 

as to secrecy or other restrictions upon the disclosure of information. In addition to this, a 

person who complies with such an order shall not be treated as being in breach of any 

restriction upon the disclosure of information imposed by law, contract or rules of 

professional conduct.47 Clearly, this provision has overridden the secrecy rule to enable 

international cooperation and assistance in criminal investigation process.  

 

                                                 
45 Mutual Assistance in Criminal Matters Act 2002, s 17(1). 
46 Mutual Assistance in Criminal Matters Act 2002, s 18. 
47 Mutual Assistance in Criminal Matters Act 2002, s 15(2). 
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AMLATFA also overrides the banking secrecy rule by requiring banks and other regulated 

institutions to comply with the reporting obligations under Part IV of the Act. As already 

discussed, AMLATFA requires banks to obtain extensive information of a customer’s true 

identity before establishing any banking relationship.48 This information needs to be 

verified and stored securely.49 Furthermore, AMLATFA imposes statutory obligations on 

banks and other regulated institutions to disclose customer confidential information to the 

relevant authorities when there is suspicion of money laundering or terrorist financing 

activities.50 Information to be included in the report would comprise information on the 

person conducting the transaction, information on the account holder or beneficiary of the 

transaction, details of the transaction and description of the suspicious transaction.51 Failure 

to report is an offence and upon conviction, the person can be liable to a fine not exceeding 

RM100,000 or to imprisonment for a term not exceeding 6 months or both.52  

 

Reporting obligation under AMLATFA means that banks have to strike a balance between 

compliance with the laws, on one hand, and reasonable protection of customer 

confidentiality, on the other hand. However, it appears that the reporting obligations take 

precedence over customer confidentiality. Section 20 of AMLATFA states that ‘[t]he 

provision of this Part shall have effect notwithstanding any obligation as to secrecy or other 

restriction on the disclosure of information imposed by any written law or otherwise.’ This 

section clearly indicates that banking secrecy cannot be invoked as a ground not to comply 

with the reporting obligations, or to a request for information. More importantly, in 

complying with the reporting obligations under AMLATFA, the bank and its employees 

will not be subject to the banking secrecy rules under BAFIA or common law. 

 

In addition to this, by virtue of section 24(1) of AMLATFA, a person who lodges a 

suspicious report is protected from any civil, criminal or disciplinary proceeding. 

Furthermore, subsection (bb) of the section states that the person is protected from any 

consequences that follows from the reporting. Section 77(c) of AMLATFA provides that no 

                                                 
48Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 16.  
49 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 13. 
50 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 14. 
51 Bank Negara Malaysia, Anti-Money Laundering Measures in Malaysia (2004) 49. 
52 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 22 (4). 
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proceedings shall be brought against any person lawfully acting in compliance with any 

direction, instruction or order of a director or officer of the competent authority or the 

relevant enforcement agency.  

 

Section 79 of AMLATFA requires that customer’s confidentiality be maintained at all other 

times, except when required by law: 

 

(1) Except for the purpose of performance of his duties or exercise of his functions under 
this Act or when lawfully required to do so by any court or under the provisions of any 
written law, no person shall disclose any information or matter which has been 
obtained by him in the performance of his duties or the exercise of his functions under 
this Act. 

(2) No person who has any information or matter which to his knowledge has been 
disclosed in contravention of subsection (1) shall disclose that information or matter to 
any other person. 

(3) Any person who contravenes subsection (1) or (2) commits an offence and shall be 
liable on conviction to a fine not exceeding one million ringgit or to imprisonment for 
a term not exceeding one year or to both. 

 

This section clearly indicates that banking secrecy is still preserved except where detecting 

and deterring money laundering outweighs the overall need to protect the customer’s 

information. Any person who is found to have contravened this requirement could be liable 

to criminal liability under AMLATFA.  

 

At first glance, it appears that AMLATFA makes greater inroads into the secrecy rule when 

compared to the common law or BAFIA. Banks can disclose customer’s information on 

even grounds of suspicion of money laundering or terrorism financing activities. However, 

on closer inspection this is not really true as there are limits to disclosure.  

 

But despite the limits imposed on disclosure, there are some aspects of the reporting 

obligations which would make customers wonder whether they can rely on the banks to 

keep their affairs secret. Traditionally the banker-customer relationship was one built 

around mutual trust, but with the introduction of AML/CTF laws it appears that it will 

eventually be replaced with one built around mutual suspicion. 
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6.3 Correspondent Banking Relationship 

Correspondent banking is an essential service that financial institutions provide to 

legitimate customers around the globe. Unfortunately, permitting legitimate account-

holders to have access to this service also exposes the same financial system to abuse by 

money launderers and other criminals. In response to this problem, the AML laws require 

banks to conduct enhanced due diligence on correspondent banking relationships.   

This section aims to examine how the Malaysian AML laws affect correspondent banking 

relationships. It will also highlight the correspondent banking provisions under the United 

States (US) AML laws since they affect the Malaysian banks when they maintain 

correspondent banking relationship with US banks. Before examining the laws, it would be 

worthwhile to briefly mention the vulnerability of correspondent banking to money 

laundering.  

6.3.1 Correspondent Banking and Money Laundering 

It is generally accepted that at the heart of the international payment system is 

correspondent banking, whereby banks throughout the world can make payments to and 

through each other.53 According to the Basle Committee, correspondent banking refers to 

the provision of banking services by the correspondent bank to the respondent bank through 

correspondent accounts which enable banks to conduct business and provide services that 

the respondent bank does not offer directly.54 Reciprocal correspondent banking 

relationships may involve the use of so called nostro and vostro accounts to settle foreign 

exchange transactions.’55  

 

There are three activities in correspondent accounts that warrant heightened anti-money 

laundering measures, namely wire transfers, correspondent accounts used as ‘payable 

                                                 
53 The New York Clearing House Association, Guidelines for Counter Money Laundering Policies and 
Procedures in Correspondent Banking (2002) 1. 
54 Basel Committee on Banking Supervision, Customer Due Diligence for Banks ( 2001) 12. 
55 Butterworths  Encyclopaedic Australian Legal Dictionary (Online edition) LexisNexis Australia. 
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through accounts’  and ‘cash letter activity.’56 ‘Payable through accounts’ may be defined 

as correspondent accounts that are used directly by third parties to transact business on their 

own behalf.57  

 

The speediness, accuracy and borderless nature of correspondent banking allow banks to 

conduct cross-jurisdictional transactions. However, these elements also create 

vulnerabilities and are open abuse by money launderers.  The common weaknesses in 

correspondent banking relationship can be summarized as follows:58 

(i) no procedures in place to identify the beneficial ownership of correspondent 

banks, particularly those domiciled in Non-Cooperative Countries and 

Territories or jurisdictions with weak regulatory requirement; 

(ii) international remittances made from the bank’s parent to beneficiaries around 

the world are executed without identifying the underlying clients; 

(iii) while some banks investigate the money laundering regulatory environment of 

their correspondent bank’s country of domicile, others only confirm that there 

are controls and legislation in place without obtaining any assurances as to the 

substance of the controls.  

 

In 2001, a US Senate Report identified that correspondent banking relationships with high 

risk foreign banks have been and continue to be exploited by money launderers and other 

financial criminals worldwide. High risk banks include shell banks,59 offshore banks and 

banks licensed in jurisdictions with weak anti-money laundering controls. The Report also 

stated that US banks typically failed to conduct appropriate customer identification and 

verification.60 

 

Since the correspondent bank provides services for individuals or entities for which it has 

neither verified the identities nor obtained first hand knowledge of, it must rely on the 

                                                 
56 US Senate Committee on Governmental Affairs, Minority Staff of the Permanent Subcommittee on 
Investigations Report on Correspondent banking: A Getaway for Money Laundering ( 2001) 10. 
57 See FATF Standards, Glossary: FATF Methodology. 
58 ‘Money Laundering Theme- International Banking Cluster’ (2001). 
< http://www.fsa.gov.uk/pubs/other/ml_ibc.pdf > at 18 May 2007. 
59 This refers to banks with no physical presence in any country for conducting banking business. 
60 US Senate, above n 57, 1. 
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respondent bank to perform all the necessary due diligence and continuous monitoring of 

its own customer’s account activity.61 To make matters worse, the respondent bank may 

itself be offering correspondent banking facilities to other institutions and this creates an 

additional risk for the correspondent bank.62 

 

According to the US Senate Report correspondent banking is vulnerable to money 

laundering due to the following reasons:63 

(i) a culture of lack due diligence, weak controls and inadequate responses to 

troubling information with regards to correspondent accounts; 

(ii) correspondent bankers are insufficiently sensitive to the risk of money 

laundering in correspondent banking; 

(iii) the practice of foreign banks operating through the US correspondent accounts 

of other foreign banks, (this is also known as ‘nested correspondents’); 

(iv) weak foreign bank licensing, supervision and accounting practices; 

(v) strict bank secrecy laws that prohibit the free flow of important information 

required to detect money laundering activities; and 

(vi) difficulties in obtaining detailed information needed to perform due diligence on 

foreign banks. 

Obviously, criminals can manipulate these shortcomings to gain access to the banking 

system through out the world. Usually when criminal proceeds are laundered through 

correspondent accounts, it can be a great challenge for the enforcement agencies to trace, 

seize or forfeit the assets. For this reason, it is vitally important to establish anti-money 

laundering systems and controls for correspondent banking activities. 

6.3.3 Anti-Money Laundering Measures on Correspondent Banking in Malaysia  

Section 31 of BAFIA allows Malaysian banks to establish a correspondent banking 

relationship with any bank in a foreign country. However, BNM is empowered to require a 

                                                 
61 FATF, Report on Money Laundering Typologies 2001-2002 (2002) 8. 
62 Ibid. 
63 US Senate, above n 57, 26.  
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bank to seek its approval before it establishes a correspondent relationship with a foreign 

bank. Section 31 (2) states: 

The Bank may prescribe by order that such licensed bank or licensed merchant bank as may 

be set out in the order shall not, except with the prior written approval of the Minister given 

on the recommendation of the Bank, establish a correspondent banking relationship with any 

bank established in any country, territory or place outside Malaysia, which may be set out in 

the order, or with any bank owned or controlled, directly or indirectly, by the government, or 

an agency of the government, of such country, territory or place. 

 

With the implementation of AMLATFA, banks are required to conduct AML measures in 

relation to the correspondent banking relationships. Notably, the AML measures focus on 

customer identification and due diligence procedures. It is widely accepted that banks are 

required to establish clear customer identification policies and procedures to obtain 

sufficient reliable information to determine the true identity of their customers before 

establishing a banking relationship and providing any services.  

 

Section 16 of AMLATFA deals with the obligation of banks and other regulated 

institutions with regards to the identification and verification of their customers. Banks are 

required to maintain accounts in the name of accounts holders and are prohibited from 

opening anonymous accounts or accounts which are in a fictitious, false or incorrect 

name.64 Sub section (2) sets out clearly the customer verification procedures for banks:  

 

(a) verify, by reliable means, the identity, representative capacity, domicile, legal 

capacity, occupation or business purpose of any person, as well as identifying 

information on that person, whether he be an occasional or usual client, through the use 

of documents such as identity card, passport, birth certificate, driver’s licence and 

constituent document, or any other official or private document, when establishing or 

conducting business relations, particularly when opening new accounts or passbooks, 

entering into any fiduciary transaction, renting of a safe deposit box, or performing any 

cash transaction exceeding such amount as the competent authority may specify; 

(b) include such details in record. 

                                                 
64 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s 16(1). 
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Furthermore, section 5(1) of the Anti-Money Laundering and Anti-Terrorism Financing 

(Reporting Obligations) Regulations 2007 (AMLATF Regulations) specifies that customer 

due diligence measures must be conducted when there is a suspicion of money laundering 

or when there is a doubt about the veracity or adequacy of information on the identity of the 

account holder which it has obtained previously. Subsection (2)(b) requires a bank to 

identify and verify the identity of the beneficial owner of its customer. 

 

The requirement to conduct customer due diligence are reiterated in AML/CFT Guidelines. 

According to the Guidelines, the customer due diligence procedures should at least 

comprise the following: 

 identify and verify the customer;  

 identify and verify beneficial ownership and control of the transaction;  

 obtain information on the purpose and intended nature of the banking relationship; and 

 conduct on-going due diligence and scrutiny in ensuring the information provided is 

updated and relevant.65  

 

It must be noted that if a customer fails to comply with the due diligence procedures, a bank 

should not commence business relation or perform any transaction, or in the case of 

existing customer, a bank should terminate such business relation. In fact, the unwillingness 

of the customer to provide the information requested and to cooperate in the due diligence 

process may itself be a factor of suspicion.66 Therefore, a bank should consider lodging a 

suspicious transactions report to FIU. 

 

It is submitted that the Anti-Money Laundering and Counter Financing of Terrorism 

Sectoral Guidelines 1 for Banking and Financial Institutions (Sectoral Guidelines) 

specifically provide procedures for sound business conduct in correspondent banking. 

Therefore, when a bank has a correspondent relationship with another respondent 

                                                 
65 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.1.3. 
66 Standard Guidelines on Anti-Money Laundering and Counter Financing of Terrorism, para 5.1.4. 
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institution, the bank is required to take appropriate measures to ensure that the relationship 

is not exposed to money laundering or terrorism financing activities.67  

 

Additionally, the bank must assess, as a minimum, the relevant information of the 

respondent bank to determine its reputation and quality of supervision. This includes 

information on the board of directors and the management, business activities and products, 

applicable legislation, regulations and supervision and AML/CTF measures and control of 

the respondent bank.68 The bank must establish or continue a correspondent banking 

relationship with the respondent institution only if it is satisfied with the assessment of the 

information gathered.  

 

Part 4.14.4 of the Sectoral Guidelines requires a bank to document the responsibilities of 

the respective parties in relation to the correspondent banking relationship, particularly in 

relation to customer due diligence for all products and services. It must be noted that the 

decision and approval to establish or continue a correspondent banking relationship should 

be made at the senior management level. Most importantly, the bank must be aware that the 

correspondent banking relationship with shell banks is absolutely prohibited.69 

Furthermore, where a correspondent banking relationship involves the maintenance of 

‘payable-through-account’, the bank must be satisfied that the respondent bank has 

performed all the normal obligations on its customers  that have direct access to such 

accounts and the respondent bank is able to provide relevant customer identification data 

upon request by the bank.70 This measure enables the bank to identify adequately the 

ultimate user of such accounts and to understand the nature of their transactions.  

Additionally, Part 4.14.8 of the Sectoral Guidelines specifies that a bank must pay special 

attention to correspondent banking relationship with respondent institutions from countries 

which have insufficient AML/CTF measures. Specifically, a bank must conduct enhance 

                                                 
67 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.14.1. 
68 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.14.2. 
69 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.14.6. 
70 Sectoral Guidelines 1 for Banking and Financial Institutions, para 4.14.7. 
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due diligence when the respondent bank comes from the Non-Cooperative Countries and 

Territories (NCCTs).  

Clearly, under the Malaysian anti-money laundering laws, in addition to performing normal 

due diligence measures, banks are required to gather sufficient information about a 

respondent institution to understand fully the nature of the respondent’s business and to 

determine the respondent’s  reputation as well as the quality of supervision by the relevant 

home authority. More importantly, the laws also place significant accountability on the 

senior management of banks in deciding whether to establish correspondent banking 

relationship or not.  

It appears that the laws apply a risk-based approach to correspondent banking procedures. 

As such, this is a positive development as it could reduce compliance cost faced by the 

banks.  

6.3.2 The USA PATRIOT Act 

In response to the tragic event of September 11, 2001, the US government enacted the USA 

PATRIOT Act.71 One of the main aims of the Act is to hinder terrorist access to the US 

financial systems. Generally, the Act imposes a new duty of customer due diligence which 

was not previously found in the Bank Secrecy Act.72 The PATRIOT Act, inter alia, requires 

US financial institutions that establish, maintain or manage correspondent account to 

establish appropriate enhanced due diligence policies that are reasonably designed to deter 

and detect money laundering and terrorism financing activities. It would be worthwhile to 

examine the provisions relating to correspondent banking under the Act since they both 

directly and indirectly affect almost all the financial institutions and their customers outside 

the United States.73 Due to the extensiveness of the US financial institutions’ operation, it is 

unavoidable for Malaysian banks to do business with the US banks. Therefore, Malaysian 

                                                 
71 This is an abbreviation of the words- Uniting and Strengthening America by Providing Appropriate Tools 
Required to Intercept and Obstruct Terrorism Act. This Act was signed into law on October 26, 2001. 
72 Timothy D Scrantom, ‘USA Patriot Act: Implications for Foreign Financial Institutions and International 
Finance Centres’ (2001) 8(1) Trusts & Trustees 25. 
73 Barry Mertzger and Armando Ramirez, ‘The Anti-Money Laundering Provisions of the United States 
PATRIOT Act’ (2002) 13(1) Journal of Banking and Finance Law and Practice 221. 
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banks may also face the risk of non-compliance with the laws when they maintain 

correspondent banking relationships with the US banks. 

Generally, the PATRIOT Act imposes stringent standards on correspondent banking 

arrangements due to their vulnerability to money laundering and in particular terrorism 

financing. Based on section 311 of the Act, correspondent account means ‘…an account 

established to receive deposits from, make payments on behalf of a foreign financial 

institution, or handle other financial transactions related to such institution.’ 

 

In addition to the general due diligence requirements, section 312 of the Act requires US 

financial institutions to perform enhanced due diligence for correspondent accounts 

maintained for certain foreign banks. These requirements apply to correspondent accounts 

maintained for a foreign bank operating under an offshore banking licence, under a licence 

issued by a country designated as being non-cooperative with international anti-money 

laundering standards or under a licence issued by a country designated by the Security of 

the Treasury as warranting special measures due to money laundering concerns. 

 

Therefore, in those circumstances, banks are required to take reasonable steps to:74 

(i) conduct appropriate enhanced scrutiny of a correspondent account maintained for or 

on behalf of such a foreign bank to guard against money laundering and to report 

suspicious activity; 

(ii) determine whether the foreign bank itself offers correspondent accounts to other 

foreign banks (nested accounts) and, if so, to conduct appropriate due diligence; and 

(iii) identify the owners of such foreign bank if its shares are not publicly traded. 

Section 313 of the PATRIOT Act prohibits US banks from maintaining correspondent 

accounts for foreign shell banks and requires banks to take reasonable measures to ensure 

that correspondent accounts for other foreign banks are not being used indirectly by a shell 

bank, a bank which does not have a physical presence in any country. 75 It appears that the 

                                                 
74 Department of the Treasury, ‘Financial Crimes Enforcement Network: Anti-Money Laundering Programs: 
Special Due Diligence Programs for Certain Foreign Accounts; Final Rule and Proposed Rule (2006), 496. 
<www.fincen.gov/finalrule01042006.pdf> at 10 April 2007. 
75 The USA PATRIOT Act, s 313. 
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first line of enforcement of the Act was the direction to the US financial institutions to 

terminate any correspondent banking relationship with foreign banks that fails to comply 

with the US laws.76 

Furthermore, section 319 of the PATRIOT Act permits the US authorities to seize a foreign 

bank’s inter-bank account to reach tainted money on deposit in the foreign bank outside the 

US.77 This means that a Malaysian bank maintaining a correspondent account at a US bank 

may be at risk of having funds seized from that account if a person deposits funds subject to 

a seizure order under the US legislation. This can be regarded as a powerful tool for the US 

law enforcement to combat money laundering and terrorist financing at the international 

level.  

It appears that the anti-money laundering measures under the PATRIOT Act pose serious 

challenges for correspondent banking arrangements. It will affect not only the US banks but 

also any foreign bank that establishes correspondent banking relationship with the US 

banks. Therefore, Malaysian banks need to be aware of the provisions of the PATRIOT Act 

especially when they are doing business with the US banks. 

It has been argued that the AML/CTF laws have placed a serious obstacle to correspondent 

banking relationships. The laws have made it more difficult for banks to maintain 

correspondent banking relationship with foreign banks. Banks are now under greater legal 

requirements to conduct enhance due diligence reviews of their foreign bank customers, 

including obtaining information on the foreign bank’s management, finances, reputation, 

regulatory environment and AML/CTF measures. 

As the result of the stringent rules, there is evidence that some major banks elsewhere have 

reduced their overseas customers and correspondent banking relationships.78 However, 

since the AML/CTF laws have only been recently implemented, it remains to be seen how 

Malaysian banks will cope with this changing compliance environment. At this stage, it is 

                                                 
76B Metzger, above n 74, 226.  
77 The USA PATRIOT Act, s319. 
78 R Barry Johnston and Oana M Nedelescu, ‘The Impact of Terrorism on Financial Markets’ (2006) 13(1) 
Journal of Financial Crime 7, 22. 
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vital for FIU to work with banks to address and tackle any problems faced by banks in 

complying with the correspondent banking provisions.  

6.4 Liability of Bank as Constructive Trustee 

 

The principal focus of anti-money laundering legislation is to ensure that regulated 

institutions, including banks have put in place effective anti-money laundering systems and 

controls in order to reduce opportunities for money laundering and to provide for the 

forfeiture of the profits of crime. The legislation does not seek to compensate the victim of 

criminal activity but to take away the proceeds of the criminal activity. 

By contrast, under civil law, a victim of crime may have a claim against those who have 

become involved in or provided assistance for money laundering. Such a claim may be 

attractive particularly in situations where the wrongdoer cannot be found, or is unable to 

compensate the victim. Bankers should therefore be prepared for the possibility of a civil 

claim, if they engage in money laundering.  

There are established legal principles that can be used to recover money or property. In 

particular, a victim may have claims against third parties involved in money laundering for 

constructive trusteeship; money had and received; and tracing in equity or conspiracy. 

However, the liability as constructive trustee is much more directly relevant for banks in 

the money laundering context.79 

This section aims to examine a bank’s liability to a victim of crime as constructive trustee 

for the money they hold following a suspicious transactions report made to the relevant 

authorities under the anti-money laundering legislation. Before examining this issue, it 

would be worthwhile to examine the nature of a constructive trust and when a person would 

be regarded as a constructive trustee. In examining the liability of a bank as constructive 

trustee in the context of money laundering, the main issue is whether suspicion of money 

laundering activities suffices to make the bank liable as a constructive trustee to the victim 

of fraud. This section will look into this issue and will analyse it based on the Malaysian 

                                                 
79 M Brindle, ‘The Liabilities of Financial Intermediaries and Their Advisers for Handling the Proceeds of 
Crime’ (2002) 9(3) Journal of Financial Crime 227. 
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AML laws. Since the laws have only been recently introduced, there is no Malaysian case 

law that has dealt with this issue. As such, we will have to resort to English decisions for 

guidance. By virtue of section 3 of the Malaysian Civil Law Act 1956, where there is no 

written law in force, the court will apply the common law and rules of equity as 

administered in England. In the event of a conflict between common law and equity, equity 

will prevail.80  

 

6.4.1 Constructive Trusts and Constructive Trustee 

 

Constructive trust arises by operation of equitable principles of law rather than as a result of 

the express intention of the parties. According to Low Hop Bing J in the Malaysian case, 

Vohrah-Merican Sdn Bhd v Gombak Land Sdn Bhd [2006] 1 LNS 193,  

… [a] constructive trust is a trust not created by a settler but artificially imposed by 

equity on a person who has control of property where it would be contrary to equitable 

principles for such a person to assert beneficial ownership. 

A constructive trust is a trust which is imposed by operation of law rather than by voluntary 

settlement by the settler. It describes a situation where the defendant has not been expressly 

appointed as a trustee but has assumed the role of a trustee. This term also encompasses one 

who has acquired property by a lawful transaction in circumstances where he or she knows 

another is entitled beneficially.81  

According to Ungoed-Thomas J in Selangor United Rubber Estates Ltd v Cradock (No 3) 

[1968] 1 WLR 1555, a constructive trustee is nothing more than a formula for equitable 

relief. The court of equity says that the defendant shall be liable in equity, as though he 

were a trustee. He is made liable in equity as trustee by the imposition of the court of 

equity.  

                                                 
80 Section 3(2) of the Civil Law Act 1956 provides: 
‘Subject to the express provisions of this Act or any other written law in force in Malaysia or any part 
thereof, in the event of conflict or variance between the common law and the rules of equity with 
reference to the same matter, the rules of equity shall prevail.’ 
81 Margaret C Hemsworth, ‘Constructive Trust and Constructive Trustee-What’s in a Name’ (2000) 19 Civil 
Justice Quarterly 156. 
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In Paragon Finance plc v D. B. Thakerar & Co [1999] 1 All E.R. 400, Millet LJ said at page 

409: 

Regrettably, however, the expressions “constructive trust” and “constructive trustee” have been 

used by equity lawyers to describe two entirely different situations. The first covers those cases 

already mentioned, where the defendant, though not expressly appointed as trustee, has 

assumed the duties of a trustee by a lawful transaction which was independent of and preceded 

the breach of trust and is not impeached by the plaintiff. The second covers those cases where 

the trust obligation arises as a direct consequence of the unlawful transaction which is 

impeached by the plaintiff. 

Therefore, the expression ‘constructive trustee’ is used in two different senses. In one 

sense, it is referring to the trustee of a constructive trust where there is a trust and its trustee 

is a genuine trustee.82 In the other sense, it is referring to the circumstances when a person 

is accountable in equity as he or she was a trustee. It arises when a defendant is implicated 

in fraud. For the purpose of this discussion, when we say that a bank is liable as a 

constructive trustee in the money laundering context, it means that the bank is accountable 

in equity as though it were a trustee although there is no real trust.83 Therefore, it does not 

refer to the liability of a bank as a trustee of a constructive trust. At this point, the main 

issue to be examined is whether a bank could be liable as a constructive trustee to the 

victim of fraud when a bank discloses its suspicion of money laundering to the relevant 

authorities. However, before examining this issue in details, it would be worthwhile to 

mention circumstances where a stranger could be held liable as a constructive trustee.  

 

In the Malaysian case of Lian Keow Sdn Bhd v Chelliah Paramjothy & Anor [1988] 1 CLJ 

(Rep) 729, the court held that a stranger may be liable as a constructive trustee if he or she 

dishonestly allows himself or herself to be used as an instrument of a breach of trust. 

Furthermore, in Pharmmalaysia Bhd v Dinesh Kumar Jashbai Nagjibha Patel & Ors,84 the 

court held that the defendants became, in law, constructive trustees for the plaintiff in 

                                                 
82 Lionel Smith, ‘Constructive Trusts and Constructive Trustees’ (1999) 58(2) Cambridge Law Journal 301. 
83 In Selangor United Rubber Estates Ltd v Cradock (No 3) [1968] 1 WLR 1555, Ungoed-Thomas J also 
noted that the words ‘accountable as constructive trustee’ should be substitute with the words ‘accountable in 
equity.’ 
84 [2004] 7 CLJ 465 at p502. 
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relation to the misapplied funds. The plaintiff applied an order for injunction to restraint the 

defendants from dissipating their assets. The plaintiff carried on the business of 

manufacturing and distributing pharmaceutical products and was under receivership. It 

alleged that the first defendant was in breach of various fiduciary duties and that the 2nd to 

the 14th defendants dishonestly assisted the 1st defendant to breach his fiduciary duties. 

Abdul Malik Ishak J stated at page 499 the circumstances where a person may be liable as a 

constructive trustee: 

That the 1st defendant as the managing director of the plaintiff in breach of his fiduciary 

duties misapplied the funds of the plaintiff so that those funds would come into the 

hands of some strangers to the trust who received them with the knowledge….The 

strangers became, in law, constructive trustee for the plaintiff in relation to the 

misapplied funds. In the context of the present case, the “strangers” would refer to the 

2nd defendant right up to the 6th defendant as well as the 9th defendant together with the 

13th and 14th defendants and they must be held accountable. 

 

The circumstances in which a stranger to a trust may become accountable for a breach of 

trust may be traced back to the speech of Lord Selborne in Barnes v. Addy (1874) LR 9 Ch 

App 244 where, his Lordship identified two classes of persons who are liable: those who 

'receive and become chargeable with some part of the trust property' and those who 'assist 

with knowledge in a dishonest and fraudulent design on the part of the trustees'. These two 

categories of liability subsequently became identified as 'knowing receipt' and 'knowing 

assistance' respectively.  

 

 In Majlis Agama Islam Negeri Johor v United Merchant Finance Berhad and Anor [1995] 

1 LNS 127, Abdul Malik Ishak J elaborated on the differences between ‘knowing receipt’ 

and ‘knowing assistance’ as follows: 

The acts involved in knowing assistance may be any act which assists the trustee, 

except the act of receiving the funds. The mental state required for knowing assistance 

is something like dishonesty, morally reprehensible behaviour, lack of probity to such a 

degree that the bank might be said to have been a party to the dishonesty. On the other 

hand, knowing receipt does not require this degree of fault, but requires lack of probity. 

In knowing receipt cases the bank is liable to account only for the funds which it 

receives or deals with in breach of the trust, whilst in the more serious knowing 
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assistance cases, the bank’s liability extends to all the losses to the trust fund caused by 

the dishonest trustee, whether or not the funds came into the hands of the bank.  

 

From this case, it is clear that one of the main difference between these two types of 

liability concerns whether or not an element of dishonesty is required. 

 

a) Knowing Receipt 

 

For the bank to be liable, it must be shown that the bank has ‘received’ trust property, and it 

must be shown that the bank knew that the trust property it had received had come to it in 

breach of trust. It has been established that for the ‘knowing receipt’ liability, knowledge is 

essential element. According to Peter Gibson J in Baden v Societe Generale [1983] BCLC 

325, knowledge for the purpose of knowing receipt can be divided into five categories: 

 actual knowledge; 

 wilfully shutting ones eyes to the obvious; 

 wilfully and recklessly failing to make such enquiries as an honest and 

reasonable man would make; 

 knowledge of circumstances which would indicate the facts to an honest and 

reasonable man; and 

 knowledge of circumstances which would give put an honest and reasonable 

man on enquiry. 

 

Additionally, Scott LJ in Polly Peck International plc v Nadir (No 2) [1992] 4 All ER 769 

stated that the Baden categories are not rigid categories with clear and precise boundaries. 

One category may merge imperceptibly with another. However, there has been sustained 

debate as to the knowledge on the part of the recipient that ought to be required in order to 

be found guilty in knowing receipt. The question is whether it is constructive knowledge or 

actual knowledge that is required. 

 

In BCCI (Overseas) Ltd v Akindele [2001] Ch 437, the Court of Appeal rejected previous 

attempts to categorise the different degree of knowledge which a recipient might have and 

instead preferred a more fluid test based upon unconscionability. Nourse LJ noted that the 
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relevant question was whether the recipient’s state of knowledge was such that it would in 

all circumstances be unconscionable for him to retain the benefit of the property received. 

The Court of Appeal also confirmed that it was not necessary to prove dishonesty on the 

part of the recipient.85 Indeed, this approach is sensible and has been widely regarded as 

clarifying this area of the law. 

 

b) Knowing / Dishonest Assistance 

 

Generally, this type of liability refers to the person who assisted in the breach of trust in 

such a way as to become liable to the claimant for the loss. The decision of the Privy 

Council in Royal Brunei Airlines Sdn Bhd v Tan [1995] 2 AC 378 replaced the principle of 

‘knowing assistance’ with ‘dishonest assistance’ reflecting the need in all cases for the 

requirement of dishonesty to be satisfied.86 In this case, the court made it clear that what 

matters is the state of mind of the accessory and not the person who has committed the 

breach of fiduciary duty. Therefore, to be liable as a constructive trustee, the accessory 

must be dishonest.  

 

Following the Royal Brunei case, the elements for dishonest assistant’s liability are as 

follows: 

 the existence of a trust or other fiduciary relationship; 

 a breach of trust or fiduciary duty, causing or resulting in loss; 

 assistance in that breach of trust or fiduciary obligation by the defendant; and 

 dishonesty on the part of the defendant. 

 

In the Royal Brunei case, the plaintiff appointed a company of which the defendant was the 

managing director and principal shareholder, as its agent in a particular area for the sale of 

passenger and cargo transportation. Under the agreement, the company was to hold in trust 

for the plaintiff money received from such sale until it was accounted for by the company 

                                                 
85 Nikunj Kiri, ‘Recipient and Accessory Liability-Where Do We Stand Now?’ (2006) 21(11) Journal of 
International Banking Law and Regulation 611, 615. 
86 Lucy Tagoe, ‘An Analysis of Bank’s Liability for the Deposit of Proceeds of Criminal Activities in the UK’ 
(2003) 4(4) Journal of International Banking Regulation 352, 360. 
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to the plaintiff. With the defendant’s knowledge and assistance, the company paid the 

money into its current bank account instead of into a separate account, and in breach of 

trust the company used that money for its own business purposes. The judge held that the 

defendant was liable as constructive trustee to pay that amount to the plaintiff. On appeal, 

the Court of Appeal of Brunei Darussalam reversed that decision, holding that the 

defendant could not be so liable because it had not been established that the company was 

guilty of fraud or dishonesty in relation to the money held in trust for the plaintiff. The 

plaintiff appealed to the Privy Council and in allowing the appeal, the Privy Council held 

that where a third party dishonestly assisted a trustee to commit a breach of trust or 

procured him to do so, the third party would be liable to the beneficiary for the loss 

occasioned by the breach of trust, even though the third party had received no trust property 

and irrespective of whether the trustee had been dishonest or fraudulent.  

Lord Nicholls in the Royal Brunei’s case also explained the meaning of dishonesty at page 

389 as follows: 

 ... in the context of the accessory liability principle acting dishonestly, or  with a lack 

of probity, which is synonymous, means simply not acting as an honest person would 

act in the circumstances. This is an objective standard. At first sight this may seem 

surprising. Honesty has a connotation of subjectivity, as distinct from the objectivity of 

negligence. Honesty does indeed have a strong subjective element in that it is a 

description of a type of conduct assessed in the light of what a person actually knew at 

the time as distinct from what a reasonable person would have known or appreciated. 

Further, honesty and its counterpart dishonesty are mostly concerned with advertent 

conduct and not inadvertent conduct. Carelessness is not dishonesty, thus for the most 

part dishonesty is to be equated with conscious impropriety. However, these subjective 

characteristics of honesty do not mean that individuals are free to set their own 

standards of honest in particular circumstances.  

Therefore, dishonesty means not acting as an honest person would in the circumstances. In 

the opinion of the court, knowledge is better avoided as a defining ingredient of dishonesty. 

Therefore, the Baden categorisation of degree of knowledge is irrelevant in the ‘dishonest 
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assistance’ cases.87 It appears that an assessment of whether an act is dishonest requires a 

look at all the circumstances known to the third party at the time.88 It is notable that the 

judgement of Lord Nicholls was widely received as a welcome rationalisation and 

clarification of the test for dishonest assistance.89 

In Twinsectra Ltd v Yardley [2002] 2 Ac 164, the court held that a person who assists in a 

breach of trust will not be liable to the beneficiaries unless he acted dishonestly. However, 

the majority of their Lordships considered that dishonesty is a standard which combines an 

objective and a subjective test. As such, before there can be a finding of dishonesty it must 

be established that the defendant’s conduct was dishonest by the ordinary standards of 

reasonable and honest people and that he himself realised that by those standards his 

conduct was dishonest.90  

 

Recently, the Privy Council revisited this standard in Barlow Clowes International Ltd. v 

Eurotrust International Ltd [2005] UKPC 37; [2006] 1 All ER 333 where, although 

claiming to be applying Twinsectra, it has effectively altered the test of dishonesty by 

removing the second limb.91 As such the Barlow Clowes case is a desirable move back to 

the concept of dishonesty elucidated in the Royal Brunei case where consciousness of 

wrongdoing is not relevant in determining the ‘dishonest assistance’ liability. In this case, 

the Privy Council was asked to decide whether it was necessary to show that the respondent 

was aware that, by normally acceptable standard, his conduct was dishonest. The Court 

concluded that the standard by which the law determines whether it is dishonest remain 

objective. It was thus irrelevant that there were no findings on the respondent subjective 

opinions about his normal standards of honesty. 

 

                                                 
87 Baden v Societe Generale [1993] 1 WLR 509.  
88 Lucy Tagoe, above n 88, 359. 
89 Nikunj Kiri, above n 87, 615. 
90 M Conaglen and A Goymour, ‘Dishonesty in the Context of Assistance- Again’ (2006) 65(1) Cambridge 
Law Journal 20. 
91 Ibid. 
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This approach is to be welcomed and the Privy Council appears to have settled the law at 

last.92 It is clear now that the liability for dishonest assistance is to be judged against an 

objective standard of honesty. 

 

Recently, in Abou-Rahmah v Abatcha,93 the court held that an accessory does not breach 

the standards of objective dishonestly if he or she has only general suspicions of 

impropriety in rendering assistance to suspected fraudsters. The Court also noted that the 

following principles were relevant to the state of mind of the person alleged to have 

assisted in the breach of trust: 

 the person’s knowledge of the relevant transaction had to be such as to render 

his participation contrary to normally acceptable standards of honest conduct; 

 such a state of mind may have involved suspicions combined with a conscious 

decision not to make enquiries; 

 it was not necessary to show that the person assisting knew of the existence of 

the trust or fiduciary relationship and/or that the transfer of funds involved a 

breach of that trust; 

 it was sufficient that the person assisting had a clear suspicion that the money 

was held in trust.  

6.4.2 Constructive Trustee in the Context of Banker-Customer Relationship 

 

A banker could be liable as a constructive trustee if it knowingly assists in the disposition 

of money in breach of trust or if it knowingly receives the trust money in breach of trust. 

This has been highlighted in Majlis Agama Islam Negeri Johor v United Merchant Finance 

Berhad and Anor [1995] 1 LNS 127. There, the plaintiff applied for summary judgement 

against the defendant. The plaintiff had deposited one million ringgit by way of fixed 

deposit with the defendant and was issued with two fixed deposit receipts. The fixed 

deposit receipts were in the name of Pengerusi Jawatankuasa Zakat dan Fitrah.94 The 
                                                 
92 Rebecca Lee, ‘Dishonesty and Bad Faith after Barlow Clowes: Abou-Rahmah v Abacha’  (2007) Journal of 
Business Law 209. 
93 [2006] EWCA Civ 1492; [2007] 1 Lloyd’s Rep. 115 (CA (Civ Div). 
94 Means Chairman of Islamic Taxation System Committee. 
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plaintiff subsequently demanded the refund of the fixed deposit, but the defendant failed to 

comply. The plaintiff thereupon sued the defendants for the deposited sum and interest 

thereon, pleading that the defendants were liable to refund the money under the fixed 

deposit receipts and alternatively, that they were liable as constructive trustee thereof. The 

defendants filed their defence wherein they alleged that the fixed deposit receipts were 

issued without due authority or issued by way of fraud. Abdul Malik Ishak J observed that 

the principles of ‘knowing receipt’ and ‘knowing assistance’ would come into play in the 

context of a relationship between a banker and a customer. However, the court also 

believed that the issue of constructive trustee in the context of banker-customer relationship 

is quite complicated and technical in nature and a claim based on it could only be properly 

proved by oral evidence and the onus is on the plaintiff to prove that the defendants were in 

breach of their contractual duty of care to the plaintiff.  

 

The principle of bank’s liability as a constructive trustee was established in Selangor 

United Rubber Estates Ltd v Cradock (No 3) [1968] 1 WLR 1555 and Karak Rubber Co 

Ltd v Burden [1972] 1 WLR 602. Both cases upheld that a bank may have liability based on 

mere constructive knowledge of a dishonest and fraudulent design by the accessory. Alliot J 

in Lipkin Gorman v Karpnale Ltd [1987] 1 WLR 987 laid down a principle of law where a 

banker knowingly assists a customer in committing a breach of trust, the banker becomes 

liable as a constructive trustee.  

 

Similarly, in the Malaysian case of Sabah Bank Bhd v Borneo Housing Mortgage Finance 

Bhd [1992] 3 CLJ 518, the court held that a banker may be a constructive trustee of money 

in his customer’s account and in breach of trust if he pays the money away in circumstances 

which put him upon inquiry even his action based on the customer’s mandate. Sabah Bank 

Berhad applied to set aside the award made by the arbitrator in arbitration between them 

and Borneo Housing Mortgage Finance Bhd (BHMF). The arbitrator found that the bank 

was negligent for allowing Emperor Properties (EP) to draw the proceeds of ten cheques 

from their current account and utilise them for purposes other than discharging the bridging 

loans. He also found that the bank had failed to satisfy him that the bank had not been 

negligent in the discharge of their duties to BHMF as bankers. The arbitrator then awarded 
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damages to BHMF. The High court affirmed the decision made by the arbitrator and 

dismissed the bank’s application to set aside the award made by the arbitrator.  

In Governor and Company of the Bank of Scotland v A Ltd and Others [2001] EWCA Civ 

52, Lord Woolf CJ observed that a bank may become subject in equity to knowing or 

dishonest assistance if it dishonestly assists in a breach of trust committed either by its 

customer or by others. As such, if the debt owed to the customer is affected by any 

equitable interest or claim of a third party the bank may become accountable in equity if it 

dishonestly assists in any course of action which jeopardise the third party’s interest. 

6.4.3 Liability of Banks as Constructive Trustee in Money Laundering 

 

Section 14(b) of AMLATFA sets out the statutory obligation for banks to report any 

suspicious transactions. Should there be reason to suspect any transaction as being related 

directly or indirectly to any of the serious offence, or foreign serious offence, a bank has to 

file a suspicious transaction report with the Financial Intelligence Unit (FIU). The reporting 

should be conducted by the money laundering reporting officer (MLRO) of the bank. 

Section 19(4) of AMLATFA requires reporting institutions to designate a MLRO, at 

management level in each branch and subsidiary. Failure to report any suspicious 

transaction is an offence and upon conviction, the person could be liable to a fine not 

exceeding RM100,000 or to imprisonment for a term not exceeding 6 months or both.95  

 

AMLATFA also provides for the tipping-off offence under section 35. Accordingly, where 

a banker knows or suspects that a report has been made to the law enforcement authorities, 

it is an offence for a banker to make any disclosure which is likely to prejudice any 

investigation which might be conducted following the making of the report under 

AMLATFA.96 

There is a concern that the duty to report suspicious transactions and to avoid ‘tipping off’ 

can lead to a conflict between the bank’s responsibility under the anti-money laundering laws 

and its obligation, as a constructive trustee, to a victim of fraud and other crimes under the 
                                                 
95 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s22 (4). 
96 Anti-Money Laundering and Anti-Terrorism Financing Act 2001, s35 (1). 
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civil law. If a suspicious transaction report has been made, the bank would normally not 

allow the customer to transact the account. The danger is that if the bank suspends 

transaction, it may inadvertently tip off the customer. On the other hand, if it pays out the 

funds, it may be liable as a constructive trustee. In the Governor and Company of the Bank of 

Scotland v A Ltd and Others [2001] EWCA Civ 52, Lord Woolf CJ observed at page 764: 

…If A Ltd had been the recipient of funds which were the proceeds of fraud…and if the bank 

had such strong grounds for doubting its customer’s honesty that it would itself have been 

dishonest to turn a blind eye to its doubts, then there was a clear risk of the bank incurring 

liability in equity as an accessory to breach of trust. 

In this case, the bank suspected that the monies in A Ltd’s account could be the proceeds of 

crime. The bank was informed by the police that A Ltd was under investigation in relation 

to suspected financial fraud. As a result, the bank feared that if it paid out money from the 

customer’s account, it could be liable to third parties as a constructive trustee and if it did 

not pay out, it could be criminally liable for the offence of tipping off under section 93D of 

the Criminal Justice Act 1988. The bank applied to the court for directions, in private and 

without notifying the customer. An injunction was initially ordered freezing the account. 

Being unaware of the injunction and anxious to have access to his funds, the customer then 

brought proceedings against the bank and eventually the injunction was discharged. The 

court stressed the need for the authorities, the Serious Fraud Office (SFO), to cooperate 

with the banks to try and find a sensible solution as to what could revealed to the customer, 

but again if a bank was unsatisfied it should apply to the court for interim declaratory relief 

and the bank should make the SFO as defendant, and not the customer. Each party should 

bear its own costs unless acting unreasonably. 

From this case, the court established the following guidelines to be followed by a bank 

which finds itself in the same position as the Bank of Scotland: 

 It is important to establish an open and constructive dialogue with the 

investigating authority from the outset. The bank and the authority should 

attempt to agree the information that can properly be disclosed to the customer. 
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 In the absence of agreement, the bank may bring a without notice application to 

the court for directions. The appropriate defendant to such an application is the 

investigating authority, not the customer. 

 It is not appropriate, in these circumstances, for a bank to request the court to 

grant an injunction against it, restraining it from making payments from a 

customer’s account. Such an order would serve no useful purpose and would 

make a bank’s problem more acute as it would prevent the bank from making 

payments from a customer’s account and in addition, it could not tell its 

customer why this had happen. 

 An interim declaration can be made, if necessary, by the court setting out what 

information would be proper for the bank to rely on when dealing with the 

customer. In determining the terms of any declaration, the court will pay careful 

attention to the views of the investigating authority as to what would or would 

not prejudice its investigation. 

 The life of an interim declaration is likely to be short since, in the majority of 

cases, it will only be necessary to conceal the existence of the investigations for 

a fairy limited period. 

 Unless the investigating authority acts unreasonably, it is likely that the parties 

to the application will pay their own costs. 

 The power to grant an interim declaration should not be regarded as a substitute 

for financial institutions taking their own commercial decisions. In addition, the 

court’s powers are discretionary and will only be used where there is a real 

dilemma that requires their intervention.97 

Accordingly, having a suspicion which it considers necessary to report under the anti-

money laundering laws may, prima facie, indicate that bank knows or should know that the 

funds belong to a third party. The question to be posed is whether suspicion of money 

laundering activities suffices to make the bank liable to the victims of fraud for knowing or 

dishonest assistance?  

                                                 
97 Michael Isaacs, ‘Money Laundering: Dilemma for Banks’ (2004) 19(8) Journal of International Banking 
Law  and Regulation 284, 285. 
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This issue was discussed recently in Abou-Rahmah v Abatcha [2006] EWCA Civ 1492; 

[2007] 1 Lloyd’s Rep.115. There, the victims of a fraud sued a Nigerian Bank for the return 

of the money on the basis that the bank had requisite knowledge of the fraud. The bank’s 

local manager had suspected that his clients might be involved in money laundering. The 

judge at first instance found that a general suspicion of this nature was insufficient to make 

the bank liable to the victims of the fraud. The victims appealed to the Court of Appeal. 

The Court of Appeal upheld the judge’s decision at first instance. The Court held that the 

victims needed to show that the bank had acted in a way that was contrary to normally 

acceptable standards of honest conduct. A general suspicion that customers might possibly 

be involved in money laundering was not sufficient to make the bank liable. From the 

circumstances of this case, the court held that there was no evidence that the bank was 

aware of the existence of a situation giving rise to a fiduciary duty owed to the claimant, or 

that such duty had been breached, or that the funds were the fruits of the breach of duty, or 

had been obtained by fraud. As the bank did not have the dishonest knowledge that the 

funds were misappropriated, the claim for dishonest assistance therefore, failed. This case 

is likely to be of some comfort to banks faced with knowing or dishonest assistance claims 

in the future.98  

From this case, it is also notable that the occurrence of the bank’s general suspicions of 

impropriety in a commercial setting would not negate its liberty to act on proper 

instructions of their customers, particularly when it had complied with the relevant 

regulatory reporting requirements.99 However, there is no clear guidance given on what 

constitutes ‘normally acceptable standards of honest conduct’. It has been suggested that 

the nature of the suspicions, the context in which suspicions arose, the customs of the trade, 

as well as policy considerations are all relevant factors in benchmarking the commercially 

acceptable conduct of a bank.100  

                                                 
98 Ian Huskinson, ‘Money Laundering-Banks’ (2007) 22(2) Journal of International Banking Law and 
Regulation 29. 
99 Rebecca Lee, above n 94, 210. 
100 Ibid 211. 
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It is also relevant to look into other English decisions which provide further guidance for 

banks in dealing with suspicious transactions reports. In Hosni Tayeb v HSBC Bank plc 

[2004] EWCH 1529, Tayeb opened an account with HSBC to receive the proceeds of a sale 

transaction. The HSBC received the monies by means of the Clearing House Automated 

Payments System (CHAPS) from Tayeb’s client. A bank’s employee became suspicious 

about the transaction and froze the account. The funds were returned to the transferor’s 

account and Tayeb’s account was closed. These actions were not prescribed by the money 

laundering legislation. When Tayeb had difficulty recovering his funds, he sued HSBC. 

The court held in favour of the claimant. The CHAPS transfer to the bank, followed by its 

authentication, acknowledgement and crediting the amount to the claimant’s account 

created a debt due from the bank to the claimant. This is because the relationship between a 

bank and its customer is essentially that of a debtor and unsecured creditor governed by a 

banking contract. Colman J suggested that if there is any money laundering suspicion, the 

bank could obtain further reassurance by seeking the court’s guidance and it is ‘wholly 

unrealistic’ that the bank would be found guilty for dishonest assistance liability if it 

followed the guidance.  

 

In Squirrell Ltd v National Westminister Bank plc (customs and excise intervening),101 the 

bank discovered that some of the proceeds in a customer’s account could have been the 

result of criminal activity and as a result was forced to block a customer’s account in order 

to prevent itself becoming involved in making arrangements for dealing with criminal 

property. The customer, Squirrell, made an application to the High Court for an order that 

its account be unfrozen and for disclosure of the reasons behind the bank’s actions. The 

court refused Squirrell’s application and held that the bank’s actions were ‘unimpeachable’. 

As such, Squirrell was not entitled to disclosure by the bank of why its account had been 

frozen, nor was it entitled to an order to unblock the account, as in doing so the court would 

be requiring the bank to commit a criminal offence. The bank has done precisely what the 

legislation envisaged. 

 

                                                 
101 [2005] EWHC 664. 
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Laddie J in his judgement made it clear that the issue is not whether there has been a 

criminal offence committed by the customer but merely whether the bank has a relevant 

suspicion. The bank can then comply with the provision of the Proceeds of Crime Act 2002 

(POCA) by obtaining the ‘appropriate consent’ and making an ‘authorised disclosure’ as 

required under the Act. Once a bank has performed those steps and complied with the anti-

tipping off provision, it is obliged to block the account of such customer until such time as 

the relevant authority has given its direction for complying with its obligations under the 

Act or in accordance with the relevant authority directions.102 

 

In the N2J Ltd v Cater Allen Ltd (unreported, February 21, 2006) (HC), the bank made a 

report that it knew or suspected that funds that its customer had requested be transferred, 

were the proceeds of crime. The customer sought a mandatory injunction to force the bank 

to make the requested transfers in accordance with its mandate, and an order for the bank to 

disclose the reasons it had for refusing to make the payments. The question in that case was 

whether the bank subjectively believed that it had reasonable grounds to suspect the 

transactions. The customer argued that the bank had misdirected itself and should not have 

developed the suspicion in the circumstances of the case. The court held that suspicion may 

arise in an otherwise seamless period of good conduct from one important piece of new 

information. The refusal by the relevant authority to give consent to the transaction was 

found by the judge to support the Bank’s claim that it had reasonably developed the 

suspicion in the first place and therefore the banks’ decision to report could not be 

challenged.103 

 

Recently, in K Ltd v National Westminster Bank Plc [2006] EWCA Civ 1039, Natwest’s 

customer instructed it to make a payment but the bank, having made a disclosure to 

Revenue and Customs that it suspected that the money was criminal property, stated that it 

could not comply with the customer’s request. The customer sought an injunction from the 

court ordering the bank to make the payment The judge refused to grant the injunction and 

                                                 
102 Edward Bridge, ‘The Risks faced by Banks in Overstepping their Anti-Money Laundering Obligations.’ 
(2005) 20(9) Journal of International Banking Law and Regulation 461, 462. 
103 Michael Isaacs, ‘Money Laundering: Further guidance for banks on what to do when faced with 
conflicting duties following a suspicious transactions reports: The N2J Case’ (2006) 21(8) Journal of 
International Banking Law and Regulation 431. 
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the customer appealed, arguing that the bank was acting in breach of the contract of 

mandate whereby the bank had agree to honour its customer’s instructions. The customer 

further argued that the bank had not provided sufficient evidence of its suspicions. The 

Court of Appeal held that it would be entirely inappropriate for the court to require the 

performance of an act which would render the performer of the act criminally liable and 

that, as a matter of discretion, any injunction should be refused.104 This is a positive ruling 

and certainly supports banks in their efforts to comply with the reporting requirements 

under the anti-money laundering laws. 

 

6.5 Summary 

 

It is clear that the implementation of the AML/CTF laws has significantly affected a bank’s 

relationship with outsiders, especially its customers. While it is clear that AML/CTF 

obligations should take precedence over customer confidentiality rules to improve the flow 

of information to law enforcement authorities and to facilitate money laundering 

investigation, there is the danger that customers may lose confidence that their secrets are 

safe with the banks. By requiring banks to disclose suspect transactions, the authorities are 

asking banks to act as informers. This is a role that is in conflict with their commercial 

objectives.  

 

However, it appears that AMLATFA provides sufficient safeguards to ensure that the 

disclosure of customer’s information is carried out in a manner that is not prejudicial to the 

interest of legitimate customers. This is a positive approach that could protect the innocent 

customers from being mistreated by the law. Ultimately, it can be said that the growing 

threat of global terrorism and money laundering makes the overriding of banking secrecy 

justified because without a flow of information from the banks, the effective prevention of 

the menace is not possible. 

                                                 
104 Elspeth White, ‘Money Laundering: Banks-Court would not Order Bank to Commit Offence.’ (2006) 
21(11) Journal of International Banking Law and Regulation 91. 
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AML/CTF laws also impose stringent standards on correspondent banking arrangements 

due to its vulnerability to money laundering. Banks are now under greater legal 

requirements to identify and verify other banks before establishing correspondent banking 

relationship. Banks are required to know the details of all parties in a correspondent 

banking transaction, even if the parties are not their direct customers. Banks also are 

required to understand and monitor the intended use of the funds, the nature of the 

transactions, the people to whom they deal with, their background and countries involved.  

Although the obligations imposed on the correspondent banking relationship can be 

regarded as a significant step towards further protecting the international financial systems, 

if left unchecked, they may put unnecessary burden on banks. This is particularly true when 

the laws prescribe to whom the bank could do business with. Therefore, effective and 

workable anti-money laundering measures must be implemented. More importantly, it must 

be ensured that the laws will not put unnecessary burdens on banks and will not jeopardize 

the correspondent banking operation which is crucial for the effective functioning of the 

international payment systems. 

 

Furthermore, in complying with their obligations under the anti-money laundering laws, 

banks may be placed in a difficult commercial position trying to find a balance between the 

avoidance of criminal liability on the one hand and civil liability as a constructive trustee 

on the other hand. However, in dealing with this problem, experience has shown that the 

court approaches the matter in a way which encourages banks to report suspicious 

transactions without fear of constructive trustee liability. Accordingly, a general suspicion 

that customers might possibly be involved in money laundering is not sufficient to make 

banks liable as constructive trustee.  

 

Since the AML/CTF laws have only been recently introduced in Malaysia, the issue of 

constructive trusteeship has yet to be tested in the court of law. However, it can be said that 

when banks comply with the reporting requirement and act in accordance with the relevant 

authorities directions, the risk of being held liable as a constructive trustee is very slight. 

Furthermore, there is no specific provision in AMLATFA which requires bank to 

discontinue a transaction that is subject to the suspicious transaction reporting. As such, 
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banks may proceed with the transaction in accordance to customer’s instruction. More 

importantly, in complying with AML/CTF obligations, AMLATFA clearly protects bank 

and its employee from being exposed to civil, criminal or even disciplinary proceedings. It 

must be said that such protection will encourage bankers to play an active role in detecting 

the flows of dirty money within the Malaysian banking systems. 
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CHAPTER SEVEN 

ANTI-MONEY LAUNDERING LAWS IN AUSTRALIA 

 

7.1 Introduction 

 

The regulation of money laundering is not new in Australia. For many years, Australia was 

at the forefront of international efforts to combat money laundering. The Australian 

Financial Transactions Act 1988 (Cth)1 (FTRA) predated the original version of the 40 

Recommendations issued by the FATF.2 It was considered the primary anti-money 

laundering regime applicable to Australian financial institutions. It requires banks and 

financial institutions to properly identify customers and report certain transactions such as 

cash transactions that exceed a certain threshold or suspicious transactions. 

 

However, changes to money laundering trends and its association with terrorism financing 

have made the Australian regime outdated and in need of review. As a result, the Anti-

Money Laundering Law and Counter-Terrorism Financing Act 2006 (Cth) (AML/CTF Act) 

was enacted. The AML/CTF Act is broader in coverage and will ensure a more consistent 

and effective application of anti-money laundering measures than that currently required 

under the FTRA. More importantly, the AML/CTF Act will bring the Australian anti-

money laundering regime in line with the current international standards issued by the 

FATF.  

 

The anti-money laundering package in Australia also includes the Criminal Code Act 1995 

(Cth) (Criminal Code); the Mutual Assistance in Criminal Matters Act 1987 (Cth) 

(MACMA) and the proceeds of crimes legislation.3 The Criminal Code contains a wide-

                                                 
1 Initially the Act was enacted as the Cash Transaction Reports Act 1988 (Cth). 
2 The first version of FATF 40 Recommendations was formulated in 1990 to combat money laundering. It 
was subsequently revised in 1996 and again in 2003. 
3 The proceeds of crime legislation consists of the Proceeds of Crime Act 1987 (Cth) and the Proceeds of 
Crime Act 2002 (Cth). The 2002 Act extends the confiscation regime from conviction-based to civil-based 
forfeiture. 
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range of money laundering and terrorism financing offences, while MACMA provides a 

legislative basis for international cooperation and arrangement in criminal matters. The 

proceeds of crime legislation contain comprehensive measures for forfeiture, freezing and 

seizure of criminal proceeds.  

 

This chapter will briefly examine the anti-money laundering laws in Australia since it was 

one of the first countries in the world to develop and enact laws to deal with money 

laundering. It will also include a short comparison of the Australian and Malaysian 

regulatory regimes. While relevant provisions under the Criminal Code, the proceeds of 

crime legislation and MACMA will be examined, the focus of this chapter will be on the 

key provisions of the AML/CTF Act that directly impact on banks and other financial 

institutions.  

 

7.2 Money Laundering Offences 

  

Originally, money laundering was criminalised under sections 81 and 83 of the Proceeds of 

Crime Act 1987 (POCA). Since January 2003, the revised Division 400 of the Criminal 

Code has replaced the money laundering offences under POCA 1987. Generally, the 

Criminal Code prohibits receiving, possessing, concealing or disposing of property, 

importing or engaging in banking transactions involving the proceeds of Commonwealth or 

foreign offences or property intended to be used as an instrumentality of such an offence.4  

 

The Criminal Code establishes the offence of laundering proceeds of crime as well as the 

offence of possession of criminal property that constitutes the proceeds of crime. The 

definitions of ‘proceeds of crime’ and ‘property’ under section 400.1 are expansive. They 

extend to any money or other property, whether located in Australia or overseas, that has 

been derived or realised directly or indirectly, by any person from the commission of an 

indictable offence. An indictable offence means an offence against a law of the 

Commonwealth, or a law of Territory with a minimum penalty of 12 months imprisonment.  
                                                 
4 Criminal Code Act 1995 (Cth), s 400.2. 
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Sections 400.3 to 400.8 provide the primary offences of dealing with money or other 

property. These offences are graded depending on the value of the money or property; 

whether the money or property is the proceeds of crime; whether there is a risk that the 

money or property will become an instrument of crime; and the state of mind of the person 

dealing with it (i.e. whether it was intentional, recklessness or negligent). For example, 

under section 400.3, where the dealing involves money or property worth AUD1000,000 or 

more and the person believes the money or other property to be proceeds of crime or 

intends that it will become an instrument of crime,5 upon conviction, the person could be 

liable to a maximum penalty of 25 years imprisonment or 1500 penalty units or both (one 

penalty unit is equal to a fine of AUD110).6 However, if the person was reckless about the 

money or other property being proceeds or about the risk that it is an instrument of crime, 

the person could be liable to a maximum penalty of 12 years imprisonment or 720 penalty 

units or both.7 Where the person was negligent about the money or other property being the 

proceeds or instrument of crime, the person could be liable to a maximum penalty of five 

years imprisonment or 300 penalty units or both.8 

 

Sections 400.4 to 400.8 provide for lesser dealings with proceeds of crimes. Where dealings 

involve money or property with a value of AUD100,000 or more the maximum penalty is 

20 years imprisonment or 1200 penalty units or both, if the dealing was intentional; 10 

years imprisonment or 600 penalty units or both if there was recklessness; and four years 

imprisonment or 240 penalty units or both if it was negligent.9 

 

Where the dealings involve property or money with a value of AUD50,000 or more, the 

maximum penalty is 15 years imprisonment or 900 penalty units or both, if it was 

intentional; 7 years imprisonment or 420 penalty units or both if there was recklessness and 

3 years imprisonment or 180 penalty units or both if it was negligent.10 Furthermore, where 

                                                 
5 Criminal Code Act 1995 (Cth), s 400.3(1). 
6 Crimes Act 1914 (Cth), s 4AA. 
7 Criminal Code Act 1995 (Cth), s 400.3(2). 
8 Criminal Code Act 1995 (Cth), s 400.3(3). 
9 Criminal Code Act 1995 (Cth), s 400.4. 
10 Criminal Code Act 1995 (Cth), s 400.5. 
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the dealings involve property or money with a value of AUD10,000 or more, the maximum 

penalty is 10 years imprisonment or 600 penalty units or both if it was intentional; 5 years 

imprisonment or 300 penalty units or both, if it was recklessness and 2 years imprisonment 

or 120 penalty units or both if it was negligent.11 

 

Where the dealings involve AUD1,000 or more, the maximum penalty is 5 years 

imprisonment or 300 penalty units or both if there was intentional; 2 years imprisonment or 

120 penalty units or both if there was recklessness and 12 months imprisonment or 60 

penalty units or both if there was negligent.12 Finally, section 400.8 provides dealing with 

proceeds of crime of any value, with a maximum penalty 12 months imprisonment or 60 

penalty units or both if there was intentional; 6 months imprisonment or 30 penalty units or 

both if there was recklessness and 10 penalty units if there was negligent. 

 

Furthermore, under section 400.9,13 a person is guilty of an offence if he or she receives, 

possesses, conceals, disposes of or brings into Australia any money or other property that 

may reasonably be suspected of being proceeds of Commonwealth or foreign crimes. The 

maximum penalty is two years imprisonment or 50 penalty units or both. The offence also 

covers the taking money outside Australia and the proceeds of State and Territory offences 

where the possession, concealing, receiving or disposing of the proceeds occur in the 

course of importing or exporting goods, postal or telegraphic communications or a 

transaction in the course of banking.14 Subsection (5) provides that this offence does not 

apply if the person can show that he or she had no reasonable grounds to suspect that the 

property was derived from some form of unlawful activity.15 Clearly, this provides an 

appropriate safeguard against prosecution. However, the defendant bears a legal burden in 

relation to the defence. Given the knowledge and information the defendant will have 

concerning the transaction, this is considered a reasonable approach. 

   

                                                 
11 Criminal Code Act 1995 (Cth), s 400.6. 
12 Criminal Code Act 1995 (Cth), s 400.7. 
13 This section replaces the money laundering offence provision under section 82 of the Proceeds of Crime 
Act 1987 (Cth). 
14 Criminal Code Act 1995 (Cth), s 400.9(3). 
15 Criminal Code Act 1995 (Cth), s 400.9(5). 



265 

 

Section 400.9 (2) provides a wide range of activities which can be taken to satisfy the 

reasonable suspicion element of the offence. This includes structuring  transactions to avoid 

reporting requirements; the use of false name for accounts; using grossly out of proportion 

valuations to the defendant’s income and expenditure; contraventions of the FTRA and 

engaging in transactions on behalf of others but not being prepared to identify such persons 

or their location.16  

 

In a prosecution of a money laundering offence under the Criminal Code, sections 400.11 

and 400.13 indicate that the prosecution does not need to prove the predicate offence. 

However, the prosecution must still prove beyond a reasonable doubt that the money or 

property is the proceeds of crime. This approach is welcome because it will remove the 

biggest barrier to successful prosecution of money laundering, that is the requirement to 

prove the link between money laundering offence and the specific predicate offence from 

which the fund is generated. 

 

It is generally accepted that money laundering prosecutions are typically complex 

prosecutions. As the offences in Division 400 of the Criminal Code are relatively new, 

there is limited judicial consideration of the issues that can arise in money laundering cases. 

The factual circumstances of these cases are usually complex and are often conducted 

outside the country, which requires overseas cooperation and evidence to assist the 

investigation and prosecution. 

 

The New South Wales Court of Criminal Appeal in Ansari v The Queen [2007] NSWCCA 

204 and R v Huang [2007] NSWCCA 259 provide guidance on the sentencing principles 

that should be adopted in money laundering prosecutions under Division 400 of the 

Criminal Code. In Ansari v The Queen, two brothers were charged with the offences of 

conspiring to launder money. The brothers who owned and operated a money exchange 

business took delivery of over AUD2 million in cash in October 2003. The cash was 

delivered by Z, an Israeli national. Z later testified that he was recruited in Romania and 

travelled to Australia to deliver the cash to the defendants for their money exchange 

                                                 
16 Criminal Code Act 1995 (Cth), s 400.9(2) (a)-(e). 
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business in Sydney. Z left Sydney on October 13, 2003 and within two days the defendants 

had arranged for an associate to deposit the cash into various bank accounts. A total of 

AUD1,952,107.00 in bank deposits were made by the associate on behalf of the defendants. 

The bank deposits which were for sums below $10,000, were structured in such a way as to 

avoid the attention of law enforcement authorities. The following year, the defendants tried 

to arrange a similar operation. Z was again contacted by his Romanian associates and 

agreed to return to Australia to repeat what he had done in October 2003. He managed to 

return to Australia, but was arrested before any money was delivered to the defendants. 

 

The defendants were found guilty of the offences and were sentenced on November 10, 

2006 in the District Court of New South Wales. On each conspiracy charge the defendants 

were sentenced to four years of imprisonment. The DPP appealed against the sentences on 

the grounds that they were manifestly inadequate, whilst the defendants also appealed 

against their convictions. On August 14, 2007 the New South Wales Court of Criminal 

Appeal dismissed the defendants’ appeal against the convictions and allowed the DPP’s 

appeal on the sentences. The Court quashed the sentences ruling by the District Court and 

instead imposed sentences of seven years imprisonment for each conspiracy – partly 

accumulated, so as to result in an effective total head sentence of nine years imprisonment 

and a single non-parole period of five years and five months.  

 

In this case the Court held that the sentences failed to a very significant degree to reflect the 

objective seriousness of the offences. The Court noted at p 145: 

The Judge with respect correctly identified the appellants as principals in the scheme to 

launder the money they received, or were to receive, from Z. They were at the very heart of 

the conspiracies alleged. But more than that they were intelligent professionals who were 

engaged in an apparently legitimate finance business used as a cover for dealing with 

money reckless as to unlawful use to which it might be put, and no doubt relying upon their 

expertise and business connection to commit their offences. Regardless of what they knew 

about the source of the money or its ultimate destination, their conduct involved a 

substantial degree of criminality within the scope of the section. It was obvious that the 

offences were committed by the appellants for profit and apparently motivated by greed. 
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From this case, it appears that when persons are convicted of laundering money that is to be 

used as an instrument of crime, knowledge that money is proceeds or an instrument of 

crime is a relevant consideration to convict the offender but is of limited significance as an 

aggravating or mitigating factor. More importantly, in determining the relative seriousness 

of money laundering offences, it appears that it is important for the court to consider what 

the offender did because there may be little or no evidence before the court as to the 

organisation behind the offence, the source of the funds or the ultimate use to be made of 

them.  

 

In R v Huang, the defendants, Huang and Siu, were each recruited and directed by Zhen 

Chi Chen to conduct cash transactions at various branches of banks in the Sydney 

metropolitan district, involving numerous cash deposits – each less than AUD10, 000.00 – 

with the intention of circumventing the reporting requirement under the Financial 

Transaction Reports Act 1988, thereby avoiding the attention of law enforcement agencies. 

Huang made structured deposits of cash totalling AUD3,088,311.00 often using false 

names and addresses at over 60 bank branches during an 11 month period. Siu, also using 

false names and addresses, structured cash deposits totalling AUD556,400.00 at over 40 

bank branches during a three month period. Huang pleaded guilty to the offence of dealing 

in proceeds of crime worth AUD1 million or more, pursuant to section 400.3(1) of the 

Criminal Code, while Siu pleaded guilty to the offence of dealing in proceeds of crime 

worth AUD100,000.00 or more, pursuant to section 400.4(1) of the Criminal Code. On 

March 9, 2007, Huang was sentenced to imprisonment for three years with an order that he 

be released after serving one year and nine months. Siu was sentenced to imprisonment for 

two years and 11 months with an order that he be released after serving 12 months. The 

Crown viewed the sentences imposed by the District Court of New South Wales to be 

manifestly inadequate and lodged separate appeals to the Court of Criminal Appeal against 

the sentences. The appeals were jointly heard by the Court of Appeal, where the Court 

allowed the Crown appeals and quashed the sentences imposed by the court below. Huang 

was resentenced to five and half years of imprisonment with a non-parole period of three 

years and four months. Siu was resentenced to imprisonment of five years with a non-

parole period of two and half years. 
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In this case, it appears that in determining the relative seriousness of money laundering 

offences, the Court considered the amount of money involved, the number of transactions 

carried out by the offender in committing the offence and the period over which the 

transactions occurred. The Court noted at p381: 

The amount of money involved is clearly a highly significant matter because the legislation 

uses it as the principal means of dividing the offences into categories and it is the primary 

identifier of what is the maximum penalty for an offence...Of course the number of 

transactions carried out by the offender in committing the offence and the period over 

which the transactions occurred are significant because they indicate the extent of the 

offender’s criminality. Generally speaking a number of transactions involving small 

amounts of money will be more serious than a single transaction of a larger amount. The 

latter may be seen as an isolated offence. 

In this case the Court also ruled that when the activity is engaged in for profit, over a 

significant period of time and with a large number of transactions, the prior good character 

of the offender is of less significance than might otherwise be the case. 

 

The decision in R v Huang was considered in R v Foster [2008] QCA 90. Here, the 

defendant was acting on behalf of a company called Kai Viti Liku Beach Ltd (KVLBL), 

which obtained a loan of USD$580,000 from the Bank of the Federated States of 

Micronesia in 2006.  The loan was secured by a mortgage over a leasehold property owned 

by KVLBL in Fiji.  The purpose of the loan was to develop the leasehold property as a 

resort. It was agreed between the parties that before the funds could be drawn down, 

KVLBL would be required to supply the bank written instructions with documentation 

from the third party payees.  On nine occasions between August 4, 2006 and October 13, 

2006, the defendant sent email requests to the bank to pay three third party entities, 

reportedly doing work on behalf of KVLBL in development of the resort. However, no 

work had been performed by these entities for the resort. The bank acted on the defendant’s 

misrepresentations and forwarded funds at the defendant’s direction, to accounts in 

Australia. Eight of the nine payments forwarded to Australian accounts were used for 

expenses that were not associated with the resort’s development, while the ninth payment 

was returned to the bank after steps to recover the money were taken.  
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The defendant pleaded guilty to the offence of money laundering to a total amount of 

$306,772.58 which related to the transfer of the proceeds of foreign indictable offences to 

Australia.  On December 7, 2007 the defendant was sentenced to four and a half years 

imprisonment with a non-parole period of 2 years and 3 months.  The defendant’s appeal to 

the Queensland Court of Appeal against the severity of the sentence was dismissed. The 

Court held that the sentencing judge did not err in taking into account the circumstances of 

the fraud. The acts of obtaining the money by fraud were closely interwoven and an 

essential element in the offence of money laundering. The sentence was not manifestly 

excessive by comparison to similar criminal offences.  In this case, the Court also ruled that 

general and individual deterrence were important considerations when determining the 

appropriate sentence for money laundering offence. Finally, the court should also consider 

the circumstances of the offence from which the money was directly or indirectly realised, 

the amount of money involved, the offender’s state of belief or knowledge and the relevant 

maximum penalty. 

 

From these cases, it appears that Division 400 of the Criminal Code contains a range of 

money laundering offences, which are broad in their application. The offences are not 

concerned only with the source of the money or property that is dealt with but also its 

ultimate use. The offences cover money obtained illegally or to be used for illegal purposes 

or dealt with in a manner that is illegal. More importantly, the legislation itself has 

attempted to structure offences to give some guidance as to the seriousness of the conduct 

by reference to the applicable maximum penalty for each offences. Generally, the greater 

the sum of money involved, the more serious the offence. The legislation also takes into 

account the mental state of the offender, so that an offence involving the intentional dealing 

with proceeds of crime or instruments of crime is more serious than that one where the state 

of mind is recklessness as to the criminal nature of the property. As such, it provides law 

enforcement authorities with an appealing set of options in ensuring that charges are 

initiated. Also, it provides the courts with very specific guidance in sentencing money 

launderers.17 Therefore, if it is effectively implemented, it would become an effective legal 

                                                 
17APG Third Mutual Evaluation Report on Anti-Money Laundering and Combating the Financing of 
Terrorism (2006) 28. 
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tool in preventing the movement of illegally obtained money and property, both 

domestically and internationally.  

 

With the enactment of the AML/CTF Act, the scope of money laundering offences has 

widened to include offences committed overseas. The AML/CTF Act provides that money 

laundering offences means conduct that amounts to 

(a) an offence against Division 400 of the Criminal Code; or 

(b) an offence against a law of a State or Territory that corresponds to an offence referred 

to in paragraph (a); or 

(c) an offence against a law of a foreign country or of a part of a foreign country that 

corresponds to an offence referred to in paragraph (a).18 

 

7.3 Terrorism Financing Offences 

 

The terrorism financing offences are found in Division 100 of the Criminal Code and Part 4 

of the Charter of the United Nations Act 1945 (CoTUNA). Generally, sections 102.6(1) and 

102.6(2) of the Criminal Code prohibit the collection of funds for, or on behalf of a terrorist 

organisation, whether directly or indirectly. A terrorist organisation is defined as  

(a) an organisation that is directly or indirectly engaged in, preparing, planning, assisting in or 

fostering the doing of a terrorist act (whether or not the terrorist act occurs); or 

(b) an organisation that is specified by the regulations for the purpose of this paragraph; 

(c) a Hizballah organisation, if that organisation is specified by the regulations; or 

(d) a Hamas organisation, if that organisation is specified by the regulations; or 

(e) a Lashkar-e-Tayyiba organisation, if that organisation is specified by the regulations.19  

 

It is to be noted that the list of terrorist organisations for the purposes of the Criminal Code 

is available on the National Security Australia website.20 

 

                                                 
18 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 5. 
19 Criminal Code Act 1995 (Cth), s 102.1. 
20 See www.nationalsecurity.gov.au. As of 30 September 2007, there were 19 organizations officially listed as 
terrorist organizations. 
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Under section 102.6(1), if the offender knows the organisation is a terrorist organisation, 

the person could be liable for up to 25 years imprisonment upon conviction. Additionally, 

section 102.6(2) deals with the situation where the offender is reckless as to whether the 

organisation is a terrorist organisation. The offence carries a maximum penalty of 15 years 

imprisonment. ‘Knowledge’ and ‘recklessness’ are defined in sections 5.3 and 5.4 of the 

Criminal Code respectively.21  

 

Section 103.1 makes it an offence for a person to provide or collect funds, and be reckless 

as to whether those funds will be used to facilitate or engage in a terrorist act. Upon 

conviction, the person could be liable for a life imprisonment. Interestingly, the offence is 

committed even if the terrorist act does not occur.22 Further, section 103.2(1) criminalises 

the collection of funds where the funds are made available to, or collected for, or on behalf 

of another person. The offence will occur if the person is reckless as to whether that other 

person will use the funds to facilitate or engage in a terrorist act. As recklessness is a 

relatively high standard fault element, it is believed that the offence will not apply to a 

person who provides or collects funds believing those funds will be used for an innocent 

purpose.23 

 

It has been argued that the offences under section 102.6 of the Criminal Code are very 

broad and captures conduct that go far beyond intentional funding of politically and 

religiously motivated violence.24 Under these provisions, it is illegal to fund a ‘terrorist 

organisation’ as prescribed under section 102.1, regardless of the use to which the funds are 

put. For instance, giving money to a Hamas for the sole purpose of assisting its 

humanitarian activities is an offence if the donor knows that recipient of the fund is 

                                                 
21 A person has knowledge of a circumstance or a result if he or she is aware that it exists or will exist in the 
ordinary course of events. A person is reckless with respect to a circumstance if they are aware of a 
substantial risk that the circumstance exists or will exist, and having regard to the circumstances known to 
them, it is unjustifiable to take the risk. 
22 Criminal Code Act 1995 (Cth), s 103.1(2). 
23 Explanatory Memorandum, Anti-Terrorism Act (No.2) Bill 2005 (Cth), 12. 
24 See Senate Legal and Constitutional Affairs Committee, Submission in relation to Anti_Money Laundering 
and Counter-Terrorism Financing Bill 2006(Cth), 2. 
< www.apg.gov.au/Senate/Committee/legcon_Cttc/aml_ctf06/submissions/sub01.pdf> at 10 February 2008 
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Hamas.25 Even international humanitarian aid organisations like Red Cross can be caught 

by the provision. 

 

There is also a concern that these provisions would pose the risk of discrimination based on 

race, religion and nationality. Given the difficulties faced by banks in identifying a 

particular customer who poses a terrorism financing risk, it would be possible for a bank to 

construct a customer profile based on race, religion and nationality.26 There are also 

perceptions among Muslim Australians that anti-terrorism financing laws have targeted 

their communities, particularly when 18 of the 19 groups listed as ‘terrorist organisations’ 

under the Criminal Code are self-identified Muslim groups.27 For this reason, it is critical to 

ensure that certain group of people are not mistreated by the laws even though combating 

terrorism is an important priority across the globe. 

 

As already mentioned, terrorism financing activities are also criminalised under Part 4 of 

the Charter of the United Nations Act 1945 (CoTUNA). Under sections 20 and 21 of 

CoTUNA, it is illegal to use or deal with the assets of a proscribed person or entity and to 

directly or indirectly provide assets to such an entity.  Both offences are punishable by a 

maximum of five years imprisonment. A proscribed person or entity refers to a person or 

entity listed by the Foreign Minister under CoTUNA.28  

 

It must be borne in mind that while CoTUNA applies less stringent penalties than the 

Criminal Code, it has a much broader application due to its very wide definition of ‘asset’ 

which includes asset of any kind, or property of any kind, whether tangible or intangible, 

movable or immovable however acquired. It also covers a legal document or instrument in 

any form, including electronic or digital.29 

 

                                                 
25 Ibid. 
26 Ibid. 
27 Ibid 6. 
28 The Minister for Foreign Affairs may list a person or entity on a case-by-case basis if he or she is satisfied 
that they are associated with terrorism. The list is maintained by the Department of Foreign Affairs and Trade 
(DFAT). As of 30 January 2008, there were 2167 proscribed persons or entities included on DFAT’s 
Consolidated List. 
29 Charter of the United Nations Act 1945 (Cth), s 14. 
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It is clear that the Australian government has introduced a wide range of terrorism 

financing offences. The Criminal Code applies strict penalties for terrorism financing 

offences. They do not require that the funds are actually used to carry out terrorist 

activities. All terrorism financing offences apply whether or not the conduct or the result of 

the conduct occurs in Australia.30  

 

The enactment of the AML/CTF Act also extends the scope of terrorism financing offences 

to offences committed overseas. It defines terrorism financing as conduct that amounts to; 

(a) an offence against section 102.6 or Division 103 of the Criminal Code; or 

(b) an offence against section 20 or 21 of the CoTUNA; or 

(c) an offence against a law of a State or Territory that corresponds to an offence referred to 

in paragraph (a) or (b); or 

(d) an offence against a law of a foreign country or a part of a foreign country that 

corresponds to an offence referred to in paragraph (a) or (b).31 

7.4 The Anti-Money Laundering and Counter-Terrorism Financing Act 2006 

 

The Anti-Money Laundering and Counter-Terrorism Financing Act (AML/CTF Act) came 

into force on 13 December 2006. Apart from bringing Australia into line with international 

AML/CTF standards set by the FATF, the Act aims to ensure that Australia implements the 

most effective and proportionate measures to deter, detect and disrupt money laundering 

and terrorism financing.32  

 

The AML/CTF Act has extra-territorial effect33 and it applies to providers of designated 

services at or through a permanent establishment in Australia as well as to Australian 

residents who provide designated services at, or through a permanent establishment in a 

foreign country. The concept of a permanent establishment is very broad. It extends to any 

place at or through which the entities carries on any activities or business. It also includes 

any place where the entity is carrying on activities or business through an agent. Besides, it 

                                                 
30 Criminal Code Act 1995 (Cth), s 15.4 
31 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth) s 5. 
32 Explanatory Memorandum, Anti-Money Laundering and Counter Terrorism Financing Bill 2006 (Cth), 7. 
33 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 26. 
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covers activities undertaken on a mobile basis.34 As such, the legislation has an extensive 

and expansive reach and it is possible that it would also apply to overseas entities with even 

minimal connection with Australia.35    

 

Furthermore, the AML/CTF Act has a wider application than the FTRA, as it applies to an 

organization that provides a ‘designated service’. The term ‘designated service’ covers a 

wide range of services. Section 6 of the AML/CTF Act 2006 provides four tables of 

‘designated services’. Table 1 covers financial services,36 Table 2 covers buying and selling 

bullion, Table 3 covers gambling services and Table 4 covers prescribed services provided 

in the regulations. Financial services include opening an account, accepting money on 

deposit, making loan, issuing a bill of exchange, a promissory note or a letter of credit, 

issuing a debit or stored value card, issuing traveller’s cheques, sending and receiving 

international funds transfer instructions (IFTIs), making money or property available under 

a designated remittance arrangement, issuing or selling a security or derivative, accepting a 

contribution, rollover or transfer in respect of a member of a superannuation fund and 

exchanging currency. 

 

Unlike FTRA which is prescriptive, the AML/CTF Act sets out broad obligations and 

requires the regulated institutions to develop risk-based anti-money laundering programs 

tailored to their businesses. The AML/CTF Act provides the general principles, while 

detailed operating rules will be covered in the AML/CTF Rules which have been developed 

by the AUSTRAC in consultation with the regulated institutions. 

 

The AML/CTF Act also imposes a wider range of obligations than FTRA. It will replace 

the existing obligations under FTRA when it is fully enforced in December 2008.37 Briefly, 

the key obligations imposed by the AML/CTF Act 2006 include the requirement to identify 

and verify customers, to carry out ongoing due diligence on customers, to report suspicious 

                                                 
34 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 21. 
35 Ross Grady and Gian Boeddu, ‘Oz’s Long Arm’ (2007) International Financial Law Review 1, 2. 
36 Financial services cover authorised deposit taking institutions, banks, building societies and credit unions. 
37 At the time of writing, the existing obligations under the FTRA remain to apply.  
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and prescribed transactions, to keep records for seven years and to develop and maintain 

AML/CTF programs.  

 

The Act also requires providers of designated services to report about cross-border 

movements of physical currency and bearer negotiable instruments,38 to include new 

information in electronic funds transfer instructions39 and to register providers of 

designated remittance.40 Additionally, the Act imposes restrictions as to entry of 

correspondent banking relationship.41   

 

The AML/CTF Act provides a civil penalty framework for non-compliance with regulatory 

obligations with maximum fine of AUD11million in the case of corporations and AUD2.2 

million for all other persons. As such, a lower standard of proof, that is balance of 

probabilities, will apply to these penalties. This is a positive approach because it becomes 

easier for the law enforcement authority to punish the offender. Section 236 provides a 

general protection for reporting entities from civil or criminal liability. This applies if they 

can prove that they took reasonable precautions and exercised due diligence to avoid the 

contravention of the legislation. 

 

It is beyond the scope of this study to examine the Act in its entirety. As such, this section 

examines only the core requirements that directly affect banks. These include customer due 

diligence, suspicious matter and threshold transaction reporting, AML/CTF programs, 

correspondent banking obligations and record keeping. Before examining these 

requirements, it would be worthwhile to look into the background of the AML/CTF Act 

2006. 

 

 

 

 

                                                 
38 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), Part 4. 
39 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), Part 5. 
40 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), Part 6. 
41 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), Part 8. 
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7.4.1 Background to the AML/CTF Act 2006 

 

Before the enactment of the AML/CTF Act, FTRA was considered the primary anti-money 

laundering legislation applicable to the financial institutions in Australia. FTRA requires 

cash dealers to report to AUSTRAC any significant cash transactions, suspect transactions 

and international funds transfer instructions (IFTIs). It also makes it an offence to open an 

account in a false name and requires the verification of the customer’s identity when 

accounts are opened.42  

 

Apart from the imposition of reporting obligations on cash dealers, section 15 of FTRA 

requires members of the public to report to the Australian Customs Service any 

international currency transfers which include the shipping, mailing or carrying of AUD10, 

000 cash or its equivalent in foreign currency. Furthermore, section 31 makes it an offence 

for a person to conduct transactions with a cash dealer so as to avoid the reporting 

requirements. 

 

Despite being at the forefront in international efforts to combat money laundering, 

Australian anti-money laundering law did not keep abreast of the latest developments in 

money laundering and terrorism financing. FTRA soon became outdated and for this 

reason, in late 2003, a review of Australia's AML/CTF regime was announced. The 

Minister for Justice and Customs, Senator Chris Ellison said:43  

Australia will now commit to implementing FATF’s revised 40 Recommendations which will 

require a significant review of Australia’s anti-money laundering regime, including some new 

measures intended to counter terrorist financing…The adoption of the FATF 

recommendations is essential if Australia is to maintain its position as a key financial sector 

player both in the region and globally. 

 

The move to reform Australian anti-money laundering (AML) legislation was further 

strengthened when Australia received the mutual evaluation report from FATF in October 

                                                 
42 Financial Transactions Report Act 1988 (Cth), s 24. 
43 ‘Australia endorses global anti-money laundering standards’ (AUSTRAC Media Release, 8 December 
2003). 
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2005. The report said that Australia’s AML measures were significantly non-compliant 

with approximately half of the FATF’s Recommendations.44 In fact, Australia was one of 

the least compliant countries assessed at that time. This meant that Australia was almost at 

risk of being placed on the list of non-cooperative countries and territories (NCCTs). The 

report also noted that the legislative framework for customer due diligence requirements 

under FTRA was inadequate and required substantial amendments in accordance with the 

revised FATF requirements. To make matters worse, the report stated that the low number 

of prosecutions at a Commonwealth level (i.e. ten summarily and three on indictment since 

2003, with five convictions) is an indication that the AML regime in Australia has not been 

effectively implemented.45 Clearly, reforms to the existing regime were critical to bringing 

the Australian AML/CTF regime in line with international best practice for combating 

money laundering and terrorism financing. After extensive consultation with relevant 

stakeholders, the Anti-Money Laundering and Counter-Terrorism Financing Bill was 

passed on 7 December 2006 and received Royal Assent on 12 December 2006.  

 

The AML/CTF Act forms part of a legislative package of AML/CTF reform in Australia 

which is introduced in two stages. The first stage is set out in the AML/CTF Act and covers 

a range of services provided by the financial services sector, gambling service providers 

and bullion dealers. It has been implemented since 12 December 2007. The second stage 

will impose obligations on real estate agents, jewellers and professionals such as 

accountants and lawyers. At the time of writing, the second stage of legislation has not yet 

been implemented.  

 

The AML/CTF Act aims to create a financial system hostile to money laundering and 

terrorism financing while minimising the impact on business. For this reason, the 

AML/CTF Act adopts a risk based approach where the regulated institutions will have 

flexibility to develop AML/CTF procedures according to different risks which they identify 

using their own AML/CTF programs. This is a good approach because in complying with 

the legislation, the regulated institutions could avoid unnecessary compliance burden by 

                                                 
44 Explanatory Memorandum, Anti-Money Laundering and Counter-Terrorism Financing Bill 2006, 14. 
45 APG Third Mutual Evaluation Report on Anti-Money Laundering and Combating the Financing of 
Terrorism (2006) 6. 
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concentrating their resources on areas where the risk of money laundering or terrorism 

financing is greatest. Before examining key obligations imposed by the AML/CTF Act, it 

would be worthwhile to make a brief mention of the role and function of AUSTRAC. 

 

 

7.4.2 The Role and Function of AUSTRAC 

 

AUSTRAC was established in 1989 under section 35 of the FTRA as a statutory authority 

within the Attorney-General’s portfolio and it acts as the Intelligence Unit.46 The enactment 

of the AML/CTF Act has expanded AUSTRAC’s role as the national AML/CTF regulator. 

Part 16 of the AML/CTF Act covers administrative aspects of AUSTRAC’s functions. It 

replaces the role of Director of AUSTRAC with that of Chief Executive Officer (CEO), and 

outlines the role and functions of the AUSTRAC CEO and AUSTRAC staff. Under section 

229(3) of the AML/CTF Act, the Minister of Justice and Customs may direct AUSTRAC to 

make the AML/CTF Rules. 

 

It is important to note that the AML/CTF Act also enhances AUSTRAC’s supervisory, 

monitoring and enforcement powers.  Division 3 of Part 13 provides strong access powers 

for AUSTRAC to require the production of documents and supply of information, 

including the ability to apply for warrants to enter a reporting entity’s business premises to 

exercise monitoring powers under the Act. Division 7 of Part 13 of the Act enables 

AUSTRAC to require a reporting entity to carry out external audit on their compliance with 

the AML/CTF Act or their risk management relating to money laundering and terrorism 

financing. 

 

Part 15 of the AML/CTF Act provides AUSTRAC with a wide range of enforcement 

powers such as civil penalty orders, enforceable undertakings, remedial directions and 

infringement notices. Division 2 of Part 15 provides AUSTRAC with a civil penalty regime 

for enforcing non-compliance with regulatory obligations under the Act.  AUSTRAC can 

apply to the Federal Court for a ‘civil penalty order’ and if the Court is satisfied that a 
                                                 
46 The AUSTRAC Chief Executive Officer reports to the Minister for Justice and Customs on the operation of 
the agency. 
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person has contravened a civil penalty provision, it may order the person to pay a pecuniary 

penalty to the Federal Government. Where the person is a body corporate, the penalty must 

not exceed AUD 11 million and in all other cases, it must not exceed AUD2.2 million.  

 

Under Division 5 of Part 15, AUSTRAC may direct a reporting entity to take specified 

action, aimed at preventing the contravention of a civil penalty clause, or minimising the 

likelihood that such a contravention will occur.47 This includes a direction that the reporting 

entity implements effective administrative systems for monitoring compliance with a civil 

penalty provision. Besides, AUSTRAC may seek an injunction from the Federal Court 

restraining a person from engaging in conduct which contravenes the civil penalty 

provisions within the Act and requiring the person to take action, if in the Court’s opinion, 

it is desirable to do so. It appears that AUSTRAC’s approach in enforcing a civil penalty 

regime is in line with the view that a civil penalty regime would be more appropriate than 

criminal penalty and workable in ensuring the reporting entities comply with obligations 

under the AML/CTF Act. 

 

Division 7 of Part 15 enables AUSTRAC to accept written undertakings from reporting 

entities and to seek an order from the Federal Court in the event that the undertaking is 

breached. The Court may order the person to comply with the undertakings, pay the Federal 

Government any financial benefit obtained as a result of the breach, pay compensation to 

another person who has suffered loss as a result of the breach, or any other order. 

 

The AML/CTF Act also allows a broader range of designated agencies to access 

information held by AUSTRAC. However, such information is securely protected and can 

only be disseminated in accordance with Part 11 of the AML/CTF Act.48 In particular, 

under sections 121 and 122, it is an offence for the AUSTRAC CEO, AUSTRAC staff or 

designated agencies to disclose AUSTRAC information obtained under section 49 or 

Division 449 of the Act, to another person.50 Notably, information obtained under section 49 

                                                 
47 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 191. 
48 Part 11 of the AML/CTF Act 2006 also applies to the FTRA and thus repealed Part IV of the FTRA. 
49 Division 4 of the AML/CTF Act 2006 deals with reports about cross-border movements of physical 
currency and bearer negotiable instruments. 
50 The penalty is imprisonment for 2 years or 120 penalty units, or both. 



280 

 

refers to information that is obtained when following up on information given to 

AUSTRAC or related agencies under section 41 (reports of suspicious matters); section 43 

(reports of threshold transactions) or section 45 (reports of international funds transfer 

instructions).  However there are a number of exemptions for disclosure, for instance, the 

disclosure for the performance of the AML/CTF Act or other relevant legislations.51  

 

As already mentioned, AUSTRAC will adopt a risk-based approach in implementing the 

AML/CTF Act. As such, it places a significant burden on AUSTRAC to ensure that this 

approach can be achieved in practical manner.52 Obviously, the key challenge is to provide 

the regulated institutions with workable guidance while, at the same time gives them 

freedom to manage money laundering and terrorism financing risk faced by the institutions. 

It appears that AUSTRAC has provided extensive guidance to the reporting entities in 

complying with the AML/CTF obligations. The guidance is contained in the form of 

Guidance Notes, Guidelines, Information Circulars, AUSTRAC Online, AUSTRAC 

Regulatory Guide, AUSTRAC Typologies and Case Studies Report 2007 and Introduction 

to AML/CTF e-learning course. 

 

7.4.3 AML/CTF Program 

 

Part 7 of the AML/CTF Act requires a reporting entity to adopt and maintain an AML/CTF 

Program (the Program). This is considered a key obligation of a reporting entity in 

compliance with the AML/CTF Act. Failure to do so is an offence and would incur 

significant civil penalty. The AML/CTF Rules set out the requirements with which the 

Program must comply. The Program aims to assist a reporting entity to identify, mitigate 

and manage money laundering and terrorism financing risk (ML/TF risk) that affect the 

entity’s business. Therefore, a reporting entity could undertake appropriate and effective 

measures in complying with their obligations under the Act.  

 

                                                 
51 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 121(3). 
52 Chris McNeil, ‘The Australian Anti-Money Laundering Reform in the International Context’ (2007) 22(6) 
Journal of International Banking Law and Regulation 340, 344. 
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According to section 83 of the AML/CTF Act, there are three types of Programs. The first 

type of Program is a Standard Program and it applies to individual reporting entity.53 The 

second type of Program is a Joint Program and it applies to reporting entities who are 

members of a designated business group (DBG).54 The third type of Program is a Special 

Program and it applies to item 54 designated services.55 Item 54 is described as ‘in the 

capacity of a holder of an Australian financial services licence, making arrangements for a 

person to receive a designated service (other than a service covered by this item).’56 Such 

services are not subject to the suspicious and significant transactions reporting as well as 

ongoing customer due diligence requirements. However, customer identification, 

verification and record keeping requirements will still apply. 

 

Every Standard or Joint AML/CTF program comprises two different parts, namely, Part A 

and Part B. The purpose of Part A of a Standard AML/CTF program is to identify, mitigate 

and manage the ML/TF risks that a reporting entity may reasonably face in providing 

designated services.57 Part B of a Standard Program sets out the customer identification 

procedures, including the collection and verification of customer information.  

 

In a Joint AML/CTF program, the purpose of Part A is to identify, mitigate and manage the 

ML/TF risk each of the reporting entities in a designated business group may reasonably 

face in providing designated services.58 Part B of the Joint program must set out customer 

identification procedures in relation to each of the reporting entities in the group which 

have been chosen to adopt the Joint AML/CTF program. In these circumstances, each of 

the reporting entities may have different ML/TF risks. As such, Parts A and B of the Joint 

Program need to be capable of identifying, mitigating and managing ML/TF risks which 

may be faced by different reporting entities in the group. Notably, this section will focus on 

the requirements relating to Part A of the AML/CTF Program as the requirements of Part B 

will be discussed in greater detail in the next section.  

                                                 
53 Anti Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 84. 
54 Anti Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 85. 
55 Anti Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 86. 
56Anti Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 6.  
57 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 8.1.2. 
58 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 9.1.2. 
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Requirements for Part A of an AML/CTF Program 

 

Chapter 8 and 9 of the AML/CTF Rules require a reporting entity to implement risk-based 

systems and controls in Part A of the Program. For this reason, a reporting entity must take 

into account the nature and complexity of its business and the type of ML/TF risk it might 

face. Furthermore, in assessing such risk, a reporting entity must specifically consider the 

types of customer and designated services provided, methods by which it delivers those 

services, foreign jurisdictions with which it deals and designated services provided by its 

overseas offices.59 

 

Besides, a reporting entity is required to include in Part A of the Program appropriate 

procedures relating to oversight by boards and senior management; a designated  

AML/CTF Compliance Officer; regular independent review; dealing with AUSTRAC 

feedback and permanent establishments in a foreign country. 

 

a) Oversight by boards and senior management 

The Program must be approved and subject to ongoing oversight by its board of directors. 

Where an entity does not have a board it will be the responsibility of its chief executive 

officer to oversee the program. Oversight may include regular reports that are dealt as part 

of operational risk reporting processes.60 Additionally, where a reporting entity is part of a 

designated business group (DBG), and has a joint AML/CTF program, ongoing oversight 

can be discharged by the governing board and senior management of the main holding 

company of the group.61 

 

b) Designated of AML/CTF Compliance Officer 

A reporting entity or a designated business group must appoint an AML/CTF Compliance 

Officer at the management level. Factors that may be relevant when considering the 

                                                 
59 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 8.1, 9.1 
60 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 8.4, 9.4. 
61 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 9.4.2. 
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designation of the officer include independence, seniority, accountability, reporting lines, 

access to executive or board and relevant skills and experience.62  

 

c) Regular independent reviews 

The Program must be subject to regular independent review, which may be carried out by 

either an internal or external party.  The review aims to assess the effectiveness of the 

AML/CTF program and whether the program has been effectively implemented and 

complied by the reporting entities.63 

 

d) AUSTRAC feedback 

The Program must include appropriate procedures for the reporting entity to consider any 

feedback provided by AUSTRAC in respect of its performance on the management of 

ML/TF risk.64 This may include requirements and recommendations contained in 

AUSTRAC audit reports. 

 

e) Permanent establishments in a foreign country 

The Program must include systems and controls that meet the obligations under the 

AML/CTF Act that apply at a permanent establishment of the reporting entity in a foreign 

country. If it is regulated by the laws that are comparable to Australia, only minimal 

additional systems and controls need to be considered. Besides, the requirements relating to 

an oversight by BOD or CEO, designation of AML/CTF compliance officer, independent 

reviews and consideration of AUSTRAC feedback also apply to such entities.65 

 

Ultimately, Part A of the Program must be able to: 

 identify, mitigate and manage ML/TF risk; 

 enable the identification of significant changes in ML/TF risk; 

 recognise such ML/TF risk changes for the requirement of Parts A and B of the 

AML/CTF program; 

                                                 
62 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 8.5, 9.5. 
63 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 8.6, 9.6. 
64 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 8.7, 9.7. 
65 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 8.8, 9.8. 
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 assess the ML/TF risk posed by all new designated services and their methods before 

introducing them to the market; 

 determine the appropriate level of employee due diligence to apply; 

 design appropriate ML/TF risk awareness training programs.66 

 

The obligation to establish and maintain AML/CTF program places reporting entities in the 

position of needing to gather more information about their customers. It appears that an 

effective AML/CTF program will be the key to a reporting entity’s strategy to adequately 

manage money laundering and terrorism financing risks and to ensure compliance with the 

AML/CTF legislation. On the other hand, an ineffective program will lead to undue 

compliance costs and possibly result in significant civil penalties and personal liability for 

the Board of Directors.67 As such, a reporting entity must put considerable effort to develop 

and maintain an effective and workable AML/CTF program. Given the complex nature of 

money laundering and terrorism financing activities, this is a very challenging and onerous 

task. 

 

7.4.4 Customer Identification and Due Diligence 

 

Part 2 of the AML/CTF Act deals with obligations to identify and verify customers as well 

as to establish ongoing customer due diligence. The Anti Money Laundering and Counter-

Terrorism Financing Rules Instrument 2007 (No.1)68 describes the implementation of 

customer identification and verification procedures. Generally, when implementing the 

customer due diligence requirements, a reporting entity must adopt an approach appropriate 

to the ML/TF risk which has been identified by Part A of its AML/CTF program. As 

already mentioned, customer identification and verification procedures must be outlined in 

Part B of the AML/CTF Program. The AML/CTF Rules specify different identification 

procedures for different type of customers. They also provide a safe harbour procedure for 

                                                 
66 Ibid. 
67 Andrea Beatty and James Moore, ‘Anti-Money Laundering Reform: A Review’ (2006) 21(8) Australian 
Banking and Finance Law Bulletin 103, 105. 
68 Hereafter referred as the AML/CTF Rules. 
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individuals which are identified as a lower ML/TF risk. A safe harbour procedure involves 

minimum customer identification and verification. 

 

a) Customer Identification and Verification Procedures 

The identification procedures can be divided into three categories, namely identification 

and verification of existing customers; identification and verification of low risk services 

and identification and verification of new customers. Generally, existing customers are 

exempted from customer identification procedures69 except in the event that a suspicious 

matter obligation arises.70 Section 41 describes the various circumstances when a 

suspicious obligation would arise. An example is when a reporting entity suspects that the 

customer is not who it claims to be.71 Within 14 days of the suspicious matter obligation 

arising, the new customer must be identified and verified.72 

 

Similarly, section 30 provides that certain ‘low-risk designated services’73 will be exempted 

from customer identification procedures. However, when a suspicious matter obligation 

arises, the customers need to be identified and verified.74 Under section 32 of the 

AML/CTF Act, a reporting entity must identify and verify the identity of all new customers 

before it can provide them with a designated service. However, if ‘special circumstances’75 

arise, the identification procedure can be carried out, no later than five business days, after 

providing a designated service. 76  

 

Under section 35, a reporting entity must re-verify a new customer where it has reasonable 

grounds to doubt that the customer is who it claims to be. Under these circumstances, the 

reporting entity must, within 14 days, collect know your customer (KYC) information in 

                                                 
69 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 28. 
70 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 29. 
71 Details of suspicious matter obligations can be found in s 41(1) of the AML/CTF Act 2006. 
72 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt  6.3.2. 
73 At the time of writing, the AML/CTF Rules have not yet identified which are low-risk designated services. 
74 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 6.4.2. 
75 At the time of writing, the AML/CTF Rules have not yet specified the ‘special circumstances’.   
76 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth) ss 33 and 34. 
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respect of the customer or verify certain KYC information that has been obtained to satisfy 

itself that the customer is the person claimed.77 

 

As regards to the verification of customers, the AML/CTF Rules provide two important 

methods: electronic verification and reliance on documentation. For verification from 

documentation, a reporting entity must use reliable and independent documentation and 

must apply appropriate risk based systems and controls to determine the reliability and 

validity of the documents.78  

 

The AML/CTF Rules impose specific safeguards where electronic verification is used. This 

includes the obligation to establish systems and controls to ensure that the data is reliable, 

independent, accurate, secure, up to date and comprehensive.79 It appears that the ‘100 

point check’ systems under FTRA is no longer applicable. Instead, the reporting entities 

may use ‘reliable and independent’ documentation, such as valid passports or photo card 

driving licences, to verify customer’s information. 

 

It is interesting to note that the AML/CTF Act allows reporting entities to appoint agents to 

carry out their customer identification procedures.80 In this respect, agency principles apply 

and the reporting entities will remain responsible for the acts of their agents. Also, the 

reporting entities are still required to identify, manage and mitigate any risk posed by the 

use of third parties in order to comply with the obligations under the Act.  

 

The AML/CTF Act introduces the concept of designated business group (DBG), which will 

facilitate sharing of customer identification information and allow for a group-wide 

compliance program. A DBG is defined as a group of two or more persons, each of whom 

has elected in writing to be a member of a DBG.81 A DBG must meet the requirements set 

out in Chapter 2 of the AML/CTF Rules. The Rules restrict membership of a DBG to:82 

                                                 
77 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 6.2.3. 
78 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 4.9. 
79 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 4.10. 
80 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 37. 
81 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 5. 
82 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 2.1.2 (4). 
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a) related bodies corporate (within the meaning of section 50 of the Corporations Act 

2001 (Cth)) that are reporting entities; or 

b) a company in a foreign country, which if it were resident in Australia would be a 

reporting entity; or 

c) persons who provide designated services pursuant to a joint venture agreement to 

which each member of the group is a party. 

 

Members of a DBG can discharge ongoing customer due diligence, record keeping and 

compliance reporting requirements for other members and, in certain circumstances, they 

can share suspicious matter information.83 

 

b) Ongoing Due Diligence 

Section 36 specifically requires a reporting entity to conduct ongoing customer due 

diligence, with a view to identifying, mitigating and managing money laundering and 

terrorism financing risks that it might reasonably face. Ongoing due diligence requirement 

relates to KYC information, transaction monitoring and enhanced customer due diligence 

programs. 

 

Based on Part A of its AML/CTF program, a reporting entity must determine whether any 

further KYC information should be collected and in what circumstances KYC information 

should be updated and verified in respect of its customer due diligence purposes.84 

 

A reporting entity must include transaction monitoring and enhanced customer due 

diligence programs in its AML/CTF program. A transaction monitoring program is 

designed to monitor all transactions in order to identify any suspicious transactions and any 

complex, unusual large and patterns of transactions.85 An enhanced customer due diligence 

refers to further consideration of customer’s information. This is critical when a reporting 

entity determines, based on Part A of its AML/CTF program, that the money laundering or 

                                                 
83 AUSTRAC Guidance Note-Designated Business Groups, s 5. 
84 AUSTRAC Draft AML/CTF Rules in respect of ongoing customer due diligence, paras 2, 3. 
85 Ibid, para 6. 
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terrorism financing risk is high or a suspicious obligation has arisen.86 Undoubtedly, given 

the complexity of the industry, the nature of their customers and the volume and frequency 

of customer transactions, ongoing due diligence requirements will put a significant burden 

on the reporting entities. 

 

7.4.5 Reporting Obligations 

 

Part 3 of the AML/CTF Act requires a reporting entity to lodge four types of reports to 

AUSTRAC. These include reports of suspicious matters, reports of threshold transactions, 

reports of international funds transfer instructions and AML/CTF compliance reports. 

Failure to comply with the reporting obligations is an offence and can incur a civil penalty. 

Clearly, the AML/CTF Act provides a wider range of reporting obligations than the FTRA.  

 

Division 6 of Part 3 of the AML/CTF Act sets out general provisions relating to reporting 

obligations. The Act may exclude certain kinds of designated services from the reporting 

obligations.87 Section 68 provides protection from civil liability for persons complying with 

reporting obligations under the Act. Essentially, a reporting entity, its officers, employees 

and agents who act in good faith and without negligence in making a report under the Act, 

are protected from actions, suits or proceedings against them. Besides, complying with the 

reporting obligations provides some protection from prosecution of money laundering and 

terrorism financing offences under the Criminal Code.88 

 

a) Reports of Suspicious Matters 

Section 41(1) of the AML/CTF Act requires a reporting entity to report suspicious matters 

to AUSTRAC. The reporting obligation is triggered:  

(i) when the reporting entity commences to provide, or proposes to provide, a designated 

service to a person; or  

(ii) when a person requests the reporting entity to provide a designated service and it is of a 

kind ordinarily provided by the reporting entity; or 

                                                 
86 Ibid, para 9. 
87 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 67. 
88 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 68. 
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(iii) when a person merely inquires of the reporting entity whether it would be willing or 

prepared to provide a designated service and it is of a kind ordinarily provided by the 

reporting entity.89 

 

Furthermore, any of the following conditions must be satisfied: 

(a) the person who receives, or will receive the designated serve is not who they claim to 

be;  

(b) the agent of the person who deals with the reporting entity in relation to the designated 

service is not the person the agent claims to be;  

(c) information concerning the provision, or the prospective provision, of the designated 

service may be; 

 (i) connected to a breach of a tax law; or 

 (ii) connected to a Commonwealth or state offence; or 

 (iii) of assistance to a POCA 2002 investigation; or 

(d) the provision or the prospective provision of the designated service may be: 

 (i) preparatory to a money laundering or terrorism financing offence; or 

 (ii) relevant to an investigation into a money laundering or terrorism financing 

offence.90 

 

It is clear that obligations to report suspicious matters have been significantly extended 

under the AML/CTF Act as they may arise even before there is any business relationship 

between the reporting entity and a potential customer. Additionally, the scope of the 

grounds which trigger suspicion has been greatly expanded. A reporting entity is required 

to make a suspicious matter report in circumstances where a reporting entity actually 

suspects on reasonable grounds that any one of those circumstances specified in section 41 

has arisen, for instance, when a bank suspect that the customer is not who he or she claims 

to be. The AML/CTF Rules may specify matters to be taken into account by a reporting 

entity when determining whether there are reasonable grounds for forming a suspicion.91 

This includes details of the following: 

                                                 
89 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 41(1) (a)-(c). 
90 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 41 (1) (d)-(j). 
91Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 41(5).  
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 the person who has requested the designated service 

 the reasonable grounds for suspicion relating to the suspicious matter 

 the payee for a transfer of money or property under the designated service 

 the agent, if any, requesting the designated service on behalf of a person 

 money or property to be transferred92 

 

This requirement is different from that in FTRA which requires a cash dealer to report a 

suspicious transaction when there are reasonable grounds to suspect that such transaction 

may be relevant to money laundering offence. As such, it can be said that the AML/CTF 

Act provides clearer guidance to the reporting entities for submitting suspicious matters 

reports. This approach is welcome and potentially would prevent unnecessary and 

defensive reporting. 

 

Section 41(2) provides that suspicious matters reports must be made within three days for 

money laundering offences, and 24 hours for terrorism financing offences. Given the 

complexity of the matters involved, there are concerns that this timing requirement is too 

stringent. The US legislation allows a period of 30 days and the UK adopts a more 

pragmatic approach by requiring reports to be made ‘as soon as is practicable’. As such, 

the timing requirement must be reviewed if the suspicious reporting measure is to be 

effectively implemented. 

 

There is no specific provision in the AML/CTF Act which requires reporting entities to 

discontinue a transaction that is the subject of a suspicious matter reporting obligation. The 

fact that making a suspicious matter report provides a defence to the money laundering 

offences in the Criminal Code suggests that the transaction can proceed. This is a positive 

approach because it would prevent any serious practical implications to the reporting 

entities, for instance a claim for breach of contract, if they discontinue such transactions 

when suspicious matter obligations arise.  

 

                                                 
92 Explanatory Statement Anti-Money Laundering and Counter-Terrorism Financing Rules for reportable 
details of suspicious matters, para 1. 
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b) Reports of Threshold Transactions 

Section 43(1) provides that when a reporting entity commences to provide or provides a 

designated service to a customer, and the provision of the service involves a threshold 

transaction, the reporting entity must, within 10 days after the transaction has taken place, 

report the transaction to the AUSTRAC. The report must contain certain details about the 

customer and the nature of a designated service provided or commenced to be provided by 

a reporting entity which involves the threshold transaction.93 A threshold transaction is 

defined under section 5 of the AML/CTF Act as including a transaction involving the 

transfer of physical currency or e-currency, where the total amount transferred is not less 

than AUD10,000.94  

 

It can be said that the obligation to report threshold transactions has much the same 

application as the requirement to report cash transaction under FTRA. However, the 

AML/CTF Act extends such obligation to the transfers of e-currency. This measure is 

welcome because it could prevent the potential abuse of e-currency channels by criminals 

and terrorists. Section 5 defines e-currency as an internet-based, electronic means of 

exchange that is backed either directly or indirectly by precious metal, bullion or a 

prescribed thing and is not issued by or under the authority of the government body. 

 

c) Reports of International Funds Transfer Instructions (IFTIs) 

According to section 45, if a person is the sender of an IFTI transmitted out of Australia, or 

the recipient of an IFTI transmitted into Australia, the person must give the AUSTRAC a 

report about the instruction, in the approved form, within 10 business days after the day the 

instruction was sent or received.  The report must contain such information as specified in 

the AML/CTF Rules. This includes certain details of the payer, ordering institution, 

beneficiary institution and payee, relating to instructions transmitted into and out of 

                                                 
93 Explanatory Statement- Anti-Money Laundering and Counter-Terrorism Financing Rules for reportable 
details of threshold transactions, para 1. 
94The AML/CTF Regulations may provide that a specified transaction involving money or the transfer of 
property is also a threshold transaction and specify the threshold amount. 
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Australia.95 Under section 45(6), the AML/CTF Rules may exclude certain kinds of IFTI 

from the reporting obligation.96 

 

Section 46 provides a detailed definition of an IFTI. In brief, it refers to any instruction 

transmitted electronically into, or out of Australia, for the transfer of funds. IFTIs reporting 

provisions implement the requirements of the FATF’s Special Recommendation VII which 

requires financial institutions to include accurate originator information on funds transfers 

and the information should remain with the transfer through the payment chain. This 

measure aims to prevent terrorists and criminals from having unfettered access to wire 

transfers for moving their funds and for detecting such misuse when it occurs. Obviously, 

this measure is critical in ensuring that Australian financial institutions are not barred from 

sending funds transfers internationally, especially in the US and the Europe. Given the 

large number of IFTIs sent into and out of Australia, it is important to ensure that the laws 

are workable and provide practical options for the banks. 

 

d) AML/CTF Compliance Reports 

Section 47(2) of the AML/CTF Act requires a reporting entity to submit a compliance 

report to the AUSTRAC within a prescribed time.  The report covers obligations under the 

AML/CTF Act, regulations and the AML/CTF Rules. This includes customer identification 

procedures, reporting obligations, correspondent banking due diligence and record-keeping. 

A civil penalty may apply for failure to provide the report.97 

 

It can be said that this kind of report provides an effective tool that would force reporting 

entities to review the quality and scope of their compliance against the obligations under 

the Act. This specific mechanism will drive regular self-assessment of whether the 

AML/CTF program that has been adopted is workable and effective. As such, the 

transparency that has been delivered by section 47(2) is indeed clever.98 

 

                                                 
95 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), Chapters 16 and 
17. 
96 At the time of writing, this kind of IFTIs are not yet been formulated by the AML/CTF Rules. 
97 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 45(3). 
98 Joy M Geary, ‘The cleverest section in the Act’ (2007) Anti-Money Laundering Magazine 13. 
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7.4.6 Record-Keeping Requirements 

 

Part 10 of the AML/CTF Act imposes record keeping obligations on the reporting entities. 

This includes records of designated service (s106); records relating to transferred ADI 

accounts (s109); records of identification procedures (s112); records of IFTIs (s115) and 

records about due diligence assessments of correspondent banking relationships (s117). It is 

clear that the AML/CTF Act continues the document retention obligations in the FTRA 

where the records must be kept for seven years. 

 

The AML/CTF Act also allows a reporting entity within a designated business group to 

provide and keep records for a number of entities within the business group. However, 

liability remains with the reporting entity with which obligation arose.99 

 

7.4.7 Correspondent Banking Due Diligence 

 

Part 8 of the AML/CTF Act sets out the requirements imposed on correspondent banking 

relationships. It is important to note that the Act has narrowed the application of these 

requirements to financial institutions, that is, authorised deposit taking institutions, banks, 

building societies and credit unions.100 Additionally, these requirements only apply to 

financial institutions with the requisite geographical link to Australia.101 This means that 

the correspondent banking provisions apply to financial institutions that carry on an activity 

or business at or through a permanent establishment in Australia, and those carrying on an 

activity or business at or through a permanent establishment in a foreign country where the 

financial institutions, or its parent company, is a resident of Australia.  

 

Under section 5, ‘correspondent banking relationship’ includes the provision of banking 

services by one financial institution (first institution) to another (second institution), where 

the financial institutions carry on activities or business at or through permanent 

                                                 
99 See sections 106(6), 107(4), 108(4) and 112(5) of the AML/CTF Act.  
100 See s 5 of the AML/CTF Act in relation to definition of financial institutions. 
101 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 100. 
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establishments in different countries and the banking services involves a nostro or vostro 

account.102 Nostro account is an account a financial institution holds with a foreign 

financial institution, usually in the currency of the foreign country. A vostro account is the 

account a financial institution holds on behalf of a foreign financial institution.103 

 

Section 95 prohibits a reporting entity from entering into correspondent banking 

relationship with shell banks or another financial institution that has a correspondent 

banking relationship with a shell bank. Section 15 defines a shell bank as a corporation that 

is incorporated and authorised to carry on banking business in a foreign country, but 

without having a physical presence in that country. Physical presence means the 

corporation carries on banking business at a physical place in that country and has at least 

one full-time employee performing banking related duties at that place. An affiliate of 

another corporation that does have a physical presence in a country and that is authorised to 

carry on banking business in that country is excluded from the definition of shell banks.104 

 

Where a first institution is in such relationship and becomes aware that the second 

institution is a shell bank, or the second institution has a correspondent banking relationship 

with a shell bank, the first institution must terminate the relationship within 20 business 

days after becoming aware, or such longer period as allowed by the AUSTRAC CEO. 

Alternatively, if applicable, the first institution can request the second institution to 

terminate its correspondent banking relationship with the shell bank. However, if after 20 

business days, the second institution has not complied with the request, the first institution 

must terminate its correspondent banking relationship with the second institution within the 

prescribed period of time.105 

 

Before forming a correspondent banking relationship, the first financial institution is 

required to conduct a preliminary risk and due diligence assessment.106 The due diligence 

matters to be assessed are as follows:107 

                                                 
102 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.2), Sch 1. 
103 AUSTRAC Guidance Notes-Correspondent Banking, para 2.3. 
104 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 15(1) (d). 
105 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 96. 
106 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 97. 
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 the nature of the second institution’s business, including its product and customer 

base; 

 the country of residence of the second institution; 

 the country of residence of any parent company of the second institution; 

 the existence and quality of any AML/CTF regulation in the country of residence of 

any parent company of the second institution, where the parent company has group-

wide controls within which the second institution operates; 

 the adequacy of the second institution’s AML/CTF controls and internal compliance 

practices; 

 the ownership, control and management structures of the second institution and any 

parent company, including whether a PEP has ownership or control of the second 

institution or parent company; 

 the second institution’s financial position; 

 the reputation and history of the second institution, including its business history and 

compliance history; 

 the reputation and history of any parent company of the second institution; and 

 whether the second institution has been the subject of an investigation, or any 

criminal or civil proceedings relating to money laundering or terrorism financing. 

 

Following the due diligence assessment, the correspondent banking relationship can only be 

entered into if it is approved and documented by a senior officer of the financial 

institution.108 After entering into a correspondent banking relationship, if warranted by the 

result of a risk assessment, regular assessment must be conducted.109 Apart from the above 

mentioned matters, the institution must also assess:110 

 any material changes in respect of the matters; 

 the nature of the second institution’s ongoing business relationship with the first 

institution, including the types of transactions carried out as part of the relationship; 

and 

                                                                                                                                                     
107 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 3.1.2. 
108 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 99. 
109 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth), s 98. 
110 Anti Money Laundering and Counter-Terrorism Financing Rules Instrument 2007 (No.1), pt 3.1.4. 
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 any material change in the nature of the second institution’s ongoing business 

relationship with the first institution, including the types of transactions carried out as 

part of that relationship. The first institution must have in place appropriate risk-based 

systems and controls to identify such changes. 

 

It is clear that the aim of the provisions is to protect correspondent banking relationships 

from being manipulated by criminals and terrorists. As such, it becomes the financial 

institution’s responsibility to determine those correspondents that need to be monitored 

closely and most importantly, not to form any relationship with rogue banks. 

 

However, it has been argued that the correspondent banking provisions under the 

AML/CTF Act do not apply the risk-based approach adopted in other areas of the Act. 

There is no distinction between correspondents from different locations, which have 

inherently different risks of being used for money laundering or terrorism financing.111 In 

the US, for instance, section 312 of the USA PATRIOT Act imposes general due diligence 

for all correspondent banking relationships. An enhanced due diligence measures, however, 

would only apply to correspondent banking accounts maintained for a foreign bank 

operating under an offshore banking license or under a license issued by a country that has 

been designated as being non-cooperative with international anti-money laundering 

standards.112 In relation to correspondent banking provisions, the risk-based approach is 

critical as this would reduce the costs of compliance. 

 

7.5 The Proceeds of Crime Legislation 

 

The freezing, seizure and confiscation of criminal proceeds in Australia are governed by the 

proceeds of crime legislation which consists of two important statutes namely the Proceeds 

of Crime Act 1987(Cth) (POCA 1987) and Proceeds of Crime Act 2002 (Cth) (POCA 

2002). POCA 1987 provides for the freezing and confiscation of property used in or 

                                                 
111 Chris Cass, Alexandra Kirk and Tom O’Callaghan, ‘The Anti-Money Laundering Draft Bill 2005: 
Correspondent Banking’ (2006) 21(7) Australian Banking and Finance Law Bulletin 101,105. 
112 Department of the Treasury, ‘Financial Crimes Enforcement Network: Anti-Money Laundering Program; 
Special Due Diligence Programs for Certain Foreign Accounts’ (2007) 72(15) Federal Register, 447. 
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derived from the commission of serious crimes and applies to proceedings begun before 1 

January 2003. It will be repealed once all cases under the Act are completed.  

 

The confiscation law regime has been enhanced with the enactment of POCA 2002 which 

introduced a civil forfeiture regime that is directed at confiscating unlawfully acquired 

property, without first requiring a conviction. It must be noted that the legislation operates 

in addition to the conviction based scheme under POCA 1987. As such, there are seven 

types of confiscation actions available under POCA 2002. This includes a conviction based 

forfeiture order; a conviction based pecuniary penalty order; automatic forfeiture following 

conviction; a person directed civil based forfeiture order; an asset directed civil based 

forfeiture order; a civil based  pecuniary penalty order and a literary proceeds order. 

 

Section 329 of POCA 2002 indicates that property is the proceeds of an offence if it is 

wholly or partly derived or realised, whether directly or indirectly, from the commission of 

the offence. It appears that such a definition allows a wide range of property to be 

forfeitable under the Act and this is considered vital for the effective application of civil 

forfeiture regime. 

 

7.5.1 Confiscation Scheme 

 

POCA 2002 provides extensive confiscation measures which include restraining orders to 

prevent disposal of an asset before determination by a court; forfeiture orders to forfeit 

proceeds of crime and pecuniary penalty orders which require a person to pay an equivalent 

of any benefit received from the commission of an offence.  

 

a) Restraining Orders 

Sections 16 to 45 of POCA 2002 deal with restraining order. The order can be made against 

the property of the suspect or specified property of another person that is subject to the 

effective control of the suspect. Section 17 deals with the order against a person convicted 
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with indictable offences113 whereas section 18 deals with the order against a person 

suspected of committing serious offences.114  

 

Furthermore, section 19 provides that property suspected on reasonable grounds of being 

the proceeds of terrorism offence or an indictable offence or a foreign indictable offence 

can be restrained. Here, it is not necessary to identify the owner of the property or show 

that the owner has committed an offence. The restraining order will lapse if the person is 

not charged with the offence within 28 days.115 

 

The effect of restraining orders is that the court may prohibit a person from dealing with 

certain property or prescribe that the property may only be dealt with in ways set out in the 

order. However, a person with an interest in property restrained under POCA 2002 can 

apply to have that property excluded from the restraining order by showing that it is not the 

proceeds of unlawful activity, not under the effective control of the person suspected of 

committing the offence and not needed to satisfy a pecuniary penalty order or a literary 

proceeds order. Specifically, if the property has been restrained on the basis that the person 

has been charged with the commission of an offence, the applicant for exclusion will also 

have to show that the property was not used in the commission of the offence and if the 

offence is a serious offence that the property was not used in the commission of any 

unlawful activity.116 

 

It is an offence to dispose or otherwise deal with property in contravention of a restraining 

order and upon conviction, a person could be liable for five years imprisonment or 300 

penalty unit fine or both.117 

 

 

 

                                                 
113 An offence which is normally heard before a judge and jury. Normally, most offences punishable by 12 
months imprisonment or more are indictable. 
114 Money laundering and terrorism financing are considered serious offences. 
115 Proceeds of Crime Act 2002 (Cth), s 45. 
116 Proceeds of Crime Act 2002 (Cth), s 29(1) (2). 
117 Proceeds of Crime Act 2002 (Cth), s 37. 
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b) Forfeiture Orders 

Basically, there are two types of forfeiture under POCA 2002: a forfeiture order made by 

the court and automatic forfeiture upon conviction of a serious crime.  

 

Sections 46 to 90 deal with forfeiture orders made by the court. Under section 47, upon 

application by the DPP, a court must make a forfeiture order if the property has been the 

subject of a restraining order for at least six months and the court is satisfied on the balance 

of probabilities that the person committed a serious offence within the last six years. In this 

respect, the serious offence need not be the same offence on which the restraining order 

was based and a particular offence need not be proved.118  

 

Section 48 requires the court to make a forfeiture order if a person has been convicted of an 

indictable offence and the court is satisfied that the property is proceeds from such offence. 

The circumstances where conduct involves indictable offences are prescribed under section 

49. Here, the court is not required to find that the proceeds are from any particular offence 

or that particular person has committed an offence.119 However, the court must satisfy that 

the DPP has taken all reasonable steps to identify and notify any person with an interest in 

the property120 and that there is no existing application for the property to be excluded from 

the restraining order.121  

 

It appears that forfeiture orders under sections 47 to 49 do not depend on a successful 

prosecution. Furthermore, section 51 clearly indicates the fact that a person has been 

acquitted of an offence been charged does not affect the courts’ power to make such 

forfeiture orders. 

 

By virtue of section 73, any person who claims an interest in the property may apply to the 

court to exclude particular property from a forfeiture order. Upon application by the 

suspect, the court must grant an exclusion order if it is satisfied that the property is not the 

                                                 
118 Proceeds of Crime Act 2002 (Cth), s 47(2). 
119 Proceeds of Crime Act 2002 (Cth), s 49 (2). 
120 Proceeds of Crime Act 2002 (Cth), s 49(1) (e). 
121 Proceeds of Crime Act 2002 (Cth), s 49(3) (a). 
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proceeds of any unlawful activity. In the case of a third party application, the court must be 

satisfied that the person was not involved in the offence or offences to which the forfeiture 

order relates, and the property to be excluded is not the proceeds of unlawful activity. It is 

interesting to note that if the property that is subject to the exclusion order has already been 

disposed of, the order must direct the Commonwealth to pay the applicant an amount equal 

to the value of the property specified in the order.122 This ensures that the interest of bona 

fide third party is well-protected. 

 

Section 92 specifies circumstances under which automatic forfeiture may take place. 

Initially, there must be a conviction for a serious offence. Besides, the property in question 

must be either the subject of a restraining order or the subject of a restraining order but the 

order was revoked under section 44 or the property was excluded from the order under that 

section.123 

 

Normally, property will be automatically forfeited six months from the date of conviction. 

However, this may be extended to up to 15 months by a court under section 93. In fact, 

extensions can only be granted where a person has already applied to have property 

excluded from a restraining order under section 31.124 Section 94 allows a person who has 

been convicted of a serious offence to apply for an exclusion order from automatic 

forfeiture. The court may grant the exclusion order if it is satisfied that the property is 

neither the proceeds nor instrument of unlawful activity. 

 

Section 99 permits the Commonwealth to sell or deal with the forfeited property after a 

person has failed to lodge an appeal within the prescribed period or where the appeal fails. 

Further, section 100 illustrates how to deal with the forfeited property. In addition to this, 

section 102 allows the court to restore or compensate the forfeited property to a person with 

an interest in the property if the person obtained the property in good faith, is not in any 

way involved in a relevant offence, and the property has no connection with the 

                                                 
122 Proceeds of Crime Act 2002 (Cth), s 73(2). 
123 Proceeds of Crime Act 2002 (Cth), s 92(1) (a) (b). 
124 Proceeds of Crime Act 2002 (Cth), s 92(3). 
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offence.125Additionally, a person with an interest in the property can buy back the property 

under section 103, if the court is satisfied that this would not be contrary to the public 

interest. 

 

c) Pecuniary Penalty Orders 

Section 116 empowers a court to make a pecuniary penalty order (PPO). This refers to an 

order that requires a person to pay an amount of money to the Commonwealth where the 

court is satisfied that the person has derived a benefit from the commission of an indictable 

offence or a serious offence.126  

 

In assessing whether the person has derived a benefit, section 116(2) enables the court to 

take into account property that the court considers is under the effective control of the 

person against whom the PPO is sought. It must be remembered that a PPO may be sought 

and made even if another confiscation order has been made in relation to the offence.127 A 

PPO may also be made when a person has been acquitted of an offence.128  

 

The amount of the PPO is determined by prescribed calculations under section 121. In fact, 

a different formulation is used depending on whether the offence is a serious or non-serious 

offence. If the offence to which the order relates is a non-serious indictable offence, the 

court must assess the value of the benefits the person derived from the commission of the 

indictable offence in accordance with a wide variety of matters set out in sections 122 to 

124. 

 

If the relevant offence is a serious offence, the same basic equation is followed. However, 

the difference is that the benefits taken into account are not limited to those derived from 

the particular offence in question, but extend to any benefits the person has derived from 

any unlawful activity within the period commencing six years before either the application 

                                                 
125 Proceeds of Crime Act 2002 (Cth), s 102(2) (3). 
126 Proceeds of Crime Act 2002 (Cth), s 116(1) (b). 
127 Proceeds of Crime Act 2002 (Cth), s 116(4). 
128 Proceeds of Crime Act 2002 (Cth), s 120. 
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for the PPO or the application for a restraining order if one is in place, and the date of 

determining the penalty amount.129  

 

Generally, an application for a PPO must be made by the DPP within six months of 

conviction of non serious offences or nine months of conviction of serious offences.130 The 

DPP must also comply with the notice requirements to the property owner under section 

136. 

 

7.5.2 Information Gathering Powers 

 

POCA 2002 also sets out a number of important information gathering powers. These 

include examination orders to question the suspect; production orders which enable 

investigators to gain access to property tracking documents; monitoring orders to gain 

access to records for up to a three month continuous period; search warrants and the power 

to compel examinations of persons on oath into the affairs of that person including the 

nature and location of their property.131 

 

a) Examinations 

Section 180 provides that where a restraining order is in force, a court may make an order 

that any person be examined about the affairs of a person who owns or claims an interest in 

relevant property, and/or spouse or a person named in a restraining order as a suspect 

and/or their spouse. Examination orders can also be made where the DPP makes an 

application for confirmation of a forfeiture order or pecuniary penalty order under section 

181. 

 

Sections 186 to 194 describe how the examination is to be conducted. Section 187 enables 

the DPP and the examiner to examine a person on oath or affirmation. The examiner also 

may require the person to answer a question that is relevant to the affairs of a person 

                                                 
129 Proceeds of Crime Act 2002 (Cth), s 121(3). 
130 Proceeds of Crime Act 2002 (Cth), s 134. 
131 Proceeds of Crime Act 2002 (Cth), Chapter 3. 
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described under section 180.132 Section 193 allows the examiner to give directions 

preventing or restricting public disclosure of any information arising from the examination. 

 

Section 195 makes it an offence for failing to attend an examination. Further, section 196 

creates various offences such as refusing to take an oath or affirmation, refusing to answer a 

question or produce a required document. Upon conviction, the person could be liable for 

imprisonment up to six months or 30 penalty units or both. 

 

Section 197 deals with privileged information where a person cannot be compelled to 

answer a question or produce a document if another law allows them to do so. However, the 

person cannot refuse to answer a question on the grounds that the answer may incriminate 

him or her, or claims legal privilege.133 

 

It is important to note that under section 198, an answer given, or document produced, in an 

examination cannot be used in civil or criminal proceedings against the person who gave 

the answer or produced the document except in certain circumstances prescribed by the 

Act. 

 

b) Production Orders 

Section 202 provides that upon an application made by the law enforcement agency, a 

magistrate may make a production order requiring a person to produce or make available 

for inspection a property tracking document.134 Further, a production order can only cover 

documents that are in possession, or under the control of a corporation or are used, or 

intended to be used in the carrying on of a business.135 It must be noted that any document 

produced or made available is not admissible in evidence in criminal proceeding against a 

natural person except for the standard provision of prosecution for giving false or 

misleading information or documents.  

 

                                                 
132 Proceeds of Crime Act 2002 (Cth), s 187(5). 
133 Proceeds of Crime Act 2002 (Cth), s197 (2). 
134 This includes documents relevant to identifying, locating or quantifying property of a person charged with 
an indictable offence or suspected of committing a serious offence within the last six years. 
135 Proceeds of Crime Act 2002 (Cth), 202 (2). 
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Section 209 makes it an offence to make a false or misleading statement in, or in 

connection with, an application for a production order. The maximum penalty is 12 months 

imprisonment or a fine of 60 penalty units, or both. Furthermore, section 210 creates 

offences of disclosing the existence or nature of the production orders to another person. 

However, disclosure for the purpose of obtaining legal advice or in legal proceedings of 

information covered by a direction does not constitute an offence. Similarly, the disclosure 

made to an employee, agent or other person in particular circumstances is also not an 

offence. 

 

Section 211 provides that it is an offence to fail to comply with a production order where 

the order is given to the person and that the person has not been notified of sufficient 

compliance in relation to the order. The maximum penalty is six months imprisonment or a 

fine of 30 penalty units or both.  Additionally, it is also an offence for destroying or 

interfering with a document subject to a production order.136 

 

c) Notices to Financial Organizations 

Section 213 allows law enforcement authorities to give a written notice to financial 

institutions to assist them in obtaining preliminary information to confirm the existence of 

accounts, basic account information and information concerning transactions. Under 

section 215, a financial institution or any of its officers, employees or agents are protected 

from any action, suit or proceeding in relation to any action taken by the institution or 

person in relation to its or their response to a notice under section 213 or in the mistaken 

belief that action was required under the notice.  

 

This kind of information gathering power is vitally important especially when it is 

discovered that the suspects hold an account with the particular institution but the location 

of their funds is unknown.137 Undoubtedly, a financial institution plays an important role in 

collecting critical evidence in identifying criminals and tracing their ill-gotten gains. 

 

                                                 
136 Proceeds of Crime Act 2002 (Cth), s 212. 
137 Explanatory Memorandum, Proceeds of Crime Bill 2002, 72. 
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d) Monitoring Orders 

Section 219 allows a judge of a State or Territory court to make a monitoring order that a 

financial institution provides information about transactions conducted during a particular 

period through an account held by a particular person with the institution. However, the 

judge must not make the order unless it is satisfied that there are reasonable grounds for 

suspecting that the person has committed, or is about to commit, a serious offence or was 

involved in the commission or is about to be involved in the commission of a serious 

offence, or has benefited directly or indirectly, or is about to benefit directly or indirectly 

from the commission of a serious offence.  

 

Again, a financial institution or its officers, employees or agents are protected from any 

action, suit or proceeding in   relation to its or their response to a monitoring order. More 

importantly, for the prosecution of offences relating to money laundering under the 

Criminal Code, when they provide information under a monitoring order, they are 

considered not to have been in possession of that information at any time.138 Sections 222 

to 224 deal with the offences of making false statements, unauthorized disclosure and 

failing to comply with monitoring order. 

 

 

7.5.3 Search and Seizure 

 

Section 225 permits a magistrate to issue a search warrant, if satisfied by information on 

oath that there are reasonable grounds for suspecting that there is, or will be within the next 

72 hours, tainted property or evidential matter at the premises. However, documents and 

other information which are subject to legal professional privilege cannot be seized.139 

 

A magistrate may also grant a search assistance order in relation to data held in or 

accessible from a computer under section 246. Furthermore, searches of vehicles, aircraft, 

ships etc may be made without warrant, if an officer suspect on reasonable grounds that 

they contain tainted property or evidential material, or it is necessary to seize the thing to 
                                                 
138 Proceeds of Crime Act 2002 (Cth), s 221. 
139 Proceeds of Crime Act 2002 (Cth), s 264. 
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prevent concealment, loss or destruction and that it is necessary to act immediately because 

the circumstances are serious and urgent.140 

 

It is clear that POCA 2002 provides extensive confiscation measures and appears to be 

effective. Undoubtedly, the civil forfeiture regime is the backbone of the legislation and has 

greatly assisted law enforcement authorities in detecting criminals and depriving their illicit 

profits. However, it must be noted that the banks and financial institutions also play a 

significant role in ensuring the effectiveness of the regimes. However, the information 

gathering and confiscation measures have put significant burden on banks and greatly 

affected their relationship with customers. 

 

Apart from an effective confiscation regime, POCA 2002 also provides appropriate 

safeguards to protect the rights of third parties who genuinely acquire the property which is 

subject to the forfeiture orders under the Act. Normally, third parties may apply to exclude 

the forfeiture orders on the basis that it is not proceeds of any offence and must show this 

on balance of probabilities. Notably, the legislation also establishes a Confiscated Assets 

Account which keeps the proceeds of confiscated assets to be used to support national and 

community programs in combating crimes, drug treatment and diversionary programs.141 

 

7.6 The Mutual Assistance in Criminal Matters Act 1987 (MACMA) 

 

MACMA sets out the mutual legal assistance mechanisms available to Australia’s law 

enforcement authorities to seek and provide legal assistance for investigation and 

prosecution of serious crimes including money laundering and terrorism financing 

activities. The mutual legal assistance process is facilitated by bilateral mutual assistance 

treaties. The treaties allow Australia to make a request to a treaty country under the terms 

of the treaty. To date, Australia has entered into bilateral mutual assistance treaties with 

several countries including the United States, Hong Kong, the Netherlands, Indonesia and 

Malaysia. A request can also be made under some multilateral international conventions to 

                                                 
140 Proceeds of Crime Act 2002 (Cth), s 251. 
141 Proceeds of Crime Act 2002 (Cth), Part 4.3. 



307 

 

which Australia is a party, for example the United Nations Convention against Illicit Drugs 

and Psychotropic Substances and the United Nations Convention on Transnational 

Organized Crime.142 

 

Under MACMA, Australia can provide and request a wide range of assistance which 

includes the following: 

a) the taking of evidence and production of documents or other articles;143 

b) the issue of a search warrant and the seizure of any thing relevant to a proceeding or 

investigation;144  

c) the arrangement for persons to give evidence or assist investigations;145 

d) the enforcement of proceeds of crime actions;146 

e) the issue and execution of a search warrant in respect of evidential material in 

Australia at the request of a foreign country.147 

 

7.6.1 Request by Australia 

Australia can request mutual assistance from a foreign country and such a request must be 

made by the Attorney General (AG).148 The AG can request that a foreign country take 

evidence or produce documents or other articles for the investigation or prosecution of an 

Australian offence. Australia may also request that an opportunity be given for person 

giving evidence, or producing documents or other articles in response to a mutual 

assistance request, to be examined or cross-examined by video-link from Australia. Then, 

such evidence or documents can be used in the Australian investigation or prosecution of 

the alleged crime.149 

 

                                                 
142 Australian Government- Attorney General’s Department, A Better Mutual Assistance System: A Review of 
Australia’s Mutual Assistance Law and Practice (2006) 8. 
< http://www.ag.gov.au> at 1 November 2007. 
143 Mutual Assistance in Criminal Matters Act 1987 (Cth), Part II. 
144 Mutual Assistance in Criminal Matters Act 1987 (Cth), Part III. 
145 Mutual Assistance in Criminal Matters Act 1987 (Cth), Part IV. 
146 Mutual Assistance in Criminal Matters Act 1987 (Cth), Part VI. 
147 Mutual Assistance in Criminal Matters Act 1987 (Cth), Pt VIIA. 
148 In practice, the Minister of Justice and Customs makes mutual assistance decisions. 
149 Mutual Assistance in Criminal Matters Act 1987 (Cth), s 12. 
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Under section 14, the AG can request that a foreign country obtain a search warrant or 

other instrument that authorizes a search for, and seizure of, a thing relevant to an 

Australian proceeding or investigation. The evidence obtained as a result of the search and 

seizure can be used in the Australian investigation or prosecution of the alleged crime. 

 

Furthermore, the AG can request that persons, including prisoners, be transferred from a 

foreign country to Australia to give evidence in a proceeding for a criminal matter or assist 

in an investigation.150 The AG can also request that a foreign country register Australian 

proceeds of crime orders, or make proceeds of crime orders on behalf of Australia.151 

 

7.6.2 Request by Foreign Countries 

 

MACMA also allows Australian authorities to assist foreign countries in the investigation 

and prosecution of serious offences. Under section 13, the AG can authorize a magistrate to 

conduct the taking evidence or production order proceedings for the purposes of a 

proceeding in a foreign country. In such proceedings, a magistrate may require a person to 

give evidence on oath for the purposes of the foreign proceeding. In production order 

proceedings, a magistrate may require a person to produce documents or other articles for 

the purposes of the foreign proceeding. 

 

The AG can also authorize a mutual assistance search warrant on behalf of a foreign 

country where material relating to serious offence is reasonable suspected of being located 

on Australia.152 Further, the AG can authorize material which is already in the possession of 

an Australian enforcement agency to be provided to a foreign country provided that it was 

lawfully obtained and is lawfully in possession of that agency.153 Obviously, this allows for 

a very efficient means of providing material to foreign countries for use in their criminal 

proceedings.  

 

                                                 
150 Mutual Assistance in Criminal Matters Act 1987 (Cth), Pt IV. 
151 Mutual Assistance in Criminal Matters Act 1987 (Cth), Pt VI. 
152 Mutual Assistance in Criminal Matters Act 1987 (Cth), s 15. 
153 Mutual Assistance in Criminal Matters Act 1987 (Cth), s 13A. 



309 

 

Sections 26 to 27 of MACMA permit the AG to arrange for a person, including a prisoner, 

to travel from Australia to a foreign country for the purposes of giving evidence in a foreign 

prosecution or assisting a foreign investigation. The person must consent and be capable of 

giving evidence or assisting in the investigation. 

 

MACMA also enables Australia to assist other countries in tracing and confiscating the 

proceeds of crimes. For this reason, Australia can register and enforce foreign forfeiture 

and pecuniary penalty orders where there is a conviction for a foreign serious offence. 

Australia can also use a range of investigative tools, including monitoring orders and 

production orders, which can be used on behalf of a foreign country to locate the proceeds 

of crime.154  

 

It must be noted that sections 34R to 34W of MACMA provides for notices to financial 

institutions in relation to the execution of the proceeds of crime actions. Section 34 enables 

the AG to require a financial institution to provide information or documents relating to the 

customers and their accounts.155 Failure to comply with the notices is an offence and the 

person could be liable for six months imprisonment or 30 penalty units, or both.156 Section 

34T provides protection from any actions for the institution and its officer or agents in 

complying with the notice requirement. 

 

A request by foreign country must be made in writing and satisfy section 11 of MACMA. 

Then, the Minister for Justice and Customs will decide whether to approve the request, 

taking into consideration the mandatory and discretionary grounds of refusal. Normally, the 

Minister must refuse the request when:157 

(a)  the offence is a political offence; 

(b) the request has been made with a view to prosecuting or punishing a person for a 

political offence; 

                                                 
154 Mutual Assistance in Criminal Matters Act 1987 (Cth), ss34-34H. 
155 Mutual Assistance in Criminal Matters Act 1987 (Cth), s 34R (1) (a)-(f). 
156 Mutual Assistance in Criminal Matters Act 1987 (Cth), s 34W. 
157 Mutual Assistance in Criminal Matters Act 1987 (Cth), s 8. 
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(c) the request was made for the purpose of prosecuting, punishing or otherwise causing 

prejudice to a person because of their race, sex, religion, nationality or political opinions; 

(d) the offence is a military offence; 

(e) the granting of the request would prejudice the sovereignty, security or national interest 

of Australia, or the essential interest of a State or Territory; or 

(f) the person has been acquitted, pardoned or already punished for the offence in the 

foreign country. 

 

Additionally, a request may be refused if the request relates to the prosecution or 

punishment of an offence where the death penalty may be imposed unless the AG having 

regard to the special circumstances of the case, is of the opinion that the request should be 

granted.158 

 

At present, the mutual assistance regime has emerged as an essential law enforcement tool 

to prosecute domestic and transnational criminals and confiscate their illicit profits. 

Therefore, it is vitally important to ensure the effectiveness of the regime. Any legal or 

technical obstacles that could affect the efficiency of the regime must be eliminated.  For 

instance, the problems with secrecy rule must be resolved. Only then evidence obtained by 

way of mutual assistance request can be used effectively in prosecution and related 

proceedings. In the meantime, since mutual assistance process involves various law 

enforcement agencies, it is imperative to coordinate each agency’s duties and 

responsibilities as well as enhancing their skills and knowledge in relation to the process. 

 

7.7 Comparative Analysis  

 

Unlike the Australian regime, the Malaysian anti-money laundering regime is principally 

found in one statute, i.e AMLATFA. The Act criminalises money laundering and terrorism 

financing; imposes AML/CTF obligations; introduces mechanisms for the investigation; 

and provides measures for freezing, seizure and forfeiture of illegal proceeds derived from 

                                                 
158 Mutual Assistance in Criminal Matters Act 1987 (Cth), s 8(1A). 
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criminal activities. The implementation of AMLATFA is supervised by Bank Negara 

Malaysia (BNM). Like the Australian regime, the main aim of the Malaysian regime is to 

provide effective AML/CTF measures in line with the international standards set out by 

FATF. 

 

It is beyond the scope of this study to compare both regimes in their entirety. As such, this 

section will only focus on the key AML/CTF obligations, such as the customer 

identification and due diligence, reporting of significant and suspicious transactions, 

record-keeping and AML/CTF program. The role of the Financial Intelligence Unit and 

penalties for non-compliance will also be considered. The differences and similarities 

between the Australian and Malaysian regimes will be highlighted.  

 

a) Customer Identification and Due Diligence 

The Malaysian regime, like the Australian regime, requires banks to comply with the 

customer identification and due diligence procedures.  Before establishing a business 

relationship with customers, a bank must create a risk profile of a particular customer to 

identify money laundering and terrorism financing risks associated with the customer. 

 

A bank is required to verify the identity of a customer, by reliable means such as the 

identity card, passport or business constituent documents and include the verification 

details in a record. Unlike the Australian regime, the Malaysian regime does not directly 

mention electronic verification. As such, this method must be considered by the Malaysian 

government given the extensive use of information technology in banking business. 

 

The Malaysian regime allows a bank to conduct its customer due diligence process no later 

than 14 days after the business relationship is established, if the risks of money laundering 

and terrorism financing are low. The Australian regime, on the other hand, exempts certain 

low-risk designated services from customer identification procedures, except when a 

suspicious matter obligation arises ( for instance, when a bank suspects that the customer is 

not who it claims to be). However, at the time of writing, the low-risk designated services 

have not yet been identified. 
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The Australian banks are also allowed to exclude existing customers from customer 

identification procedures, except when suspicious matter obligation arises. The customer 

must be identified and verified within 14 days of the suspicious matter obligation arising.  

It appears that the Malaysian regime is silent about this. However, the Malaysian banks are 

required to take the necessary measures to ensure that the existing customers’ records are 

updated and remain relevant. Banks must also conduct regular reviews on the customers’ 

record in the following circumstances: 

 when a significant transaction is to take place; 

 when there is a material change in the way the account is operated; 

 when the customer’s documentation standards change substantially; or 

 when it discovers that the information held on the customer is insufficient. 

 

For high risk customers, it appears that the Malaysian and Australian regimes adopt similar 

approach. Banks in both countries are required to conduct enhanced due diligence on high 

risk customers. Additionally, the Malaysian banks are required to obtain approval from 

senior management before establishing a business relationship with high risk customers. 

Both regimes also require banks to conduct ongoing customer due diligence to identify and 

manage money laundering and terrorism financing risks that they may face. 

 

 

 b) Reporting Obligations 

Like the Australian regime, the Malaysian regime requires banks to report cash transaction 

and suspicious transaction. Malaysian banks are required to report cash transactions of 

RM50,000 and above in a day, whereas in Australia, it is AUD10,000. It is clear that the 

Malaysian regime sets a higher limit than the Australian regime.  

 

It also appears that procedures relating to cash transaction reports are not directly specified 

under AMLATFA. In contrast, the Australian AML/CTF Act clearly states that the report 

must contain certain details about the customer and the nature of a designated service 

provided. Although such procedures have already been in place because of the FTRA, the 

AML/CTF Act extends such reporting obligations to the transfers of e-currency. This is a 
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positive approach and need to be considered by the Malaysian regulator because it could 

prevent the potential abuse of e-currency channels by criminals and terrorists.  

 

Malaysian banks are required to report suspicious transactions where there are reasonable 

grounds to suspect that such transactions may be relevant to money laundering. Australian 

banks on the other hand, are required to make a suspicious matter report in circumstances 

where they actually suspect on reasonable grounds that any one of those circumstances 

specified under the law has arisen. In this respect, it appears that the Australian regime 

provides clearer guidance to banks in regards to submitting suspicious matters reports. 

 

Under the Malaysian regime, the timing requirement for submission of a suspicious 

transaction report (STR) is not clearly provided. However it states that banks are required 

to appoint a compliance officer who is responsible for channelling all internal STRs 

received from the employee of the branch or subsidiary to FIU. Upon receiving any internal 

STR, the compliance officer should evaluate the grounds for suspicion, and if the suspicion 

is confirmed, promptly submit the STR to FIU. As such, it may be presumed that banks are 

given reasonable time to submit STR to FIU. 

 

In contrast, the Australian banks are required to report suspicious matters within three days, 

for money laundering offences and 24 hours for terrorism financing offences. It appears 

that the timing requirement under the Australian regime is more stringent. Given the 

complexity of money laundering and terrorism financing process, it can be said that the 

Malaysian approach is more appropriate.  

 

c) Record-Keeping 

The Malaysian banks are required to maintain certain records for a period of not less than 

six years whereas in Australia, it is seven years. The Malaysian regime also requires banks 

to keep the records beyond six years when it is subject to a money laundering or terrorism 

financing investigation or prosecution. It appears that this requirement is not available 

under the Australian regime. In this respect, it can be said that the Malaysian approach is 

preferable because normally money laundering investigation takes a long time due to the 
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complicated nature of the process and the challenges faced by the law enforcement 

agencies. 

 

d) AML/CTF Program 

Similar to the Australian regime, the Malaysian regime also requires banks to establish an 

AML/CTF program to adequately identify and manage money laundering and terrorism 

financing risks that they may face. But unlike the Australian regime, the Malaysian regime 

has not introduced the concept of designated business group (DBG) which allows for a 

joint AML/CTF program and sharing of customer identification information. This is 

another positive approach which can be considered by the Malaysian authorities. 

 

e) The Role and Function of Financial Intelligence Unit (FIU) 

Like AUSTRAC, the Malaysian FIU acts as the financial intelligence unit as well as the 

national AML/CTF regulator. As the financial intelligence unit, the Malaysian FIU acts as a 

central agency to receive and analyse suspicious transactions and cash transactions, and 

disseminate financial information from these reports to the relevant enforcement agencies.  

 

As AML/CTF regulator, the Malaysian FIU has a wide range of supervisory, monitoring 

and enforcement powers. It also responsible for formulating and implementing education 

and assistance programs to help banks and other regulated institutions meet their 

obligations under the AML/CTF laws. However, in this respect, it appears that AUSTRAC 

has been more active. For example, it has developed AUSTRAC Online, AUSTRAC 

Regulatory Guide, AUSTRAC Typologies and Case Studies Report 2007 and Introduction 

to AML/CTF e-learning course. The AUSTRAC Regulatory Guide, in particular, provides 

detail guidance on AML/CTF program, customer identification and due diligence, 

compliance reporting and correspondent banking. This is a positive approach because it has 

greatly assisted the institutions to understand the money laundering and terrorism financing 

and how to meet their obligations under the legislation.  As such, the Malaysian FIU needs 

to provide more guidance to facilitate compliance with AML/CTF laws.  More importantly, 

it could minimize the banks’ uncertainties and thereby minimize unnecessary compliance 

costs.  
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f) Non-Compliance with AML/CTF Obligations 

The Malaysian regime provides various penalties for non-compliance with the AML/CTF 

obligations. The penalties are severe and apply to both the bank and its employees. For 

instance, a bank employee may be personally liable to a fine not exceeding RM100,000 or 

to imprisonment for a term not exceeding six months or to both. To make matters worse, 

BNM may revoke or suspend a bank’s licence if it has been convicted under AMLATFA. It 

appears that the Malaysian regime adopts both civil and criminal penalties for non-

compliance. 

 

In contrast, the Australian regime adopts a civil penalty regime for breach of AML/CTF 

obligations, with maximum penalty of AUD11 millions for a body corporate, or AUD2.2 

million in all other cases.  It appears that the Australian regime recognizes that a civil 

penalty regime is more appropriate for a regulatory scheme that places obligations largely 

on banks and financial institutions. This is a good approach because it will be much easier 

for the law enforcement authority to punish the offender where it will only be necessary to 

establish on the balance of probabilities that a person contravened a civil penalty provision. 

 

7.8 Summary 

 

Australia has a comprehensive package of anti-money laundering laws which can be found 

in a number of statutes such as the Criminal Code, the POCA 2002, MACMA and the 

FTRA. However, the FTRA has now been replaced by the AML/CTF Act 2006. The 

enactment of the AML/CTF Act is vital because the anti-money laundering measures under 

the FTRA were inadequate and did not fully complied with the international best practice 

set by FATF. Apart from compliance with the accepted international standards, the 

enactment of AML/CTF Act is seen as a proactive approach of the Australian government 

to protect the integrity of its financial system from being abused by criminals and terrorists. 

More importantly, the AML/CTF Act ensures that Australian businesses are not barred 

from participating internationally.  

 

It can be said that the passage of the AML/CTF Act will greatly change the AML/CTF 

regime in Australia. The most important change is a shift from a prescriptive reporting 
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regime to a risk-based approach. It appears that the Act makes risk management a legal 

requirement. As such, it places significant obligations on the board of directors and senior 

management of banks to ensure that their systems can control money laundering and 

terrorism financing risks effectively. 

 

It has been suggested that the risk-based AML/CTF legislation is a better approach that 

could minimize the compliance cost faced by the regulated institutions. Therefore, it 

becomes a key responsibility of AUSTRAC, as the national AML/CTF regulator, to 

provide practical and workable guidance for the regulated institutions in implementing the 

law. This is utmost important because unworkable legislation would only place unnecessary 

burden on the regulated institutions, thereby will affect the business progress and 

competition. For this reason, continuing consultation and cooperation between AUSTRAC 

and the regulated institutions is necessary to minimize unworkable obligation and 

institutions uncertainties.  

 

A brief comparative analysis of the Malaysian and Australian AML/CTF regime shows that 

generally there is not much difference in relation to AML/CTF obligations imposed by both 

regimes. This is because the laws that have been enacted in both countries are based on the 

FATF standards which are accepted as the international best practice in the war against 

money laundering and terrorism financing. 
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CONCLUSION 

 

 

Money laundering refers to an act of hiding or disguising the illicit funds which are 

generated from a criminal activity. It helps distance criminals from the proceeds of the 

underlying crimes so that they can enjoy their ill-gotten gains without fear of prosecution 

and confiscation. Money laundering not only encourages crime, but also has a very 

corrosive impact on financial institutions. The underlying rationale behind anti-money 

laundering laws is that if money laundering is criminalized and criminal proceeds are 

confiscated, crime will no longer pay and there will be less motivation for criminals to 

commit crimes. Furthermore, combating money laundering is not just a matter of fighting 

crime, but also preserving the integrity of banks and financial institutions from being 

abused by money launderers. Therefore, many of the efforts to combat the menace have 

concentrated on the measures adopted by banks and financial institutions. 

 

In recent years many countries have implemented anti-money laundering laws and 

Malaysia is no exception. The Anti Money Laundering Act (AMLA) was passed in 2001 

and came into force in 2002. In response to the global fight against terrorism, AMLA was 

amended by the Anti-Money Laundering (Amendment) Act in 2003. The amending 

legislation extended the anti-money laundering mechanism to include measures to combat 

terrorism financing. Since 6 March 2007, AMLA has been renamed the Anti-Money 

Laundering and Anti-Terrorism Financing Act 2001 (AMLATFA). AMLATFA imposes 

AML/CTF obligations on banks and financial institutions. Apart from AMLATFA, they are 

also subject to the various AML/CTF guidelines issued by BNM. 

 

The enactment of AMLATFA has filled an important a gap in the fight against money 

laundering in Malaysia. AMLATFA translates the international standards on anti-money 

laundering and counter-terrorism financing measures into a national law. By comparison 

with similar laws in other countries, AMLATFA is comprehensive and up-to-date. It is 

considered an innovative and comprehensive legislation as it covers all aspects of criminal 

proceeding related to money laundering and terrorism financing. Apart from combating 
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money laundering, AMLATFA has also introduced several powerful and innovative 

measures to facilitate the recovery of illegal proceeds from almost any serious crime. As 

such, AMLATFA can be considered a major new tool in the fight against criminal activities 

in Malaysia. By using AMLATFA as a strategic approach, the law enforcement agencies 

can effectively detect and confiscate the proceeds of crimes.  

 

The AML/CTF measures imposed by AMLATFA apply uniformly to all financial 

institutions and designated non-financial institutions and professions. They also apply to 

the offshore banks at the Malaysian Offshore Financial Centre which is known as the 

Labuan International Business and Financial Centre (IBFC). While the offshore and 

onshore banks have different regulations for the establishment and operation of their 

business, it appears that they are governed by the very similar AML/CTF laws. This can be 

considered a positive approach given the negative perception that OFCs are commonly used 

to facilitate money laundering. More importantly, it will reflect the transparency of Labuan 

IBFC as a clean and reputable centre for international business. 

 

With the implementation of AMLATFA, Malaysian banks need to comply with an 

increasing number of regulations and guidelines to counter money laundering and terrorism 

financing. Banks are required to identify and verify customers, report cash and suspicious 

transactions, keep records and establish compliance program. Apart from the AML/CTF 

obligations, bankers must also be aware of the tipping-off offence which prohibits the 

disclosure of information which is likely to prejudice money laundering investigation. It is 

appreciated that the AML/CTF measures are critical to protect the stability and integrity of 

Malaysian banking system. However, one question that needs to be asked is whether these 

obligations are actually effective in preventing money launderers from using banks or 

whether they simply put unreasonable burdens on the banks and their customers?  

 

It is clear from the findings of the study that compliance with AML/CTF obligations can 

increase complexity of banking operations. Initially, banks need to comply with substantial 

changes in customer identification and due diligence (CDD) procedures. This requirement 

produces significant shift in the ways banks interact with their existing and potential 

customers. For example, banks are required to obtain more detailed information of higher 
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risk customers. However, it appears that the examples of higher risk customers are not 

clearly defined under the laws. Indeed, without clear guidelines, it is doubtful how banks 

could effectively implement the CDD requirements.  

 

Banks are also required to monitor customer activity to identify any unusual activity that 

may be indicative of money laundering and terrorism financing. However, experience has 

shown that transaction monitoring has been the main cause of increased AML/CTF cost 

faced by banks. Unfortunately, despite the substantial costs incurred by banks, they still 

face a significant challenge in monitoring customer’s transaction and account status across 

several different countries particularly due to banking secrecy or data protection rules.  

 

The requirement of suspicious transaction report (STR) also poses several issues and 

challenges. Obviously, it is hard for banks to justify STR because it is very subjective. This 

problem would also lead to mistaken reporting and defensive reporting. If left unchecked, 

this would result in a flood of reporting and thereby may jeopardize the effectiveness of the 

STR regime. To make matters worse, the UK experience has shown that the STR system 

has certain weaknesses and under-utilised by legal enforcement agencies. Therefore, a 

continuous collaborative relationship between AML/CTF regulator, other legal 

enforcement agencies and the banking industry is vital to avoid this problem in Malaysia.  

 

The AML/CTF laws also require banks to report suspected terrorism financing activities. 

However, experience has shown that banks are struggling to adapt anti-money laundering 

mechanisms to the peculiarities of terrorism financing. Given the differences between 

money laundering and terrorism financing, it requires deep skills from banks employees to 

detect the terrorist funds as it needs much closer analysis of sources and destinations of the 

funds.  Undoubtedly, this obligation places an additional burden on banks and their 

employees. 

 

Banks also face challenges to comply with the requirement of AML/CTF training 

programs. While properly trained employees are known as the best AML/CTF control, it is 

evident that there is a serious deficiency of training programs conducted by the UK and 

Australian banks. As such, if this evidence is anything to go by, there is a strong likelihood 
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that Malaysian banks are no better than their overseas counterparts in respect of training 

programs. Given the complex and sophisticated nature of money laundering and terrorism 

financing, this deficiency needs to be addressed seriously by Malaysian banks. 

 

The findings of the study also have shown that the AML/CTF laws can affect banks’ 

relationship with customers and other banks. For example, the disclosure of customers’ 

information has overridden the principles of banking secrecy and thereby can undermine 

customer trust. At first glance, it appears that AMLATFA makes greater inroads into the 

secrecy rule when compared to the common law or BAFIA. Banks can disclose customer’s 

information on even grounds of suspicion of money laundering or terrorism financing 

activities. However, on closer inspection this is not really true as there are limits to 

disclosure. Banking secrecy is still preserved except where detecting and deterring money 

laundering outweighs the overall need to protect the customer’s information.  

 

But despite the limits imposed on disclosure, there are some aspects of the reporting 

obligations which would make customers wonder whether they can rely on the banks to 

keep their affairs secret. Traditionally the banker-customer relationship was one built 

around mutual trust, but with the introduction of AML/CTF laws it appears that it will 

eventually be replaced with one built around mutual suspicion. Given the growing threat of 

global terrorism and money laundering, it must be said that this is the price to be paid 

because without a flow of information from the banks, the effective prevention of the 

menace is not possible.  

 

It also appears the AML/CTF laws have placed a serious obstacle to correspondent banking 

relationships. The laws have made it more difficult for Malaysian banks to maintain 

correspondent banking relationship with foreign banks. The banks are now under greater 

legal requirements to conduct enhance due diligence reviews of their foreign bank 

customers, including obtaining information on the foreign bank’s management, finances, 

reputation, regulatory environment and AML/CTF measures. It must be said that these 

stringent rules can curtail the ability of Malaysian banks to expand their correspondent 

banking networks and overseas business.  
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Furthermore, the obligation to report suspicious transactions and to avoid tipping off a 

customer suspected of money laundering can expose the bank to liability as a constructive 

trustee.  However, from the UK experience, it appears that the courts approach the matter in 

a way which encourages banks and other regulated institutions to report suspicious 

transaction without fear of constructive trustee liability. Normally, when banks comply 

with the reporting requirement and act in accordance with the relevant authority’s 

directions, the risk to be held liable as a constructive trustee is very slight. Indeed, this is 

vitally important to protect the soundness and sanctity of the banking industry. At present, 

it is not clear whether the banks in Malaysia could possibly face the same problems. 

However, in complying with the AML/CTF obligations, AMLATFA clearly protects banks 

from being exposed to civil, criminal or even disciplinary proceedings. This is a positive 

approach and certainly supports banks in their efforts to comply with the reporting 

requirements under the AML/CTF laws.  

 

It is also clear that the AML/CTF laws pose significant legal risks on Malaysian banks. 

Non-compliance with the AML/CTF requirements can expose the banks to serious 

penalties, such as substantial amount of fines, imprisonment and even revocation of a 

bank’s license. Besides, non-compliance with the laws would also affect the banks’ 

reputations. Once a bank’s reputation is tarnished, it can have serious implication on its 

business. As such, it is critical for the banks to implement effective AML/CTF measures to 

mitigate and manage money laundering and terrorism financing risks associated with their 

products, services, customers and transactions.  

 

Experience has shown that banks across the globe spent high cost for AML/CTF 

compliance. Judging from the experience, it appears that the amounts spent by Malaysian 

banks could be very significant. More importantly, given the increased costs incurred by 

banks, it is likely to see these costs being passed along to the customers. Unfortunately, it is 

still unclear at this stage whether these costs outweigh the benefits.  

 

It is undeniable finding a right balance between the benefits of the AML/CTF laws and the 

costs to banks and their customers is not easy. However, it must be borne in mind that 

failure to find the right balance will not only create significant compliance problems for 
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banks, but also has the potential to adversely affect the stability, competitive and proper 

function of the financial system. Indeed, it is unreasonable if the toughness of the laws 

seems to fall on the law abiding and conscientious banks and their customers rather than on 

the criminals.  

 

For this reason, it is critical for the Malaysian government to constitute a flexible, workable 

and effective AML/CTF framework. In its effort to ensure effective implementation of the 

laws, it appears that the Malaysian government has moved away from a prescription-based 

regime to risk-based AML/CTF regime. This approach is a welcome change because it 

recognizes that banks and other regulated institutions are in the best position to design 

AML/CTF programs that address the specific risks that they may face. This approach could 

also avoid over-regulation where no real money laundering risks occurred. However, the 

success of this approach is heavily dependant on strong corporate governance and senior 

management accountability. 

 

Therefore, at this stage, it is critical for the management of banks to understand how the 

AML/CTF obligations apply to their operations and establish effective AML/CTF program. 

From the findings of the study, it is clear that more detailed guidance is required from the 

AML/CTF regulator to enable banks and their employees to discharge their legal 

obligations properly. The AML/CTF regulator should consider adopting some of the 

guidelines issued by its Australian counterpart. Undoubtedly, effective coordination 

between AML/CTF regulator and the banking industry is vital to minimize problems faced 

by the banks and thereby to ensure effective implementation of the laws.  
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LIST OF ABBREVIATIONS 
 
ACA – Anti-Corruption Act 1997 
AG – Attorney General 
AML/CFT – Anti-Money Laundering and Counter Financing of Terrorism 
AML/CTF – Anti-Money Laundering and Countering Terrorism Financing 
AMLA – Anti-Money Laundering Act 2001 
AMLATFA – Anti-Money Laundering and Anti-Terrorism Financing Act 2001 
AMLATF Regulations – Anti-Money Laundering and Anti-Terrorism Financing 
(Reporting Obligations) Regulations 2006 
APG – Asia/Pacific Group on Money Laundering 
AUSTRAC – Australian Transaction Reports and Analysis Centre 
BAFIA – Banking and Financial Institutions Act 1989 
BNM – Bank Negara Malaysia 
CA – Customs Act 1967 
CBA – Central Bank of Malaysia Act 1958 
CDD – Customer Due Diligence 
CoTUNA – Charter of the United Nations Act 1945 
CPC – Criminal Procedure Code 
CTR – Cash Transaction Report 
DDFOP – Dangerous Drugs (Forfeiture of Property) Act 1988 
DDA – Dangerous Drugs Act 1952 
DNFBPs – Designated Non-Financial Businesses and Professions 
DPP – Deputy Public Prosecutor 
EA – Extradition Act 1992 
ECA – Exchange Control Act 1953 
FATF – Financial Action Task Force 
FIU – Financial Intelligence Unit 
FTR Act – Financial Transaction Reports Act 1988 
GDP – Gross Domestic Product 
IBA – Islamic Banking Act 1983 
IOFC – International Offshore Financial Centre 
ISA – Internal Security Act 1960 
KYC – Know Your Customer 
LOFSA – Labuan Offshore Financial Services Authority 
LOFSAA – Labuan Offshore Financial Services Authority Act 1996 
MACMA – Mutual Assistance in Criminal Matters Act 2003 
ML/TF – Money Laundering and Terrorism Financing 
MoU – Memorandum of Understanding 
NCC – National Co-ordination Committee to Counter Money Laundering 
NCCT – Non-Cooperative Countries and Territories 
OBA – Offshore Banking Act 1990 
OCA – Offshore Companies Act 1990 
PEP – Politically Exposed Person 
POCA 1987 – Proceeds of Crime Act 1987 
POCA 2002 – Proceeds of Crime Act 2002 
RMP – Royal Malaysia Police 
STR – Suspicious Transaction Report  


